Preface

There is no doubt that the Internet is affecting every aspect of our lives; the most
significant changes are occurring in private and public sector organizations that are
transforming their conventional operating models to Internet-based service models,
known as eBusiness, eCommerce and eGovernment. Companies, institutions and
organizations, irrespective of their size, are nowadays utilizing the Internet for
communicating with their customers, suppliers and partners; for facilitating the
interconnection of their employees and branches; for connecting to their back-end
data systems and for performing commercial transactions. In such an environment,
where almost every organization relies heavily on information and communications
technologies, new dependencies and risks arise. Public Key Infrastructure (PKI) is
probably one of the most important items in the arsenal of security measures that can
be brought to bear against the aforementioned growing risks and threats.

PKI research has been active for more than 26 years. In 1978 R.L. Rivest,
A. Shamir and L. Adleman published what is now commonly called the RSA
cryptosystem (Communications of the ACM, Vol.21, No.2, pp.120-128, 1978), one of
the most significant discoveries in the history of cryptography. Since the
mathematical foundation of RSA rests on the intractability of factoring large
composite integers, in the same year, R. Merkle demonstrated that certain
computational puzzles could also be used in constructing public key cryptography
(Communications of the ACM, Vol.21, No.4, pp.194-299, 1978).

As the years passed by, several countries started developing their PKI. Inevitably,
several practical problems were identified. Although adhering to international
standards, such as ITU, ISO, IETF and PKCS, different PKI systems (national and/or
international) could not connect to one another. Subsequently, a number of
organizations were formed to promote and support the interoperability of different
PKIs between certain countries. Indicative examples of such organizations today
include the PKI Forum, the EESSI — European Electronic Signature Standardization
Initiative and the Asia PKI Forum.

To foster and stimulate these discussions in a research environment, the
International Workshops for Asian PKI (IWAP) and the US PKI Research Workshops
have been held annually since 2001 (IWAP 2001 in Korea, IWAP 2002 in Taiwan,
IWAP 2004 in Japan) and since 2002 (the annual US PKI Research Workshops,
hosted by the NIST) respectively. Their goal is to provide a framework for both
theoreticians and practitioners to share their experience and research outcomes
concerning good practices in applying PKI and related supporting technologies,
together with prudent assessment and comparison of the technologies.

The first European PKI Workshop: Research and Applications (EuroPKI 2004)
initiated a series of corresponding workshop activities in Europe. The EuroPKI 2004
workshop was held on 25-26 June 2004, on Samos Island, Greece, and was hosted by
the University of the Aegean, Department of Information and Communication
Systems Engineering, Laboratory of Information and Communication Systems
Security (Info-Sec-Lab, www.icsd.acgean.gr/Info-Sec-Lab).
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VI Preface

In response to the EuroPKI 2004 call for papers, 73 papers were submitted, whose
authors came from 25 countries. Each paper was reviewed by three members of the
Program Committee, on the basis of the significance, novelty, technical quality and
PKI relevance of the work reported therein. At the end of the reviewing process, only
25 papers were selected for presentation, whose authors came from 13 countries,
resulting in an acceptance rate of 34%. This volume contains these papers as well as 5
additional short papers.

We would like to thank all the members of the Program Committee, as well as the
external reviewers, for their constructive and insightful comments during the review
process. Moreover, we would like to express our gratitude to the members of the
Organizing Committee for their continuous and valuable support. We also wish to
express our thanks to Alfred Hofmann and his colleagues from Springer-Verlag, for
their co-operation and their excellent work during the publication process. Finally, we
would like to thank all the people who submitted their papers to the workshop,
including those whose submissions were not selected for publication, and all the
delegates from around the world who attended the first Furopean PKI Workshop.
Without their support the workshop would not have been possible.

June 2004 Sokratis K. Katsikas
Stefanos Gritzalis
Javier Lopez
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