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Sales application

Customer

«fair exchange»

Business

buys good
sells good
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delivery due

deliveredundelivered

BusinessCustomer

Wait until

Deliver

Pick up
Reclaim

Pay

Request good

{start={Pay}} {stop={Reclaim,Pick up}}
Purchase «fair exchange»
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server machine

web server«call»

remote access

client apps
browser access control

«Internet»

«secrecy»

«secure links»
{adversary=default}

get_password
client machine
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«data security»Secure channel

«critical»

resp(shrd:Exp,cert:Exp)
init(n:Data,k:Key,cert:Exp)
xchd(mstr:Exp)

«critical»

«send»

«send»

S:ServerC:Client

C:Client S:Server
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wm(x)
money+x

/money:=

rx(): Boolean

rm(): Data
wm(x: Data)

rm()/return(money)

rx(): Boolean

«critical»

money: Integer

rm(): Data
wm(x: Data)

Customer account

NoExtraService{high={wm,rm,money}}
Account

rx()/return(true)

ExtraService
[money>=1000]

wm(x)

/money:=
money+x

/money:=
money+x wm(x)

[money<1000]

rx()/return(false)

rm()/return(money)

/money:=0

«no down−flow»
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