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Foreword

Zero-knowledge proofs are fascinating and extremely useful constructs. Their
fascinating nature is due to their seemingly contradictory definition; zero-
knowledge proofs are convincing and yet yield nothing beyond the validity of
the assertion being proved. Their applicability in the domain of cryptography
is vast; they are typically used to force malicious parties to behave according
to a predetermined protocol. In addition to their direct applicability in cryp-
tography, zero-knowledge proofs serve as a good benchmark for the study of
various problems regarding cryptographic protocols (e.g., “secure composition
of protocols”).

A fundamental question regarding zero-knowledge protocols refers to the
preservation of security (i.e., of the zero-knowledge feature) when many in-
stances are executed concurrently, and in particular under a purely asyn-
chronous model. The practical importance of this question, in the days of
extensive Internet communication, seems clear. It turned out that this ques-
tion is also very interesting from a theoretical point of view. In particular, this
question served as a benchmark for the study of the security of concurrent
executions of protocols and led to the development of techniques for coping
with the problems that arise in that setting.

Protocols that remain zero-knowledge also when many instances are exe-
cuted concurrently are called concurrent zero-knowledge, and the current book
is devoted to their study. In view of the fact that the aforementioned generic
application of zero-knowledge protocols relies on their existence for any NP-
set, we focus on the construction of concurrent zero-knowledge for every NP-
set. The book starts by establishing the mere existence of concurrent zero-
knowledge protocols (for any NP-set). We stress that the mere existence of
non-trivial concurrent zero-knowledge protocols was not clear for a couple of
years, and was established by Richardson and Kilian (in the late 1990s). Once
the existence of concurrent zero-knowledge protocols (for any NP-set) was
established, the study turned to the complexity of such protocols, focusing
on the round-complexity (which is arguably the most important complexity
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measure). The bulk of the book is devoted to the presentation of the results
of that study. The main results presented in this book are:

1. Under standard intractability assumptions, concurrent zero-knowledge
proofs with almost-logarithmically many rounds do exist (for any NP-
set). As with all prior work, this result is established using a “black-box
simulator”.

2. Black-box simulators cannot establish the concurrent zero-knowledge
property of non-trivial protocols having significantly fewer than logarith-
mically many rounds. Black-box simulators are the most natural way to
establish the zero-knowledge feature of protocols, and until very recently
they were (falsely) considered unavoidable (and so limitations concerning
them were considered inherent to zero-knowledge itself).

Combined, these two results determine the round-complexity of concurrent
zero-knowledge when restricted to black-box simulations. In doing so, these
results make a significant contribution to the study of zero-knowledge and
security of protocols at large.

We wish to stress that although we currently realize that “black-box zero-
knowledge” is weaker than standard zero-knowledge, it is still important to
determine the limits of “black-box” techniques. Firstly, asserting that some
problem cannot be solved using “black-box” techniques means that, even in
case it is solvable (by “non-black-box” techniques), this problem is inherently
harder than others that can be solved using “black-box” techniques. Indeed,
solutions that rely on “non-black-box” techniques tend to be more complex
not only from a conceptual perspective but also in terms of the time and
communication complexities of the resulting protocol. Furthermore, the latter
tend to provide a lower level of security.

The focus of this book is on the study of concurrent zero-knowledge pro-
tocols. In addition, the book contains a brief introduction to zero-knowledge
and a brief account of other developments in the study of zero-knowledge. The
purpose of these two augmentations, written by me, is to provide an intro-
duction to the basic concepts that underlie the main subject matter as well
as a wider perspective on them.
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