Contents

1.1
1.2
1.3

2.1
2.2
2.3

2.4
24.1
2.4.2
2.4.2.1
2422
243
2.5
2.5.1

2.5.2
253
2.54

2.5.5
2.6
2.7

Preamble by the Institute of Internal Auditors .................
FOreword ........iiiii e
NOte t0 USEIS ..t
List of Abbreviations ..............c.iiiiiiiiii i
List of FIgures ........c..ouuiiniiiiiiiiiiiiiiiiiiia e,

Conceptual Basis of Internal Audit .............................

Nature and Content of Audits .................................
General Definition of Audit ................ ... ...l
Definition of Internal Audit ....................................
Regulatory and Organizational Framework .....................

Internal Audit: Meeting Today’s Needs ........................
The Dynamics of the Operating Environment ...................
Reorientation of the Requirements Profile .......................
Formulating the General Audit Objectives and Ways

of Implementing Them .............. ... ... .. ...
The Charter as Audit Mandate .................................
Purpose of the Charter .................. ..o
Main Contents of the Charter ......................... ... ...
Tasks of Internal Auditat SAP  ............ ...l
Organizational Foundation .................. ... ..o
The Charter as Part of Internal Audit’s Definition Process ........
Implementing the Audit Mandate ..............................
Internal Audit as an Independent Audit Body for the Whole
COMPANY oot e
Internal Audit as a Component of Corporate Governance ........
Internal Audit as a Service Unit ...................ooii
Trend toward Audit Management as a Corporate Management
Instrument ......... ..
Internal Audit as a Profit Center Organization ...................
Internal Audit and the Requirements of SOX ....................
Value Added by Internal Auditat SAP ...................c.o....

Framework of Internal Auditat SAP ..........................
SAP’s Global Audit Approach in the Shape of Global Internal
Audit Services (GIAS) ..o

N NN

16
16
19

22
27
27
29
29
33
35
37

37
40
44
47
51
53
58
60
60

XIII



3.2
3.3
3.4

4.1
4.2
4.3
4.4
4.5
4.6
4.7

5.1
5.2
53
54
55
5.6
5.6.1
5.6.2
5.7
5.8

6.1
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.3
6.4
6.5
6.6
6.7

X1V

Structure of the GIAS Code of Conduct ........................
The GIAS Code of Conductin Detail ..........................
Examples Illustrating the Effectiveness of the Code of Conduct

Organizational Structure of GIAS ............................
Organizational Status within SAP  .................. ... ... ...
Organizational Structure and Responsibilities within GIAS ......
Structure and Tasks of the Regional GIAS Teams ...............
Structure and Organization of the Audit Teams .................
Employee Profilesin GIAS ........ ...ttt
Career Paths and Development Potential .......................
The Structure of Timesheets in Internal Audit ..................

Fundamental Principles of the GIAS Approach ...............
Employee Profiles and their Interaction in the Audit Process .....
Attributes of the Process-Based Approach ......................
Definition of Audit Content ...............cccoiiiiiiiiiiin...
GIAS Target Group Structure ...............cooiiiiiiiiiinnn..
Structure and Content of the Audit Universe ...................
Audit Challenges in the Global Corporate Environment .........
Basis of an International Orientation ..........................
Overview of Global Challenges .......................... ..
GIAS Integration Model ................ .. .. ol
Identifying Audit-Relevant Facts ..............................

AuditMethods ........... ...ttt
Content Determinants and Formal Determinants ...............
Audit Field Structure ........ ..ot
Introduction . ..........c.iiiiiii i e
Management Audit ....... ... .o
Operational Audit ...
Financial Audit ........ ..o
IT Audit o
Fraud Audit ...
Business Audit ... ...
Audit Approaches ........ ...
Audit Categories .......... ...
Audit Types ..o
AuditCycle ...
Cost/Benefit Analysis ..........ccoeiiiiiiiiiiiiniiiiii.

Other Services ..........oiiiiiiiii i
Introduction .......cuuiiiii

62
65
69

72
72
75
78
79
82
85
88



7.2

7.2.1
7.2.2
7.2.3
7.2.4
7.3

7.3.1
7.3.2
7.3.3

1.1
1.2

2.1
2.1.1
2.1.2
2.1.3
2.2
2.3
2.4

3.1
3.2
3.2.1
322
323
33
3.3.1
332

4.1
4.1.1
4.1.2
413
4.13.1

Contents

Audit-Related Other Services ....................oooiiiiaa.
Cost-Effectiveness Analysis ............c.ooviiiiiiiiiiiin.
Pre-Investigations ............ ... ... il
Review ..o
Implementation Support ......... ... . i
Non-Audit-Related Other Services ............................
Ongoing Support ...
Internal Consulting ...
Project Management ........... ... ... i

The SAP®-Audit Roadmap as a Working Basis
forinternal Audit ....... ...

General Introduction ........... ... .. ..o
Structure and Features of the Audit Roadmap ..................
Advantages and Benefits of the Audit Roadmap ................

Planning ............o. it
Content 0f SCOPES v vvit ettt
Integration and Organizational Structure ......................
Templates and How to Use Them ............c.oooiiiniinn.
Overview of Available Scopes ...
Annual Audit Planning .......... ... .. . oo
Audit Request . ...t
Composition and Role of the Audit Team ......................

Preparation ............. ...
Audit Announcement ............oiiiiiiiii i
Work Program ........... ... . i
Standard Structure of the Work Program .......................
Integration of the Work Program ..............................
Process Elements: Risks and Internal Controls ..................
Other Preparation Activities ...............cooiiviiiiinnenon..
Obtaining Background Information ...........................
Specific Training Needs .............cooiiiiiiiiiiiiiiiininn.

Execution .............. i
Fieldwork Activities ..........couiiiiii i
Introduction ..........oiuiitii e
Main Fieldwork Activities ............cccoiiiiiiiiiiiin...
Technical Support ....... ..o
Organizational Tools ............coiiiiiiiiiiiiiiiiii .

XV



4.1.3.2
4.13.3
4.2
421
4.2.2
4.2.3

5.1

5.1.1
5.1.2
513
514
5.1.5
52

5.2.1
522
523
524
5.2.5
53

53.1
53.2
54

54.1
542

6.1
6.2
6.2.1
6.2.2
6.3
6.3.1
6.3.2

7.1
7.2
7.3
7.4

XVI

Methodological Tools ............coiiiiiiiiiiiiiiiiinene 235

IT TOOIS .. 236
Use of Working Papers ............cooiiiiiiiiiiiiiiiiiiiin.. 239
Requirements for the Documentation of Fieldwork ............. 239
Structure and Content of Working Papers ...................... 241
Referencing of Working Papers .............c.ooiiiiin.... 244
Reporting .......... ... .. i 247
Basics of Reporting ......... ...t 247
Professional Principles ....... ... 247
Integration into the Audit Roadmap ........................... 248
Overview of the Main Report Formats ......................... 249
Overview of Report Contents .............coouvunininnenen.... 251
Report Addressees and Distribution ........................ ... 253
Standard Report Package for Audits ........................... 255
Audit Report Index ...t 255
Classification  ........oouiiiiii 257
Implementation Report ........ ..ot 258
Management Summary .......... ..o 261
Board Summary ... 263
Other Report Formats .............coiiiiiiiiiiiniiinien.. 266
Memorandum ......... .. 266
Results Presentation .............. ..., 267
Periodic Reporting ............ ... 269
Annual Report to the Audit Committee ........................ 269
Other GIAS Information Services .....................ooooa... 270
Follow-Up Phase .......... ... iiiiiiiiiiiiiiiiaenn, 272
Basics of the Follow-Up Phase ..............c.oociiiiiin. 272
Follow-Up Phasein Detail ...t 274
Status Check ... ... 274
Follow-Up Audit ...... ... i 276
Reporting During the Follow-Up Phase ........................ 278
Updating the Audit Report ..., 278
Measuring Audit Outcome  ............ooiiiiiiiiiiiiiiiin.., 280
Special Audit Roadmaps ... 282
Objectives of Special Audit Roadmaps ......................... 282
Audit Roadmap for Fraud Audits .............. ... 284
Audit Roadmap for Management Process Audits ............... 287
Audit Roadmap for IT Audits ..........cocoiiiiiiiiiiiin. 290



2.1
2.2
2.3
2.3.1
232
2.3.3
2.4

3.1
3.2
3.3
34
35

4.1
4.2

5.1
52
5.2.1
522
523
53
54
5.4.1
5.4.2

Contents

Examples from Audit PracticeatSAP .......................... 295
Introduction ............ ... i 296
Audit Basics ...t 298
Overview of the Audit Process ..............c.coiiiiiiin. 298
Tools Needed for the Audit ...t 300
Auditor SKills ... ..o 301
The Right Tone ........ ... ... i 301
Professional Auditor Conduct ..............c..coiiiiiiiiii.... 302
Team WOrK ..o 304
SCOPES 305
Selected Financial Audit Topics ................ccoiiiiiinn. 307
Analytical Procedures ........... .. .. o i 307
Trade Accounts Receivable Audits ................c.coooiia. 313
Accrued Liabilities Audits ........ ..o 318
Trade Accounts Payable Audits ..................... ... 325
Revenue Audits ........c.eueiiniiiieii it 329
Selected Operational Audit Topics ........................... 333
Purchasing ...........ooiiiiiiiii 333
Sales ProCesses .. ...vuentn ettt 340
Combined Audit TOPics ..........coovieiniiiiiiiiinen. 346
Subsidiary Audits ... 346
Consulting Project Audits  ...........cooiiiiiiiiiiiiiii 351
Classification of Consulting Projects ....................co.oo... 351
Audit Preparation and Execution ............... ..ol 353
Special Aspects of Consulting Project Audits ................... 360
License AUdits .......c.outnininiii 367
Management Process Audits ............... .ol 372
Basics of Management Process Audits ........................ 372
Audit Preparation and Execution ............. ... ..ol 376
Business Review ................ ... ..o 380
Global Audits ...... ...t 384
SOX Audits ... 389
Revenue Recognition Assurance ............................. 402

XVII



10

10.1
10.2
10.3
10.4
10.5

1.1
1.1.1
1.1.2
1.1.3
1.2

2.1
2.2
2.2.1
2.2.2
2.2.3
224
2.3
2.4
2.5
2.6
2.7

3.1
3.1.1
3.1.2
3.2
3.3
3.4

4.1

4.1.1
4.1.2
4.1.3

XVIII

ITAudits ... e 409

Basics and System Configuration .....................ooia.l 409
SAP Workbench Organizer and Transport System .............. 413
Table Accessand Logs ............ooiiuiiiiiiiiiiiiii, 418
User Administration .......... ... ..o 422
Batch-Input Interfaces and Background Processing ............. 426
Special Topics and Supplementary Discussion ................ 431
Documentation in Internal Audit ............................ 432
Basics of Documentation ................ooiiiiiiiiiiiiiiin.... 432
Objectives, Requirements, Sources, and Responsibilities ......... 432
Legal Requirements ..............ooiiuiiniiniinininnenennnn. 434
Important Documentation Criteria ............................ 435
Documentation Along the Audit Roadmap ..................... 437
Cooperation ........... ... 441
Communication and Information Flow ........................ 441
Global Risk Management .............c.c.oeuiuiininiunenennnn. 444
Integration Overview .......... ..ot 444
Risk Management Along the Audit Roadmap ................... 446
Risk Management Audits ............... ... . .o 447
Internal Audit as Part of the Risk Management Process .......... 449
Global Quality Management ..................ooiiiiiiiiia.. 450
Corporate Security Function ................ .. ... 454
Management and Supervisory Bodies ............. ...l 455
External Auditors ............ .. .. i 457
External Institutions and Other Interested Parties .............. 460
Annual Risk-Based Audit Planning .......................... 463
Inventory of Possible Audit Topics ...............cocoiuiinen.... 463
Identification of Possible Audit Topics ............ccovinen.... 463
Risk Assessment and Audit Inventory .......................... 464
Annual AuditPlan ... 467
Execution Planning ............. .. .. i i 469
Interrelation of Global and Regional Planning .................. 471
IT Environment of Internal Audit ............................ 473
Structure of a Global IT Environment of Internal Audit ......... 473
Decentralized Use of IT  ....... .. ..., 473
Central Filing Structure ....... ... .. .. i i 474
Decentralized Reporting System .............................. 476



4.1.4
4.2

421
4.2.2
423

5.1
52
53
54
55
5.6

7.1.1
7.1.2
7.1.2.1
7.1.2.2
7.2
7.2.1
7.2.2
7.2.3
7.3

7.4

10

11
11.1
11.2
11.2.1
11.2.2

Contents

IT Tools for Data Analysis ...........cocoiiiiiiiiiiiinninin.. 477
Globally Integrated IT Solutions ................cooiiiuinn. 479
Requirements on a Fully Integrated IT Solution ................ 479
Concept for a System Structure of an Integrated IT Solution ..... 480
Proposed Solutions in Terms of Corporate Governance

and Compliance ........... ...l 482
Quality Assurance for Internal Audit ......................... 485
Quality Assurance in General —............... ... .. ..ol 485
Definition of Terms .........oouiiiiiiiiiiiiiiiiiniaennes 486
GIAS Quality Assurance Structure ....................ooo.ia. 488
Process and Documentation .................c.ooiiiiiiiiiia. 498
Quality Assurance Monitoring ...............c.coveiiuiinenon.. 498
The GIAS Quality Assurance Program Compared

to the Requirements of the [TA  ..............cociiiiiiiinin. 500
Escalation Procedure .................. .. ... ...l 502
Performance Measurement System ........................... 508
Basic Principles of an Internal Audit Approach Based on Key
Performance Indicators ...t 508
Content, Objectives, and Structure ............................ 508
Structure of the Key Performance Indicators ................... 510
General Criteria ........ ... 510
Selected General Standard Key Performance Indicators ......... 512
Selected Special Key Performance Indicators ................... 513
Overall Audit Statement ... 513
Audit SUIVEY .ot 519
Follow-UpRating .............. i 522
Benchmarking Structure ............ ... ... oL 525
Structure of a Balanced Scorecard Approach ................... 527
Integrated Cost Management (Cost of Internal Audits) ....... 529
Peer Review .......... ... ... i 537
Guest Auditors ........... ... .. 542
Management of Internal Audit ............................... 547
Operational Audit Management ................c..coouvenenn.. 547
Monitoring Audit Management ...............c..ciiiiiiinin. 548
Audit Performance Record as Part of Performance Management 548
Audit Control ... ... . 550

XIX



12
12.1
12.2

13

14

14.1

14.1.1
14.1.2
14.1.3
14.2

14.2.1
14.2.2
14.2.3
14.2.4
14.3

14.3.1
14.3.2
14.3.3
14.4

XX

Marketing of Internal Audit ................. .. ... 553

Internal Marketing ............ ... ... i 553
External Marketing ........... ... .. ... 555
Fraud Prevention .............. ... ... ... ... .. i 557

Services Provided by Internal Audit Relating

to the Sarbanes-Oxley Act .......... ... . ...l 565
General Principles ... 565
Legal Framework ......... ... ... .. i 565
COSO Requirements .............eeeiuineininnenenneneenennn. 567
Impact of SOX on Internal Audit .............................. 570
Integrating SOX Organization and Internal Audit ............... 573
Management of Internal Controls ....................coooiat 573
SOX Lifecycle Process Model  .............c.oooiiiiiiiiiin.., 577
Roles and Responsibilities ... 580
Overview of Internal Audit's SOX Services ..................... 583
Integration along the Audit Roadmap .......................... 585
SOX Support Model .............. i 585
SOX Audit Model ....... ... i 587
Coordination of SOX Activities ................ccooiiiiiia.. 590
Impact of Introducing SOX ... ... 592
Conclusion ...t 595
SubjectIndex ... 599



2 Springer
http://www.springer.com/978-3-540-70886-5

Internal Audit Handbook

Management with the SAP &-Audit Roadmap
Kagermann, H.; Kinney, W.; Kiting, K.; Weber, C.-P.
(Eds.)

2008, X\, 610 p., Hardcowver

ISEN: 278-3-540-70886-5



