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Abstract In opportunistic networks end-to-end communication between users does
not require a continuous end-to-end path between source and destination. Network
protocols are designed to be extremely resilient to events such as long partitions,
node disconnections, etc, which are very features of this type of self-organizing
ad hoc networks. This is achieved by temporarily storing messages at intermediate
nodes, waiting for future opportunities to forward them towards the destination. The
mobility of users plays a key role in opportunistic networks. Thus, providing accu-
rate models of mobility patterns is one of the key research areas. In this chapter we
firstly focus on this issue, with special emphasis on a class of social-aware models.
These models are based on the observation that people move because they are at-
tracted towards other people they have social relationships with, or towards physical
places that have special meaning with respect to their social behavior. Another key
research area in opportunistic networks is clearly designing routing and forwarding
schemes. In this chapter we provide a survey of the main approaches to routing in
purely infrastructure-less opportunistic networks, by classifying protocols based on
the amount of context information they exploit. We then provide an extensive quan-
titative comparison between representatives of protocols that do not use any context
information, and protocols that manage and exploit a rich set of context information.
We mainly focus on the suitability of protocols to adapt to the dynamically chang-
ing network features, as resulting from the user movement patterns that are driven
by their social behavior. Our results show that context-aware routing is extremely
adaptive to dynamic networking scenarios, and, with respect to protocols that do
not use any context information, is able to provide similar performance in terms of
delay and loss rate, by using just a small fraction of the network resources.
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1 Introduction

The opportunistic networking idea stems from the critical review of the research
field on Mobile Ad hoc Networks (MANET). After more than ten years of research
in the MANET field, this promising technology still has not massively entered the
mass market. One of the main reasons of this is nowadays seen in the lack of a
practical approach to the design of infrastructure-less multi-hop ad hoc networks
[11, 12]. One of the main approaches of conventional MANET research is to design
protocols that mask the features of mobile networks via the routing (and transport)
layer, so as to expose to higher layers an Internet-like network abstraction. Wireless
networks’ peculiarities, such as mobility of users, disconnection of nodes, network
partitions, links’ instability, are seen – as in the legacy Internet – as exceptions. This
often results in the design of MANET network stacks that are significantly complex
and unstable [6].

Opportunistic networks [33] also aim at building networks out of mobile de-
vices carried by people, possibly without relying on any pre-existing infrastructure.
However, opportunistic networks look at mobility, disconnections, partitions, etc. as
features of the networks rather than exceptions. Actually, mobility is exploited as
a way to bridge disconnected “clouds” of nodes and enable communication, rather
than a drawback to be dealt with. More specifically, in opportunistic networking no
assumption is made on the existence of a complete path between two nodes wish-
ing to communicate. Source and destination nodes might never be connected to the
same network, at the same time. Nevertheless, opportunistic networking techniques
allow such nodes to exchange messages. By exploiting the store-carry-and-forward
paradigm [15], intermediate nodes (between source and destination) store messages
when no forwarding opportunity towards the final destination exists, and exploit any
future contact opportunity with other mobile devices to bring the messages closer
and closer to the destination. This approach to build self-organizing infrastructure-
less wireless networks turns out to be much more practical than the conventional
MANET paradigm. Indeed, despite the fact that opportunistic network research is
still in its early stages, the opportunistic networking concept is nowadays exploited
in a number of concrete applications (in Section 2 we provide a brief overview of
them).

It is clear that understanding the real mobility patterns of users is key in this
networking environment, as mobility of users is one of the enabler of end-to-end
communications. To this end, after describing in more details the main concepts of
opportunistic networks and their practical use cases in Section 2, the first part of this
chapter is devoted to analyzing mobility models suitable for opportunistic networks
(Section 3). Specifically, we consider a class of social-aware mobility models, in
which users movements are driven by their social relationships and behavior. These
models have shown to closely reproduce statistical features of real movement traces,
and are thus very good candidate tools for designing and evaluating opportunistic
networking systems. Actually, mobility modeling is one of the most active areas in
the opportunistic networking field.
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Another key area widely explored by researchers is clearly routing & forward-
ing1, due to the inherent complexity of the problem [33, 41]. Therefore, in Section 4
we provide a brief survey of the main routing approaches available in the litera-
ture. Specifically, we categorize protocols based on the amount of context infor-
mation they exploit, by identifying three main classes, i.e., context-oblivious, par-
tially context-aware and fully context-aware protocols. The main idea behind using
context information is to enable routing protocols to learn the network state, auto-
nomically adapt to its dynamic evolution, and thus optimize their operations. In the
final part of the chapter (Section 5) we provide performance results to evaluate the
suitability of this idea in real routing protocols. To replicate realistically the users’
behavior, we consider a mobility model (HCMM) that has shown to realistically
reproduce real human movement patterns as driven by users’ social relationships
and social behavior (fully described in Section 3.1). We exploit the model’s param-
eters to study how different routing approaches react to various levels of dynamism
and users’ sociability. We compare the performance of Epidemic Routing and Hi-
BOp, which are representatives of the opposite ends of the spectrum of possible
approaches, i.e. context-oblivious and fully context-aware protocols, respectively
(Section 5). By analyzing their sensitiveness with respect to a number of parame-
ters, we show that context-aware schemes are able to provide similar levels of QoS
(in terms of message delay and loss rate), by spending a small fraction of the re-
sources spent by context-oblivious protocols. Even more interestingly, we find that
context-aware systems are much more suitable to autonomically learn the features
of the network they are operating in, and the behavior of users as determined by their
social relationships. We show that, unlike context-oblivious systems, context-aware
protocols are able to correctly adapt their operations accordingly. This results in a
much more judicious use of the available resources, also when the network scenario
abruptly changes. We finally draw conclusions and identify research directions in
Section 6.

This chapter blends in a unique framework both mobility modeling and social-
based routing approaches that have been separately considered in [1–5]. In this chap-
ter we provide a unique line of reasoning and a systematic presentation of these
pieces of work.

2 The opportunistic networking concept and its applications

Opportunistic networks share several concepts with Delay Tolerant Networks (DTNs).
The DTN architectures defined by the DTN IRTF Research Group (http://www.
dtnrg.org/docs/specs) focus on a scenario in which independent internets, each
characterized by internal Internet-like connectivity, are interconnected through a
DTN overlay. In order to achieve end-to-end connectivity, the DTN overlay exploits

1 As will be clear in the following, in opportunistic networks the routing and forwarding tasks are
strictly intertwined and usually performed at the same time. Therefore, hereafter we use the terms
routing and forwarding interchangeably.
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occasional communication opportunities among the internets, which might either
be scheduled over time (e.g., due to the activation of a satellite link), or completely
random. In general, in conventional DTNs the points of possible disconnections are
known.

Opportunistic networks can be seen as a generalization of DTNs. Specifically, in
opportunistic networks no a-priori knowledge is assumed about the possible points
of disconnections, nor the existence of separate Internet-like sub-networks is as-
sumed. Opportunistic networks are formed by individual nodes, that are possibly
disconnected for long time intervals, and that opportunistically exploit any contact
with other nodes to forward messages. The routing approach between conventional
DTNs and opportunistic networks is therefore quite different. Since in DTNs the
points of disconnections (and, sometime, the duration of disconnections) are known,
routing can be performed along the same lines used for conventional Internet proto-
cols, by simply considering the duration of the disconnections as an additional cost
of the links [23]. Since opportunistic networks do not assume the same knowledge
about the network evolution, routes are computed dynamically while the messages
are being forwarded towards the destination. Each intermediate node evaluates the
suitability of encountered nodes to be a good next hop towards the destination.

Fig. 1 The opportunistic networking concept.

For example, as shown in Figure 1, the user at the desktop opportunistically trans-
fers, via a Wi-Fi ad hoc link, a message for a friend to a user passing nearby, “hop-
ing” that this user will carry the information closer to the destination. This user
passes close to a train station, and forwards the message to a traveler going to the
same city where the destination user works. At the train station of the destination
city a car driver is going in the same neighborhood of the destination’s working
place. The driver meets the destination user on his way, and the message is finally
delivered.
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2.1 Opportunistic networking case studies and applications

Despite the fact that research on opportunistic networks dates back to just a few
years ago, concrete applications and real case studies are already available (for a
more extensive discussion about this point please refer to [32]).

The Haggle Project (http://www.haggleproject.org) is a 4-year project,
started in January 2006, funded by the European Commission in the framework
of the FET-SAC initiative (http://cordis.europa.eu/ist/fet/comms-sy.
htm). It targets solutions for communication in autonomic opportunistic networks.
Among the various activities, the project is putting emphasis on measuring and mod-
eling pair-wise contacts between devices. Pair-wise contacts between users/devices
can be characterized by means of two parameters: contact durations and inter-
contact times. The statistical properties of these parameters are used to drive the
design of forwarding policies [10]. Furthermore, they are also the basis of the design
of concrete applications. For example, Haggle is working with epidemiologists to
experimentally study the correlation between human contact patterns and the spread
of diseases such as flu. The patterns of contacts between people (measured in real
experiments) are also the basis for designing “social-aware” applications. An initial
example of this approach is the design of a content distribution system in urban set-
ting [28]. Refined solutions for this type of applications are being designed in the
Haggle project (e.g., [40]) thanks to the autonomic tools for detecting user social
communities [22].

Opportunistic networks are also applied to interdisciplinary projects focusing
on wildlife monitoring. Usually, small monitoring devices are attached to animals,
and an opportunistic network is formed to gather information and carry it to a few
base stations possibly connected to the Internet. Contacts among animals are ex-
ploited to aggregate data, and carry them closer and closer to the base stations.
This is a reliable, cost-effective and non intrusive solution. Concrete applications
implementing these ideas have been used in the ZebraNet project [25]. ZebraNet
is an interdisciplinary project of the Princeton University performing novel stud-
ies of animal migrations and inter-species interactions, by deploying opportunistic
networks on zebras in the vast savanna area of the central Kenya under control of
the Mpala Research Centre (http://www.mpala.org/researchctr/research/
ongoing.html).

We finally mention the use of opportunistic networks to bring Internet connectiv-
ity to rural areas. In developing countries and rural areas deploying the infrastructure
required to enable conventional Internet connectivity is typically not cost-effective.
However, Internet connectivity is seen as one of the main booster to bridge the digi-
tal divide. Opportunistic networks represent an easy-to-deploy and extremely cheap
solution. Typically, rural villages are equipped with a few collection points that tem-
porarily store messages addressed to the Internet. Simple devices mounted on bus,
bicycles or motorbikes that periodically pass by the village collect these messages
and bring them in regions where conventional Internet connectivity is available (e.g.,
a nearby city), where they can be delivered through the Internet. The same concept
is exploited to enable communication in the opposite direction (from the Internet to
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villages). Projects implementing these concepts are currently ongoing. For example,
the DakNet [35] and KioskNet [19] Projects focus on realising a very low-cost asyn-
chronous ICT infrastructure to provide connectivity to rural villages in India, while
the Saami Network Connectivity Project [14] provides connectivity to inhabitants
of Lapland.

3 Social-based mobility

Mobility modeling for opportunistic networks is a hot topic in the research com-
munity. Opportunistic networks actually exploit users’ mobility to bridge discon-
nections and partitions [17]. Therefore, it is of paramount importance to identify
realistic mobility models, both to drive the protocols’ design, and to provide sen-
sible performance results. In the last few years, there has been an increasing ef-
fort aimed at reconsidering the MANET mobility models [9] for opportunistic net-
working scenarios. There is general agreement on the fact that popular models used
in MANET research (e.g., the random waypoint model) generate quite unrealistic
users’ behavior (e.g., [37]). To address this issue, mobility models are reconsidered
or re-designed based on real users’ mobility traces available to the community (e.g.,
through CRAWDAD).

Several proposals [26, 29, 37] exploit WLAN association traces to derive users’
association profiles and, based on these, mobility models. The resulting models are
very good in capturing the fact that physical locations (WLAN hotspots in this case)
exert attraction on users. The work in [20] takes this idea one step further, and pro-
vides mobility models in which general physical locations (not necessarily WLAN
access points) exert attractions on users. Finally, authors of [16] explain WLAN
association traces with sociological-inspired concepts, noticing that periodic associ-
ation patterns follow sociological orbits, defined by the users’ social behavior. Ex-
ploiting this remark, they provide a user-centric model (rather than an “AP"-centric
one as in the previous works). This body of work is based on the fundamental ob-
servation that users are attracted by particular physical locations, in which they tend
to preferentially spend their time. The limit we see in this approach is the fact that it
does not explain the mechanisms resulting in the modelled mobility patterns. There-
fore, it is not clear if the resulting models are applicable to networking scenarios
other than the ones used for the initial observations (most notably, if they are appli-
cable to opportunistic networks too).

Exploiting the social behavior of users to define the basic mechanisms of users’
movements is a very interesting direction. To the best of our knowledge, the
most advanced proposals of this class are the Community-based and Home-cell
Community-based Mobility Models (CMM and HCMM), that have been compared
in [3]. The most interesting feature of CMM is the leveraging of social network the-
ories and models [13] to define users’ movements. Besides matching well real users’
mobility traces, this approach sheds light on the features of users’ social behavior
that result in the mobility features observed in real traces.
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Despite these nice properties, in [3] we have shown that the original CMM pro-
posal is not able to capture the attraction exerted on users by physical locations.
Specifically, we have found that CMM shows a gregarious behavior, such that all
users in a community tend to follow the first user that moves outside the physical
location where the community is located. The gregarious behavior does not repre-
sent significant scenarios (e.g., working places), where users roam around preferred
physical places, besides being influenced by social relationships between each other.
To address this issue, we propose the Home-cell Community-based Mobility Model
(HCMM), which joins the concepts of CMM (for modeling social relationships be-
tween users) with the concept of defining preferential locations in which users tend
to spend most of their time. Therefore, HCMM is a first step towards joining to-
gether the two promising mobility modeling approaches discussed above. HCMM
still matches characteristic features of real traces (see [3]). Furthermore, we high-
light that, unlike CMM, it provides very simple knobs to control the time spent by
users in their preferred physical locations (Section 3.2).

3.1 CMM and HCMM: functional description

The Home-cell Community-based Mobility Model (HCMM) (fully described in [3])
is an evolution of the Community-based Mobility Model. Community-based (or
group) mobility models are attracting interest of researches in the opportunistic net-
working area, because they are suitable to realistically model the influence of social
relationships between people on the user mobility patterns.

As in CMM, in HCMM every node belongs to a social community (group).
Nodes that are in the same social community are called friends, while nodes in
different communities are called non-friends. Relationships between nodes are mod-
eled through social links (each link has an associated weight). At the system start-up
all friends have a link to each other. Also two nodes that are not friends can have
a link, according to the rewiring probability (pr) parameter. Specifically, for each
node, each link towards a friend is rewired to a non-friend with pr probability.

Social links are then used to drive node movements. Nodes move in a grid, and
each community is initially randomly placed in a square of the grid. Nodes’ move-
ment is made up of two component: first, a node has to select the cell towards which
to move. Node selects the target cell according to the social attraction exerted by
each cell on the node. Attraction is measured as the sum of the links’ weights be-
tween the node and the nodes currently moving in or towards the cell. The target
cell is finally selected based on the probabilities defined by cells’ attraction (i.e., if
a j is the attraction of cell j, then the probability of selecting that cell is a j/

∑

j a j).
After selecting the target cell, node selects the “goal” within a cell (the precise point
towards which node will be heading) according to a uniform distribution. Finally,
speed is also selected accordingly to a uniform distribution within a user-specified
range. HCMM (and CMM) also allows for collective group movements. Specifi-
cally, once every reconfiguration period nodes of each group select a (different)
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cell and move to that cell. Reconfigurations are synchronous across groups, i.e., all
groups start moving to the new cell at the same time. Therefore, during reconfigu-
rations nodes of different groups may get in touch.

The difference between HCMM and CMM is the way of considering the social
relationships with nodes that are outside their starting cell (called “home cell" in
HCMM). Let’s focus on Figure 2. In CMM, when node A moves outside it’s home
cell, it “carries over” all its social relationships, i.e., nodes that have social relation-
ships with A are attracted towards the same cell towards which A is moving. In [3]
it is shown that this has an avalanche effect such that all nodes in A’s home cell
follow A. This behavior does not allow CMM to model relevant mobility patterns,
because nodes are basically not attracted by physical locations, but only by social
relationships between each other. In HCMM when A moves outside its home cell
it does not carry over its social links. Nodes having social relationships with A are
still attracted towards A’s home cell. Furthermore, once A is outside its home cell,
it selects its goal for the next movements outside the home cell with probability pe,
and goes back to the home cell with probability 1− pe. The rationale behind these
modifications is the fact that there are several scenarios in which also physical loca-
tions (besides social relationships) play a role in determining users’ movements. In
HCMM people wishing to meet with A (i.e., having social attraction towards A) are
attracted towards A’s home cell because that is the most likely physical place where
A can be met, or because their social relationship with A is conditioned to the fact
that A is in its home cell (e.g., if someone wants to meet an insurance agent, they
will go to the insurance office, not to the agent’s house).

In a nutshell, HCMM models the fact that humans are social (belongs to groups),
move towards other people they have relationships with (most likely within their
group, but also outside their group), and occasionally move collectively with their
group. Furthermore, results presented in [3] show that the duration of contact and
inter-contact times under HCMM are similar to those measured in real experiments,
which shows that HCMM provides realistic movement traces.

(a) CMM (b) HCMM

Fig. 2 CMM vs HCMM
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In [3] we have presented an analytical model to highlight a gregarious behavior
of CMM. To this end, we computed the remaining probability (Prem), defined as the
probability of no other member of node k’s community to move towards the destina-
tion cell. When Prem approaches 0, at least one node in the starting cell follows node
k. As will be clear from the following analysis, this may generate an avalanche ef-
fect such that all nodes in node k’s community follow node k in the destination cell,
thus revealing the gregarious behavior. We consider the case of a single node (k)
having links outside its community, because it represents the weaker condition for
the gregarious behavior to take place. Therefore, the Prem formula computed in [3]
is actually an upper bound of the remaining probability achieved in the general case.
Specifically, the final expression of Prem is:

Prem =
[

(1−Pout)
l
]n−1
=

[

(

1− wk/( f n+1)
wk/( f n+1)+w

)l
]n−1

, (1)

where l is the average number of times each node in the starting cell selects a new
destination while node k is associated with the destination cell, 1−Pout is the proba-
bility of each node to select the starting cell for the next step, and n−1 is the number
of nodes in the starting cell after node k departure. Furthermore, wk is the average
weight between node k and the other nodes of its community, f n+ 1 the number
of nodes in the cell towards which node k is traveling, and w is the average weight
between nodes of node k community.
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Fig. 3 Prem as a function of n and l.

This model (validated in [3] against simulation results) allows us to show that the
gregarious behavior occurs basically for all sensible ranges of the model parameters.
Just to show an example, Figure 3 illustrates the Prem dependence on n (the number
of the nodes of k’s community), and l (the ratio between the movements duration
outside and within a community).

For small values of l, the grid has few cells and the duration of k’s movement
outside the starting cell is not so different from the duration of nodes’ random move-
ment inside a cell. Thus, a generic node i has not many opportunities of going out-
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side the starting cell, because node k is associated with the destination cell only
for a relatively small amount of time. The trend highlighted in Figure 3 generally
holds true when considering the impact of l, irrespectively of the other parameters’
configurations. Therefore, we will not analyze the impact of l further on.

To better understand the behavior with respect to n, let us rewrite Equation 1, by

k rem=
[

(1−(1/n+2))l
]n−1

.
The remaining probability of a single node (1− (1/n+2)) increases with n, because
a large n corresponds to a “heavy” community, that exerts a strong attraction on its
members. However, as the number of nodes increases, it is more and more difficult
that all nodes remain in the starting cell. The joint effect (shown in Figure 3) is that
Prem is significantly greater than 0 only for small values of n.

3.2 HCMM vs. CMM: Controlling Node Positions

In this section we compare HCMM and CMM. Specifically, we highlight the fact
that HCMM allows for a fine control of the physical locations around which users’
roam, while CMM does not provide any simple control parameter on this. To this
end, we generalize the analytical model presented in Section 3.1. The goal of the
model we present hereafter is to provide closed formulas for the average time spent
by any node inside and outside the starting cell (home cell in HCMM). For ease
of presentation, we still assume to have just two cells, even though the destination
cell can jointly represent all cells other than the starting cell. We assume that all
links can be rewired at the system startup (with probability pr). Therefore, we don’t
assume any difference between a tagged node (node k) and the other nodes anymore.
We also don’t focus anymore on the event of a particular node exiting the starting
cell.

In HCMM and in CMM the status of each node can be represented with a 2-state
discrete Markov chain as in Figure 4, where “IN" means the node is in the starting
cell, and “OUT” means it is outside the starting cell. The difference between HCMM

OUT

out1−p pout

p in in1−p

IN

Fig. 4 Node’s status in HCMM and CMM.

and CMM lies in the expressions of pin and pout, that we will derive at the end of
this section. Otherwise, the analysis of the average time spent in the IN and OUT
states is common to CMM and HCMM.

recalling that w=w . It is easy to show that Equation1becomes P
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First of all, it is straightforward deriving the stationary distributions, πin =

pin/(pin + pout), and πout = pout/(pin+ pout). The average time spent in the IN and
OUT states can be computed via the conditioned probabilities, as follows:

{

E [Tin] = πout pin ·E [Tin|EIN]
E [Tout] = πin pout ·E [Tout|EOUT ]

(2)

where EIN and EOUT denote the events “the node enters the IN state” and “the node
enters the OUT state”, respectively, while πout pin and πin pout are the probabilities of
these events. By recalling that i) the number of steps spent in each state is distributed
according to a geometric law, ii) the duration of each step both in the IN and OUT

state can be approximated with T
(in)

, and iii) the duration of the transitions between

the states can be approximated with T
(out)

, we can compute closed form expressions
for E [Tin] and E [Tout] as follows:



















E [Tin] = pin(1−pout)
pin+pout

·T (in)

E [Tout] =
pout(1−pin)

pin+pout
·T (in)

+
pin pout

pin+pout
·2T

(out) (3)

To specialize Equation 3 to HCMM and CMM we have to compute the transition
probabilities of the corresponding Markov chains, hereafter referred to as p(H)

out and
p(H)

in , and p(C)
out and p(C)

in respectively. By definition, p(H)
in is equal to 1− pe. For the

other parameters, we can use the following line of reasoning, common to HCMM
and CMM. To compute pout, we should focus on a node inside the starting cell,
and compute the attractions of the starting and destination cells. To compute pin, we
should compute the attractions of the starting and destination cells on a node outside
the starting cell. Then, pin and pout can be computed as follows:



























pin =
S A(out)

start

S A(out)
dest +S A(out)

start

pout =
S A(in)

dest

S A(in)
dest+S A(in)

start

. (4)

Clearly, the difference between HCMM and CMM turns out in different expressions
for S Astart and S Adest.

The derivation is simpler in the case of HCMM. First of all, it is easy to realize
that the attractions of the starting and destination cells do not depend on the fact
that the node is inside or outside the starting cell. The attraction to the starting
(destination) cell depends only on the relationships with nodes having the starting
(destination) cell as home, and on the number of such nodes. Thus, the attractions
in HCMM are as follows:























S A(H)
start =

∑n−1
j=1 wi j

n ≃ w

S A(H)
dest =

∑pr(n−1)
j=1 wi j

f n ≃ pr(n−1)w
f n

. (5)
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Closed form expressions for the average time spent in the IN and OUT states in
HCMM can be derived by replacing Equations 5 and 4 in Equation 3.

In the case of CMM computing attractions is more involved. The attraction to
a cell dynamically depends on the number of nodes actually being in that cell. For
the sake of simplicity, we carry on the analysis under the hypothesis that q nodes of
the starting cell are roaming in the destination cell, and q′ nodes of the destination
cell are roaming in the starting cell. The attraction of the destination cell on a node
currently roaming in the starting cell (and belonging to the starting cell’s commu-
nity) are computed based on the following line of reasoning. The node is attracted
to the destination cell because nodes of its community are roaming there. Since
links have been rewired, the node has links just towards a fraction of these nodes,
i.e., towards (1− pr)q nodes, resulting in a contribution to the attraction equal to
∑q(1−pr)

j=1 wi j ≃ q(1− pr)w. The node is also attracted by nodes of the destination’s
community, to which it has been rewired. The probability of the node having been
rewired to a random node of the destination community is (n−1)pr

f n , and the number

of nodes exerting such attraction is (n−1)pr
f n ( f n−q′). Based on the above line of rea-

soning (applicable also to the attraction of the starting cell) it is possible to derive
the required attractions formulas for CMM, as follows:



























































S A(C,in)
start =

(n−1−q)(1−pr)+ (n−1)pr
f n q′

n−q+q′ ·w

S A(C,in)
dest =

q(1−pr)+ (n−1)pr
f n ( f n−q′)

f n−q′+q ·w

S A(C,out)
start =

(n−q)(1−pr)+ (n−1)pr
f n q′

n−q+q′ ·w

S A(C,out)
dest =

(q−1)(1−pr)+ (n−1)pr
f n ( f n−q′)

f n−q′+q ·w

(6)

In the case of CMM the closed form expression of E [Tin] and E [Tout] is not as
simple as in HCMM. The key point is the fact that in CMM these figures depend
on the dynamic evolution of the users’ movements. Specifically, they depend on q
and q′, which are not model parameter, but change based on the nodes movements.
Therefore, in CMM it is very hard to set model parameters to achieve a desired
nodes’ behavior as far as nodes’ physical positions. On the other hand, in HCMM
E [Tin] and E [Tout] do not depend on the dynamic evolution of the system, but de-
pend only on f , n, pr, and pe. This means that HCMM, while retaining the social
theoretical approach of CMM, also provides simple knobs to control the time spent
by nodes in the preferred physical locations. These remarks are confirmed by Fig-
ure 5, which plots E [Tin] and E [Tout] for CMM and HCMM as functions of q (time

is normalized with respect to T
(in)

).
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4 Routing in opportunistic networks

In all the case studies described in Section 2, routing is one of the most compelling
challenge. The design of efficient routing strategies for opportunistic networks is
generally a complicated task due to the absence of knowledge about the topologi-
cal evolution of the network. Routing performance improves when more knowledge
about the expected topology of the network can be exploited [23]. Unfortunately,
this kind of knowledge is not easily available, and a trade-off must be met between
performance and knowledge requirement. A key piece of knowledge to design effi-
cient routing protocols is information about the context in which the users commu-
nicate. Context information, such as the users’ working address and institution, the
probability of meeting with other users or visiting particular places, can be exploited
to identify suitable forwarders based on context information about the destination.
In the following of this section we classify the main routing approaches proposed
in the literature based on the amount of knowledge about the context of users they
exploit. We specifically identify three classes, corresponding to context-oblivious,
partially context-aware, and fully context-aware protocols.

4.1 Context-oblivious routing

Routing techniques in this class basically exploit some form of flooding. The heuris-
tic behind this policy is that, when there is no knowledge of a possible path towards
the destination nor of an appropriate next-hop node, a message should be dissemi-
nated as widely as possible. Protocols in this class might be the only solution when
no context information is available. Clearly, they generate a high overhead (as we
also highlight in the performance evaluation section), may suffer high contention
and potentially lead to network congestion [24]. To limit this overhead, the common
technique is to control flooding by either limiting the number of copies allowed to
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exist in the network, or by limiting the maximum number of hops a message can
travel. In the latter case, when no relaying is further allowed, a node can only send
directly to the destination when (in case) it is met.

The most representative protocol of this type is Epidemic Routing (Epidemic
for short) [38]. Whenever two nodes come into communication range they ex-
change summary vectors that contain a compact unambiguous representation of the
messages currently stored in the local buffers. Then, each node requests from the
other the messages it is currently missing. The dissemination process is somehow
bounded because each message is assigned a hop count limit giving the maximum
number of hops it is allowed to traverse till the destination. When the hop count
limit is set to one, the message can only be sent directly to the destination node.

Dissemination-based algorithms also include network-coding-based routing [39],
which takes an original approach to limit message flooding. Just to give a classical
example, let A, B, and C, be the only three nodes of a string network, such as any
message traveling between A and C has to be relayed by B. Let node A generate
message a addressed to node C, and node C generate the message c addressed to
node A. In a conventional forwarding scheme node B has to relay message a to C
and message c to A. In network coding, node B broadcasts a single packet contain-
ing a⊕ c. Once received a⊕ c, both nodes A and C can decode the messages. In
general, network coding-based routing outperforms flooding, as it is able to deliver
the same amount of information with fewer messages injected into the network. A
more extended survey about network coding techniques can be found in [34].

An alternative, drastic way of reducing the overhead of Epidemic without relying
on network coding is implemented by Spray&Wait [36]. Message delivery is sub-
divided in two phases: the spray phase and the wait phase. During the spray phase
multiple copies of the same message are spread over the network both by the source
node and those nodes that have first received the message from the source node it-
self. This phase ends when a given number of copies, say L, have been disseminated
in the network. Then, in the wait phase each node holding a copy of the message
(i.e., each relay node) stores its copy and eventually delivers it to the destination
when (in case) it comes within reach. The analytical model derived in [36] shows
that L can be chosen based on a target average delay. The spray phase may be per-
formed in many ways. Under the assumption that nodes movements are i.i.d., the
Binary Spray and Wait policy is the best one in terms of delay. Any node (including
the sender) holding n copies (n > 1) of the message hands over

⌊

n
2

⌋

copies to the
first encountered node, and keeps the remaining copies for itself. When a node is
left with only one copy of the message, it switches to direct transmission and only
transmits the message to the final destination node when (if) it is met.

4.2 Partially context-aware routing

Partially context-aware protocols exploit some particular piece of context informa-
tion to optimize the forwarding task. The main difference with fully context-aware
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protocols is the fact that the latter usually provide a full-fledged set of algorithms to
gather and manage any type of context information, while the former are customized
for a specific type of context information.

Probabilistic Routing Protocol using History of Encounters and Transitivity
(PROPHET [30]) is one of the most popular examples of protocols falling in this
class. PROPHET is an evolution of Epidemic that introduces the concept of delivery
predictability. The delivery predictability is the probability for a node to encounter a
certain destination. The delivery predictability for a destination increases when the
node meets the destination, and decreases (according to an ageing function) between
meetings. A transitivity law is also included in the algorithm, such that if node A
frequently meets node B, and node B frequently meets node C, then nodes A and
C have high delivery predictability to each other. The PROPHET forwarding algo-
rithm is similar to Epidemic except that, during a contact, nodes also exchange their
delivery predictability to the destinations of the messages they store in their buffers,
and messages are requested only if the delivery predictability of the requesting node
is higher than that of the node currently storing the message.

The context information used by PROPHET is the frequency of meetings be-
tween nodes. The same type of context information is also used by MV [8] and
MaxProp [7], which, in addition, also exploit information about the frequency of
visits to specific physical places. Other protocols use the time lag from the last
meeting with a destination to estimate the probability of delivering the messages.
The bottom line idea (thoroughly investigated in [18]) is that the decreasing gradient
of the time lag identifies a suitable path towards the destination. Examples of pro-
tocols exploiting this piece of context information are Last Encounter Routing [18]
and Spray&Focus [36].

In MobySpace Routing [27] the mobility pattern of nodes is the context informa-
tion used for routing. The protocol builds up a high dimensional Euclidean space,
named MobySpace, where each axis represents a possible contact between a cou-
ple of nodes and the distance along an axis measures the probability of that contact
to occur. Two nodes that have similar sets of contacts, and that experience those
contacts with similar frequencies, are close in the MobySpace. The best forwarding
node for a message is the node that is as close as possible to the destination node
in this space. Obviously, in the virtual contact space just described, the knowledge
of all the axes of the space also requires the knowledge of all the nodes that are
circulating in the space. This full knowledge, however, might not be required for
successful routing.

The final example we mention is Bubble Rap [21] , in which the context infor-
mation is the social community users belong to. In Bubble Rap communities are
automatically detected via the patterns of contacts between nodes. It is assumed that
communities are labeled. Messages originating in a community different from the
destination’s one are forwarded as follows. Assume node A is carrying a message
addressed to D, and meets node B. The message is handed over to B if the com-
munity of B is the same as the community of D, or if B has a higher ranking with
respect to node A. The ranking is measured based on the set of peers a node is usu-
ally in touch with, and is thus a measure of the “sociability” of nodes. Basically,
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Bubble Rap looks for nodes belonging to the same community of the destination. If
such nodes are not found, it forwards the message to increasingly sociable nodes,
which have more chances to get in touch with the community of the destination.
Exploiting context information related to the social behavior of people is one of the
most promising research directions in the area.

4.3 Fully context-aware routing

Fully context-aware protocols not only exploit context information to optimize rout-
ing, but also provide general mechanisms to handle and use context information.
The advantage of this approach is to be much more general than the approaches
mentioned in Section 4.2. Indeed, these routing protocols can be used with any set
of context information, thus allowing the system to be customized to the particular
environment it has to operate in. To the best of our knowledge, two protocols only
fall in this category, i.e., Context-Aware Routing (CAR [31]) and History Based
Opportunistic Routing (HiBOp [1]).

CAR assumes an underlying MANET routing protocol that connects together
nodes in the same MANET cloud. To reach nodes outside the cloud, a sender looks
for the node in its current cloud with the highest probability of delivering the mes-
sage successfully to the destination. This node temporarily stores the message, wait-
ing either to get in touch with the destination itself, or to enter a cloud with other
nodes with higher probability of meeting the destination. Therefore, nodes in CAR
compute delivery probabilities proactively, and disseminate them in their ad hoc
cloud. Note that context information is exploited to evaluate probabilities just for
those destinations each node is aware of (i.e., that happen to have been co-located
in the same cloud at some time). The main focus of CAR is on defining algorithms
to combine context information (which is assumed available in some way) to com-
pute delivery probabilities. Specifically, a multi-attribute utility-based framework is
defined to this end. The framework is general enough to accommodate for different
types of context information. As an example, in [31] authors use residual battery
life, the rate of connectivity change and the probability of meeting between nodes
as context information.

With respect to CAR, HiBOp is more general, as it does not necessarily require
an underlying MANET routing protocol, and is able to exploit context information
also for those nodes that have never been within the same cloud. Furthermore, the
definition and management of context information is not addressed in CAR, while
it is a core part of HiBOp. Finally, and most importantly, CAR does not capture, in
the context definition, any information about the users social behavior, which results
in [1] demonstrate being a particularly valuable piece of information to design an
efficient routing scheme.

Since the performance analysis presented in this chapter focuses on the HiBOp
protocol, we describe its mechanisms in more details in the following section.
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4.4 The History-based Opportunistic Routing protocol

HiBOp is a fully context-aware routing protocol completely described in [1]. HiBOp
includes mechanisms to handle any type of context information. As a particular in-
stance, in [1] the context is assumed to be a collection of information that describes
the community in which the user lives, and the history of social relationships among
users. At each node, basic data used to build the context can be personal informa-
tion about the user (e.g. name), about her residence (e.g. address), about her work
(e.g. institution), etc. In HiBOp nodes share their own data during contacts, and
thus learn the context they are immersed in. Messages are forwarded through nodes
that share more and more context data with the message destination. Since users of
HiBOp have possibly to share personal information, privacy issues should be con-
sidered. Privacy management in opportunistic networks is – in general – a topic still
largely not addressed, and it is not the target of this chapter to provide complete
privacy solutions for HiBOp. It should be noted that the set of information that is
considered in [1] (and that we also consider hereafter) is equivalent to personal in-
formation people advertise on their public web pages (e.g., the working institution
and address) which are, therefore, not perceived as sensitive information from a pri-
vacy standpoint. Designing complete privacy solutions for HiBOp is one of the main
subjects of future work.

Table 1 Identity Table

Personal Information Residence

Name John Doe City Pisa
Email j.doe@iit.cnr.it Street Via Garibaldi, 2

. . . . . .

More in detail, HiBOp assumes that each node locally stores an Identity Table
(IT), that contains personal information on the user that owns the device (an example
is reported in Table 1). Nodes exchange ITs when getting in touch. At each node, its
own IT, and the set of current neighbours’ ITs, represent the Current Context, which
provides a snapshot of the context the node is currently in.

The current context is useful in order to evaluate the instantaneous fitness of a
node to be a forwarder. But even if a node is not a good forwarder because of its
current location/neighbors, it could be a valid carrier because of its habits and past
experiences. Under the assumption that humans are most of the time “predictable”,
it is important to collect information about the context data seen by each node in
the past, and the recurrence of these data in the node’s Current Context. To this end,
each context attribute seen in the Current Context (i.e., each row in neighbors’ ITs)
is recorded in a History Table (HT), together with a Continuity Probability index,
that represents the probability of encountering that attribute in the future (actually
more indices are used, as described in [1]).
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The main idea of HiBOp forwarding is looking for nodes that show increasing
match with known context attributes of the destination. High match means high sim-
ilarity between node’s and destination’s contexts and, therefore, high probability for
the node to bring the message in the destination’s community (possibly, to the desti-
nation). Therefore, a node wishing to send a message through HiBOp specifies (any
subset of) the destination’s Identity Table in the message header. Any node in the
path between the sender and the destination asks encountered nodes for their match
with the destination attributes, and hands over the message if an encountered node
shows a greater match than its own. The detailed algorithms to evaluate matches
are described in [1]. It is worth recalling here that matches are evaluated as delivery
probabilities, and distinct probabilities are computed based on the Current Context
(PCC) only, and on the History (PH) only. The final probability is evaluated via
standard smoothed average, as P = α ·PH + (1−α) ·PCC ,0 ≤ α ≤ 1. The α parameter
allows HiBOp to tune the relative importance of the Current Context and History.

In HiBOp just the source node is allowed to replicate the message, in order to
tightly control the trade-off between reliability and message spread. Specifically,
the source node replicates the message until the joint loss probability of nodes
used for replication is below a system-defined threshold (pmax

l ). Specifically, if
p(i) is the delivery probability of the i-th node used for replicating the message,
and k is the number of nodes used for replication, the following equation holds:

k =min
{

j|∏ j
i=0(1− p(i)) ≤ pmax

l

}

.

5 Performance of opportunistic routing approaches under social
mobility patterns

The goal of this section is to compare the different opportunistic routing approaches
in realistic human mobility scenarios. Specifically, we investigate the protocols’ be-
havior with respect to a number of parameters that describe user movement patterns.
The performance evaluation is carried out by considering the two opposite ends of
the spectrum presented in Section 4. Specifically, we compare a context-oblivious
routing protocol (Epidemic) with a fully context-aware routing protocol (HiBOp).

5.1 Performance evaluation strategy

In the following of the chapter we highlight how the different routing approaches
are able to autonomically react and adapt to the dynamically evolving conditions
of the operating scenario. To this end, we exploit several control knobs provided
by HCMM to highlight the different autonomic properties of Epidemic and Hi-
BOp. Specifically, we identify three main reference cases for our study. In the first
one (Section 5.2), we analyze the reactivity of routing protocols to sudden contacts
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among groups. Specifically, we focus on closed groups (i.e., pr = 0), and then we
force groups to collectively move with varying frequency. Messages addressed to
nodes outside the group can be delivered only during contacts between different
group members during collective movements2. This analysis allows us to under-
stand if routing protocols are able to exploit even those few chances to find good
routes. We analyze this aspect by varying the reconfiguration interval parameter.

In the second scenario, (Section 5.3), we analyze the effect of social relationships
between users. We want to understand how routing protocols react to different lev-
els of users’ sociability, measured as the probability of users having relationships
outside their reference group. We clearly achieve this by varying the rewiring pa-
rameter (pr). The higher pr, the more nodes are “social”, the lesser groups are closed
communities.

In the third scenario, we look at how protocols work in completely closed groups.
In this case no rewiring nor reconfigurations are allowed, and we place a different
group in each cell of the grid. Therefore, the only chance of delivering messages be-
tween groups is by exploiting contacts between nodes at the borders of the cells. We
study the routing protocols’ performance as a function of the nodes’ transmission
range. Basically, this scenario allows us to understand how protocols can exploit
contacts that are not related to social relationships, but just happen because of phys-
ical co-location (e.g., contacts between people working for different companies in
the same floor of a building).

We test routing performance in terms of QoS perceived by users, and resource
consumption. The user QoS is evaluated in terms of message delay and packet loss.
Message delay is evaluated based on the first replica reaching the destination, while
we count a packet loss if all replicas get lost. To highlight some specific different
behavior between Epidemic and HiBOp, in some cases we also show the average
number of hops required by messages to be delivered, and we separate the delay
for messages addressed to friend and non-friend nodes. Resource consumption is
evaluated in terms of buffer occupation and bandwidth overhead. Specifically, the
bandwidth overhead is computed as the ratio between the number of bytes generated
in the whole network during a simulation run, and the number of bytes generated by
the senders. Note that we count in all overheads related to routing and forwarding,
such as the exchanges of Identity Tables, requests for delivery probabilities, etc. To
highlight specific differences, in a few cases we also show the number of copies
spread in the network, and we separately highlight the bandwidth overhead related
to data and non-data messages.

To highlight the effect of human mobility patterns only, we assume i) infinite
buffers, ii) an ideal MAC level that completely avoids congestion impairments, iii)
an ideal physical channel where nodes experience 0% packet loss within a circu-
lar transmission range and 100% packet loss outside; and iv) “infinite” bandwidth
(in the sense that messages can be always exchanged when nodes get in touch). As
thoroughly discussed in [1], this setup tends to favour dissemination-based schemes
such as Epidemic. More specifically, in this configuration HiBOp best results would

2 The probability of contacts due to groups choosing adjacent cells is typically low due to the high
number of cells with respect to the number of groups.
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be to approach the delay and packet loss achieved by Epidemic, while significantly
reducing the resource consumption. Finally, unless otherwise stated, our setup con-
sists of 30 nodes evenly divided in three groups. We assume a square simulation
area 1250mx1250m large, divided in a 5x5 grid. The default transmission range is
125m. Unless otherwise stated 2 nodes in each group generate messages, with an
inter-generation time exponentially distributed (with average 300s). Each message
is addressed to a friend or to a non-friend node with 50% probability. Messages ex-
pire after 18000s. Each simulation run for 90000s (of simulated time). For particular
setups we increased the run lenghts so as to achieve a minimum amount of charac-
teristic events in each run (e.g. reconfiguration runs with reconfiguration interval
equal to 36000s last for 397000s). To make sure that messages still not delivered
at the end of a run will never be delivered (so as to achieve a correct measure of
the packet loss index), during the last 18000s senders do not generate any new mes-
sage. Furthermore, statistics are collected eliminating the initial and final transitory
regimes, i.e., using the steady-state phase of simulation runs only. Each setup was
replicated 50 times: statistics presented hereafter are averaged over the 50 replicas,
with confidence interval at 95% confidence level.

5.2 Impact of collective groups’ movements (reconfigurations)

It is worth recalling that in this scenario the rewiring probability is 0, and thus, ex-
cept for reconfigurations, nodes do not have chances to meet. The reconfiguration
interval varies between 2250s, 9000s, and 36000s. Table 2 shows the QoS perfor-
mance as a function of the reconfiguration interval. As expected, both packet loss
and delay increase with this parameter, because messages addressed outside the
group of the sender are forced to wait for a reconfiguration. The performance in
terms of delay can be better highlighted by separately focusing on delay towards
friend and non-friend nodes. Specifically, Figures 6, 7, and 8 show the delay distri-
bution towards friend nodes (left-hand-side plots) and non-friend nodes (right-hand-
side plots) for the three reconfiguration periods. First of all, delays towards friends
basically do not depend on the reconfiguration interval, since friends are always co-
located in the same group. While only a small amount of messages destined to friend
nodes experiences a delay greater than 10s, most (between 60% and 70% depending
on the reconfiguration interval) of the messages addressed to non-friend nodes expe-
rience a delay greater than 103. Furthermore, note that depending on the frequency
of reconfigurations, distributions’ tails are more or less “heavy”. The worst case is
clearly for a reconfiguration interval equal to 36000s, where about 50% of messages
towards non-friend destinations expire. Also note that, even though HiBOp provides
higher packet loss and delay, the difference with Epidemic is quite thin. Note that, as
buffers and bandwidth are not limited, Epidemic gives a reference upper bound on
the performance achievable by any routing protocol. These results clearly show that
HiBOp is able to identify very good paths even during sporadic, sudden contacts
during reconfigurations among nodes belonging to different groups.
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Table 2 Users QoS (focus on the reconfiguration parameter)

reconf (s) HiBOp Epidemic

2250 0 ± 0 0 ± 0
ploss (%) 9000 8.16 ± 1.68 5.52 ± 1.46

36000 25.64 ± 1.30 24.12 ± 1.31
2250 1202.52 ± 91.09 907.10 ± 67.08

delay (s) 9000 3651.68 ± 295.05 3204.58 ± 278.70
36000 5615.43 ± 225.93 5445.11 ± 161.53
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The good performance in terms of user QoS shown by HiBOp comes along with
a drastic reduction in resource usage. Figure 9 shows the buffer occupation over time
shown as a percentage of duration of a simulation run (points are average values over
the replicas). HiBOp is much less greedy in spreading messages, and therefore the
buffer occupation is drastically reduced. This is a general difference between Epi-
demic and HiBOp, which is confirmed in all scenarios we have tested. The extent of
this reduction depends on the scenario, and can be as high as an order of magnitude.

Figure 10 compares Epidemic and HiBOp with respect to the number of copies
generated (recall that the number of nodes in the network is 30, thus the maximum
number of copies is 29). High resource consumption for Epidemic is due to the
fact that each node copies all its messages to all nodes it encounters. Therefore, the
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Fig. 8 Delay distributions with reconfigurations every 36000s

more the contacts between nodes, the more the spreading of messages. Figure 10
shows that approximately 50% of messages (corresponding to the messages with
a non-friend destination) are spread by Epidemic across the whole network, when
the reconfiguration interval is equal to 2250s and 9000s. The performance in terms
of delay and packet loss shows that in this particular scenario flooding yields no
significant advantages. As contacts during reconfigurations involve entire groups,
a fully replication inside each group is not more convenient than replicating the
message on a single node of each group. HiBOp, due to its reliability rule, tends to
replicate the message inside the sender’s group, but does not flood the other groups
upon reconfigurations, thus resulting in lower number of copies.
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Finally, Figure 11 shows the bandwidth overhead of the two protocols. It allows
us to highlight a main difference between HiBOp and Epidemic, related to how they
react to movement patterns. Reducing the reconfiguration interval (from 36000s
down to 2250s) means increasing the forwarding opportunities, because nodes get
in touch with more peers more frequently. Epidemic does not use these additional
“connectivity resources” wisely, as it is based on flooding. Therefore, the bandwidth
overhead greatly increases. HiBOp behaves in a different way. When groups do not
mix (reconfiguration interval equal to 36000s) paths for messages going outside
the sender’s group are seldom available. HiBOp realizes this, because context in-
formation about nodes outside the group is rarely available, and avoids consuming
resources uselessly. As nodes mix more and more (reconfiguration intervals equal
to 9000s and 2250s), also HiBOp (as Epidemic) generates more overhead, because
more contacts become available, which may possibly lead to paths towards the desti-
nation. However, the rate of increase of the HiBOp’s overhead is significantly lower
than the one of Epidemic, thus showing a much more judicious use of the available
network resources. These results indicate that exploiting context information makes
HiBOp much more efficient than flooding-based protocols, despite the additional
resources needed for context management purposes.

5.3 Impact of User Sociability

To understand the impact of user sociability on routing performance we vary the
rewiring parameter (pr). When a node goes to a cell different from its home it shows
to nodes in the “foreign” cell context information related to its home cell, thus be-
coming a good next hop for messages destined to its friends. On the other hand,
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Fig. 10 Copies Distribution (focus on the reconfiguration parameter)

it roams in the foreign cell for a number of rounds and collects context data about
nodes in that cell. When it then comes back to the home cell, this knowledge can
effectively be used for sending messages to that particular foreign cell. Indeed, that
node is likely to go back to the same foreign cell after a while, because the social
links towards nodes in that cell are still active. Clearly, the routing performance
is sensitive to the user sociability, because users having social relationships with
other groups are the only possible way of getting messages out of the originating
group. This sensitiveness impacts differently on the resource usage of HiBOp and
Epidemic, as shown by Figure 12. Similar remarks drawn with respect to reconfigu-
ration intervals apply also here. The higher the users sociability (high pr), the higher
the mix between nodes and the forwarding opportunities. While Epidemic naively
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uses all these resources spreading messages, HiBOp leverages nodes’ mixing (and
the resulting spread of context information) to identify good paths more and more
accurately.
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Fig. 12 Bandwidth overhead (focus on the rewiring parameter)

Figure 13 shows how data and non-data traffic contributes to the bandwidth over-
head. As already said, Epidemic exploits all the possibilities of reaching the des-
tination by copying the messages on nodes as much as possible. This results in a
high overhead, which is useless particularly for highly connected scenarios where
there are a lot of forwarding opportunities. Note that the high Epidemic’s over-
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head essentially comes from the aggressive replication of messages (i.e., from data
traffic). Indeed, Figure 13(b) shows that the traffic related to forwarding (i.e., the
traffic related to the exchange of summary vectors) actually decreases when more
connectivity opportunities are available. The buffer occupation curves (Figure 14)
indicate that for higher rewiring, the buffers under Epidemic are less full, because
messages can be delivered more quickly to the destinations. Therefore, the size of
summary vectors decreases, and this explains the trend of Figure 13(b). However,
the reduction in terms of forwarding traffic is overwhelmed by the aggressive spread
of message, which results in an increase of the overhead related to the data traffic
(Figure 13(a)) and, ultimately, to the overall overhead increase Figure 12. Unlike
Epidemic, HiBOp “learns” the degree of connectivity of the network and uses this
knowledge for adjusting the load. More specifically, HiBOp learns the current state
of the network through the exchange of context messages. As context information
is spread more and more widely (rewiring equal to 0.1 and 0.5) paths become more
and more known, and HiBOp reduces the exchanges of both data and non-data mes-
sages.

Epidemic’s high resources consumption is confirmed by Figure 15. With Epi-
demic, between 50% and 70% of messages are spread through the whole network.
Epidemic tends to exploit all opportunities, regardless of the sociality of users.
Therefore, when nodes are more mixed (higher rewiring), Epidemic floods the net-
work more aggressively. As we will show when presenting the QoS performance
figures, this is basically useless and thus results in wasting memory and bandwidth
resources. HiBOp, instead, is aware of the current state of the network and adjusts
the number of replicas of each packet based on the sociality of the network. Note
that, even with the lowest sociality (rewiring = 0.03), only about 30% of messages
are copied to more than ten nodes. Note also that, unlike Epidemic, this percentage
decreases to zero with higher levels of sociality.

As far as the QoS performance figures (Table 3), again the packet loss is neg-
ligible (so we do not show it), while – as expected – the average delay decreases
as users become more social. The performance of HiBOp are still not far from the
bound represented by Epidemic. It is also interesting to note (Figure 16) that the
delay of messages towards friend nodes tends to slightly increase as users become
more social, because they spend (on average) more time outside their home group.
However, as shown by Table 3, the advantage of connecting more efficiently users
between groups as users become more social overwhelms the slight performance
reduction experienced by friends.

Table 3 Average delay (focus on the rewiring parameter)

pr HiBOp Epidemic

0.03 170.86 ± 25.86 130.28 ± 20.59
delay (s) 0.1 129.42 ± 12.51 83.20 ± 8.57

0.5 104.91 ± 8.87 73.69 ± 7.16
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Fig. 13 Bandwidth overhead (focus on the rewiring parameter)

Mobility affects also the number of hops a message passes through before reach-
ing its final destination (see Figure 17). As our setup simulates a social network,
nodes belonging to the same community are expected to meet more frequently and
for a longer time. This results in better QoS performances for messages destined
to friends. As the network becomes more mixed, nodes tend to spend more time
outside their community, thus becoming good forwarders for messages destined
outside. The proximity between friends reduces as rewiring increases and more for-
warding hops are needed in order to reach the destination (Figure 17(a)). On the
other hand, the proximity between non-friend nodes increases and the number of
hops a message passes through decreases (Figure 17(b)).
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5.4 Breaking Closed Groups

In this set of simulations we use a 3x3 grid with 9 groups of 5 nodes each. Just
one node, located in the upper left cell sends messages, destined to a node in the
lower right cell. Recall that the only way a message can reach its final destination
is through edge contacts with nodes between which no social relation exists. By
varying nodes’ transmission range we can analyse how this edge effect impacts on
forwarding. We use three values for the transmission range, i.e. 62.5m, 125m and
250m. Therefore, nodes cover – on average – less than half a cell, slightly less than
a cell, and one and a half cell.

The bottom line of the results is that HiBOp is not suitable for networks with no
sociability. At very small transmission ranges (62.5m) HiBOp is not able to deliver
acceptable QoS (Table 4). HiBOp needs a minimum number of contacts between
users to spread context information around. Indeed, at 125m HiBOp restores ac-
ceptable QoS at least in terms of packet loss, and is fully effective at 250m. Also
in this case Epidemic and HiBOp behave differently with respect to the bandwidth
overhead (Figure 18). At 62.5m HiBOp seldom forwards messages. As context data
is not circulating, nodes in the sender’s group are almost all equally fit to carry the
messages closer to the destination. At a high transmission range the context data is
circulating effectively, and therefore good paths can be identified soon. In the in-
termediate cases (e.g., transmission range equal to 125m) HiBOp is not (yet) able
to correctly learn the status of the network, and this results in a higher overhead
with respect to Epidemic. However, note that these results confirm that Epidemic is
not able to exploit rich connectivity scenarios without flooding the network, since it
increases its overhead at high transmission ranges.

Figure 19 shows the average number of hops (recall that in this configuration
statistics are related to non-friend nodes only). We can see that Epidemic generates



60 Chiara Boldrini, Marco Conti, Andrea Passarella

 0
 0.1
 0.2
 0.3
 0.4
 0.5
 0.6
 0.7
 0.8
 0.9

 1

 0  5  10  15  20  25  30

P
(c

op
ie

s>
x)

# of copies

Copies CCDF

0.03 E 0.1 E 0.5 E
(a) Epidemic

-0.1
 0

 0.1
 0.2
 0.3
 0.4
 0.5
 0.6
 0.7
 0.8
 0.9

 1

 0  5  10  15  20  25

P
(c

op
ie

s>
x)

# of copies

Copies CCDF

0.03 H 0.1 H 0.5 H
(b) HiBOp

Fig. 15 Copies distribution (focus on the rewiring parameter)

44 copies of each message, i.e. it replicates messages on all nodes, as it is not aware
of the current state of the network. In HiBOp, the number of copies increases as
context information spreads, i.e., for increasing transmission ranges. This is because
when the transmission range is low there is no reason to replicate messages, since
no good path can be found in a context-aware scheme if context information cannot
spread. As soon as context information can be exploited, paths can be found and
HiBOp starts replicating messages. Finally, Figure 20 shows the average number of
hops. In both cases this figure decreases with higher transmission ranges, as more
contact opportunities become available, and a single hop is able to bring messages
closer to the destination.
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Table 4 Users QoS (closed groups)

range (m) HiBOp Epidemic

62.5 61.41 ± 10.16 0 ± 0
ploss (%) 125 0 ± 0 0 ± 0

250 0 ± 0 0 ± 0

62.5 14732.57 ± 1242.74 535.50 ± 14.05
delay (s) 125 576.40 ± 177.56 102.83 ± 1.82

250 1.77 ± 0.55 23.58 ± 0.80
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Fig. 17 Average number of hops (focus on the rewiring parameter)

6 Conclusions

In this chapter we have jointly presented results in two key research areas of the au-
tonomic opportunistic networking research field. Specifically, we have considered
mobility models based on users social relationships and behavior, and context-aware
routing. Mobility models are a cornerstone to design and evaluate routing protocols,
as users mobility is one of the key enabler of end-to-end communication in oppor-
tunistic networks.

We have discussed social-based mobility models in which users movements are
based on social ties between people. We have highlighted that this information alone
is not sufficient to model relevant scenarios, and that it should be complemented
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with information about the physical places where people spend their time due to
their social behavior. We have presented a mobility model exploiting both types of
information, and shown its advantages through an analytical model.

We have then considered routing issues, and how the social aspects of people
behavior impact on context-aware routing protocols. Specifically, we have high-
lighted how different approaches to routing in opportunistic networks are able to
autonomically adapt to the dynamic scenarios resulting from humans’ mobility pat-
terns. We have framed this work in the ongoing research on routing for opportunistic
networks, and we have compared the performance figures of two protocols at the op-
posite ends of the spectrum as far as the use of context information is concerned,
namely Epidemic and HiBOp.
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With respect to the routing aspects, the results we have presented can be sum-
marized as follows. Context-based routing actually provides an effective conges-
tion control mechanism, and, with respect to dissemination-based routing, provides
acceptable QoS with drastically lower overhead, unless in very adverse scenarios.
Indeed, HiBOp is able to automatically learn the connectivity opportunities deter-
mined by users movement patterns, and exploit them efficiently. This autonomic,
self-learning feature is completely absent in dissemination-based routing schemes.
The results also suggest a hybrid scheme for networks with varying levels of user so-
ciability. When groups are very isolated, context data cannot circulate, and cannot be
used for taking effective forwarding decisions. In such cases, dissemination-based
schemes seem the only way to enable communication between groups. As soon as
users become more social, context information spreads in the network, and context-
based routing becomes a preferable solution. An interesting follow-up of this work
is how to exploit context information to distinguish these different scenarios and
select the appropriate routing scheme.

From a complementary standpoint, our results show that in opportunistic net-
works user sociability helps routing: users’ relationships outside their “home” com-
munity allow context information to spread in the network, and make forwarding
more and more efficient. These results open interesting research directions. Actu-
ally, since opportunistic networks build the network by exploiting mobile devices
people carry with them, looking at social network theories to model users’ social
relationships and exploit these models for designing network protocols is a very in-
teresting research direction. Indeed, the EC FET-PERADA SOCIALNETS project
(started in February 2008) will be looking at these aspects. Other interesting re-
search directions include providing privacy and security support through distributed
and scalable systems in opportunistic networks. Also, another challenging research
direction is how to integrate purely infrastructure-less opportunistic networks (like
the ones we have considered in this chapter) with access points to the Internet infras-
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tructure. Finally, designing data-management systems (built on top of opportunistic
routing schemes) to improve data availability in opportunistic networks is another
direction we find extremely important.
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