Preface

The design of complex systems is essential to much of engineering and science.
Equally essential is the effort to fully understand these systems and to develop tools
and techniques that can steer us away from unsafe or incorrect designs. In civil
engineering, for example, well-understood principles like statics can be used to ana-
lyse buildings before they are built, and refined architectural models can be used
to predict whether a building will be safe or whether it might collapse during an
earthquake. Similarly, in auto body design, wind tunnels and corresponding com-
puter models based on computational fluid dynamics help engineers to gain an un-
derstanding of aerodynamic forces and wind resistance for energy efficiency before
constructing the actual car and its chassis. Models and their analysis also play an im-
portant role in chip design and are used extensively in the semiconductor industry
to prevent expensive bugs in hardware. Modelling and model analysis is thus an in-
tegral part of science and engineering and is used very effectively in many areas to
ensure high-quality system designs, saving replacement cost and preventing danger-
ous side effects of malfunctioning designs.

Hybrid systems is an emergent area of growing importance, emphasising a sys-
tematic understanding of systems that combine discrete (e.g., digital) and continu-
ous (e.g., analog or physical) effects. In fact, it is foreseeable that hybrid systems and
the closely related notion of cyber-physical systems will soon play a ubiquitous role
in engineering. Combinations of computation and control can lead to very power-
ful system designs, and computational aspects are being integrated into classical
physical, mechanical, and chemical process controls on a routine basis today. The
number of systems where both computational and physical aspects are important
for really understanding them grows exponentially with modern technological ad-
vances. Hybrid systems occur frequently in automotive industries, aviation, railway
applications, factory automation, process control, medical devices, mobile robotics,
and mixed analog—digital chip design.

Despite the growing relevance in complex system designs, hybrid systems is an
area where analytic approaches are still in their infancy. Hybrid systems occur ubi-
quitously and their analysis faces inherent complexity challenges. Hence, there is
probably no other area where the gap is more noticeable between the tremendous
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complexity of the systems we can build and the modest size of systems that we can
analyse. Mankind can build systems that are significantly more complicated than
people can understand analytically. This book presents an approach with logical
analysis techniques that are intended to help overcome these difficulties and bridge
the gap between design demand and analysis power.

In light of this growing interest in the field, the purpose of this book is to provide
an introduction to hybrid systems analysis and, in particular, to present a coherent
logical analysis approach for hybrid systems. One of the highly successful tech-
niques used for analysing finite-state models in chip designs today is model check-
ing, which was pioneered in 1981 by the 2007 ACM Turing Award Laureates Ed-
mund M. Clarke, Allen Emerson, and Joseph Sifakis. Nowadays, model checking is
used routinely in the semiconductor industry. Model checking is one of the inspira-
tions for this work. Another area that is strongly related is interactive and automated
theorem proving, which is also used in advanced industrial settings. Model checking
and automated theorem proving complement each other to tackle various aspects of
formal system verification. While both areas are ultimately rooted in logic, the basic
operating principles are somewhat different. Model checking is based on systemat-
ically exploring the state space of a system in a clever way. Model checking searches
for counterexamples, i.e., traces of a system that lead to a bug and that serve as a
falsification of a correctness property. Impressive results have been demonstrated
for finite-state systems where model checking is decidable. In theorem proving, in
contrast, the notion of a proof is fundamental and represents a verification of a cor-
rectness property. In particular, a proof is a reason and explanation for why a system
works. Automated theorem proving techniques that construct proofs automatically
are another deep source of inspiration for the work presented here. In fact, several
of the proof procedures presented in this book are inspired by theorem proving prin-
ciples that have been used successfully for conventional object-oriented programs.

One important new aspect in hybrid systems is the cardinality and structure of the
state space. In (sufficiently small) finite state spaces, for instance, exhaustive state
exploration is still feasible, but becomes inherently impossible for the uncountable
continuous state spaces of hybrid systems, especially with respect to their complic-
ated interacting discrete and continuous dynamics. Most notably, the continuous
dynamics of hybrid systems that is commonly described by differential equations
poses significant new challenges compared to classical settings. Thus, verification
techniques for differential equations are one very important part of hybrid systems
analysis.

Outline

This book is intended as an introduction to hybrid systems and advanced analysis
techniques for their dynamics. It covers basic and advanced notions of hybrid sys-
tems, specification languages for hybrid systems, verification approaches for hybrid
systems, and application scenarios for hybrid systems verification. Starting from
a basic background in mathematics and computer science, this book develops all
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notions required for understanding and analysing hybrid systems. It also provides
background material about logic and differential equations in the appendix.

This book presents a coherent logical foundation for hybrid systems analysis that
will help the reader understand how behavioural properties of hybrid systems can be
analysed successfully. The foundation developed here serves as a basis for advanced
hybrid system analysis techniques. The hybrid systems analysis approach has also
been implemented in the verification tool KeYmaera for hybrid systems, which is
available for download at the book’s Web page.

PartI describes specification and verification logics for hybrid systems that are
the basis of hybrid systems analysis. It also covers constructive proof calculi that
can be used to analyse and verify hybrid systems, including approaches for hand-
ling real arithmetic and differential equations. The chapters in PartI show a series of
logical systems that are each presented in terms of their syntax, semantics, axiomat-
ics, proof theory, and pragmatics. The syntax defines what can be said about hybrid
system behaviour. The semantics gives meaning to the symbolic formulas and shows
what we are ultimately interested in: truth, or, more precisely, what is true about the
behaviour of the particular dynamics of a hybrid system. In the axiomatic parts, this
book develops formal proof techniques that can be used by a human or machine to
establish truth by proof. After all, truth that we do not know about is less helpful
than truth that we can justify by giving a proof. The development of proof theory
connects the semantic notion of truth in the real world with the syntactic device
of formal proofs and shows that, in a sense of relative completeness, we can prove
all true facts about hybrid systems from elementary properties of differential equa-
tions. Finally, this book shows the pragmatics of using verification procedures for
analysing hybrid system scenarios. This includes both practical, algorithmic con-
siderations of developing system analysis tools and various examples, application
scenarios, and case studies that can be proven with the logics developed in Part1.

Part II focuses on the practical and algorithmic questions of how to turn the theor-
etical foundation from PartI into automated theorem proving procedures. This part
also shows techniques for generating invariants and differential invariants of hybrid
systems that are crucial for proving correctness, and shows how to overcome com-
plexity challenges in real arithmetic verification. Part III shows how safety-critical
properties of more advanced applications of hybrid systems in railway and aircraft
control can be proven with the approach presented in Parts I and II. This part in-
cludes a study of collision avoidance in the European Train Control System (ETCS)
and roundabout collision avoidance manoeuvres in air traffic control. Numerous ex-
amples, illustrations, and proofs throughout the text will also help the reader develop
an intuition about hybrid systems behaviour and master the intricacies of the more
subtle aspects in hybrid systems analysis.

How to Read This Book

The basic suggested reading sequence is linear (with additional consultation of the
appendices for background information as needed). Except for the foundation of this
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work that is laid out in Part I, however, the chapters are mostly kept self-contained so
that they can also be studied independently. The following figure shows the reading
order dependencies among the chapters (solid lines) and the partial dependencies of
suggested reading sequences that hold for the advanced material of the respective
chapters (dashed lines).
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For background on classical first-order logic, we recommend you review App. A
as needed. Depending on your interest, field of study, and preference, we recom-
mend you either study the background information in App. A on first-order logic
before reading PartI or use the material in App. A as a background reference book
on demand while reading the main part of this book. Similarly, we recommend you
review the background on ordinary differential equations in App. B either before or
during the study of the main part. An intuitive approach to understanding differential
equations and formal definitions of their semantics will be given throughout the text.
Logic itself is also explained and illustrated intuitively during the main chapters, but
some readers may also find it helpful to refresh, update, or learn about the basics of
first-order logic from App. A before proceeding to the main part.

While there is a lot of flexibility in the reading sequence of the chapters, we
strongly recommend you study the logical foundations of hybrid systems analysis
in Chap. 2 of PartI before reading any other chapter of Parts I-III. Some more ad-
vanced sections in the applications in PartIII also depend on the theory of differen-
tial invariants that is developed together with other extensions in Chap. 3.
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Appendix C shows a formal relation of hybrid automata with hybrid programs.
Appendix D gives more detail on the implementation of the approach put forth in
this book in the verification tool KeYmaera. It also presents a survey of computa-
tional techniques for handling real arithmetic. Both App.C and D can be read as
needed, after studying the introductory material and notions in Chap. 2. The most
important formation rules for the logic and proof rules for the calculi are summar-
ised at the end of the book.

Online Material for This Book

The Web page for this book provides online material, including the verification tool
KeYmaera that implements our logical analysis approach for hybrid systems. We
also provide slide material for parts of this book, an online tutorial for KeYmaera,
and several KeYmaera problem files for examples from this book, including train
and air traffic control studies. The book Web page is at the following URL:

http://symbolaris.com/lahs/
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Further Sources

This book is based on several sources, most notably the author’s Ph.D. thesis [236].
Chapter 2 is an extended version of an article in the Journal of Automated Reason-
ing [235] and also covers some material from previous work at TABLEAUX [231]
and HSCC [232]. Chapter 3 is an extended version of an article in the Journal of Lo-
gic and Computation [237], to which we now add a relative completeness argument
and prove that DAL is a conservative extension of the sublogic d.%. We further com-
bine the solution-based techniques from Chap.2 with differential induction-based
techniques from Chap. 3 by introducing the new extension of differential monoton-
icity relaxations. Chapter 4 is a substantially extended version of a previous paper
at LFCS [233], to which we now add a complete and more elegant calculus and
provide a modular relative completeness proof.

In Chap. 5, we extend a previous paper at VERIFY [230] with more details on it-
erative background closure strategies, including experimental evaluation, and com-
plement this proof technique with a new iterative inflation strategy. Chapter 6 is
based on joint work with Edmund M. Clarke at CAV [239] and in Formal Methods
in System Design [240].

Chapter 7 is a substantially revised and improved version of joint work with Jan-
David Quesel at HSCC [243] with extensions from follow-up work [244]. Chapter 8
is a significantly improved and detailed case study developed on the basis of joint
work with Edmund M. Clarke at HSCC [238] and CAV [239] with subsequent ex-
tensions at FM [241].

Appendix B summarises classical results from the theory of differential equations
from the literature [297]. Finally, App. D uses a few excerpts from joint work with
Jan-David Quesel at IJCAR [242], adding an overall discussion of the KeYmaera
verification tool that implements the approach presented in this book. Appendix D
also adds a thorough description of computational back-ends for real arithmetic,
with extensions from joint work with Philipp Riimmer and Jan-David Quesel [246].
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