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Abstract This chapter provides an overview of fault tolerant nanocomputing. In
general, fault tolerant computing can be defined as the process by which a comput-
ing system continues to perform its specified tasks correctly in presence of faults
with the goal of improving the dependability of the system. Principles of fault
tolerant nanocomputing as well as applications of the fault tolerant nanocomput-
ers are discussed. The chapter concludes by observing trends in the fault tolerant
nanocomputing.
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Introduction

Fault tolerant computing can be defined as the process by which a computing system
continues to perform its specified tasks correctly in presence of faults. These faults
could be transient, permanent, or intermittent faults. A fault is said to be transient
if it occurs for a very short duration of time. While permanent faults are the faults
that continue to exist in the system, intermittent faults repeatedly appear for a pe-
riod of time. They could be either hardware or software faults caused by errors in
specification, design, or implementation, or faults caused by manufacturing defects.
They could also be caused by external disturbances or simply due to ageing of the
components in a system.
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The goal of fault tolerant computing is to improve the dependability of a system
where dependability can be defined as the ability of a system to deliver service at
an acceptable level of confidence in either presence or absence of faults. Among all
the attributes of dependability reliability, availability, fault coverage, and safety are
commonly used to measure dependability of a system. Reliability of a system is
defined as the probability that the system performs its tasks correctly throughout
a given time interval [18, 49, 52]. Availability of a system is the probability that
the system is available to perform its tasks correctly at time . Fault coverage, in
general, implies the ability of the system to recover from faults and continue to op-
erate correctly given that it still contains a sufficient complex of functional hardware
and software. Finally, safety of a system is the probability that the system will either
operate correctly or switch to a safe mode if it operates incorrectly in event of a fault.

The concept of improving dependability of computing systems by incorporating
strategies to tolerate faults is being attempted before. Earlier computers, such as the
Bell Relay Computer built in 1944, used ad-hoc techniques to improve reliability.
The first systematic approach for fault tolerant design to improve system reliabil-
ity was published by von Neumann in 1956 [58]. Earlier designers improved the
computer system reliability by using fault tolerance techniques to compensate for
the unreliable components that included vacuum tubes and electromechanical relays
that had high propensity to fail. With the advent of more reliable transistor technol-
ogy the focus shifted from improving reliability to improving performance [18, 38,
50]. While component reliability has drastically improved over the past 40 years
increases in device densities have led to realization of complex computer systems
that are more prone to failures. Researchers in industry and academe have proposed
techniques to reduce the number of faults. However, with the advent of nanotech-
nology where reliability of the nanoelectronic devices is not fully convincible, it has
been recognized that a shift in design paradigm to incorporate strategies to tolerate
faults is much more important and necessary in order to improve dependability.

The invention of nanometer-scale devices suggest that extremely large scale inte-
gration of these devices, in the order of 10'? devices/ m?, will be potentially feasible
in future. A chip with 2.9 billion of 32 nm nanoscale CMOS (complementary metal
oxide) devices has already been demonstrated [17]. However, to fully realize the
benefits offered by such systems it is prudent to address the uncertainties introduced
due to inherent characteristics of the devices, stochastic nature of the fabrication
processes, and external disturbances. These uncertainties will lead to faulty devices
and interconnects.

The high level of unreliabilities common to the nanoscale devices stem from
two different origins. The probabilistic nature of the self-assembly fabrication pro-
cess will inevitably result in a fairly large percentage of defective devices. For
example, while the manufacturing failure rate of the conventional complemen-
tary metal oxide semiconductor (CMOS) device is approximately 10~7 — 107,
the failure rate of a typical nanoscale device is just under unity. Moreover, these
devices are more sensitive to external disturbances, such as radiation effects, elec-
tromagnetic influence, parameter fluctuations, and high temperatures. In addition,
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process variations introduced due to uncertainty and complexity of nanoscale device
fabrication process can affect leakage dissipation, power consumption, reliability,
and defect [30, 32, 33]. Hence permanent and transient [28] faults or defects will
occur during the manufacturing phase and during the field operation due to such
factors as aging, while transient faults will appear in the field due to external dis-
turbances. Thus successful realization of effective systems consisting of a trillion
unreliable devices per square centimeter has created interesting opportunities and
unique challenges in incorporating fault tolerance techniques in nano-computing.

In the current VLSI processes the defect (fault) density is in the range of 1 part
per billion and thus the manufacturer can afford to discard the defective chip. Some
manufacturers also add redundancy that can replace the defective (faulty) resource
with the goal of increasing the yield. While the exact levels of fault densities in
nanoelectronic systems are not known researchers have assumed that up 15% of the
resources on a chip will be faulty at the end of the manufacturing cycle. Hence, dis-
carding such large percentage can over burden the cost of healthy chips which will
be eventually sold to costumers. With this high level of fault densities none of the
techniques used in the current VLSI processes are applicable. Thus, reliability issues
need to be addressed at each level of circuit abstraction, from system level to device
level. Handling reliability issues may be preferred at higher levels of design abstrac-
tion, such as system or architectural level for detection and prevention of faults at
the early stage of design cycle. Current fault tolerance research for nanoelectronic
systems can be broadly divided into three classes, namely: (1) masking techniques,
(2) reconfiguration techniques, and (3) designs that are inherently fault tolerant.

Principles of Fault Tolerant Nanocomputer Systems

The goal of fault tolerant nano-computer design is to improve the dependability
of the system by improving the reliability during the manufacturing phase as well
as field operation. Any fault tolerance technique requires the use of some form of
redundancy which increases both the cost and the development time. Furthermore,
redundancy can also have impact on performance, power dissipation, weight, and
size of the system. Thus a good fault tolerant design is a trade-off between the level
of dependencies provided and the amount of redundancies used. For nanocomputers
the redundancy could be in various forms including: (1) hardware, (2) information,
and (3) temporal.

One of the most challenging tasks in the design of fault tolerant systems is the
evaluation of the design for the dependability requirements [18,21,39,42,48,50,59].
All the evaluation methods can be divided into two main groups, namely the
qualitative and quantitative methods. Qualitative techniques, which are typically
subjective, are used when certain parameters that are used in the design process
cannot be quantified. As the name implies, in the quantitative methods numbers are
derived for a certain dependability attribute of the system and different systems
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can be compared with respect to this attribute by comparing the numerical val-
ues. However, this requires development of appropriate models. At present, several
probabilistic models have been developed based on combinatorial techniques and
Markov and semi-Markov stochastic processes.

Fundamental to all these models are the probability of failure, p,,, of a nanoscale
device during manufacturing and the failure rate defined as the expected number of
failures per a time interval during field operation. Failure rates of most of the elec-
tronic devices follow bathtub curve shown in Fig. 1. Usually the useful life phase is
the most important phase in a system’s life and during this time the failure rate is as-
sumed to be constant and it is typically denoted by A. During this phase reliability of
a system and the failure rate are related by the exponential failure law expressed as:

R(t) = e ™.
Figure 2 shows the reliability function with the constant failure rate. The failure rate
A is related to the mean time to failure (MTTF) as follows:
MTTF =1/A,

where MTTF is defined as the expected time until the occurrence of the first failure
of the system.
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Researchers have developed computer-aided design (CAD) tools based on quan-
titative methods, such as CARE III (NASA’s Langley Research Center), SHARPE
developed at the Duke University, DEPEND (University of Illinois at Urbana
Champaign), and HIMAP (Iowa State University), to evaluate dependability re-
quirements.

In the last several years there has been a considerable interest in the experimental
analysis of computer system dependability. In the design phase CAD tools are used
to evaluate the design by extensive simulations that include simulated fault injection.
On the other hand, during the prototyping phase the system is allowed to run under
a controlled environment. During this phase physical fault injection is used for the
evaluation purposes. Several CAD tools are available including FTAPE developed at
the University of Illinois at Urbana Champaign, NANOLAB developed at Virginia
Polytechnic and State University, and Ballista developed at the Carnegie-Mellon
University. In the following sections several redundancy techniques for fault toler-
ance will be briefly described.

Hardware Redundancy

It is one of the most common forms of redundancy in which functionally identical
modules replicated so that a faulty module can be replaced by a fault free module.
Since each module acts as a fault-containment region the size of the fault contain-
ment region is dependent on the complexity of the module. These modules can be
in various forms, such as, logic gates, logic blocks, functional units, or subsystems.

N-Modular Redundancy

The basic hardware redundancy that can be used are known as passive or static
techniques, where the faults are masked or hidden by preventing them from pro-
ducing errors [34,39]. Fault masking is accomplished by using voting mechanisms,
typically majority voting, and the technique does not require any fault detection or
system reconfiguration. The most common form of this type of redundancy is triple
modular redundancy (TMR). As shown in Fig. 3, three identical modules are used
and majority voting is performed to determine the output. Such a system can tolerate
one fault. However, the voter is the single-point-of-failure, that is, the failure of the
voter leads to the compete failure of the system.

Input

Module 1
Module 2
Module 3

Output

Fig. 3 Basic triple modular
redundancy
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A generalization of the TMR technique is the N-modular redundancy (NMR)
where N modules are used, where N is typically an odd number. Such a system can
mask up to L#J faulty modules.

In general, NMR system is a special case of M -of-N system that consists of N
modules out of which at least M of them should work correctly in order for the
system to operate correctly. Thus, the reliability of M -of-N system is given by,

N

ro= Y (Y)Ron-ror.

i=M

For a TMR system N =3 and M =2 and if an non-ideal voter is assumed
(Ryorer < 1) then the reliability is given by:

3

Rt)=)_ (3) R@®)[1—ROP™ = Ruwr(t) (3R*(t) — 2R (1)) .

4 i
=2

Figure 4 shows reliability plots of a simplex, TMR, and NMR when N = 5 and 7.
It can be seen that higher redundancy leads to higher reliability in the beginning.
However, the system reliability sharply falls at the end for higher redundancies.

Extension of the simple TMR system is cascaded TMR (CTMR). A simple
CTMR scheme with simplex voters is shown in Fig. 5. The reliability of the scheme
is expressed by the following:

Rerur(r) = (Rv(m(t) (R3(t) + (;) R*(t)(1-R (t))))

The NMR scheme for safety usually requires trade-off between reliability and
safety. For example, one can use k-out-of-n system where a voter produces the
output y only if at least £k modules agree on the output y. Otherwise, the voter
asserts the unsafe flag. Noting that the reliability refers to the probability that the
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Fig. 4 Reliability plots
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implies a simplex system
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Fig. 5 Cascaded TMR with simplex voters

system produces correct output and safety refers to the probability that the system
either produces the correct output or the error is detectable. Thus, high reliability
implies high safety. However, the reverse is not true.

Voting of the NMR system becomes complicated when non-classical faults
are present. Systems requiring ultra-high reliability a voting mechanism should be
able to handle arbitrary failures, including the malicious faults where more than one
faulty units may collaborate to disable the system. The Byzantine [24] failure model
was proposed to handle such faults.

The reliability equations presented above can be used if the faulty devices are
independent and uniformly distributed. For example, these equations are reasonable
under the transient faults that are expected to dominate during the useful lifetime of
the nanoelectronic chip. However, they are not applicable for manufacturing defects
and permanent faults since they tend to cluster on a chip rather than being statis-
tically independent. Although it is premature to predict the processes that will be
used for manufacturing nanocomputers many researchers, such as in [15, 34], have
attempted to provide insight into reliability issues based on the current processes.

NAND Multiplexing

In 1956 von Neumann [58] proposed a scheme, called the multiplexing technique,
in which redundant unreliable components were used to create a reliable system.
There has been a renewed interest in this concept since researchers are attempting to
develop reliable systems based on unreliable nanoelectronic devices. The problem
of enabling reliable computation using unreliable components is typically termed
as probabilistic computation. NAND multiplexing refers to a construction shown
in Fig. 6. It consists of N NAND gates and a randomization unit that randomly
pairs each input from the first set of inputs with an input from the second set of
inputs to form a pair of inputs to one of the NAND gates. In any system based on
such a construction each signal is carried on a bundle of N wires and each logic
computation is performed by N gates. The state of a bundle (0 or 1) is decided
by whether the fraction of the excited wires are below or above a predetermined
threshold value.
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Fig. 7 NAND multiplexing system

As shown in Fig.7, the computation is carried out by three cascaded NAND
multiplexers. The executive unit performs the NAND operation while the restora-
tive unit compensates for the degradation caused in the executive unit for a certain
types of input configurations. von Neumann had concluded that by increasing the
bundle size computation by such constructions can be performed such that the prob-
ability of the system failure is less than the probability of each NAND gate failing.
Recently several researchers have extensively analyzed and proposed designs based
on NAND multiplexing, such as the ones in [3,4,15,41,44]. Use of NAND instead of
other logic gates can be of further advantage from leakage dissipation point of view.
It has been recently observed (Fig. 8) that that NAND has minimal average gate-
oxide leakage and propagation delay compared other logic gates of same number
of inputs [31-33]. Leakage is a major issue nanoscale circuits and system in which
gate-oxide leakage is predominating for sub-65nm CMOS technology [30,31,33].
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Fig. 8 Gate-oxide leakage and delay of 45 nm CMOS logic gates

Reconfiguration

The main motivations for incorporating fault tolerance at chip level is yield
enhancement and enable real-time and compile-time reconfiguration with the goal
of isolating faulty unit, such as, logic unit, processor or memory cells, during field
operation.

Strategies for manufacturing time and compilation time reconfigurations are sim-
ilar as they do not affect the normal operation of the system and there are no
real-time constraints imposed on reconfiguration time. Real-time reconfiguration
schemes are difficult to design since the reconfiguration has to be performed with-
out affecting the operation of the system. If the erroneous results are not acceptable
at all then static or hybrid techniques are typically used, otherwise cheaper dynamic
techniques would suffice. The effectiveness of any reconfiguration scheme is mea-
sured by two aspects: (1) the probability that a redundant unit can replace a faulty
unit and (2) the amount of reconfiguration overhead involved.

Numerous schemes have been proposed for all the three types of reconfiguration
in the literature [2-9,16,20,22,38,45,46]. One of the first schemes that was proposed
for an array of processing elements allowed each processing element to be converted
into a connecting element for signal passing so that a failed processor resulted in
converting other processors in the corresponding row and column to connecting
elements and they ceased to perform any computation. This simple scheme is not
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practical for multiple faults since an entire row and column must be disabled for
each fault. This problem has been addressed by several reconfiguration schemes that
either use spare columns and row or redundant processing elements are dispersed
throughout the chip, such as the interstitial redundancy scheme.

Hewlett-Packard has recently demonstrated an 8 x 8 crossbar switches using
molecular switches at the cross-points. It was observed that 15% of the switches
were defective. Such a high rate of defect rate has drawn the attention of several
researchers to design effective strategies to bypass the defective switches in order
to perform reliable computation on the remaining fault-free structure. As shown
in Fig.9 [56], a 2-D crossbar system can be represented by a bipartite graph
B = (U,V,E), where U is the set of inputs, V' is the set of outputs, and E is
the set of switches of the crossbar system. When the system is defect-free the corre-
sponding bipartite graph is complete. Given a defective n X n crossbar switches
the problem is to find the largest k x k defect-free subset. This corresponds to
finding a balanced complete bipartite subgraph which has been proven to be NP
complete. Thus researchers have attempted to design efficient heuristics to find such
subsets [1,56].

Compile-time and run-time reconfiguration requires built-in fault detection
capability. Such strategies typically follow three basic steps: (1) fault detection and
location, (2) error recovery, and (3) reconfiguration of the system. When a fault is
detected and a diagnosis procedure locates the fault [19,23,25,26,36] the system is
usually reconfigured [37,39,50] by activating a spare module or if the spare module
is not available then the reconfigured system may have operate under degraded
mode with respect to the resources available. Finally, error recovery is performed
in which the spare unit takes over the functionality of the faulty unit from where it
left off. While various approaches have been proposed for these steps some of them
have been successfully implemented on the real systems. For example, among the
recovery strategies the most widely adopted strategy is the rollback recovery using
checkpoints [13,47,60]. The straight forward recovery strategy is to terminate ex-
ecution of the program and re-executing the complete program from the beginning
on all the processors known as the global restart. However, this leads to severe

@ 4 x4 nanoscale crossbar switch b Bipartite graph of crossbar switch of (a)
o1 02 03 04
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i1 >~ 3
EO-a-a:t 5
i2 > S
e 2
S
i3 >
OG-
ERRCarararqy §
\ \J \J Y crosspoint

Vertical Nanowires

Fig. 9 4 x 4 Crossbar system and its corresponding bipartite graph



Fault Tolerant Nanocomputing 17

performance degradation and increased power requirements since several tasks
may have to be repeated. Thus, the goal of all the recovery strategies is to perform
effective recovery from the faults with minimum overheads. The rollback recovery
using checkpoints involves storing adequate amount of processor state information
at discrete points during the execution of the program so that the program can be
rolled back to these points and restarted from there in the event of a failure. The
challenge is when and how these checkpoints are created. For interacting processes
inadequate check pointing may lead domino effect where the system is forced to
go to global restart state. Over the years researchers have proposed strategies that
effectively address this issue.

Although rollback recovery schemes are effective in most of the systems they
all suffer from substantial inherent latency that may not be acceptable for real-
time systems and increase power requirements. For such systems forward recovery
schemes are typically used [40, 57]. The basic concept common to all the forward
recovery schemes is that when a failure is detected the system discards the current
erroneous state and determines the correct state without any loss of computation.
These schemes are either based on hardware or software redundancy. The hardware
based schemes can further be classified as static or dynamic redundancy. Several
schemes based on dynamic redundancy and check-pointing that avoid rollback have
been proposed in the literature. Unlike rollback schemes, when a failure is detected
the roll-forward check-pointing schemes (RFCS) attempt to determine the faulty
module and the correct state of the system is restored once the fault diagnosis is
done. For example, in one RFCS the faulty processing module is identified by retry-
ing the computation on a spare processing module. During this retry the duplex
modules continue to operate normally. Figure 10 shows execution of two copies,
A and B of a task. Assume that B fails in the check-pointing interval i. The check-
points of A and B will not match at the end of the check-pointing interval i at time ¢;.
This mismatch will trigger concurrent retry of the checkpoint interval i on a spare
module while A and B continue to execute into the check-pointing interval i + 1.
The previous checkpoint taken at #;_; together with the executable code is loaded

- —_ — = — =

i1 i i+1 Time
1: Copy state and executable code to spare
2: Compare states A ans S and B and S
3: Copy state from A to B

Fig. 10 A RFCS scheme X: A fault



18 B. Joshi et al.

into the spare and the checkpoint interval i in which the fault occurred is retired on
the spare module. When the spare module completes the execution at time #; +1 the
state of the spare module is compared with the states of A and B at time ¢;, and B
is identified faulty. Then, the states of A are copied to B. A rollback is required is
both A and B have failed. In this scheme one fault is tolerated without paying the
penalty of the rollback scheme. Several version of this scheme have been proposed
in the literature.

Information Redundancy

Hardware redundancy is very effective, however it is expensive. In the informa-
tion redundancy approach, redundant information is added to enable fault detection
and sometimes fault tolerance by correcting the affected information. For certain
systems, such as memory and bus, error-correcting codes are cost effective and ef-
ficient. Information redundancy includes all error-detecting codes, such as various
parity codes, m-of-n codes, duplication codes, checksums, cyclic codes, arithmetic
codes, Berger codes, and Hamming and Bose-Chaudhuri-Hocquenghem (BSH)
error-correcting codes.

Selection of a particular coding technique involves tradeoffs among several
factors. For example, encoding and decoding requires time and hardware while in-
corporation of extra bits requires extra storage and circuitry. An important issue is
to select a code meets the requirement of error detection and/or correction and at
the same time keeps the cost within the acceptable level [17]. Important factors that
have to be considered in the selection process of a code include whether the code
should be separable, if the code should have the capability to detect error, correct
error, or both, and the number of bits errors that need to be detected or corrected.
Several researchers have addressed these issues for nanoelectronic digital memories
[11,53-55].

Time Redundancy

Both hardware and information redundancy methods require substantial amount of
extra hardware which tends to increase size, weight, cost, and power consumption
of the system. Time redundancy attempts to reduce the hardware overhead by using
extra time. The basic concept is to repeat execution of a software module to detect
faults. The computation is repeated more than once and the results are compared.
An existence of discrepancy suggests a fault and the computations are repeated once
more to determine if the discrepancy still exists. Earlier this scheme was used for
transient fault detection. However, with a bit of extra hardware permanent faults can
also be detected. In one of the schemes, the computation or transmission of data
is done in the usual way. In the second round of computation or transmission the
data is encoded and the results are decoded before comparing them to the previous
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results. The encoding scheme should be such that it enables detection of the faults.
Such schemes may include complementation and arithmetic shifts.

Coverage

The coverage probability varies depending on the circumstances. The systems in
which the failure rate is dominated by the reliability of the hardware modules being
protected through redundancy, their coverage probability may be of relatively minor
importance and treating it as a constant may be adequate. However, if the goal is to
provide extremely high reliability, then it is easy to provide sufficient redundancy
to guarantee that a system failure due to the exhaustion of all hardware modules is
arbitrarily small. In this case, failures from imperfect coverage begin to dominate
and more sophisticated models are needed to account for this fact.

The fault coverage consists of three components: (1) the probability that the
fault is detected, (2) the probability that it is isolated to the defective module, and
(3) the probability that normal operation can be resumed successfully on the re-
maining healthy modules. These probabilities are often time dependent, particularly
in cases in which uninterrupted operation is required or in which loss of data or
program continuity cannot be tolerated. If too much time elapses before a fault is
detected, for example, erroneous data may be released with potentially unacceptable
consequences.

Markov models can be extended to account for coverage effects by inserting
additional states. Following a fault three changes happen: (1) the system transitions
to a state in which a fault has occurred, but has not yet been detected, (2) from
there to a state in which it has been detected but not yet isolated, and (3) from
there to a state in which it has been isolated but normal operation has not yet re-
sumed successfully and finally to a successful recovery state. Transitions out of
each of those states can be either to the next state in the chain or to a failed state,
with the probability of each of these transitions most likely dependent on the time
spent in the state in question. State transition models in which the transition rates
are dependent on the state dwelling time are called semi-Markov processes. These
models can be analyzed using techniques similar to those illustrated in the earlier
Markov analysis, but the analysis is complicated by the fact that differences be-
tween the transition rates that pertain to hardware or software faults and those that
are associated with coverage faults can be vastly different. The mean time between
hardware module failures, for example, typically is on the order of thousands of
hours whereas the time between the occurrence of a fault and its detection may well
be of the order of microseconds. The resulting state-transition matrix is called “stiff”
and any attempt to solve it numerically may not converge. For this reason, some of
the aforementioned reliability models use a technique referred to as behavioral de-
composition. Specifically, the model is broken down into its component parts, one
subset of models used to account for coverage failures and the second incorporating
the outputs of those models into one accounting for hardware and software faults.
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Process Variations in Nanoscale Circuits

A single important factor that affects leakage dissipation, power consumption,
reliability, defect, yield, and circuit optimization, etc. in nanoscale devices, cir-
cuits, and systems is process variation [12, 14,30, 32,33, 51]. For the fabrication of
circuits using nanoscale devices more and more sophisticated lithographic, chemi-
cal, and mechanical processing steps are adopted. The uncertainty in the processes,
such as ion implantation, chemical mechanical polishing (CMP), chemical vapor
deposition (CVD), etc. involved in nanoscale device fabrication has caused varia-
tions in process parameters [12, 14] such as channel length, gate-oxide thickness,
threshold voltage, metal wire thickness, via resistance, etc. These variations are cat-
egorized as inter-die variations and intra-die. This may include systematic as well
random variations. The process variations are treated as global or local variations.
These variations can be either temporal or spatial in nature [14]. They ultimately
affect design margins and yield and may lead to loss of money in the ever reducing
time-to-market scenario.

It has been observed that the major components power dissipation, such as
gate-oxide leakage (/ya), and subthreshold leakage (/y), and dynamic current
(Iayn) as well as propagation delay predominantly depend on the device geome-
try namely gate-oxide thickness (7gq4.), device length (L. ), threshold voltage (Vi),
and supply voltage (Vpp), etc. Thus, in order to incorporate the process variation
effects, statistical modeling of leakage current components is a key area to char-
acterize nano-CMOS. Monte Carlo simulations provide a method to analyze the
effect of process variation exhaustively. Via Monte Carlo simulations, the process
and design variations are translated into gate-oxide leakage, subthreshold leakage,
dynamic current, and propagation delay probability density distributions for a two-
input NAND logic gate. For Gaussian input process and design variations, it is
observed that gate-oxide leakage, subthreshold leakage, and dynamic currents are
lognormally distributed [30, 32, 51]. On the other hand, the delay follows normal
distribution. This is demonstrated in Fig. 11 for a 45 nm CMOS logic gate.

In addition to the variations in power, leakage and delay profile of devices and
circuits, the variations can have impact on circuit operation. One important example
is read-failure that can develop in a SRAM circuit realized using nano-CMOS de-
vices. With increase in device density a larger fraction of a system on a chip (SoC)
area is devoted to SRAM, because on-chip memory considerably offers the high sys-
tem performance in exchange of space and power they consume. Correct operation
of the SRAM circuit in both hold and read states are important for its faithfully op-
erations. Let us consider a SRAM with two cross coupled inverted M; > and M3 4
with the two inputs of the inverters are Q and QB, respectively. From the plot the
voltage transfer characteristics (VTC) as shown in Fig. 12, it is evident that read sta-
bility failure because there is no steady stable state. This happens when variations is
introduced in the threshold voltage (V) of transistors. Thus, a 6-transistor SRAM
cell is not stable during read operation under process variations.
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dynamic power, and propagation delay in a two-input 45 nm CMOS NAND logic gate
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Fault Tolerant Nanocomputer Applications

Incorporation of fault tolerance in nanocomputers will have tremendous impact on
the design philosophy. A good design is a trade-off between the cost of incorporating
fault tolerance and the cost of errors that, includes losses due to downtime and the

cost of erroneous results.
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Historically the applications of the fault tolerant computers were confined to
military, communications, industrial, and aerospace applications where the failure
of a computer could result in substantial financial loses and possibly loss of life.
Currently most of the fault tolerant computers developed can be into five general
categories based on the design requirements and challenges. As nanocomputers per-
vade these areas innovative fault tolerance strategies will have to be developed since
these computers will be prone to different types and patterns of faults.

General-Purpose Computing

General-purpose computers include workstations, and personal computers. These
computers require minimum level of fault tolerance since errors that disrupt the
processing for a short period of time is acceptable provided the system recovers
from these errors. The goal is to reduce the frequency of such outages and increase
reliability, availability, and maintainability of the system.

Since the attributes of each of the main components, namely the processor, mem-
ory, input, and output, are unique, the fault tolerant strategies employed for these
components are in general different. Moreover, the nanoelectronic devices based
systems will be highly prone to transient failures than other failures and it will be
desirable to facilitate rapid recovery. One of the most effective approaches for rapid
error recovery for transient faults would be instruction retry in which the appropriate
instruction is retried once the error is detected [35].

Long-Life Applications

Applications typical of unmanned space flight and satellites require that the com-
puters have reliability of 0.95 or greater at the end of a 10-year period. Computers
in these environments are expected to use the hardware in an efficient way due to
limited power availability and constraints on weight and size. Long-life systems can
sometimes allow extended outages provided the system becomes operational again.

Critical-Computation Applications

In these applications errors in computations can be catastrophic, such as human
safety. Applications include certain type of industrial controllers, space applications,
such as the space shuttle, aircraft flight control systems, and military applications.
A typical requirement for such a system is to have reliability of 0.9999999 at the
end of 3-h time period.

One of the most important applications of nanocomputing would be in
healthcare. It has been envisioned that in future it would be possible to deploy
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large number of nanorobots to eliminate diseases and relieve a patient of physical
trauma. This will require a high level of reliability and safety involving innovative
strategies, such as a nanorobot with self-destruction capability to ensure the safety
of a patient in the event of a nanorobot failure.

High-Availability Applications

The applications under this category include time-shared systems, such as banking
and reservation systems where providing the prompt services to the users is critical.
In these applications while system-wide outages are unacceptable occasional loss
of service to individual users are acceptable provided the service is restored quickly
so that the downtime is minimized. In fact sometimes the downtime needed to up-
date software and upgrade hardware may not be acceptable and so well coordinated
approaches are used to minimize the impact on the users.

Maintenance Postponement Applications

Applications where maintenance of computers is either costly or difficult or perhaps
impossible to perform, such as some space applications, fall under this category.
Usually the breakdown maintenance costs are extremely high for the systems that
are located remote areas. Maintenance crew can visit these sites at a frequency that is
cost-effective. Fault tolerance techniques are used between these visits to ensure that
the system is working correctly. Applications where the systems may be remotely
located include telephone switching systems, certain renewable energy generation
sites, and remote sensing and communication systems.

Trends and Future

While the hardware and software costs have been dropping the cost of computer
downtime has been increasing due to increased complexity of the systems. This
problem will be compounded by the nanoelectronic devices due to high device den-
sities and high failure rates. Studies suggest that the state-of-the-art fault tolerant
techniques are not adequate to address this problem. Thus, a shift in the design
paradigm may be needed. Power, leakage, variability, performance, yield, and fault-
tolerance have to be considered simultaneously for fault-tolerant system realization
using nano-devices. This paradigm shift is driven in large part by the recognition
that hardware is becoming increasingly reliable for any given level of complexity.
This is due to the fact that, based on empirical evidence, the failure rate of an inte-
grated circuit increases roughly as the 0.6th power of the number of its equivalent
gates. Thus, for a given level of complexity, the system fault rate decreases as the
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level of integration increases. If, say, the average number of gates per device in a
system is increased by a factor of 1,000, the fault rate for that system decreases by
a factor of roughly 16.

In contrast, the rapid increase in the complexity of software over the years, due
to the enormous increase in the number and variety of applications implemented
on computers, has not been accompanied by a corresponding reduction in software
bugs. Significant improvements have indeed been made in software development
[27,43], but these are largely offset by the increase in software complexity and in
the increasing opportunity for software modules to interact in unforeseen ways [29]
as the number of applications escalate. As a result, it is expected that the emphasis in
future fault-tolerant computer design will shift from techniques for circumventing
hardware faults to mechanisms for surviving software bugs.

A good viable alternative approach for fault tolerance would be to mimic
biological systems. There is some activity in this area, but it is still in its infancy.
For example, an approach to design complex computing systems with inherent fault
tolerance capabilities based on the embryonics was recently proposed. Similarly, a
fault detection, location, and reconfiguration strategy was proposed last year based
on cell signaling, membrane trafficking, and cytokinesis [10].

Furthermore, the existing external infrastructure, such as Automatic Test Equip-
ment (ATE), are not capable of dealing with the new defect levels that nanometer
scale technologies create in terms of fault diagnosis, test time, and handling the
amount of test data generated. In addition, continual development of ATE facilities
that can deal with the new manufacture issues is not realistic. This has considerably
slowed down the design of various system-on-a-chip efforts [61]. For example,
while the embedded memory typically occupies half of the integrated circuits area
their defect densities tend to be twice that of logic. Thus, to achieve and main-
tain cost advantages requires improving memory yields. As described earlier, one
commonly used strategy to increase yield is to incorporate redundant elements that
can replace the faulty elements during repair phase. The exiting external infrastruc-
ture cannot perform these tasks in a cost effective way. Thus, there is a critical
need for on-chip (internal) infrastructure to resolve these issues effectively. The
semiconductor industry has attempted to address this problem by introducing em-
bedded intellectual property blocks called the infrastructure intellectual property
(IPP). For embedded memory, the IPP may consist of various types of test and re-
pair capabilities.
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