Chapter 2

Terrestrial Neutron-Induced Failures

in Semiconductor Devices and Relevant
Systems and Their Mitigation Techniques

2.1 Introduction

2.1.1 SER in Memory Devices

Scaling down of semiconductor devices to sub-100 nm technology encounters a
wide variety of technical challenges like Vi, variation [1], negative bias tempera-
ture instability (NBTI) [2], short-channel effect [3], gate leakage [4], and so on.
Terrestrial neutron-induced single-event upset (SEU) is one of such key issues that
can be a major setback in scaling.

SEU research in memory devices has initially focused on DRAM but the relia-
bility of SRAMs became very poor in late 1990s [5], triggering intense researches
on SRAM SER.

JESD89A [6] was issued in 2003 as the revised version of JESD89, in which
alpha-ray, thermal neutron, spallation neutron, (quasi-mono) energetic neutron, and
high-altitude/underground field tests are described in a more reasonable way com-
pared to the original JESD89. SERs in logic devices and field programmable gate
arrays (FPGAs) were discussed there to a certain degree but test methods were not
defined. EIAJ EDR4705 [7] was issued in 2005 with a similar scope with JESD89A
as the Japanese guideline. IEC60749-38 [8] was issued with similar scope with
JESDS89A in 2008. Basic concepts in JESD89A are accepted worldwide as such.
Some recent works after 2009, however, have revealed that basic assumptions in
JESDS89A as exemplified below may not be true anymore beyond 90 nm generations.

Recent works show that some evolution of the standards may be needed. For
instance

— The contribution of low-energy proton as the secondary ions from nuclear
spallation reaction is significant and will be much greater in smaller generations.

— The SEU cross-section has high peak below 10 MeV due to secondary protons
and the peak height continues to be higher as devices scale down.
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Also, SER tests for automotive LSIs with memories over 1 Mbits are strongly
recommended in AEC-Q100-Rev.G [9]. The impacts from AEC-Q100-Rev.G were
discussed in the IOLTS2008 special session [10].

2.1.2 MCU in Memory Devices

In particular, “multi-cell upsets (MCUs),” which are defined as simultaneous errors
in more than one memory cell induced by a single event, have been under close
scrutiny [11-16]. The concept of MCU, therefore, contains both upsets that can be
corrected by error detection/error correction code (EDAC/ECC) as well as those
which cannot. The latter is called “multiple bit upset” or “multi-bit upset” (MBU)
of memory cells in the same word, and can lead, for example, to hang-ups of com-
puter systems. Though MBUs can be avoided by a combination of ECC and the
interleaving technique [2.16], MCUs may still be problematic in high performance
devices such as contents addressable memories (CAMs) [17] used in network pro-
cessors and routers. In the case of system design, it is therefore very important to
evaluate MCUs as well as soft-error rates (SERs) of the device in design phase.

Historically, MCUs are understood as taking place when two or more storage
nodes are hit by one secondary ion from nuclear spallation reaction in a device. As
device scaling down proceeds, novel MCU modes are being reported as “charge
sharing among memory storage nodes in the vicinity [15, 18-20] or bipolar effects
in p-well [16, 21, 22].” Ibe et al. have proposed multi-coupled bipolar interaction
(MCBI) for one of the bipolar MCU mechanisms that is regarded as a parasitic
thyristor effect triggered by a single-event snapback (SESB) in the p-well and causes
MCU multiplicity of more than 10 bits [16]. It is also reported that MCU phys-
ical address pattern differs depending on written data patterns typically between
the groups ALLX (all “1” or all “0”) and Checkerboard (CHB or its complement
CHBc).

2.1.3 SET and MNU in Logic Devices

Concerns on SEUs are shifting to logic devices. Quantification efforts of SER in
logic devices are being developed. Gate-chain methods are among such techniques,
where logic gates like inverters [23, 24], NAND [25], NOR [25, 26] gates are con-
nected in series with FFs in-between. Single-event transients (SETs) that take place
in some of the gates may be latched in FFs and stored.

Data corruption in radiation hardened-by-design (RHBD) flip flops (FFs) such
as DICE [27] is getting recognized as a real threat due to the multi-node upset
(MNU) mechanisms caused by the charge-sharing or potential elevation in wells
by bipolar events. Some novel RHBD FF designs are proposed to encounter this
emerging threat [28-30]. Errors due to glitches in global control line such as clock
[31]/SET/REST [32] lines are also being recognized.
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2.1.4 Chip/System-Level SER Problem:
SER Estimation and Mitigation

MCU and MNU can be a threat in mission-critical systems with an extreme number
of logic devices that are mainly protected by spatial or time. Typically, redundancy
circuits such as triple module redundancy (TMR) [33], duplication and compari-
son [34], replication [35] are applied to realize such protection. However, space
redundancy techniques cause power, speed and area overhead.

In the actual electronic components, direct estimation of component-layer SER
from the database of such logic/memory-level SERs is quite a difficult and painful
work. Masking or derating factor must be quantified for such works. Even though
such factors are obtained, the estimated component-layer SER must have very wide
variation depending on circuits and applications. The variation is not originated from
random process so that any statistical cannot be applied, in principle.

2.1.5 Scope of This Chapter

The statistics in SEUs and MCUs in static random access memories (SRAMs) are
predicted down to 22 nm process by using the Monte-Carlo simulator CORIMS
[36, 37]. It is shown that the impact of MCU and neutrons with energy of less than
10 MeV becomes harsh as the scaling proceeds.

All of the new threats make device/component/system design much more com-
plicated and difficult. To cope with the new threats, they have to be quantified
first. New standards for characterization of the fault/error modes in memory/logic
devices, components and system may be necessary in order to

(1) obtain the target level of raw SER (SER without any masking effects) in
designing devices for device vendor;

(2) design cost-effective, low-power, and acceptably reliable components and
systems starting with the raw SER databases.

This chapter also discusses and proposes novel approaches with the following
features that can overwhelm the setbacks mentioned above:

(1) Overall reduction approach in component-layer SERs.
(i) Experimental approach by which SERs in the component or board layer can be
quantified and reduced.
(iii) Inter-layer built-in reliability (LABIR) that potentially detects and reduces
SERs with very low additional spatial overhead, power dissipation, and costs.

In Section 2.2, basic knowledge on terrestrial neutron-induced SER is reviewed.
In Section 2.3, experimental techniques to quantify soft-error rate (SER) and
relevant international standards are reviewed. In Section 2.4, novel MCU character-
istics and their significances are introduced. The physical model, major algorithms
relevant to neutron-induced soft-error and SRAM device models for Monte-Carlo
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simulation are described in Section 2.5. In Section 2.6, simulation results for
scaling effects of SER in SRAMs are presented and discussed. In Section 2.7,
quantification methods of SEEs in sequential and combinational logic devices
are introduced and possible and necessary revisions in the international stan-
dards are discussed. Section 2.8 shows an example of board-level evaluation
and mitigation techniques. Section 2.9 discusses hierarchical countermeasures in
devices/components/systems. Section 2.10 proposes LABIR and its concept is
introduced. Section 2.11 summarizes this chapter.

2.2 Basic Knowledge on Terrestrial Neutron-Induced
Soft-Error in MOSFET Devices

2.2.1 Cosmic Rays from the Outer Space

High-energy neutrons, protons, pions, muons, and neutrinos are primarily produced
by nuclear spallation reactions of extremely high-energy cosmic rays (mainly pro-
tons) with atmospheric nuclei (nitrogen and oxygen) as illustrated in Fig. 2.1 [38].
Charged particles are halted in a relatively short range, but neutrons produce a cas-
cade of spallation reactions (air shower) that eventually make terrestrial neutrons
at the ground level. Since charged particles twine around magnetic force lines, the
geomagnetic and heliomagnetic fields act as shields against low-energy cosmic rays.
Air also acts as a shield against neutrons, so that neutron flux varies with the loca-
tion on the Earth and solar activity. The neutron energy spectrum at the sea level in
NYC is shown in Fig. 2.2 [6]. The terrestrial neutron flux at the sea level is about
20n/cm?/h(E, > 1 MeV).

Energetic ions from galactic nucleus

500km — Heliomagnetic field

lonoshere §

50km Spallation

Stratosphere
20km

Troposhere '
Sea level

Fig. 2.1 Macroscopic neutron-induced soft-error mechanism
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Fig. 2.2 Neutron differential flux spectrum at the sea level in NYC (JESD89A) [6]

2.2.2 Nuclear Spallation Reaction and Charge
Collection in CMOSFET Device

A simplified bird’s eye view of one-bit CMOS-SRAM (static random access mem-
ory) cell is illustrated in Fig. 2.3, with a physical model of neutron-induced
soft-error. The n-well (pMOSFET) is placed at the center of the SRAM device
sandwiched by p-wells (nMOSFETs). The MOSFET channels are isolated by shal-
low trench isolation (STI). When a nucleus in the device undergoes a collision with
a ballistic neutron, a nuclear spallation reaction, in which the nucleus breaks into
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Fig. 2.3 Microscopic mechanism of neutron-induced soft-error in a SRAM bit. Secondary ions are
produced by nuclear spallation reaction and soft-error takes place when enough amount of charge
is collected to the n* storage node
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secondary fragments, can take place with a certain probability. Similar to alpha-ray
soft-error, when the storage node (diffusion layer) is hit by a secondary ion, a certain
amount of electrons/holes produced along the ion track are collected to the nodes,
typically by the funneling mechanism [39] and/or the drift-diffusion process. An
SEU takes place when charge collected to the node exceeds the critical charge Ot
over which the data ““1 (high)” in the node changes to “0 (low).”

2.3 Experimental Techniques to Quantify Soft-Error
Rate (SER) and Their Standardization

2.3.1 The System to Quantify SER — SECIS

The SER evaluation techniques using high-energy particle accelerators are inte-
grated as an SER evaluation system, self-consistent integrated system (SECIS for
SER evaluation system) [40, 41], combined with field testing and measurements of
environmental factors. SECIS consists of five closely interlinked key techniques: (i)
field testing of typical devices, (ii) measurement of SEU cross-section as a function
of neutron energy (E},) using mainly quasi-mono-energetic neutron beams [40—44]
along with a necessary correction using the numerical simulation package CORIMS
(developed for nuclear spallation and charge collection physics in the device) [45],
(iii) measurement of the terrestrial neutron spectrum at a specific location, (iv) mea-
suring geographic coordinates and terrestrial neutron dose in the field, and (v) a
numerical simulation by CORIMS of field testing and accelerator testing of mem-
ory devices [38]. The ultimate goal of this system is to evaluate SER of devices
directly by the simulator CORIMS. It is expected that repetition of the procedure
from (i) to (v) converges the evaluated value of SER obtained by SECIS with a
high degree of accuracy. In order to confirm the usefulness of SECIS, a comparison
among SER values obtained by field testing, accelerator testing, and simulation is
carried out. Figure 2.4 demonstrates the series of the SER values of low power con-
sumption CMOS SRAM with 180 nm process technology at three different locations

1.2
== Measured

Fig. 2.4 Altitude | [ Petimated
dependency of field SER 5 0.8 - Simulated
measured in three locations in iﬂ,
Japan. Accuracies of 5
estimated field SER with 04
(quasi-)mono-energetic %&E{
neutron method and
simulated field SER with the 0 T‘Mb 130nm pf'ocess SRAM
simulator CORIMS are 10 100 1000 10000

demonstrated (© 2002 IEEE)
Altitude from Tokyo Sea Level (m)
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in Japan at altitudes of 86, 755 and 1988 m. The simulation results obtained by using
CORIMS are also shown [38].

2.3.2 Basic Method in JESD89A

2.3.2.1 Spallation Neutron Methods

First, define the neutron energy range Enin and Enax of the accelerator. In JESDS9A,
Emin = 10MeV and Enyx = maximum energy of the spallation neutron source.
Second, obtain the effective SEU cross-section based on the test results:

N,
eff err
OSeu = “Emex 99 1m0 2.1
fEmin den

where Ne;r: number of errors in the OUT for total neutron irradiation and ¢ fluence
for neutron energy range between Ey, and Ey, + dE,,.
Finally, estimate real-time SER (RTSER) from

RTSER = ol X ¢(Emin, Emax) 22

where ¢(Emin, Emax) flux of neutron with energy range between Ep;i, and Emax at
the sea level in NYC. Epjn = 10 MeV is recommended in JESD89A.

2.3.2.2 (Quasi-)Mono-Energetic Neutron Test

The quasi-mono-energetic neutron test is applied, where neutron beams with a flux
peak at specific neutron energy are exemplified in Fig. 2.5. Some of the neutron
spectra have plateaus in the lower energy range, which is called as “tail.” The SEU
cross-section o g, for the peak flux contribution is defined and obtained by
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Fig. 2.6 Typical 106
conventional Weibull Fit

curve
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where Ngffk: number of errors caused by neutrons in the peak flux area (errors);
®peak: fluence in the peak flux area (n/cmZ); R!c’ffk: error rate caused by neutrons in
the peak flux area (errors/h); ¢peak: flux in the peak flux area (n/cm?2/h); Nf;r’;al: num-
ber of errors caused by total neutrons (errors); @ total neutron fluence (n/cmz);
and Cpeax: tail correction factor.

The tail correction factor eliminates the contribution of the tail to the total
number of errors and can be obtained either by unfolding experimental data
obtained for several (at least four) different energy peaks [42] or soft-error simulator
CORIMS [41].

The SEU cross-section ogey(E),) is thus measured as a function of the neutron
energy. The measured data are approximated by the Weibull Fit-type excitation
function oy (E,) as

owen(Ey) = o, [1 exp{ <E"_Eth>5” (2.4)
seu n) — o0 - - T .

where o o: saturation value of SEU cross-section (cm?); E,: neutron energy at the
flux maximum (MeV); Ey,: threshold energy (MeV); W: width factor (MeV); and S:
shape factor (-).

Typical example of this type of excitation curve is described in Fig. 2.6.
The curve starts from Ey and increases gradually to the saturation
value o .

SER in any location on the Earth can be obtained from integration of the Weibull
Fit and differential flux over the energy range from Ey,.

o0 Ap(E
SER = 10’ x / osen(Ep) ?; ”)dEn (2.5)

Ew n

where SER: soft-error rate (FIT) and ¢(E},): neutron flux (n/cm?/h).
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Recently, extension of the Weibull Fit is found to be necessary and modified
Weibull Fit (MWF) will be introduced in Section 2.7.

2.3.3 SEE Classification Techniques in Time Domain

Figure 2.7 shows the sequential test algorithm basically to classify the nature of SEU
[16, 43]. One normal write/read cycle takes 8-9 s for all bits in a DUT. Two or more
errors in the same sampling interval are basically regarded as MCU. Once the data in
a certain bit is in an error, then the error classification algorithm is applied thereafter.
If the data is recovered by re-reading, the error is regarded as a transient error. If the
error is not a transient error, then compliment data is written to the bit in the phase
IL. If the bit is re-writable, then the error is regarded as “static soft error” part of
which may be MCBI as discussed later or SEFI if it can be corrected by resetting.
After all the bits are checked and if there are any error bits which are not re-writable
or cannot be corrected by resetting, the DUT power is turned off and then turned on
to see if the bit is re-writable in the phase III. If the bit is re-writable after power
cycle, the errors are categorized as the “power cycle soft error” (PCSE) [6]. Non-
destructive SEL may be among PCSE mode. If the errors cannot be corrected even
by power cycle, then those errors may be classified as hard error (HE). Ipp current
and device temperature are measured within a certain time interval independently.

Start _ [ Error classification Phase I: Re-read )
QO pPe=No | | = msesenfe (Repeat) 3

[ Set data pattern | Log:Transient Error Re-read
[ Write(W) all bits ] N

-[ Phase II: Re-write/Reset ]—

Toe
: 5 Y
Static —Reurite OR?| YW okT—
/MCBI* N N

[ Log:Pc=Yes:

| Log:SEFI )

Y |—[ Phase I1I: Power Cycle ]

[

Power cycle (Pc)
Log:Power Cycle Soft Error(PCSE) |

T Y
| Log:Hard Error (HE)

*if MCU and 1, increases.

Fig. 2.7 Sequential classification algorithm of SEE in time domain (© 2006 IEEE)
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2.3.4 MCU Classification Techniques in Topological
Space Domain

A space-domain topological classification algorithm, which automatically identifies
and classifies MCUs within a single sampling time window, is implemented in a
specially designed program MUCEAC [43].

Figure 2.8 outlines the basic algorithms in MUCEAC. Any two errors within
a certain distance along both BL and WL directions in the same time interval are
regarded as contained in an MCU. If any two errors in different MCUs satisfy these
criteria, the two MCUs make a single MCU. This procedure is continued until all
the SEU/MCUs are isolated.

Criteria

Max. WL- BL- Grouping error bits in each
interval between time interval
2 bits=6bit

L Yes
Population in group=1?

SBU

SBU No | Mmcu
Yes
Range on BL=1? MCU on WL
Thit No

X _J"MCU on BL

Range on WL=1?

No

CP s i Cluster MCU
:i

Fig. 2.8 Topological classification algorithm of MCU in space domain (© 2006 IEEE)

As proposed in the MCBI experimental analyses [16, 43], the following MCU
classification rules are also applied in CORIMS:

(1) MCU pattern is classified into three basic categories, like a single line along BL
(category “b”), a single line along WL (category “w”), and cluster (an MCU
that has two or more bits along both BL. and WL directions; category “c”).

(2) MCU code that can be almost uniquely relevant to physical address pattern in
an MCU is given as:

C_Ni_Ny_N3_N4_P

where C: category (b/w/c); Ni: MCU size(= N3 x Ni); N;: bit multiplicity in an
MCU; N3: width in the BL direction (bits); N4: width in the WL direction (bits);
and P: parity (Al: initial data in an MCU bits are all “1”’; AO: initial data are all “0”’;
MX: initial data are a mixture of “0”” and “1”).

Figure 2.9 depicts examples of MCU categories and codes. An MCU code can be
almost uniquely assigned to a specific error bit pattern as far as MCU size is not so
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Category Code Error bit pattern
example
Onsingle BL |B_2.2 2 1_ [e]
any parity EI §
Onsingle WL |W_2.2 1.2 (o]
any parity (ele] E
[o]
C4222 EEI g
any parit
Y P (A)MCBI for all
C_6_2_.2_3_ EEEI “1/0-"" pattern
any parity (B_10_10_10_1_Al)
Cluster C—6—2—_3—2— @ EE
any parity eTe]
o ||
any parity (B) MCBI for
C 8242 checkerboard
any parity pattern
(C_10_6_5_2 MX)
?_9_?73_3_ [T T 1[el T [e] ]
any parity ol s O

Fig. 2.9 Example of MCU codes and categories

large. MCU categories or codes can be very effective hints to identify the underlying
mechanism. As for MCBI, all “high” (data ““1”’) nodes in the vicinity of the MCBI
in the p-well fail so that very specific error bit patterns appear depending on the data
pattern, (A) FF (all “1”) or (B) CHB, as illustrated in Fig. 2.9.

2.4 Evolution of Multi-node Upset Problem

Peculiar MCU mode was found in 130 nm 8 Mbit SRAM by 70 MeV quasi-mono-
energetic neutron test in CYRIC [14] before its flux was intensified to world-top
class in 2007 [44]. Most MCUs turned out to be two-bit MCUs in adjacent position
along WL. More detailed study was carried out with 130 nm SRAMs in TSL. The
new MCU mode was defined as multi-coupled bipolar interaction (MCBI) and threat
of MNUs in logic devices due to MCBI was recognized.

2.4.1 MCU Characterization by Accelerator-Based Experiments

2.4.1.1 DUTs and Neutron Beams

For the irradiation test, 130-nm 16-Mbit SRAM is used. The layout and structure is
schematically shown in Fig. 2.10. The test was carried out in Theodore Svedberg
Laboratory (TSL) of Uppsala University [45] with neutron peak energies E,, of
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Fig. 2.10 Triple-well structure of the one-bit SRAM cell model (© 2005 IEEE)

21, 46, 96, and 176 MeV. Beam flux and energy peak in TSL are the highest so
that better statistics is expected to be obtained with new MCU mode. The auto-
matic data analysis sequences are applied in space and time domains as described
in Section 2.3 [42].

2.4.1.2 MCU Patterns

Of MCUs 2564 were identified in total without any MBUs. All MCUs are found
to be re-writable so that they are neither MCBI nor SEL. It was also found that all
multiple errors along single word line were only two adjacent bits so that the new
MCU mode cannot be any cause of failures by applying conventional interleaving
with interval of three or more bits and ECC in memories. Based on topological
analysis of MCUs, as partly exemplified in Fig. 2.9, the following implications are
also obtained:
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Fig. 2.11 Bit multiplicity of MCU in 130 nm SRAM measured at TSL (© 2006 IEEE)

(1) For CHB/CHBc, MCU with two error bits aligns along with the word line (WL),
as seen in (B) in Fig. 2.9.

(2) As rare cases for CHB and CHBc, the clusters cover multi BLs and WLs.

(3) For ALLO/ALL1, MCU normally makes a single successive straight line along
BL, as seen in (A) in Fig. 2.9, which implies “high” nodes aligned in the same
p-well are subject to fail. As many as 12 successive MCEs are observed at the
maximum as in (A).

(4) Likewise for CHB and CHBc, “high” nodes in p-well are subject to fail showing
“leap-frog” cluster error bit pattern along a BL as triple leap-frog pattern in (B).

Figure 2.11 shows unnatural multiplicity observed in the test results. For all “0,”
it is found that the number of double-bit error exceed those of single-bit error when
the neutron energy becomes higher, while the trends for CHB seems rather normal.
For CHB, there is a slight increase in quad-bit MCU, suggesting an increase in
double leap-frog-type MCUs.

2.4.1.3 Influence of Tap Locations

Figure 2.12 shows error population of (a) single-bit upset (SBU) and (b) MCU errors
along BL with modified address (Mod 128) to see the effects of tap locations [16].
Clear dependency with 32-bit intervals appears only on MCUs along BL direction,
where tap for bias is located with 32-bit interval. This implies that

(i) MCU probability is low at the 2—3-bit vicinity of the tap position, which implies
that the resistance to the tap governs MCU.

(i) Major mechanism of MCUs is different from SBUs. For SBUs, major SEU
mechanism may be attributed to charge collection—diffusion or simple snap-
back mechanism, while that of MCUs must be related to bipolar action, where
resistance between parasitic transistors and taps plays a major role.
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Fig. 2.12 Distribution of Normalized Frequency (-)
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The other evidence indicating bipolar action is stepwise distribution of Ipp
increase [16]. The number of discrete steps increases with the peak neutron energy
and is believed to depend on the MCU bit-multiplicity.

2.4.1.4 MCU Category

Figure 2.13 shows the ratio of MCU categories as a function of neutron peak energy
for CHB, CHBc, all “0” and all “1” data patterns. CHB and CHBc have almost the
same trends, showing that MCU on WL is not changed so drastically with neutron
energy, but MCU on BL decreases while cluster MCU increases. As for all “0” and
all “1,” trends are also almost the same between two patterns. Almost all MCUs are
MCUs on BL with a slight increase in cluster.

2.4.1.5 MCU Code

Figure 2.14 summarizes classification results by MCU code for MCUs of size 6 bits.
It is seen that

bottom of Fig. 3.14) and they increase as neutron energy increases.
(i1) As for group B (all “0” and all “1”), no particular MCU code appears for the
MCU size of 6 bits.
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Fig. 2.13 Three categories identified in each run. For bars in each data pattern correspond to
neutron energies of 21, 46, 96, 176 MeV, respectively, from left side (© 2006 IEEE)
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Fig. 2.14 MCU code dependency in data pattern and neutron peak energy for group A (CHB) and

group B (all 0)

2.4.2 Multi-coupled Bipolar Interaction (MCBI)

The error-bit pattern and IDD increase in the new MCU mode are clearly repro-
duced in multi-cell TCAD simulation and the mode is turned out to be parasitic
thyristor effect triggered by single-event snapback in the p-well. The mechanism is
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Fig. 2.15 Mechanism of MCBI (© 2005 IEEE)

illustrated in Fig. 2.15 [16]. When the secondary ion penetrates into pn-junctions
surrounding the p-well, electrons produced in the ion track move outside the p-well,
and the holes remain in the p-well to raise potential in the p-well and form a par-
asitic transistor Trl. The potential increase turns on the transistor and high-state
drain data flips. If holes continue to be supplied from the drain by impact ionization
mechanism, high potential is kept to turn on the parasitic transistor Tr2. Electrons
that flow into the deep n-isolation region reduces the potential in the n-region to turn
on the parasitic transistor Tr3 to supply holes to the channel in Trl, resulting in an
increase in Ipp current. We call this mechanism multi-coupled bipolar interaction
(MCBYD). Figure 2.16 demonstrates that only MCBI can explain the MCU pattern
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Fig. 2.16 Mechanism of error bit pattern dependency on data pattern
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Table 2.1 Comparison of bipolar action mechanisms in CMOSFET device

Multi-coupled bipolar interaction

Features Single event latchup (SEL) (MCBI)

Multiplicity No limit over WL/BL direction 10-20 bits maximum mainly in one
(within peripheral circuit) or adjacent well (s)

Correction method ~ Power cycle Re-writing

Ipp current High, 10-5 mA stepwise increase Low, 2—10 mA stepwise increase
(2-3, three steps) depending on multiplicity

Tap location High High except for single bit upset

dependency

Mechanism Direct switch-on of parasitic Parasitic thyristor triggered by

thyristor neutron-induced snapback

dependency on data pattern: p-wells are commonly owned by two adjacent memory
cells. For CHB, two adjacent “high”-state storage nodes line up along WL with two-
bit interval along BL. If a certain region in p-well is affected by MCBI, “high”-state
storage nodes in the area flip to make leap-frog pattern. As for all “0” and all “1”
data patterns, “high”-state nodes align continuously in one side of p-well to make a
line of failed bit along BL.

Table 2.1 compares the features of bipolar actions, snapback, MCBI, and latchup.
The biggest difference of MCBI from latchup is that MCBI is re-writable, nei-
ther destructive nor PCSE. Failures due to MCBI can be avoided by interleaving
and ECC for memories. It has, however, potentially critical influences on the logic
devices. MNU in logic gates can be caused by MCBI, resulting in failures in
component/system with a number of logic gates.

2.5 Simulation Techniques for Neutron-Induced Soft Error

2.5.1 Overall Microscopic Soft-Error Model

In Fig. 2.3, a schematic of microscopic soft-error model for a SRAM cell is depicted.
The SRAM has two n* nodes in the p-well and two p* storage nodes in the n-well.
Two sets of adjacent n* and p* nodes correspond to two potential states “high”
or “low.” The memory data “1” or “0” is assigned to the side (right or left) that has
high potential. Once a ballistic neutron penetrates into the SRAM, nuclear spallation
reaction may take place between the neutron and the nucleus (mostly Si) in the
device. As a prompt reaction, nucleons (protons and neutrons) collide with each
other in the nucleus. Some of the nucleons may escape from the nucleus when they
have enough kinetic energies. This process is called as intra-nuclear cascade (INC)
[46]. After this prompt process, light nuclei may be “evaporated” from the residual
excited nucleus [47]. As a consequence, nucleons, light nuclei, and the residual
nucleus run inside the SRAM cell producing electron-hole pairs along with the ion
track. Energy necessary to produce one pair of electron and hole is 3.6 eV in Si.



24 2 Terrestrial Neutron-Induced Failures in Semiconductor Devices and Relevant Systems

When one of such secondary ions hit the storage nodes, some of the charges are
collected to the storage node mainly through funneling effect [39] and drift/diffusion
process. If the amount of charges exceeds the critical charge that can flip the logical
state of the SRAM, a soft error takes place in the SRAM.

2.5.2 Nuclear Spallation Reaction Models

Monte Carlo single-event simulator, cosmic ray impact simulator (CORIMS) [14,
16, 36-38, 48], is equipped with numerical solutions for nuclear spallation reactions
of silicon, ion track analysis in an infinite layout of memory cells in a semiconduc-
tor device, and charge collection to the diffusion layer of the device. The model of
the nuclear spallation reaction is based on the intra-nuclear cascade (INC) model
and the evaporation model by Weisskopf and Ewing. The INC model is applied to
prompt collision process, where many-body collisions among nucleons (neutron and
proton) are treated numerically as a cascade of relativistic binary collisions between
two nucleons in the target nucleus. The evaporation model of light particles from
excited nucleus is also applied for delayed nuclear reaction process, where nucleons
(n and p), deuterons (3H or D), tritons (*H or T), helium and residual nucleus are
released into the substrate. The inverse reaction cross-section necessary for deter-
mination of an evaporation channel (a set of evaporated light particle and residual
nucleus) is calculated based on the GEM model [49]. Nucleus type, energy and
direction of each secondary ion produced in a spallation reaction are thus deter-
mined and reaction locations are randomly set in the device model. The details of
the nuclear reaction data are summarized elsewhere [38].

Accuracy of nuclear reaction model is validated through comparison of nuclear
reaction data of high-energy proton and aluminum [50]. SER in the device under any
neutron spectra can be simulated. In the case of simulation at a specific location at
ground level on the Earth, the terrestrial neutron spectrum at the location is corrected
in accordance with the geomagnetic latitude and the altitude based on the standard
neutron spectrum at the sea level in New York City as shown in Fig. 2.2 [6].

Figure 2.17 shows an example of outputs from CORIMS for energy spectra of
secondary ions produced directly from Si substrate with the neutron spectrum shown
in Fig. 2.2. It is noteworthy that

(i) Light particles such as proton and helium (or alpha particle) have high
production rates and high energies up to a few hundreds to 1,000 MeV

(i) Heavier particles such as Mg and Al have also relatively high production rates
but do not have high energies with maximum energies of 10-100 MeV.

2.5.3 Charge Deposition Model

Figure 2.18 shows calculated charge deposition density for the relevant ions based
on the SRIM tables (http://www.srim.org/).
It is also noteworthy that
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(i) The charge production density by proton and alpha becomes lower when the
energy is higher beyond 0.1-1 MeV. This implies that protons and alpha parti-
cles with high energy demonstrated do not have high contribution to soft error

in SRAMs.
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(i) The charge production density by heavier ions becomes larger when the ion
energies increase in the relevant energy range.

Figure 2.19 shows the average range of ion as a function of kinetic energy also
based on the SRIM tables.
It can be seen that

(i) Light particles have as long range as 10-100 wm in Si substrate in the relevant
energy range
(i) Heavier particles have much shorter ranges of 1-100 pwm.

2.5.4 SRAM Device Model

The model layout of MOSFET SRAM cell is illustrated in Fig. 2.10. Since the active
regions are isolated by STI oxide in lateral direction and wells line up across the
word lines, charge collection in the lateral direction is tightly limited in the present
device. Bits in a word are aligned along a word line so that MBUs in this device
are tightly limited eventually. When an ion passes through the depletion layer under
the storage node, the funneling model is applied to calculate the charge collected
to the storage node. When the ion passes through the p—n junction at the bottom
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of p-well, funneling also takes place so that the charge deposited in the p-well is
distributed to the storage node and p-substrate below the p-well. The funneling effect
becomes larger when the ion track runs along with the p-well (BL direction) because
there is less probability that the ion passes through the other p—n junction in the
p-well. Drift—diffusion layer of 100 nm thickness is assumed to be located under
the storage node. When an ion passes through only the drift—diffusion layer, the
amount of charges in the layer is assumed to be collected by the storage node. The
charge deposited inside the storage node and oxide is assumed to recombine and
not to contribute to soft error. Any 3-D device models, including SRAMs, can be
constructed automatically from device layout data in GDS?2 files [51] by using a
specially designed tool. Ion tracks through components in a device are analyzed
with the help of computer geometry techniques in CORIMS.

2.5.5 Cell Matrix Model

Naturally, a model with the fixed number of physical cell models may be applied
to investigate MCU effects. Such a method, however, has inherent limitations on
the memory and speed of the simulations. We have developed a dynamic cell-shift
(DCS) method to overcome such limitations.

Figure 2.20 shows the basic idea of the dynamic cell-shift method. When an ion
crosses a memory cell matrix along the line A—-B—C-D, the track of the ion may
be traced as long as the ion has a possibility to hit the sensitive components. This
method requires a cell matrix that is wide enough compared to the ion range. The

N

Memory cell
1 bit:
Address (X,4.Y,,)

—p-Virtual track shifted to one physical cell
................... » Destination of shift

Fig. 2.20 Dynamic cell shift (DCS) method to track ion trajectory in the infinite cell matrix (©
2010 IEEE)
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proposed method does not need an actual cell matrix. Instead, it utilizes only one
physical cell model. When an ion reaches the boundary at B, for example, the track
is virtually shifted to B'~C’ by using a shift in the Y-coordinates and physical address
of Y-direction Yyq is incremented by 1 bit. Similarly, when the actual ion crosses
C-D, virtual track is shifted to C'-D’ and the physical addresses of X- and Y-
directions are incremented by 1 bit from the original address. In this way, any ion
track can be traced until it stops, regardless of the length of the ion’s range. In the
present device, the condition of data “1” or “0” corresponds to the position (left or
right) of “high” node in one bit of SRAM and the layout of the SRAM is symmetry
to its center, all “1” and all “0” have the same feature and susceptibility to neutron
impacts.

To save the area penalty, some nodes connected to Vpp or Vsg are commonly
shared between adjacent bits. In this case, the bit layout is folded symmetrically
along the boundary between the two bits. This technique is sometimes called “mir-
roring.” The DCS method implemented in CORIMS is applicable to this type of
mirroring.

Any cyclic data pattern in a rectangular zone can be implemented in CORIMS.
The basic idea is illustrated in Fig. 2.21. Once after the data “1” and/or “0” pattern
is set in a unit rectangular zone, the unit is close-packed infinitely in the WL and
BL directions. Interleaving effects with any bit layout in the same word can also be
analyzed with CORIMS, which is desirable for ECC design.

2.5.6 Recycle Simulation Method

In extreme cases, CPU time may exceed several days. This makes parametric survey
study difficult in wide scope. To cope with this problem, CORIMS saves the virtual
single events with extremely low critical charge with a certain input conditions, and
re-runs later to recycle them for parametric survey on the effects of different critical
charge, data pattern, and interleaving within 1 h CPU time.
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2.5.7 Validation of SRAM Model

SRAM models in CORIMS have been validated to have less than 20% variations
from experimental data of 250-130 nm SRAMs in a wide variety of neutron fields
like field tests [40] and accelerator tests in LANSCE [52], TSL [45] ,CYRIC [44],
and FNL[53], as shown in Fig. 2.22. Figure 2.4 also demonstrates such an example
of justification of 130-nm SRAM simulation with measured data in three locations
with different altitudes in Japan [38].
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Fig. 2.22 Comparison of SEU cross-sections measured by (quasi-) monoenergetic neutron test
and simulated by using CORIMS

2.6 Prediction for Scaling Effects Down to 22 nm
Design Rule in SRAMs

2.6.1 Roadmap Assumption

Table 2.1 summarizes the typical roadmap parameters in 20-130 nm
SRAM assumed based on ITRS2007 (http://www.itrs.net/Links/2007ITRS/
Home2007.htm). Lateral two-dimensional scaling is assumed to reduce area by
a factor of 2 by each generation. Depth profile is assumed to be constant due to
lack in the roadmap information and also because of difficulty in making shallow
profile. As parasitic capacitance is basically in proportion to device area, critical
charge is also assumed to decrease by a factor of 2 by each generation. Although
reduction in the supply voltage Vpp is preferable for reducing power consumption,
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it is actually being limited in order to ensure enough margin from the upper bound
of Vi, variation [1] and, therefore, assumed to be constant. The critical charge will
decrease more rapidly if the Vpp is reduced by generation, leading to increase
in SER.

2.6.2 Results and Discussions

2.6.2.1 Overall Trends

Major simulation results are summarized in Tables 2.2 and 2.3 for data pattern of
CB and all “1,” respectively. The maximum MCU size expands to the order of
as many as million bits with the maximum MCU multiplicity of over 100 bits in
22-32 nm generations. The ratio of MCU to SEU will increase up to as high as
about 50%. It is noteworthy that the maximum MCU size and multiplicity are sta-
tistically very rare case, showing only rough trends with generation (Table 2.4).

Table 2.2 Assumed roadmap of SRAM parameters

SRAM property

Design rule Normalized cell area ~ Density Normalized Qcrit
nm AU Mbit AU
250 7.45 4 12.8
180 3.84 8 6.4
130 2.01 16 32
90 1.00 32 1.6
65 0.49 64 0.8
45 0.24 128 0.4
32 0.12 256 0.2
22 0.06 512 0.1

Source: (© 2010 IEEE)

Table 2.3 General trends obtained from simulation (CHB)

Soft error rate MCU Maximum
maximum MCU
Design rule MCU ratio size multiplicity
nm Per device Per Mbit %o Bit Bit
250 0.06 0.48 0 1 1
180 0.26 1.04 53 112 2
130 0.50 1.01 7 459 10
90 1.00 1.00 14.8 14,940 16
65 1.62 0.81 21.2 114,170 19
45 2.31 0.58 29.1 288, 864 26
32 3.06 0.38 38.5 1932,765 52
22 353 0.22 46 463,638 175

Source: (© 2010 IEEE)
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Table 2.4 General trends obtained from simulation (Alll)

Soft error rate MCU Maximum
maximum MCU

Design rule MCU ratio size multiplicity
nm Per device Per Mbit % Bit Bit

250 0.06 0.47 0 1 1

180 0.21 0.85 3.6 5,472 4

130 0.53 1.06 6.6 396 4

90 1.00 1.00 12.2 8,096 11

65 1.70 0.85 18.4 31,860 29

45 2.31 0.58 27.8 84,525 27

32 3.06 0.38 34.7 77,216 39

22 3.75 0.23 44.7 3,659,296 87

Source: (© 2010 IEEE)

Fig. 2.23 Predicted trends in 4
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Typical trends for SER/device and SER/Mbit are plotted for the data patterns CB
and FF in Fig. 2.23. Trends in MCU ratio and the maximum MCU multiplicity are
also plotted in Fig. 2.24 for the data patterns CB and FF. It is seen that

(i) SER/Mbit increases drastically from 250 to 180 nm. This is quite consistent
with the observation that SER in 4 Mbit SRAM increases drastically beyond
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that in DRAMs, whose SERs have been problematic until late 1980s [38]. SER
in SRAMs decreases mildly from 130 nm down to 22 nm. The decrease is also
quite consistent with the recent experimental data [54].

(ii) Although SER/Mbit decreases beyond 130 nm, SER/device increases by a fac-
tor of as much as 67 both for CB and all “1” due to an intense increase in
density.

(iii)) MCU ratio and multiplicity increase exponentially as scaling proceeds.

(iv) There are only minor differences between CB and FF data patterns.

Table 2.5summarizes the trends in MCU categories for data patterns (A) CB and
(B) FF. Typical MCU codes and the number of unique codes are also shown in
the table. The figures in the cells are ratio to the total MCUs in percentage. Most
MCU error patterns for MCU codes are shown before in Fig. 2.9. Some substantial
differences can be seen between the data patterns:

(i) The ratios of the category W (On single WL) for CB patterns are higher than
those for FF patterns by a factor of about 2. This is due to the fact that two
“high” nodes locate in the same p-well of two adjacent bits in WL direction
for CB patterns so that two adjacent bits in WL direction are easily corrupted.

(i1) The ratios of the code C_4_2_2 2 Al for FF patterns are substantially higher
than those for CB patterns.
(iii) The differences between the ratios of categories seem to be clear for larger

generations (180 and 130 nm). This has been clearly observed in our preceding
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work for 180 nm SRAMs [14]. The differences are getting unclear for smaller
generations. This may be due to the fact that the SRAM cells are easily cor-
rupted by the charge deposited only in the depletion layer as the critical charge
becomes smaller and the memory cells are more tightly packed in the smaller
generations. The directional effects become weak for smaller generation, since
the contribution from charge collection by the directional funneling effects as
mentioned before becomes smaller.

The result that MCU ratio drastically increases as scaling proceeds means that
multi-node upset (MNU) in which multiple logical nodes of sequential or combi-
national logic device are corrupted must increase as well. This may cause serious
impacts in reliability design of logic devices, since MNUs would make error
detection impossible. This would make the redundancy SER mitigation techniques
extremely vulnerable to MNU.

2.6.2.2 Charge Deposition Density for Secondary Ions

The frequencies of charge deposition density per unit track length at the boundary
of the storage node by secondary ions are shown in Fig. 2.25 for proton, alpha par-
ticle, heavier particles (atomic number is 10 or more) and total particles. Basically,
there are no differences in the shape of spectra with generation, with the maximum
deposition density of about 110 fC/pwm. This means that any device which can toler-
ate the density of 110 fC/pum can be perfectly soft-error immune. Heavy ions cause
high density (10-110 fC/pm) charge deposition but their frequencies are relatively
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low. Lighter particles (proton and alpha particle) play major roles for the deposition
density below 10 fC/pm.

2.6.2.3 Total Charge Collected to Storage Node

Figure 2.26 shows the spectra of the total charge collected to the storage nodes
for 22 and 130 nm SRAMs. When the collected charge excess the critical charge,
SER takes places. In contrast to the charge deposition density, there are differ-
ences among different generations. The maximum collected charge decreases from
130 nm SRAM (36 fC) to 22 nm SRAM (20 fC), though the difference may not be
so significant (16 fC).

In contrast, the soft-error susceptibility improves only slightly when the critical
charge increases from 5 fC to 10 fC for 130 nm, but the change in the critical charge
of l - 2 — 4 — 10 fC improves the susceptibility by one order of magnitude for
each step for 22 nm SRAM, since protons and alpha particles play major role when
the critical charge is relatively low. The range in the collected charge becomes lower
as scaling proceeds.
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Fig. 2.26 Total collected charge spectra for 130 and 22 nm process SRAM (© 2010 IEEE)
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2.6.2.4 Failed Bit Map (FBM)

Figure 2.27 shows the distribution of total failed bit map in the BL (perpendicular
axis) and WL (vertical axis) address space when about 58,000 nuclear reactions
take place in the four bits near the origin for the data pattern CB. It is seen that
the area densely affected drastically increases from 130 nm (about 50 x 50 bits) to
22 nm (about 500 x 500). The automatic MCU classification tool, MUCEAC, has
been introduced to make the statistic calculations from a number of MCUs and
demonstrated for mainly 130 nm SRAM test results [16]. The extremely widened
range of FBMs, however, would make the statistic calculations for MCU in neutron
accelerated testing for 45-22 nm SRAM very painful or almost impossible task
unless any ultra-high-speed automatic classification tool is developed.
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Fig. 2.27 Failed bit map for 58,000 nuclear spallation reaction with NYC sea level neutron
spectrum from 130 nm SRAM to 22 nm SRAM (© 2010 IEEE)

2.6.2.5 Energy Dependency of SEU/MCU Cross-Section

SEU and MCU cross-sections for each generation are shown as a function of neutron
energy in Figs. 2.28 and 2.29, respectively.

As scaling proceeds, the contribution of neutrons with energy lower than 10 MeV
drastically increases due to increase in contribution of lighter particles as scaling
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Fig. 2.29 Change in MCU cross-section curves from 250 nm SRAM to 22 nm SRAM (© 2010
IEEE)

proceeds. Recent experimental results with low-energy protons showed quite con-
sistent trends with the predicted trends, where SEU cross-section has sharp peak for
protons with energies lower than 10 MeV [57, 58]. This implies that two essential
changes may be needed in the standard methods including JESD89A to estimate
SER from accelerator-based testing, namely
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(1) toinclude the contribution of neutrons with energy lower than 10 MeV to avoid
large error in SER estimation when the spallation neutron sources are used;

(2) the ordinary excitation function with saturated cross-section should be modified
to have a sharp peak at low neutron energy when the (quasi-) mono-energetic
neutron sources are used.

In contrast, there are no essential changes in MCU cross-section shapes. This
can be understood from the fact that the contribution of lighter particle to MCU
is relatively low. Instead, the sharp peak is understood to originate from single-bit
upset (SBU) as shown in Fig. 2.30. The cross-section curve for SBU can be obtained
by subtraction of MCU cross-section in Fig. 2.29 from the SEU cross-section in
Fig. 2.28.

2.6.2.6 Trends in MCU Ratio

Figure 2.31 shows the trends in MCU ratio to the total SEU. The ratio gener-
ally increases as neutron energy increases and scaling proceeds. When the neutron
energy increases, heavy ions with higher energy are produced, flipping multiple
memory cells. If the memory cells are packed more densely, the number of flipped
MCU bits is naturally increased. The maximum ratio exceeds as high as 0.5 for
22 nm SRAM, indicating the MCU and MNU impacts become more serious.

2.6.2.7 Trends in MCU Multiplicity Distribution

Figure 2.32 shows the changes in MCU multiplicity distributions. It is seen that the
multiplicity shifts to larger number of bits as scaling proceeds. The ratios of SBU
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and lower multiplicity MCUs reduce correspondingly. The maximum multiplicity is
well beyond tens of bits when scaling proceeds beyond 32 nm as mentioned before.

2.6.3 Validity of Simulated Results

In the present model, the depth profile of impurities and the maximum funneling
length are fixed for all generation. But in reality, depth profile will be shallower and
funneling length will also be shorter as concentration of impurities become higher.
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These effects would work for suppressing SER. On the other hand, operation voltage
may be reduced in reality as scaling proceeds. This works for worsening SER.

Change in the material in the device would make wider variation in the predic-
tion. If the high-k material is used for gate oxide like HfO, the critical charge is
increased to result in lower SER. Meanwhile, if the low-k material is used for inter-
layer oxide, parasitic capacitance is reduced, resulting in lower critical charge and
higher SER.

The bipolar effects, which are not implemented in CORIMS at present, are
somewhat in the trade-off relationship with the charge collection mode. When the
operation voltage is reduced, the bipolar mode would decrease. When p-well size
is shrunk, charge collection mode would be minor but bipolar mode would be
activated due to shrinkage of distance of p—n junctions. Even when the bipolar
effects are implemented into the CORIMS model, the total trends may not differ
so significantly. This point will be more clearly shown in the future work.

2.7 SER Estimation in Devices/Components/System

2.7.1 Standards for SER Measurement for Memories

Reliability of CMOS devices are being impaired by environmental radiation sources
such as alpha-ray emitting impurities in device packages and terrestrial high-energy
neutrons. In late 1990s, terrestrial neutron-induced soft error in SRAMS has become
one of the major concerns in reliability issues, overwhelming concerns in DRAM
soft errors and alpha-ray-induced soft-errors [5]. In around 2000, data corruption
in SRAMs in network components has emerged as serious threats for network reli-
ability [55, 56]. Establishing standard testing methods was urgent for the device
vendors and users to make databases for reliable design. JESD89 has been estab-
lished in 2002 in order to fulfill this requirements based on in-depth discussions
among experts in relevant fields. JESD89A [6] has been issued in 2003 as the revised
version of JESDS89, in which alpha-ray, thermal neutron [57], spallation neutron [52,
58-61], (quasi-mono) energetic neutron [44, 45, 53], and high-altitude/underground
field tests [41, 62—-66] are described in a more reasonable way compared to the orig-
inal JESD89. SERs in logic devices and field programmable gate arrays (FPGAs)
were discussed to a certain degree but test methods were not defined.

As the devices scaled down below 130-90 nm, concerns in alpha-ray-induced
soft errors are rebooted mainly due to decrease in the critical charge Q.i;. Evidences
in SERs in logic devices such as peripheral circuits in DRAMs are emerging as well.

2.7.2 Revisions Needed for the Standards

Recent works [36, 37, 67-71] show that SEU cross-section has high peak below
10 MeV due to secondary low-energy protons and the peak height continues to be
higher as devices scale down. Such examples in a simulation work are shown in
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Fig. 2.33 [36, 37]. Compared to the shape of excitation function shown in Fig. 2.6,
obvious large peaks appeared in the energy range below 10 MeV. Two peaks cor-
respond to proton and alpha contributions that emerged from nuclear spallation
reaction of neutron and silicon nucleus. It is seen that the peak heights get higher
and threshold energies get lower as feature size becomes smaller, mainly due to
decrease in the critical charge. Ep;i, less than 10 MeV should be used in Egs. (2.1)
and (2.2) for devices with design rule smaller than 90 nm. The validation for the
reason why the range is applicable has to be shown quantitatively. The range may
differ depending on the combination of the object under test (OUT) and spallation
neutron sources.

In quasi-mono-energetic test, approximation function of excitation function in
Eq. (2.4) must be changed. The following function may be applied:

En - Eth y
0SEU(ER) = 00c €Xp(—AEy) [1 — exp { <T) H (2.6)

where X is a decay constant (1/MeV).

Equation (2.4) in JESD89A is the simplest case with A = 0. As shown in
Fig. 2.33, two or more curves are recommended to fit proton/alpha and heavier sec-
ondary ion contributions. Sum of those curves can give overall excitation function.
The excitation function may be given in the style of a look-up table also.

Logic gates (inverters, AND, OR, NOR, adder, . ..) chain as shown in Fig. 2.34
with FFs in-between irradiated in neutron field can be used to obtain raw SERs in
combinational and sequential logic gates [23-26]. Raw SER can be obtained after
corrections for masking effects and errors in FF themselves are made.

Current major stream in the system SER evaluation focuses on the masking
effects to obtain mean system SER value accurately [72].
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Fig. 2.34 Chain of NAND gates with FFs in-between to measure gate-level SER in NAND and
FFs. By-pass is used by switching to measure SER in FF only

2.7.3 Quantification of SER in Logic Devices and Related Issues

Quantification in the chip-level SER evaluation may start with total raw SER of the
system as expressed in Eq. (2.7):

SERyg = Z (SER{ x NP)+ Z (SERY x NM) (2.7)
j j

where SER]-G: SER of a jth gate; NJ.G: number of jth gates; SER?/I: SER of a ith
memory and NlM: number of ith memories.

Contribution of combinational (inverters, AND, OR, NOR, adder, ...) and
sequential (FF and latch) logic gates to the chip-level SER can be twofold: (a)
direct incidence sequential gates from inside, clock or set/reset channel and (b)
indirect incidence from input as indicated in Fig. 2.35. As for indirect incidence,
SET noise may not be latched to the flip/flops due to three masking mechanisms
such as window (timing), logic, and electric masking. Electric masking refers decay
effect of pulse height by which the logical state of SET pulse is changed. Window
masking refers non-active duration of FF input relevant to clock timing and clock
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width. Logical masking refers the effect of priority input in multi-input gate, by
which SET pulse is disregarded.

(1) Methods to measure SER}-VI are almost established as in [6]. Some further
development may be needed for MCU or bipolar effects except for the usage
of MWF.

(2) Methods to measure SERjG have not been fully established, but logic gates
chain methods, as typically shown in Fig. 2.34, are gaining popularity and seem
attractive. The chain with FFs connected in-between can be used to obtain raw
SERs in combinational and sequential logic gates. Usually, tremendous types of
gates are implemented in a ULSI chip so that obtaining all SERjG by irradiation
experiments is inevitably impossible. Instead, simulation tools like CORIMS
validated in field can be used to evaluate SERC .

(3) Quantification and mitigation methods for global control lines (clocks,
SET/REST). In gate chain tests, dual-interlocked cell (DICE) is used assuming
SER immune FFs. But this is not true at present. Some mitigation techniques
are proposed for DICE-type FFs as mentioned before.

(4) More direct quantification by chip/board-level irradiation tests are also pursued
[73-76]. An example of this type of test is described in Section 2.9. This method
is quite straightforward, but time and cost consumption cannot be avoided.
Some effective guidelines are needed for this type of tests to generalize the
test results.

2.8 An Example of Chip/Board-Level SER Measurement
and Architectural Mitigation Techniques

2.8.1 SER Test Procedures for Network Components

2.8.1.1 Full and Partial Board Irradiation Test

System-level neutron irradiation test was proposed first by Ibe et al. in 2005 [77]
in order to identify problematic system first and then problematic components in
the system. Full-chip irradiation test has been done with microprocessors, servers,
and routers [73-75]. Partial board irradiation test for routers is first carried out by
Shimbo et al. [76].

Merits and demerits are summarized in Table 2.6 for partial and full-board
irradiation tests, respectively.

Table 2.6 Merits and demerits of full and partial board irradiation

Full board irradiation Partial board irradiation
Merit -Can simulate natural terrestrial neutron  -Can pinpoint susceptible components
radiation environments
Demerit  -Difficult to pinpoint susceptible -Test results for the components may vary
components from the full board irradiation test

-Wide neutron beam is required




44 2 Terrestrial Neutron-Induced Failures in Semiconductor Devices and Relevant Systems

2.8.1.2 Neutron Facility

The quasi-mono-energetic neutron facility at CYRIC (cyclotron radio-isotope cen-
ter) of Tohoku University [44] was utilized for the irradiation tests with neutron peak
energy of 65 MeV. The neutron energy spectrum is shown in Fig. 2.35. Tail and peak
parts are indicated in the figure. Neutron beams with other energy peaks are not uti-
lized due to limit of machine time. The parameters summarized in Table 2.7 for
the Weibull Fit are estimated from the 130 nm generation SRAM experimental data
measured at neutron energies 1, 2, 5, 15 MeV in FNL [45], 30, 65 MeV in CYRIC
[44], and 95, 170 MeV in TSL [54]. 0 « is fixed so that the Weibull Fit curve goes
through the measured SEU cross-section at 65 MeV. Error in estimated SER due
to this simplified procedure will be evaluated in Section 2.8.2.3. Figure 2.36 shows
a schematic of irradiation room connected to the No. 3 TR 32 line. High-energy
protons are bombarded to thin Li target from which neutron in the Li nuclei with
almost same energy as the protons are evolved. Neutron beams are collimated by
the concrete collimator into 10 cm x 10 cm square cross-section.

Figure 2.37 illustrates the layout of the test equipment. The board under test
(BUT) is set up perpendicular to the neutron beam whose center is at 125 cm high
from the floor surface and 40 cm apart from the aperture of the neutron collimator.

Table 2.7 Parameters used for conventional Weibull Fit and their possible ranges

Weibull Fit parameter ~ This study Minimum Maximum
0o Fitted to 65 MeV data <« <«
Ewn 2 1 5
w 18.9 10 20
S 1.4 1 2
Proton(p)

Collimator |-

Aperture

Fig. 2.36 Layout of
irradiation room and a
photograph of neutron beam v
aperture (© 2010 IEEE) Neutron beam
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Fig. 2.37 Board setup and conceptual layout of experimental components (© 2010 IEEE)

The position of the table on which the BUT is set up is changed according to the
part to be irradiated.

The failures are monitored with a PC placed in the cold (no neutrons) area just
outside of 100 cm thick concrete wall. PCs for communication and BUT con-
trol are also placed in the same area. The signals from these PCs are connected
to an Ethernet hub and monitored in the air-conditioned monitor room. A power
rebooting switch is placed apart from neutron beam center and covered by Pb
blocks in the irradiation room so as to minimize the influence on the switch from
neutrons.

2.8.1.3 Architecture of Test Component

An FPGA chip, a CPU chip, and memory (SRAMs and SRAMs partially replaced
by DRAMSs) chip are chosen as partial irradiation parts on the board because they
are believed to be the most vulnerable parts to neutron-induced soft error which can
be recognized as system rebooting. The mechanisms of rebooting through stack, bus
stack, and parity error are illustrated in Fig. 2.38.

Layout of parts in the board is shown in Fig. 2.39. The neutron beam areas for
three chips are also shown in Fig. 2.39. Figure 2.40 shows the front view of the
casing (430 mm hight x 700 mm width x 40 mm thickness) where the main board
(285 mm height x 400 mm width) is located. Two types (sets A and B) of memory
architectures are prepared as shown in Fig. 2.40. The CPU consists of 16 micro
engines (MEs). Each ME contains an ME core and 32 KB internal memory. Part of
SRAMs (10 MB) is not irradiated because of layout limit.
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In the memory chip, all 48 MB memory cells are SRAMs for the set A, while
12.5 MB memory cells for timer information which does not require high-speed
operation are replaced by DRAMs in the set B. The rest 25.5 MB SRAM mem-
ory cells are unchanged because they are utilized to handle the session information
and high-speed operation is required. Overall performance is almost equivalent
between the sets A and B. Actual size of SRAMs in the test application are 14.5
and 2.7 MB for sets A and B, respectively. Contribution of DRAMs to over-
all failures is neglected because it is believed to be low enough compared to
SRAMs [75].

2.8.1.4 Test Procedures

Direct error detection in each chip is not made, since only BUT failures, namely
rebooting, can be commonly used for soft-error susceptibility among three types of
chips. System rebooting is found automatically by a PC for error monitoring outside
the shielding wall, as shown in Fig. 2.37. Figure 2.41 shows the flowchart of the test
procedure. First, the location of the BUT is adjusted to make the neutron beam
located on the target chip. A red laser light is used for accurate positioning. After
the communication between the BUT and the monitor room is established by using
a test program, neutron beam is turned on. Immediately after the neutron beam is on,
the timer is turned on to measure time to failure (TTF). When a reboot takes place,
error-log and BUT status data are collected. The present BUT is supposed to reboot
itself automatically for self-testing if rebooting is successfully done. If automatic

( BUT Switch-on )

Repetition
(10-15 times)

I

Communication start

v
Neutronbeam ON

Beam power

control g}Error detection!

v
| Neutron beam OFF |
v

Errorlog collection

¥

(Automatic Initialization)

Fig. 2.41 Flowchart of
irradiation test (© 2010
IEEE) < 1

Power reboot
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Fig. 2.42 Image of data acquisition and handling (© 2010 IEEE)

reboot is not done due to error in the BUT, BUT is forced to reboot by the rebooting
switch.

This procedure is repeated about 10 times to obtain the average cross-section
for each chip. Figure 2.42 illustrates an image of data acquisition. Neutron flux is
roughly stable as shown in the bottom. The neutron beam is shut off when rebooting
take places due to, for example, parity error in SRAMs and its fluence ®; in ith irra-
diation period is estimated. Here, we define ®; as (ith) fluence to failure (FTF). Only
if the neutron flux ¢ is very stable (this is not the case in many neutron facilities),
FTF can be calculated by

FTF = ¢TTF (2.8)

Otherwise, FTF is estimated from total proton charge bombarded to the Li target
to ith TTF. If rebooting is found through root cause analysis to be caused by other
parts, for example, FPGA bus error as shown in Fig. 2.42, that are not directly
irradiated, the data is eliminated from data analysis for the relevant chip.

As each irradiation cycle corresponds to one failure, mean SEU cross-section
0 sey can be obtained in the following manner:

First, mean FTF (MFTF) can be calculated by

n

1
MFTF = — zl: ®;. (2.9)
Then,
1
R 2.10
Oseu METE ( )

where n is the total number of cycles for the relevant chip or board.
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2.8.2 Results and Discussions

2.8.2.1 Test Results

Test results of estimated SER in Tokyo sea level are summarized in Table 2.8for
total, SRAM, CPU, and FPGA in sets A and B, respectively. The RTSER (system
reboot) measured in Tokyo sea level for about 1 year is also shown for sets A and B
in the table.

Table 2.8 Test results of SER normalized at Tokyo sea level for set A and B in accelerated and
field tests

SER Estimated at Tokyo sea level (AU)

Accelerated Test
SRAM Density Field Test

Set Use (MB) Board Board Chip SER Ratio (%)
A 14.5 46.8 7.6 SRAM 7.22 95
CPU 0.38 5
FPGA — —
B 2.7 5.2 1.0 SRAM 0.96 96
CPU 0.03 3
FPGA 0.01 1

Source: (© 2010 IEEE)

The architectural mitigation method is found to be effective and it can reduce
SER in the BUT by a factor of about 8-9. As also shown in Fig. 2.43, this reduction
ratio is consistent between the field and accelerator tests.

Fig. 2.43 Comparison of < Field test
estimated SER in accelerator 1000 - ®Accelerated test ... (~1 year)
test and measured SER in (~18hours) T
field for sets A and B (© 2010 0 7 s § s ?\~L

9

IEEE) e ; - % I>2 o
: 5.2
A\{l.a A ..B
B

Overall SER (A.U.)

2.8.2.2 Efficacy of Partial Board Irradiation Test

It is seen that the most vulnerable part among three types of parts is identified
as SRAM (about 95% of total rebooting events) by partial board irradiation test.
Vulnerability in CPU seems to be low but care must be taken that vulnerability
depends on the run in CPU and the number of FPGAs actually operated. In the
present BUT, the number and operating ratio of FPGAs are relatively small.

Total irradiation duration in accelerated test is only 18 h, showing the efficacy of
partial irradiation test compared to 1 year field test.
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2.8.2.3 Correlation Between the Irradiation Test and Field Data

It is seen that the architectural mitigation method can reduce SER consistently in
field and accelerator tests by a factor of about 10. The absolute values, however,
are not consistent with each other: the SER in the field is higher than that in the
accelerator test by a factor of 6 or 7.

Three factors that may cause this discrepancy are evaluated below:

(i) SER estimation error from the accelerator test due to possibly over-simplified
procedure is explained in Section 2. Possible range of Weibull Fit parameters
S, W, Ey, are estimated empirically based on 130 nm generation SRAM data as
also summarized in Table 2.7. Possible range of the error is estimated accord-
ing to the parameter range. Maximum error in estimated SER is turned out to
be about 15% so that the discrepancy seems to be difficult to explain due to
this mechanism.

(ii) Difference in applications run on the CPU: The application applied to the
accelerator test is simple once-write-and-read-many type operation. There is a
possibility that the timing of start irradiation was too early compared to the tim-
ing by which the critical data (that cause rebooting) in SRAMs are stabilized
and the number of SRAMs with critical data may be less than expected.
Meanwhile, the application applied to the field is for normal commercial oper-
ation. The discrepancy may be explained by this kind of operating rate and
more detailed study will be made in future.

(iii) Effect of low-energy neutrons.

Recent study made by Ibe et al. revealed that contribution of low-energy (1—
10 MeV) neutron to SER is surprisingly enhanced as device scaling proceeds from
90 to 22 nm [36, 37], and revision of the Weibull Fit is obviously necessary.
Experimental data for low-energy proton and some theoretical works that support
the prediction are accumulating rapidly [67-71].

Typical SEU excitation curve simulated for a 90 nm SRAM is shown with a very
high low-energy peak in Fig. 2.33, which is clearly different from the curve shown
in Fig. 2.6. The low-energy peaks appeared in proton experiments are much higher
(one or two orders of magnitude higher than higher energy part) than that predicted
in the simulation. The simulation may under-estimate for some reason related to the
device layout, structure, and electrical properties including Qcris.

The simplified method assumes the conventional Weibull Fit curve using
3.5 MeV neutron data and eventually ignores the low-energy peak. This deficit may
result in the discrepancy. As also indicated in Fig. 2.33, the simulation curve can be
fitted by overlapping two newly proposed modified Weibull Fits (MWFs).

By using the MWF curve, the discrepancy can be reduced to a factor of three. As
mentioned above, the simulation curve is obtained for our known design SRAMs.
Actual layout, structure, and electrical properties, including Qi of the SRAMs in
BUT, are not known and are very likely different from our known device to give a
different MWEF. Figure 2.44 shows (i) the conventional WF curve, (ii) a fitted MWF
curve to the simulation results, and (iii) the MWF curve whose parameters in Eq.
(2.6) are intentionally adjusted to cancel the discrepancy. Compared to the height
for low-energy peak in the excitation function for the proton experiments, the peak
height in the curve (iii) seems acceptable.
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2.9 Hierarchical Mitigation Strategies

2.9.1 Basic Three Approaches

From a reliability viewpoint, mitigation design based on the average chip-level SER
estimation methods mentioned in Section 2.7, however, somewhat dangerous if the
variation due to circuits and applications (i.e., masking effects) is large as exem-
plified in Fig. 2.45a. Without certain knowledge of the variation (not necessarily
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Poisson distribution) one may design an electronic product with too low SER
tolerable level, which leads to under design.

If the variation is small enough, the margin can be small, as shown in Fig. 2.45b.
Mitigation strategies can, therefore, be threefold as summarized in Table 2.9. First,
current major strategy is design on the average (DOA), which determines the tar-
get SER level without the knowledge of variation. Second one is design on average
with knowledge of variation (DOAV). Just design (cost, power, speed, and relia-
bility) may be realized through this approach. This strategy including evaluation
of logic-masking (or derating) is, however, quite difficult and time/cost consum-
ing to realize because of possible wide variation depending on the circuits and
applications.

Assuming Poisson distribution for memory errors, upper limit of device-level
SER, SERy is given by the following equation [6]:

2
X(a/2):k

SER, = x 10° (2.11)

r

where X(za s chi-square value given according to parameters « and k; «: ratio of
population outside of the Poisson distribution, depending on the confidence level
(CL). If CL = 95%, o = 0.1 since CL = 1 — «/2(%); k: degree of freedom =
2(Nerr+1); Nerr: number of errors found at the time 7' (h); and N: number of devices
tested.

As for chip-level SER, the variation is originated from circuits and applications.
Since it is not a random process, this kind of statistical theory seems to be very
difficult to establish.

The third strategy believed to be worthwhile to pursue is design on the upper
bound (DOUB).

2.9.2 Design on the Upper Bound (DOUB)

The entire scope of DOUB is summarized in Fig. 2.46. Upper bound chip-level SER
can be given by the simple summation of all raw SERs of gates and memories as
already shown in Eq. (2.5). If the sum SER for a chip is acceptable from reliability
viewpoint, no further action is needed for the chip. If not, simple countermeasure
(simple exchange of weak gates/memory devices to stronger ones based on the raw
SER database) would be applied stepwise.

If the contribution of memories to total chip-level SER is high, ECC with inter-
leaving is effective mitigation technique. If the contribution of logic parts is high,
more precise evaluation of the upper bound may be necessary first. Upper bound of
masking effects or effects of some other factors independent of circuits and appli-
cation may be implemented to the Eq. (2.5). Depth of pipe-line, number of bits in a
word, number of cache layers maybe such factors.
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Support

Chip raw SER l(-l Gate level SER Databasel

Identification of (—l Partial irradiation test |
Low susceptible chip

Low |Replacement of key gates I(—|Gate level SER Database |
Co, VNG
Non-redundancy
mitigation method
NG
Time-domain redundancy pu

mitigation method
| VNG Built-in fault / error /

-

Application of FFs with ] symptom detection
high resiliency
JNG
Space-domain
redundancy mitigation |«
method

Fig. 2.46 General design flow of stepwise reduction in SER under the design on upper bound
concept. Power consumption, cost, and global warming are key issues (© 2010 IEEE)

Upper bound masking factor, whose underlying physics is not necessarily the
same as the conventional average masking factor and can be much more sim-
ple, may be defined and implemented. Operations that do not require high speed
can be carried out with slower but more resilient gates or memories. Architectural
countermeasure considering the best matches in trade-offs is one of the steps. The
mitigation method described in Section 2.8 is one of such examples.

Further steps are applications and optimization of non- or small-redundancy
mitigation method, time domain redundancy methods, and robust FF to SEUs
and MNUs. Space redundancy methods may cause high cost and power dissipa-
tion, so that application of such techniques has to be avoided or limited to very
small portion. Moreover, power consumption of network systems including data
centers is becoming one of the top priority issues for future world-wide infras-
tructure to reduce carbon oxide. As high as 10% of total power consumption will
be dedicated to network systems until 2020 unless effective countermeasures are
applied (http://www.gimmiethescoop.com/data-center-power-consumption-global-
warming-will-the-web-crash). Fault/error/symptom detection device or circuits may
be effective for recovery if they are built-in at design phase. One of such recovery
scheme LABIR is introduced in the following section.

2.10 Inter Layer Built-In Reliability (LABIR)

Even if space redundancy techniques are applied, they are intrinsically vulnerable
against MNUs as mentioned before. Effective countermeasure listed in Fig. 2.47
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Fig. 2.47 Single layer hardened-by-design and examples of LABIR

and implemented in a single stack layer (device, chip, board, . . .) seems to be almost
impossible as the device scaling proceeds.

Obviously, MNU cannot be controlled in the device layer. Specially designed
items that make reliability-related communication and action possible between two
or more layers may be effective for overall reliability. We call this kind of our
approach as LABIR. Concept of a similar approach has been introduced in SELSE
VI [78].

LABIR concept is also illustrated in Fig. 2.47. LABIR proposes interactive or
communicative mitigation techniques in which a recovery action such as rollback
to the checkpoint ignited when a layer finds any error symptom, not necessarily
error or fault itself. Built-in self-test (BIST) [79-81], built-in current (pulse) sensor
(BICS [82], BIPS)) can be used for such kind of technique. By using BIPS, a pulse
propagated from a multi-coupled bipolar interaction (MCBI) [16] zone in p-well is
supposed to be detected and ignite the rollback operation in the ULSI chip.

2.11 Summary
Trends in terrestrial neutron-induced soft error in SRAMs down to 22 nm process

are predicted by using the Monte-Carlo simulator CORIMS, which is validated to
have less than 20% variations from experimental data in a wide variety of neutron



58 2 Terrestrial Neutron-Induced Failures in Semiconductor Devices and Relevant Systems

fields like the low and high-altitude field tests and the accelerator tests in LANSCE,
TSL, and CYRIC.
The following results are obtained:

(1) Soft-error rates per device in SRAMs will increase 3—7 times from 130 nm to
22 nm process.

(2) As SRAM is scaled down to smaller size, SEU is dominated more significantly
by low-energy neutrons (<10 MeV). But MCU does not change drastically.

(3) The area affected by one nuclear reaction spreads well beyond 1 M bits area
and multiplicity of multi-cell upset become as high as 100 bits and more.

The discussions are extended to the MNUs of logic devices/systems and counter-
measures to them. New bipolar SEU mode is investigated by (quasi-)mono-energetic
neutron test and Monte-Carlo and TCAD simulations. The mode turned out to be
caused by penetration of secondary ions through p—n junctions (not necessarily stor-
age nodes) and be a parasitic thyristor action triggered by single-event snapback in
p-well. The mode can also cause MNU with high probability.

Recent novel trends and data with device scaling below 100 nm are reviewed and
the following shortages in current SER test standards are pointed out:

(1) Contributions of neutrons with energies lower than 10 MeV are becoming sig-
nificant as predicted by simulation mentioned above. The energy range for the
spallation neutron tests has to be reconsidered. The shape of SEU excitation
function is also subject to be revised.

(2) Standard test methods for logic gates should be determined. Effects of SETs
in the global control line for FFs (clock, set/reset lines) have to be taken into
account.

(3) MNUs in combinational logic device have to be taken into consideration.

(4) Chip or board-level SER tests may be included with mitigation strategies in new
SER standards.

A novel chip-level to board-level SER evaluation method for network routers is
introduced by using 65 MeV quasi-mono-energetic neutron beams. Architectural
mitigation technique against terrestrial neutron SER for the router is demon-
strated. The method is based on the replacement of SRAMs to DRAMs in a chip
where speed is not first priority considering operating ratio and showed about 10
times reduction in board-level SER. This reduction ratio is consistent with the
field data for about 1-year commercial operation. The absolute SER level esti-
mated from the accelerated test is, however, 67 times lower than the field data.
Low-energy neutron contribution is pointed out as the most probable root of this
discrepancy.

A generic strategy for low cost and low power consumption mitigation of chip
and board-level SER based upon the stepwise upper bound reduction is proposed.
Partial irradiation method is one of key techniques in this strategy. Inter-layer built-
in reliability (LABIR) in which communicative mitigation techniques are applied
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to among stack layers is also proposed as another key technology. LABIR can be
robust against multi-node upsets (MNUs) in logic parts with low overhead in power,
speed, cost, and area.
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