Chapter 2
Load Characterization and Measurement

Abstract Timely detection of changes in traffic is critical for initiating appropri-
ate traffic engineering mechanisms. Accurate measurement of traffic is an essential
step towards change detection and traffic engineering. However, precise traffic mea-
surement involves inspecting every packet traversing a link, resulting in significant
overhead, particularly on routers with high speed links. Sampling techniques for
traffic load estimation are proposed as a way to limit the measurement overhead.
Since the efficacy of change detection depends on the accuracy of traffic load esti-
mation, it is necessary to control error in estimation due to sampling. In this paper,
we address the problem of bounding sampling error within a pre-specified toler-
ance level. We derive a relationship between the number of packet samples, the
accuracy of load estimation and the squared coefficient of variation of packet size
distribution. Based on this relationship, we propose an adaptive random sampling
technique that determines the minimum sampling probability adaptively according
to traffic dynamics. Using real network traffic traces, we show that the proposed
adaptive random sampling technique indeed produces the desired accuracy, while
also yielding significant reduction in the amount of traffic samples, yet simple to
implement. We also investigate the impact of sampling errors on the performance of
load change detection.

Key words: adaptive random sampling, traffic measurement, packet trace, estima-
tion accuracy, traffic load, change detection

2.1 Introduction

With the rapid growth of the Internet, traffic engineering has become an important
mechanism to reduce network congestion and meet various user demands. Measure-
ment of network traffic load is crucial for configuring, managing, pricing, policing,
and engineering the network. Network traffic may fluctuate frequently and often un-
expectedly for various reasons such as transitions in user behavior, deployment of
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new applications, changes in routing policies, or failure of network elements. It is
a daunting task for network administrators to manually tune the network configura-
tion to accommodate the traffic dynamics. Thus, there is a need for automatic tools
that enable intelligent control and management of high speed networks. Clearly, ac-
curate measurement of traffic load is a prerequisite to on-line traffic analysis tools.

On-line traffic analysis tools are only implemented on a separate measurement-
box. It is because traffic analysis is not a part of router functionality in the current
routers, and it is easier to develop and augment analysis functions separately from a
router’s built-in software.

The Simple Network Management Protocol (SNMP) [21] provides router sta-
tus information such as interfaces, routing tables, and protocol states defined by
Management Information Base (MIB). Hosts or routers, as SNMP agents, can make
requests to pull out MIB variables. In backbone routers, however, SNMP polling
interval cannot be set short, since the router’s performance should not be degraded
replying SNMP requests, and bandwidth should not be waisted too much for SNMP
messages. Also, SNMP is processed at a low priority in a router. Thus, often SNMP
is not flexible, and the data is not readily available for timely analysis on-the-fly.

For out-of-the-box (or off-board) measurement systems, inspecting every single
packet that traverses a link, however, is extremely costly. It may not keep up with
today’s high-speed of links. With off-board measurement devices, huge volumes of
data are generated that can quickly exhaust storage space.

Sampling techniques may provide timely information economically, in particular
if on-line analysis of the data is needed. However, sampling inevitably introduces er-
rors in the traffic load estimation. Such errors may adversely affect the measurement
applications.

In this chapter, we develop an adaptive random sampling technique for traffic
load measurement. Our adaptive random sampling technique differs from existing
sampling techniques for traffic measurement in that it yields bounded sampling er-
rors within a pre-specified error tolerance level. Such error bounds are important
in reducing the “noise” in the sampled traffic measurements. Furthermore, the pre-
specified error tolerance level allows us to control the performance of on-line traffic
analysis algorithms as well as the amount of packets sampled. This chapter is de-
voted to the analysis and verification of the proposed adaptive random sampling
technique for traffic load measurement. We also study the impact of sampling errors
on the performance of on-line traffic analysis - load change detection. Our contribu-
tions are summarized as follows.

We observe that sampling errors in estimating traffic load arises from the dynam-
ics of packet sizes and counts, and these traffic parameters vary over time. Conse-
quently, static sampling (i.e., with a fixed sampling rate) cannot guarantee errors
within a given error tolerance level. From our analysis, we find that the minimum
required number of samples to bound a sampling error within a given tolerance level
is proportional to the squared coefficient of variation (SCV) of packet size distribu-
tion. Using this relationship, we propose an adaptive random sampling technique
that determines the (minimum) sampling probability adaptively based on the SCV
of packet size distribution and the packet count. More specifically, time is divided
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into (non-overlapping) observation periods (referred to as (time) blocks), and pack-
ets are sampled in each observation period. At the end of each block, in addition to
estimating the traffic volume of the block, the SCV of packet size distribution and
the packet count of the block are calculated using the traffic samples. These traffic
parameters are used to predict the SCV of packet size distribution and the packet
count of the next block, using an Auto-Regressive (AR) model. The sampling prob-
ability for the next block is then determined based on these predicted values and the
given error tolerance level. The procedure is depicted in Figure 2.1. Through anal-
ysis, we quantify the estimation and prediction errors introduced by our sampling
technique, and devise mechanisms to control their impact on the traffic load estima-
tion. Using real network traffic traces, we show that the proposed adaptive random
sampling technique indeed produces the desired accuracy, while at the same time
yielding significant reduction in the amount of traffic samples. Using the time se-
ries of the estimated traffic load, we present a non-parametric on-line change point
detection algorithm based on singular value spectrum analysis. The algorithm finds
nonstationarities in traffic loads at some larger, configurable, operational time scale
using sampled measurements obtained at each (smaller time-scale) observation pe-
riod. The basic approach is depicted in Figure 2.2. We investigate the impact of
sampling errors on the performance of this load change detection algorithm using
real network traffic traces.

The remainder of the chapter is structured as follows. In Section 2.2, we out-
line related works on traffic measurement and analysis, as well as several sampling
methods that have been used and studied for various applications. In Section 2.3,
we formally state the problem addressed in this chapter. In Section 2.4, the adaptive
random sampling technique is described and analyzed. Experimental results with
real network traffic traces are presented in Section 2.5. We present the change point
detection algorithm with sampled measurement in Section 2.6. Section 2.7 summa-
rizes the chapter.
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2.2 Related Works

In this section, we describe a few traffic measurement infrastructures and several
sampling methods that have been applied or proposed in the context of a communi-
cation network.

Cisco’s Internetworking Operating System (IOS) has a passive monitoring fea-
ture called NetFlow [6]. NetFlow allows a router to collect flow level traffic statistics
such as flow packet count, byte count, start time, and ending time.

CAIDA’s CoralReef is a comprehensive software suite providing a set of drivers,
libraries, utilities, and analysis software for passive network measurement of work-
load characteristics. These reports characterize workload on a high-speed link be-
tween the University of California at San Diego and the commodity Internet.

A few traffic measurement infrastructures have been built, as the importance
of traffic measurement increases. The Internet Traffic Archive [14] is a moderated
repository to support widespread access to traces of Internet network traffic, spon-
sored by ACM SIGCOMM [20]. Web traces, as well as LAN/WAN traces, can be
found on the repository.

The CAIDA [5] provides public packet traces including ones collected on a
number of monitors located at aggregation points within NSF High Performance
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Connections (HPC), the NSF/MCI very high performance Backbone Network Ser-
vice (vVBNS), and Internet2 Abilene' sites.

Packet traces from a set of selected links inside the Sprint backbone network are
collected, and some of the statistics are available from [13], even though the traces
themselves are not public.

Our study on traffic characteristics and the validation of the proposed schemes
are carried on using traces from both [5] and [13].

Statistical sampling of network traffic was first used in [7] for measuring traffic
on the NSFNET backbone in the early 1990’s. Claffy et al. evaluated classical events
and time-driven static sampling methods to estimate statistics of distributions of
packet size and inter-arrival time, and observed that the event driven outperforms
the time driven approach.

In [8], the authors applied a random packet sampling to evaluate the ATM end-
to-end QoS such as the cell transfer delay.

The hash-based sampling proposed in [9] employs the same hashing function at
all links in a network to sample the same set of packets at different links, and in
order to infer statistics on the spatial relations of the network traffic.

A size-dependent flow sampling method proposed in [10] addresses the issue
of reducing the bandwidth needed for the transmission of traffic measurement to
a management center for later analysis. For the purpose of usage-based charging,
flows are probabilistically sampled depending on their sizes, assuming flow statistics
are known a priori.

In [11], a probabilistic packet sampling method is used to identify large byte
count flows. Once a packet from a flow is sampled or identified, all the subsequent
packets belonging to the flows are sampled. It underestimates flow sizes, since the
packets arriving before the flow is determined to be a large flow are not counted.
Also, in order to make sampling decision, every packet should be classified into
a flow, and checked if the flow is already in the cache or not. Thus, it increases
per-packet processing overhead, to limit the size of flow cache.

The study in [ 15] presents an algorithm to bound the flow packet count estimation
error of the top k largest flows. It performs on a fixed measurement interval, from
which one set of top largest flows are estimated.

Our work differs from the above, in that we use packet sampling to estimate
traffic volume in terms of both packet and byte counts within a pre-specified error
bound under dynamic traffic conditions.

2.3 Sampling Problem for Traffic Load Measurement

In this section, we first formulate the sampling problem for traffic load measure-
ment. Monitored traffic load will be used for time-series analysis such as detecting

! Abilene is an advanced backbone network that connects regional network aggregation points, to
support the work of Internet2 universities as they develop advanced Internet applications [1].
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abrupt changes in traffic loads. We then derive a lower bound on the number of
samples needed to estimate the traffic load accurately within a given tolerance level.
Based on this, we determine the sampling probability that is optimal in the sense that
it guarantees the given accuracy with the minimum number of samples. The optimal
sampling probability depends on both the number of packets and the variation in
their sizes in an observation period. We see that the network traffic fluctuates signif-
icantly over time in terms of both the number of packets and their sizes. Hence, the
optimal sampling probability also varies over time. This suggests that static sam-
pling with fixed sampling probability may result in either erroneous undersampling
or unnecessary oversampling. In other words, static sampling cannot capture the
traffic dynamics accurately or efficiently. This motivates us to develop an adaptive
random sampling technique that attempts to minimize the sampling frequency while
ensuring that the sampling error is bounded.

2.3.1 Bounding Sampling Errors in Traffic Load Estimation

Traffic load is the sum of the sizes of packets arriving during a certain time interval.
Thus, traffic load is determined by both the number of packets and their sizes. In
determining the traffic load, the variability of packet sizes is often overlooked and
only packet count is considered. However, average packet size plays an important
role in estimating the traffic load. Consider, for example, two network traffic traces
captured at the University of Auckland to a US link. The time series plots of the
traffic loads of the two traces (Ily and Ils in Table 2.2) are shown in the top row of
both Figure 2.3(a) and 2.3(b). The plots in the middle row show the average packet
sizes over time, while the plots in the bottom row show the packet counts over time.
From Figure 2.3(a), we see that the increase in the traffic load around 1000 sec is due
to the increase in the packet size rather than the packet count. On the other hand, the
abrupt increase in the packet count near 2 x 10* sec in Figure 2.3(b) does not lead
to any increase in the traffic load, since the packet sizes at the time are extremely
small. These examples illustrate that the variation in packet sizes is an important
factor in estimating the traffic load using sampling. In fact, we will later show that
the variation in packet sizes is the key factor in determining the sampling rate and
for controlling the accuracy of load estimation.

The reason that we highlight the factors that affect the traffic load estimation us-
ing sampling is that an accurate estimation of traffic load is crucial in measurement
applications such as on-line change detection. For change point detection, the series
of the estimated traffic loads must retain the change or stability of the original traffic.
Significant sampling errors in traffic load estimation can distort the original “signal”
and lead to false alerts that may adversely affect the performance of networks, for
instance, if they inadvertently trigger inappropriate traffic engineering mechanisms.
Hence, quantifying and bounding sampling errors is critical in applying sampling
techniques to traffic load estimation for the purpose of load change detection.
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Time series analysis requires that observations be uniformly spaced in time.
Packet arrivals at a link in the Internet are by nature irregularly spaced in time, and
so are the packet samples. To obtain a uniformly spaced time series, traffic loads can
be estimated from packets sampled during (non-overlapping) observation periods of
fixed length (see Figure 2.1). We refer to an observation period as a (load estimation)
time block, or simply block. The length of a block is denoted by B, which can be
configured depending on the specific engineering purposes. To preserve the trend of
the original traffic load, the sampling error in each block must be bounded quantita-
tively. In the following, we formally state the problem of bounding sampling errors
in traffic load estimation.

Assume that there are m packets arriving in a block, and let X; be the size of
the ith packet. Hence, the traffic load of this block is V = Y. X;. To estimate the
traffic load of the block, suppose we randomly sample n, 1 < n < m, packets out of
the m packets. In other words, each packet has an equal probability p = n/m to be
sampled. Let X;, j = 1,2,...,n, denote the size of the jth sampled packet. Then the
traffic load V can be estimated by V using the samples, where V is given by

V= be (2.1)

S[3
T

It can be shown that V is an unbiased estimator of V, i.e., E[V] —V = 0.
Our objective is to bound the relative error ‘%‘ within a prescribed error tol-

erance level given by two parameters {1n,€} (0 < 1,€ < 1), i.e.,

ol o<

In other words, we want the relative error in traffic load estimation using random
sampling to be bounded by € with a high probability 1 — 1. Given this formulation
of the bounded error sampling problem, the question is, ‘what is the minimum num-
ber of packets that must be sampled randomly so as to guarantee the prescribed
accuracy?’. We address this question in the following subsection.

2.3.2 Optimal Sampling Probability and Limitations of Static
Sampling

From the central limit theorem of random samples® [3], as the sample size n —
oo, the average of sampled data approaches the population mean, regardless of the
distribution of the population. Thus (2.2) can be rewritten as follows:

2 The requirement that samples be i.i.d (independent and identically distributed) is achieved by
random sampling from the same population.
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V-V B VllE eu/n
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Vv

where 1 and o are, respectively, the population mean and standard deviation of the
packet size distribution in a block, and @(-) is the cumulative distribution function
(c.d.f) of the standard normal distribution (i.e., N(0,1)). Hence, to satisfy the given
error tolerance level, the required number of packet samples must satisfy

-1 2
nZn*_(M.E) =z,-S (2.4)
€ u

- 2
where z,, = (M) and S = (o/u)? is the squared coefficient of variance

(SCV) of the packet size distribution in a block. Eq. (2.4) concisely relates the min-
imum number of packet samples to the estimation accuracy and the variability in
packet sizes. In particular, it states the minimum required number of packet sam-
ples, n*, is linearly proportional to the squared coefficient of variance, S, of the
packet size distribution in a block.

From (2.4) we conclude that the optimal sampling probability, p*, that samples
the minimum required number of packets in a block, is given by

* n*
=" (2.5)
m

Hence, to attain the prescribed sampling accuracy {1, €}, packets in a block must
be sampled randomly with a probability of at least p*. Note that, to determine the
optimal sampling probability p*, we need to know the actual SCV of the packet
size distribution and the packet count m in a block. Unfortunately, in practice, these
traffic parameters of a block are unknown to us at the time the sampling probability
for the block must be determined. To circumvent this problem, in Section 2.4 we de-
velop an AR (Auto-Regressive) model to predict these parameters of a block based
on past sampled measurements of previous blocks. Before we proceed to present
this model, we would like to conclude this section by discussing the limitations of
static sampling.

Static sampling techniques such as “one-out-of-N”” sampling are commonly em-
ployed in routers, as they are simple to implement. For example, Cisco’s Sampled
NetFlow [18] introduced in I0S 12.0(3)T samples one packet out of every N IP
packets for flow statistics.> More generally, the static random sampling technique
randomly samples a packet with a fixed probability. Both techniques do not take
traffic load dynamics into account, and thus, when applied to traffic load estimation,
they cannot guarantee that the sampling error in each block falls within a prescribed

3 Though systematic sampling technique does not give any assessment of error, when the packet
sizes are random in the arriving order, it simulates random sampling.
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Fig. 2.4 TImportance of adaptiveness: adaptive vs. static random sampling ({n,&} = {0.1,0.1}).

error tolerance level. Furthermore, it is difficult to determine what is the appropriate
fixed sampling probability (or the value for N in “one-out-of-N" sampling) to be
used for all blocks.

To help illustrate the importance of adjusting sampling probability to packet size
variability, in Figure 2.4 we compare the optimal adaptive random sampling tech-
nique to the static random sampling technique using the Auckland trace I'l; shown
in Table 2.2. To make a fair comparison, the fixed sampling probability for the
static random sampling technique is set such that the sampling fraction (i.e., the
amount of sampled data) over the entire trace is the same as that under the optimal
adaptive random sampling technique. The top plot in Figure 2.4 shows the optimal
sampling probability used by the adaptive sampling technique over time (the block
size B = 300sec) as well as the fixed sampling probability used by the static ran-
dom sampling. The middle plot shows the resulting relative errors by both sampling
techniques. The bottom plot shows the SCV of the packet sizes across the blocks.

From the figure we see that when the variability of packet size distribution of
a block is large, static random sampling tends to undersample packets, resulting
in large estimation errors. This may lead to false alarm or non-detection by a load
change detection algorithm. On the other hand, when the variability of packet size
distribution of a block is small, static random sampling tends to oversample pack-
ets, thereby wasting processing capacity and memory space of the measurement
device. Moreover, the frequent oscillation between oversampling and undersam-
pling of static random sampling causes an undesirable increase in the variance of
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estimation errors. This example demonstrates that in order to ensure a desired accu-
racy in traffic load estimation without resorting to unnecessary oversampling, packet
sampling probability for each block must be adjusted in accordance with the traf-
fic load dynamics. This is the essential idea behind our proposed adaptive random
sampling technique. The key challenge which remains to be addressed is how to
determine the (optimal) sampling probability for each block without a priori knowl-
edge of the traffic parameters — the SCV of packet size distribution and packet count
of a block. The next section is devoted to the analysis and solution of this problem.

2.4 Adaptive Random Sampling with Bounded Errors

In this section, we present an AR (Auto-Regressive) model for predicting two key
traffic parameters for traffic load estimation — the SCV of packet size distribution
and packet count of a block — using past (sampled) data from previous blocks. The
AR model is justified by empirical studies using real network traffic traces. In ad-
dition to estimation errors due to sampling, the prediction model also introduces
prediction errors. We quantify and analyze the impact of these errors on the traffic
load estimation and discuss how these errors can be controlled.

2.4.1 AR Model for Traffic Parameter Prediction

Table 2.1 Notation.
Notation|Explanation
Sk |SCV of the population of kth block
Sy |SCV of the samples of kth block
Sy |predicted SCV of the samples of kth block
n;  |minimum number of samples needed in kth block
Ay |predicted minimum number of samples needed in kth block
n;  |actual number of samples in kth block
my,  |actual number of packets in kth block
iy, |predicted number of packets in kth block

The efficacy of prediction depends on the correlation between the past and future
values of the parameters being predicted. We have analyzed many public-domain
real network traffic traces, and a subset of traces we studied is listed in Table 2.2. We
found that the SCV’s of the packet sizes of two consecutive blocks are strongly cor-
related; the same is also true for the packet counts, m’s, of two consecutive blocks.
As an illustration, Figures 2.5(a) and 2.5(b) show, respectively, the scatter plots of
SCV and m of two consecutive blocks (the block size B = 60sec) using the trace Iy
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in Table 2.2. It is evident that the values of SCV and m of two consecutive blocks
are highly correlated, in that the correlation coefficients are very close to 1. In fact,
there is a strong linear relationship between these values.
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Fig. 2.5 Relationship between past and future values of SCV and packet count.
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The predictability may depend on the time scale (block size) of observation. We
observed strong positive correlations for a wide range of time scale from 1min to
30min for long traces and lsec to 10sec for short (90sec) traces. As a further justifi-
cation, we remark that the predictability of network traffic has also been studied by
other researchers. For instance, in [19] the authors investigated the questions of how
far into the future a traffic rate process can be predicted for a given error constraint,
and how much the prediction error is over a specified number of future time inter-
vals (or steps). They showed that prediction works well for one step into the future,
although the prediction accuracy degrades quickly as the number of steps increases.
In the context of our work, note that we only need to predict the traffic parameters
for the next step (i.e., the next block).

The strong linear relationship evident in Figures 2.5(a) and 2.5(b) suggests that
linear regression can be used for the prediction of the SCV of packet sizes and
packet count m of a future block using the values of the previous blocks. We employ
an AR (Auto-Regressive) model for predicting the traffic parameters SCV and m,
as compared to other time series models, and the AR model is easier to understand
and computationally more efficient. In particular, using the AR model, the model
parameters can be obtained by solving a set of simple linear equations [12], making
it suitable for online traffic load estimation. In the following we formally describe
the AR model for the traffic parameter prediction.

We first present an AR(#) model for predicting the SCV of the next block using
the SCV of sampled packet sizes of the u previous blocks. The notation used here
and in the rest of this chapter is summarized in Table 2.1. Let Sy be the SCV of
the packet sizes in the kth block, and S} be the SCV of the packet sizes randomly
sampled in the kth block. We can relate S and Sj as follows:

S} = Sp+Z (2.6)

where Z; denotes the error in estimating the actual SCV of the packet sizes using
the random packet samples. (We refer to Z; as the estimation error.)
Using the AR(x) model [12], S} can be expressed as

u
Sp=alSi i+e 2.7)
i=1
where a;, i = 1,...,u, are the model parameters, and e; is the uncorrelated error

(which we refer to as the prediction error). The error term e follows a normal
distribution with mean 0 and variance var(e}) = 0'5%;((1 — X ajpsy,i)- Here pgy ;
is the lag-i autocorrelation of §;’s. The model parameters a;, i = 1,...,u, can be
determined by solving a set of linear equations (2.8) in terms of v past values of
Si’s, where v > 1 is a configurable parameter independent of u, and is typically
referred to as the memory size.
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u
pn= 2 aipn—i, where h =v,...,v—u+ 1and py, is lag-h autocorrelation of the data
i=1
(2.8)
Using the above AR(«#) model, at the end of the (k — 1)th block, we predict the
SCV of the kth block using the SCV values of the sampled packet sizes of the u
previous blocks as follows:

u
P =2 a4 - (2.9)
i=1
Combining (2.6), (2.7) and (2.9), we have
8 =Sy +Z + e (2.10)

Hence we see that there are two types of errors in predicting the actual SCV of the
packet size of the next block using the sampled packet sizes of the previous blocks:
the estimation error Z; due to random sampling, and the prediction e, introduced by
the prediction model. The total resulting error is Z; +e;. In Section 2.4.2 we analyze
the properties of these errors and their impact on the traffic load estimation.

We now briefly describe how the packet count my of the kth block can be
estimated based on the past packet counts using the AR(u#) model. Let my de-
note the packet count of the kth block, then by using the AR(x) model, we have
my = Y bimy_;+ ey i, where by, i = 1,2,...,u, are the model parameters as be-
fore, and ey,  is the prediction error term, which is normally distributed with zero
mean. Let 77, denote the predicted packet count of the kth block. Using the the
AR(u) prediction model, we have sy, = Y| bty

As in the case of predicting SCV of the packet sizes using the AR(u) prediction
model, the prediction of the packet count using the past sampled packet counts intro-
duces both estimation error and prediction error. However, in the case of predicting
the packet count m, it is not unreasonable to assume that the actual packet count of
a block is known at the end of the block. This is because in the modern commercial
router design, a packet counter is often included in the line card of a router, as such
a packet counter does not overly burden a router in terms of both processing and
memory capacities”.

In this case, we can predict the packet count of the next block using the actual
packet counts of the previous blocks. Namely, iy = X | bymy_;. Hence, only the
prediction error is involved when a packet counter is available. For simplicity, we
will assume that this is the case in our work. Note that this assumption does not
change the nature of the adaptive random sampling technique we proposed, but only
simplifies the analysis of the sampling errors.

4 Observe that the packet count of a block can be collected without inspecting the contents of a
packet. Hence it does not cause a significant burden on the routers. For example, consider a link
with bandwidth 10Gbps. Suppose the worst case is where only the smallest IP packets (40 bytes)
have arrived. Then, there can be at most 1.875G packets in a block of 60 seconds. The size of the
counter needed is only 32 bits. If we assume that / instructions are needed to increment the counter,
then we need only 31.25 x I MIPS for maintaining the packet counter.
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Given the predicted SCV of the packet size distribution and packet count of the
next block, we can now calculate the (predicted) minimum number of required
packet samples using (2.4) and the sampling probability for the next block:

Aix = 2,85 and py = :T]; @2.11)

The entire process of predicting traffic parameters SCV and m is depicted in Fig-
ure 2.6. Figure 2.7 shows the flow chart of the adaptive random sampling procedure.
Using the AR prediction model, at the end of each block, the model parameters (a;’s
for SCV, b;’s for m) need to be computed [12]. The complexity of the AR prediction
model parameter computation is only O(v) where v is the memory size. Through
empirical studies, we have found that small values of the memory size (around 5)
are sufficient to yield good prediction.
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2.4.2 Analysis of Errors in Traffic Load Estimation via Sampling

In this subsection we analyze the impact of estimation and prediction errors on
the traffic load estimation. We first study the properties of the errors introduced
by the adaptive random sampling process. We then establish several lemmas and
theorems to quantify the impact of these errors on the relative error in the traffic
load estimation.

Recall from (2.10) that there are two types of errors in estimating the SCV of the
packets size of the next block using the past sampled packet sizes: the estimation er-
ror Z; and the prediction error ef. From empirical studies using real network traces,
we have found that the errors generally follow a normal distribution with mean O.
An example using the trace I} is shown in Figure 2.8(a), where we see that both
the estimation error and prediction error as well as the total error (Z; + e;) have a
Bell-shape centered at 0. We have performed the skewness test and kurtosis test [2],
and these tests conform the normality of these errors. Similar empirical studies have
also shown that the error (e,,x) in the packet count prediction is also normally dis-
tributed with zero mean. See Figure 2.8(b) for an example using the same network
traffic trace as in Figure 2.8(a).

The above results suggest that we can approximate both the estimation error and
prediction error using normal distributions with zero mean. This allows us to quan-
tify the variance of the errors introduced by the adaptive random sampling process.
For example, assume, for simplicity, that an AR(1) model is used for predicting
Sk, the SCV of the packet sizes of the kth block. Then the variance of the predic-
tion error, var(e} ), is given by var(e}) = G_%i(l — ajps; 1), where pg; 1 is the lag-1
autocorrelation of S§. From (2.6) and (2.7), we have var(Z) = (a})*var(S§_,) +
var(e;) — var(Sk). Given sufficient packet samples, var(S;_,) ~ var(Sy). Thus,
var(Zy) = cfgi((asl)2 —ajps;.1)- Therefore, the variance of the total error in pre-
dicting Sy is

var(Zy) +var(ey) = Gszi(l —2aips;1 + (a$)?). (2.12)

We now quantify the impact of these errors on the relative error in the traffic load
estimation. Define n; = my, - r—';'f, which is the actual number of packets randomly
sampled (on the average) in the kth block, given the (predicted) minimum sampling
probability py = Ai; /1. Then the estimated traffic load of the kth block is given

Ve="5% %), (2.13)

where )? j denotes the packet size of the jth randomly sampled packet in the kth
block.

Using the central limit theorem for a sum of a random number of random vari-
ables (see p.369, problem 27.14 in [4]), we can establish the following two lemma
and theorem.

Lemma 2.1. Z—fi converges to 1 almost surely as nj; — oo.
k
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Proof. For simplicity of notation, we drop the subscript & in the notation. Note first
that
=1.

.. m .
lim — = lim
m—oeo 11 m—oeo m + em
Since §* — Sasn — oo, 1 = 7,8° — 7,8 = n.

From /iy =i~ %, we have lim;, ... 7 = 1.m

Lemma 2.2. With probability 1 — n, the relative error in estimating the traffic load

Vi of the kth block is

Vi —Vi
Vi

Se+\/%_p(1+e)Y+o(%)

1
Re+—(1+e)Y

VZp

o 1(1-1/2)\?

- , andY is a normally distributed random vari-

where recall that 7, = (

able with mean 0 and variance 1, i.e., Y ~ N(0,1).

Proof.
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=V .
Vip S+Z+e
where, Z is a normal random variable with mean 0, and Y is standard normal random
variable.
Note that

S(S—l—Z)< S+27/2

S+Z+ef — S+Z+¢€°
<S—l—Z/2<1
- S+Z —

Since ‘VV;V‘ < € with probability 1 — 7, the following holds with probability 1 —1).

Vg ey 4 ot

[V—V|<ve+ Y (2.14)
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Therefore, the relative error is given by

V—v 1 s
— < s+—(1+e)Y+ﬂY
Vv VZp V/Zp

=s+\/%_p(1+e)y+o(%)

1
Re+—(1+¢e)Y
VZp

Lemma 2.2 yields a theoretic bound on the variance of adaptive random sam-
pling, i.e.,
V-V 1+¢)?
var( D < (1+e)

1%
Notice that the variance of adaptive random sampling is independent of the distri-
bution of objects being sampled and is controllable by the accuracy parameter. On
the other hand, the variance of static random sampling depends on the SCV and the
number of samples. i.e.,

var(v_v>_var % ?:lXi_ZT:lXj —var<—z?lﬁi>
\% Z;”:lXj ”IJ

2 2
:<L) mor=2 1.5 (2.16)
nu u> n n

The variance bound (2.15) of adaptive random sampling suggests that in order to ac-
commodate the prediction and estimation errors introduced by the traffic parameter
predictions, we can replace the error bound € by a tighter bound &':

with probability 1 — 1. (2.15)

<p

(I+e¢)
N

g=e—5s-

(2.17)

where s is a small adjustment parameter that can be used to control the variance of
the relative error.

2.5 Experimental Results

In this section we empirically evaluate the performance of our adaptive random
sampling technique using the real network traces. The traces used in this study are
obtained from CAIDA [5], and their statistics are listed in Table 2.2. In this study
we have primarily used the long duration traces (the Auckland-II traces) that give
enough number of estimates to produce more sound statistics and reliable results.
But we have also investigated the short duration traces from the higher speed links
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in the backbone. We believe that the efficacy of our adaptive random sampling tech-
nique as demonstrated in this section are applicable to other traces. For consistency
of illustration, the results shown in this section are based on the trace Il; unless
otherwise specified.

Table 2.2 Summary of traces used.

Trace name Trace Arrival rate Duration
1T, Auckland-II 19991201-192548-0 92.49KBps|24h 02m 58sec
IL Auckland-II 19991201-192548-1 55.16KBps|24h 02m 57sec
I Auckland-II 19991209-151701-1 49KBps|23h 11m 38sec
I Auckland-II 20000117-095016-0 168KBps| 2h 23m 15sec
IIs Auckland-II 20000114-125102-0 222.14KBps 21m 37sec
II; AIX (OC12c¢) 989950026-1 25.36MBps 90sec
I AIX (OC12c) 20010801-996689287-1| 21.60MBps 90sec
IIg COS (0OC3c) 983398787-1 4.95MBps 90sec
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Fig. 2.9 Adaptive random sampling: traffic volume estimation and bounded relative error
({n,e} ={0.1,0.1}, B = 300sec).

To show the effectiveness of the prediction model used in our adaptive random
sampling technique, we first compare the performance of our technique with that
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of the ideal optimal sampling. In the ideal optimal sampling, the optimal sampling
probability for each block is computed using (2.5), assuming that the SCV of the
packet sizes and packet count of the block are known. The results are shown in
Figure 2.9. The figure on the top shows the time series of the original traffic load, the
estimated traffic loads using both the ideal optimal sampling and the adaptive ran-
dom sampling with prediction. For the accuracy parameters of {n,&e} = {0.1,0.1},
the series are very close and hardly differentiable visually. The figure on the bottom
shows the cumulative probability of relative errors in traffic load estimation for both
the ideal optimal sampling and adaptive random sampling with prediction. The hor-
izontal line in the figure indicates the (1 — 1)th quantile of the errors. We see that
for both of the sampling methods, the traffic load estimation indeed conforms to the
pre-specified accuracy parameter, i.e., the probability of relative errors larger than
e =0.lisaround n =0.1.

To further investigate the performance of the adaptive random sampling with
prediction, in Figure 2.10(a) we vary the error bound ¢ (while fixing 1 at 0.1), and
plot the corresponding (1 — 1)th quantile of relative errors. We see that the (1 —1n)th
quantiles of relative errors for the whole range of the error bound € stay close to the
prescribed error bound. For comparison, in the figure we also plot the corresponding
results obtained using the static random sampling. To provide fair comparison, the
(fixed) sampling probability of the static random sampling is chosen such that the
sampling fraction (or the total amount of sampled data) over the entire trace is the
same as that of the adaptive random sampling. We see that for all ranges of the error
bound, the static random sampling produces a much larger the (1 — 1)th quantile of
relative errors.

Another key metric for comparing sampling techniques is the variance of an es-
timator [17]. Small variance in estimation is a desired feature of a sampling method
in that the estimate is more reliable when used in place of the value of a popu-
lation. This feature is especially important when the sampling method is applied
to change point detection, since large variation in estimation may cause outliers in
the estimated signal, making it difficult to detect change points (see discussion in
Section 2.6). In Figure 2.10(b), we compare the standard deviation of the relative
errors in traffic load estimation for both the adaptive random sampling and the static
random sampling. As the figure shows, the variation of errors of the adaptive ran-
dom sampling is always bounded within the theoretic upper bound (2.15). On the
contrary, due to frequent excessive undersampling and oversampling (as noted in
Section 2.3), the static random sampling has a much larger variation of errors. In
particular, the error variance of the static random sampling is always larger than
the theoretic variance bound for the adaptive random sampling. In summary, the
above results demonstrate the superior performance of our adaptive random sam-
pling technique over the static random sampling. We now compare the adaptive
random sampling and static random sampling in terms of their resource efficiency.
We measure the resource efficiency using the sampling fraction — the ratio of the to-
tal amount of sampled data produced by a sampling technique over the total amount
data in a trace. Sampling fraction provides an indirect measure of the processing
and storage requirement of a sampling technique. To compare the adaptive random
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sampling and static random sampling, we choose the (fixed) sampling probability
for the static random sampling in such a manner that the (1 — 17)th quantile of rel-
ative errors satisfies the same error bound as the adaptive random sampling. Figure
2.11 shows the sampling fraction of the two sampling methods as we vary the error
bound €. For both methods, tighter error bound requires more packets to be sam-
pled. However, for the same error bound, the adaptive random sampling requires far
fewer packets to be sampled overall. Figure 2.11(b) shows the impact of time block
size B on the sampling fraction.

For both sampling methods, as the time block size increases, the sampling frac-
tion decreases. This is because the estimation accuracy is determined by the number
of required packet samples, which is independent of the number of packet arrivals.
As the time block size increases, fewer packet samples are needed relative to the
total number of packet arrivals to achieve the estimation accuracy, resulting in a
smaller sampling fraction. Although a larger time block yields a faster decrease in
the sampling fraction for the static random sampling, even with a block size of 300
seconds (5 minutes), the sampling fraction of the adaptive random sampling is still
several times smaller than the static random sampling. Note that the average data
rate of the trace Il; (used in the studies shown in the figures) is less than 1 MBps.
It is not hard to see that in highly loaded links and high speed links where the traf-
fic load fluctuates more frequently, the adaptive random sampling will lead to more
gains in terms of the sampled data reduction (i.e., smaller sampling fraction). To il-
lustrate this, we apply our adaptive random sampling technique to the trace Il that
has an average data rate of 35.36 Mpbs. For the accuracy parameters {0.1,0.1} and
a block size of 30 seconds, the resulting sampling fraction is only 0.022%!

Table 2.3 SCV variability ({n,e} = {0.1,0.1}).

Trace avg. min. max.

B = 60s|B =300s|B = 60s|B = 300s{B = 60s|B = 300s
I, 1.70 1.68 0.69 0.85 5.21 3.52
I, 2.11 2.09 0.39 0.60 5.29 4.32
Iz 2.59 2.48 0.47 0.90 7.39 6.44
Jin 1.18 1.12 0.32 0.55 2.55 1.38
IIs 0.89 0.89 0.75 0.78 1.13 0.99

B =30s B =30s B =30s
Ig 1.26 1.25 1.27
I 1.35 1.347 1.353
Ilg 1.22 1.16 1.32

To conclude this section, we provide a more detailed study of the SCV of packet
sizes in the real network traffic traces. Understanding the SCV of packet size distri-
bution is important, as the number of required packet sizes is proportional to SCV.
Thus, the SCV of packet sizes in a network traffic trace has a direct impact on the re-
sulting sampling fraction. The SCV statistics of the traces are presented in Table 2.3.
We see that the SCV's of packet sizes of the traces vary significantly, although some
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Table 2.4 Sampling fraction ({n,e} = {0.1,0.1}).

Trace|[Sampling fraction (%)
B=060s| B=2300s
I 5.48 0.67
I, 5.85 0.83
g 5.07 1.01
I 1.67 0.30
IIs 0.91 0.25
B =30s
Is 0.022
I1; 0.022
I3 0.12

of the traces (I - Ils) are captured over the same physical link over different time.
For the accuracy parameters of {n,e} = {0.1,0.1}, the sampling fractions for these
traces (with block size B = 60sec or 300sec) are also listed in Table 2.4. It is clear
that the SCV of packet sizes of the traces has a direct impact on the sampling frac-
tion. In general, a smaller SCV leads to a smaller sampling fraction. Furthermore,
the data arrival rate of the traces also affects the sampling fraction. For example, the
traces I'lg and I3 have similar SCV’s. However, the average data rate of Ilg is about
five times faster than that of I'lg (see Table 2.2). As a result, the sampling fraction of
I is about 5 times smaller than that of ITg.
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Fig. 2.12 Traffic load vs. SCV.
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Finally, Figure 2.12 shows the relation between SCV and traffic load in a scatter
plot using the traces. We observe that when the link is more highly utilized (i.e.,
larger traffic load), the SCV of packet sizes tends to be smaller. Since the lower
SCV leads to a smaller number of required packet samples, the adaptive random
sampling is likely to offer a higher rate of sampled data reduction in times of high
load, while providing the desired degree of accuracy in traffic load estimation. In
other words, when a high-speed link is highly utilized, our adaptive sampling tech-
nique results in fewer packets to be sampled, thereby reducing the burden (both in
terms of processing and storage) on the traffic monitoring and measurement device
(whether on-board a router or off-board). And this is achieved without sacrificing
the sampling accuracy! Lastly, we would like to point out that although our adaptive
random sampling technique is designed with the application to load change detec-
tion in mind, it can also be applied to other traffic engineering applications.

2.6 Load Change Detection with Sampled Measurement

Many practical problems arising in network performance monitoring and manage-
ment are due to the fact that changes in network conditions are observed too late.
Moreover, the exact time of a change may not be readily available. Such informa-
tion on the change point in traffic load can help locate the source of change and
initiate an appropriate action to deal with the change. In other words, detection of
abrupt changes is an important first step towards reacting to changes by invoking
the necessary traffic engineering mechanisms.

Sudden and persistent load changes in network traffic are of great concern to net-
work operators, as they may signal network element failures or anomalous behav-
iors, and may significantly impact the performance of the network. Hence, automatic
traffic load change detection is an important aid in network operations and traffic en-
gineering. In this section, we present a non-parametric, on-line change point detec-
tion algorithm based on singular value spectrum analysis. The algorithm takes the
time series of estimated traffic loads via sampling, and detects “non-stationarities”
(i.e., abrupt changes) in the estimated traffic loads at some (configurable) opera-
tional time scale that is larger than the time scale the traffic loads are sampled. We
examine the impact of sampling errors on the performance of the load change de-
tection algorithm using real network traces. We also briefly touch on the issues in
designing robust load change detection algorithms and the impact of time scale of
change.

2.6.1 Non-parametric On-line Change Point Detection Algorithm

In the problem of traffic load change detection, we assume that the statistics of traf-
fic loads are normally either constant or slowly time-varying; otherwise an abrupt
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change should be recognized. By abrupt changes, we mean changes in characteris-
tics that occur very fast, if not instantly. But before and after the change, the prop-
erties are fairly stationary with respect to the time scale of interest. Note that abrupt
changes by no means imply changes with large magnitude. Many network manage-
ment concerns are related with detection of small changes. Traditional parametric
techniques involve estimation of certain parameters of the time series such as mean
and variance and some presumed distributions (e.g., Gaussian) of the parameters for
assessing statistical significance of these estimates. However, such assumptions typ-
ically cannot be applied to real network traffic [22]. In particular, a few short bursts
(outliers) may greatly distort the estimates. Thus, traditional parametric techniques
may not work well in the presence of outliers. A non-parametric algorithm based on
singular-spectrum analysis is much more robust, since it efficiently separates noise
(outliers) from the signal. Since sampling may further introduce or magnify outliers,
tolerance of noise is critical in our framework. In addition, amenability to on-line
implementation is another consideration in selecting traffic load change detection
algorithms. In our study we employ such a non-parametric change point detection
algorithm based on singular spectrum analysis (SSA). The algorithm is developed
in [16], which we briefly describe below.

Lety1,y2,... be a time series of estimated traffic loads. (Note that the time index
t here is in the unit of time block B of sampling.) For each time r = 1,2,. .., part of
the time series, y;41,...,Yi+nN, 1S considered as the base data. Another sub-series,
Vidgt1s--->Vier+M—1, Where g > 0, is called the “test data.” Intuitively, if there is
no significant change in the essential traffic signals, the distance in statistics be-
tween the test data and the base data should stay reasonably small. If the distance in
statistics is larger, it signals an abrupt change. The basic idea of the change point de-
tection algorithm is depicted in Figure 2.13. The steps involved in the change point
detection procedure are given below (please refer to [16] for more details).
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Let N,M,l,p and g be some integers such that M < N/2,0< g < rand N <r.

An integer K is set to be K = N — M + 1. For each time index ¢t =0, 1, ..., compute
the following :

1.

Build the lag-covariance matrix Rz!") = %YB(’)(YB(’))T of the trajectory matrix
Y with the base data (as shown in Figure 2.14).

YVet1 Yev2 ot V4K
Yi42 Y43 VidK+]
YB(t) —
Ye+M  Ve4M+1 0 V4N
Fig. 2.14 Base trajectory matrix.
Yit+q+1 YVi+q+2 e Yitr
YVi+q+2 YVi+q+3 T Vetr+1
YT(l) —
Yitg+M  Vi+g+M+1 0 Vidr4M—1

Fig. 2.15 Test trajectory matrix.

Perform SVD (Singular Value Decomposition) of Rg): Rg) =UAUT.
Determine a /-dimensional subspace spanned by the first / eigenvectors (U;) of
RY.

Similarly, build the lag-covariance matrix Ry (") = %YT O (vr )T of the trajectory
matrix with the training data.

Compute the detection statistics %, ;4 ,, the sum of the squared Euclidean dis-

tances between the vectors Y]-(t)(j =qg+1,...,r)and U. ie., ||Rr|*— U Rr|*.
Decide if there is an abrupt change (Z,,1,4,r > threshold), and generate an alarm
with estimated time 7(= ¢+ r+ M — 1) of change with the detection statistic

%Mw

2.6.2 Experiments

The detection statistics Z, ; , » holds asymptotic normality under the conditions that
the window size N and the lag M are sufficiently large [16]; from this result, an
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Fig. 2.16 Detection statistics for population and estimated traffic load.

asymptotic probability of a change can also be derived. In the results shown in this
section, we use a 99% of significance level as the detection threshold. Figure 2.16
illustrates the impact of sampling errors on the performance of the load change de-
tection algorithm. The second plot of Figure 2.16 depicts the detection statistics of
the time series of the original traffic loads (with a time block of B = 60sec), which
is shown on the top row. The third and fourth plots are the detection statistics of the
estimated traffic loads with the sampling accuracy parameters {1 = 0.05,& = 0.05}
and {n = 0.20,& = 0.25}, respectively. With the sampling accuracy parameters
{n = 0.05,& = 0.05}, all of the changes detected using the original traffic loads
are also detected using the estimated traffic loads. However, with the sampling ac-
curacy parameters {11 = 0.20,& = 0.25}, one false-alarm (around 200min) is gener-
ated, and two small load changes in the neighborhood of 600min and another small
load change around 1200min are not detected. This evidently tells us that control-
ling estimation errors are critical in traffic load change detection. Note here that the
detection algorithm also finds subtle load change points that would otherwise be
undetectable via visual inspection by humans without further data processing.

The parameters in the detection algorithm can be tuned to control the time scale
of load changes as well as sensitivity (or magnitude) of load changes that are of
interest to network operators. Depending on the type of load changes we are looking
for, the window size of the base and test matrices, M, and the location and length of
the test data (g, r) can be configured accordingly. Observe that if M is too small, then
an outlier may be recognized as a structural change. Hence, it is recommended that
M is chosen to be sufficiently large but smaller than the time scale of load changes to
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Fig. 2.17 Detection statistics with varying lag parameter.

be detected, so as not to miss out on all the changes in the time series of traffic loads.
In Figure 2.17, we show the effect of varying M on the detection statistics. For ease
of observation, we use a larger sampling time block (B = 300sec). The top plot in
Figure 2.17 shows the time series of the original traffic loads. The detection statistics
corresponding to M = 30,50, 80 are shown, respectively, in the second, third, and
fourth plot. We see that using smaller M detects load changes that occur in a smaller
time scale. For example, close visual inspection reveals a small load change in the
time scale of 10 units or so (i.e., a duration of about 3000sec) before and after the
time index 100; a load change of a much larger time scale and magnitude occurs
around the time index 150, and a few other load changes of a smaller time scale
occur afterwards. A larger M ignores load changes that occur at the smaller time
scale and with a smaller magnitude that are otherwise detected by a smaller M.

2.7 Summary

Network traffic may fluctuate frequently and often unexpectedly for various reasons
such as transitions in user behavior and failure of network elements. Thus, on-line
monitoring of traffic load is the basic step towards detecting changes of load and en-
gineering network traffic. Timely detection of such changes in traffic is critical for
initiating appropriate traffic engineering mechanisms. The performance of a change
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detection algorithm depends on the accuracy of traffic measurement. But, inspecting
every packet traversing a link to obtain the exact amount of traffic load impairs the
processing capacity of a router. Therefore, sampling techniques that estimate traffic
accurately with minimal measurement overhead are needed. Static sampling tech-
niques may result in either inaccurate undersampling or unnecessary oversampling.
In this chapter, we proposed an adaptive random sampling technique that bounds
the sampling error to a pre-specified tolerance level while minimizing the number
of samples.

We have shown that the minimum number of samples needed to maintain the
prescribed accuracy is proportional to the squared coefficient of the variation (SCV)
of packet size distribution. Since we do not have a priori knowledge about key traf-
fic parameters — SCV of packet size distribution and the number of packets, these
parameters are predicted using AR model. The sampling probability is then deter-
mined based on these predicted parameters and thus varied adaptively according to
traffic dynamics. From the sampled packets, the traffic load is then estimated. We
have also derived a theoretical upper bound on the variance of estimation error that
affects the robustness of a change detection algorithm. We have experimented with
real traffic traces and demonstrated that the proposed adaptive random sampling is
very effective in that it achieves the desired accuracy, while also yielding significant
reduction in the fraction of sampled data. As part of our ongoing efforts, we are
working on extending the proposed sampling technique to address the problem of
flow size estimation.

The time series of traffic loads thus estimated are then analyzed using an on-line,
non-parametric change detection algorithm to find non-stationarities. This algorithm
detects changes in the estimated traffic loads at some (configurable) operational
time scale that is larger than the time scale at which the traffic loads are estimated.
We have investigated the impact of sampling error on the performance of change
detection algorithm and illustrated the desirability of controlling estimation error.
We believe that our adaptive random sampling technique combined with an on-line
change detection algorithm can enable intelligent traffic control and engineering in
a scalable manner.
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