
Chapter 3

Autonomous Control in Logistics

Supply network management aims at balancing supplies and demands be-
tween suppliers and consumers (Section 2.1). This is a challenging task due
to the complexity, the dynamics, and the distribution that are inherent in lo-
gistics processes (Section 2.3). The autonomous logistics paradigm addresses
these challenges by applying local control rather than centralised decision-
making. To this end, each of the participating logistics entities is itself re-
sponsible for satisfying its predefined logistics objectives. Delegating both
the autonomy and the ability to make decisions to the logistics objects co-
incides with the natural distribution observed in logistics. The advantages
over previous methods are as follows. Firstly, it is possible to react locally
on exceptions. It is thus not necessary to re-schedule the whole system which
might even be impossible due to the complexity and the dynamics. Secondly,
it is not necessary to reveal internal information and decision processes to a
central entity. This is important if competing companies cooperate only in
particular processes. Thirdly, handling standard processes and reacting on
exceptions is still possible in cases of physical distribution with limited or
even without communication bandwidth.

The objective of this chapter is to present the paradigm of autonomous
control in logistics. Section 3.1 describes how this approach allows decreasing
the complexity and coping with the dynamics and the distribution that are
inherent in logistics processes. Based on this foundation, Section 3.2 intro-
duces an architecture for logistics entities that are capable of decentralised
control. In doing so, the technologies enabling autonomous control in logistics
are examined. The objective of this investigation is to underline the particular
importance of Distributed Artificial Intelligence in supply network manage-
ment.
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3.1 Paradigm Shift to Autonomous Control

Conventionally, supply network management is conducted from a centralised
perspective. A central unit makes all decisions for planning and controlling
logistics processes. This is a challenging task due to the high number of
participants and parameters to be considered (Section 2.2.1). Furthermore,
the complexity and the dynamics even increase due to new requirements
on logistics (Section 2.2.2). These developments limit and sometimes even
prevent centralised control. Instead, the paradigm of autonomous control in
logistics, in short autonomous logistics, is a promising approach. Autonomous
logistics aims at overcoming the limitations of conventional control in logistics
by delegating decision-making to local entities (Herzog, Freitag & Scholz-
Reiter, 2005, p. 222). The logistics entities are themselves responsible for
satisfying the logistics objectives defined by their owners.

The general idea of autonomous control in logistics is presented in Sec-
tion 3.1.1. It is particularly contrasted with conventional centralised control
in order to examine how the new paradigm overcomes the limitations of
centralised control. Based on this foundation, Section 3.1.2 investigates the
potential for autonomous control in supply network management. Finally,
limitations of autonomous logistics are discussed in Section 3.1.3.

3.1.1 Decentralised Decision-Making in Logistics

Following the discussion in Section 2.3, challenges for supply network man-
agement are the complexity, the dynamics, and the distribution that are
inherent in logistics processes. The paradigm of autonomous control in lo-
gistics addresses the natural distribution of logistics processes by delegat-
ing decision-making to local entities (Figure 3.1). The term logistics entity
denotes in this context both the material transformed as well as the facili-
ties applied for transforming the material (Scholz-Reiter, Windt & Freitag,
2004, p. 362). That is, both providers and consumers of logistics services
are considered active participants in the process (Hellenschmidt & Wichert,
2007, p. 99). Decentralised decision-making means that the local logistics en-
tities are themselves responsible for achieving their logistics objectives (Sec-
tion 2.1). For instance, consider a shipping container that is currently located
in East Asia and that has to be transported to Europe. Being an active par-
ticipant in the process, the container must then plan and schedule its route
through the logistics network by itself. In order to be capable of this proactive
behaviour, it is necessary to grant the respective autonomy to the shipping
container. This particularly includes the permission to interact and to coop-
erate with other logistics entities in order to achieve its logistics objectives
(Hellenschmidt & Wichert, 2007, p. 99).
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Fig. 3.1 An autonomous shipping container having sole responsibility for planning
and scheduling its way through the logistics network. The container must cooperate
with other entities such as means of transport and warehouses to achieve the logistics
objectives imposed by the cargo owner.

Services provided by other entities like container vessels or trucks include
transporting the container from its source to a sink. Other containers need the
same resources. Hence, they compete for the logistics services offered. Because
no central entity exists, containers and means of transport must themselves
negotiate on the transport. In contrast to conventional centralised control,
no hierarchy or structure is predefined on the logistics objects (Freitag, Her-
zog & Scholz-Reiter, 2004, p. 24). Instead, they flexibly interact based on
their actual demands in a heterarchical way. Hence, the understanding of
autonomous logistics here agrees with Windt and Hülsmann (2007, p. 8):

“Autonomous Control describes processes of decentralized decision-making in
heterarchical structures. It presumes interacting elements in non-deterministic
systems, which possess the capability and possibility to render decisions.

The objective of Autonomous Control is the achievement of increased robust-
ness and positive emergence of the total system due to distributed and flexible
coping with dynamics and complexity.”

The idea of autonomous control in logistics is thus closely linked with the
idea of self-organisation. Köhler-Bußmeier (2009) gives a general overview on
the foundations of self-organisation. Hülsmann, Wycisk, Agarwal and Grapp
(2007) particularly focus on aspects that underly autonomous logistics. An
overview on the development of self-organisation in both information and
communication technology is given by Becker, Kuladinithi, Timm-Giel and
Görg (2007).

Autonomous control in logistics has several advantages over centralised
approaches. Distributing decision-making to local entities coincides with the
natural distribution of logistics processes discussed in Section 2.3.3. Proceed-
ing this way particularly circumvents that all relevant information must be
provided to a central decision-making entity (Freitag et al., 2004, p. 23). This
step is no longer necessary because decisions are made locally. Control is
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therefore even possible without a permanent communication connection to a
central entity. Apart from spatial distribution, also processes that cross com-
pany boundaries do not pose a problem. It is no longer necessary to disclose
confidential information or reasons for decision-making. Instead, communi-
cation reduces to transmitting decisions taken directly by the local logistics
entities.

The heterarchical organisation without a predefined structure of logistics
entities allows reacting locally on dynamics occurring. Instead of updating
the plan for the whole system, as it would have been necessary if centralised
control was used, it is sufficient to modify only the plans of the entities that
are directly affected. Decomposing problems into subproblems is a common
approach in computer science, generally referred to as divide and conquer.
Correspondingly, distributing control in logistics also decreases the problem
complexity because each entity only has to consider its particular parame-
ters (Windt, 2008, p. 352). This means a significant reduction of problem
complexity compared to the centralised approach that incorporates all pa-
rameters of the whole system. With a limited number of parameters even
problems with high computational complexity become manageable. As a fur-
ther advantage, individual entities are only exposed to local dynamics and
not to the dynamics of the whole logistics network (Windt, 2008, p. 352).
A disadvantage, however, is that global optima are not necessarily achieved
with decentralised control. For a more comprehensive discussion on global
optima in supply networks, the reader is referred to Section 2.3.3.

Scholz-Reiter et al. (2004) divide logistics systems into three layers, namely
the decision system, the information system, and the execution system (Fig-
ure 3.2). The execution system layer is already automatised to a high degree.
Also autonomous systems have been successfully applied to this level. Think,
for instance, of automated guided vehicles (AGV) which navigate through
the real world (Schuldt & Gottfried, 2008a, 2008b). Examples can be found
in intralogistics, e. g., in order to supply workshops and workplaces with ma-
terial or to handle containers in automated container terminals. However,
automated execution of primary logistics functions pertains rather to the
field of robotics. In accordance with the general understanding of logistics
(Chapter 2), also the notion of autonomous logistics used in this research
focuses on planning and controlling processes instead of executing physical
operations.

As illustrated in Figure 3.2, the decision and information system layers are
currently less automatised. Hence, there is still potential for autonomously
controlled technical systems. Applications for autonomous control in logistics
can be found in all parts of the supply network. In procurement logistics, the
intelligent container (Jedermann, Gehrke et al., 2007) is a novel application
for autonomous logistics. This shipping container continuously monitors its
content. In case of unexpected changes of the interior temperature or other pa-
rameters, the container can itself change its route or destination. This ensures
that food loaded can still be sold and consumed before its shelf life is exceeded.
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In production logistics, autonomous control can be applied to decrease the
complexity of warehouse control (Trautmann, 2007). In distribution logistics,
routing algorithms from computer and communication networks are applied
to route packages through networks of courier, express, and parcel service
providers (Wenning, Rekersbrink, Timm-Giel, Görg & Scholz-Reiter, 2007).
Similar methods combine novel and conventional, i. e., centralised approaches
(Berning & Vastag, 2007; Vastag, 2008).
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Fig. 3.2 The task layers in logistics divide into execution system, information system,
and decision system. The execution level is already automatised to a high degree. By
contrast, on the upper levels there is still potential for technical systems (adapted
from Scholz-Reiter et al., 2004, p. 360).

3.1.2 Potential for Autonomous Control

The autonomous logistics approach aims at delegating decision-making to lo-
cal logistics entities. In order to be able to make decisions on their own, these
entities must have certain capabilities. Apart from the Artificial Intelligence
to take the decisions themselves, they need identification and communication
capabilities for interaction with other entities. In order to monitor their cur-
rent state, they must be capable of localising themselves and sensing their
environment. It is quite obvious that current logistics entities like cardboard
boxes, pallets, containers, or trucks do not exhibit these capabilities. In order
to implement autonomous control in logistics it is thus necessary to enhance
them with the respective technologies required.

Augmenting physical objects with computational ability is possible be-
cause the miniaturisation observed in Section 2.2.2 does not only apply to
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the goods handled. It also has reduced the size of processors and related com-
puter units (Hellenschmidt & Wichert, 2007, p. 94). According to Moore’s
law, the number of electronic components that can be placed on an integrated
circuit doubles every 18 to 24 months (Moore, 1965, p. 115). That is, after
this period the same computational power can be achieved with half the size.
It turns out that this forecast is still accurate today. Interestingly, Moore’s
law does not only hold for processors but is also applicable for other technolo-
gies such as memory or communication bandwidth (Mattern, 2005, p. 43).
However, Mattern (2005, p. 43) points out that Moore’s law is eventually
restricted by both physical and economical limitations.

Enhancing objects from the physical world as well as enhancing the phys-
ical environment is generally denoted by one of the following terms:

• Ubiquitous Computing
• Pervasive Computing
• Ambient Intelligence

Mattern (2005, p. 41) explains that the distinction between these terms is to
a large extent an academical one. According to him, ubiquitous computing
is a term that is mainly used as a vision for future developments. By con-
trast, the notion of pervasive computing is rather used by industry referring
to solutions that can already be implemented today. While these terms are
mainly used in North America, European scientists developed the notion of
ambient intelligence which has a particular focus on human-machine interac-
tion. These approaches have in common that they aim at assisting humans
by Artificial Intelligence in the environment and interaction between physi-
cal objects, as in the case of autonomous logistics. Methods from Artificial
Intelligence can be implemented on embedded systems that are attached to
the physical object. Wöstmann (2006, p. 49) describes that RFID tags can
even be integrated into cast components. Section 3.2 provides a more com-
prehensive overview on the key technologies enabling autonomous logistics.

3.1.3 Limitations of Autonomous Control

Autonomous control helps reduce the complexity of supply network man-
agement. Delegating decision-making to local logistics entities allows coping
with both the dynamics and the distribution that are inherent in logistics
processes. Therefore, it seems tempting to implement autonomous control
at a very fine granular level. That is, to enhance every single article with
the capability to make its own decisions. These articles are then expected to
jointly control the logistics processes they are participating in. At first glance,
this might seem the best strategy for reducing the complexity and for coping
with the dynamics and the distribution. However, not only conventional cen-
tralised control is limited in its applicability. There are also limitations for
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autonomous logistics. Therefore, it is necessary to choose an adequate level
at which autonomous control is applied (Windt, 2008, p. 350). Limitations
that have to be considered for this choice are of technological, economical,
and legal nature.

A limitation from the technological point of view is the computational
power of autonomous entities. A particular question is which computational
power can be expected with decreasing size of logistics entities. Embedded
systems on comparatively small logistics entities, such as articles or pack-
ages, are rather limited in the power available. Power in this context not
only refers to processor and memory, but also to the energy that can be
consumed. Energy supply for mobile entities is generally implemented by
battery. This is challenging because the miniaturisation of batteries does not
keep up with the miniaturisation of processors (Mattern, 2005, pp. 42–43).
Thus, energy must be used sparingly, i. e., computations should be reduced to
a minimum. However, energy is not the only source of restriction to compu-
tational power. Furthermore, also the size of processor and memory is limited
if the embedded system is affixed on small logistics entities. Limited mem-
ory demands efficient handling of knowledge acquired. Additionally, limited
processing power requires knowledge bases to be kept manageable (Werner,
Schuldt & Daschkovska, 2007, p. 15), particularly for complex reasoning tasks.
This illustrates that with decreasing size of logistics entities also the num-
ber of computations that can be conducted decreases. Bigger entities, like
warehouses, may have more processing power and are less limited regarding
energy consumption. Nevertheless, it is worth remembering that also these
entities are constrained by the asymptotical computational complexity (Sec-
tion 2.3.1).

In addition to computational and energy considerations, interaction com-
plexity is another potential limitation in autonomous logistics applications
(Schuldt & Werner, 2007, p. 130). The more decision-making is distributed
from one or few central to many local entities, the more communication is
required for coordination. Therefore, it is important to categorise coordina-
tion mechanisms in accordance with the number of messages to be expected
in relation with the number of participating entities. For this purpose, the
complexity classes presented in Section 2.3.1 are applied accordingly. This
allows comparing different approaches regarding their practical applicability.
Interaction efforts depend on both the interaction complexity and the num-
ber of participants. Therefore, it is important to keep also the number of
participating entities manageable in order to prevent a communication over-
head. Otherwise, the decreased computational complexity of decentralised
approaches is outweighed by the increased interaction complexity.

Apart from technological considerations also the economical perspective
must be taken into account. The costs for components required to implement
embedded systems for autonomous logistics are decreasing (Mattern, 2005,
pp. 39, 42). Nevertheless, it is necessary to determine an acceptable granu-
larity at which autonomous control is implemented. Enhancing every single
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article with the capability of decision-making requires providing these articles
with the respective computational power. But many logistics applications do
not require control on this fine granular level. Instead, it is often sufficient
to stay on a coarser level where, for instance, a cardboard box or pallet is
responsible for controlling all goods loaded. It might even be appropriate to
implement autonomous control on the granularity of larger load carriers or
means of transport such as containers or trucks.

From the discussion so far follows that the degree of granularity at which
autonomous control in logistics is applied is important from both the techno-
logical and the economical perspective. The degree of granularity determines
which logistics entities are capable of autonomous control. Apart from that,
the degree of autonomy granted to logistics entities also is an important fac-
tor. On the one hand, this includes the temporal scope of their decisions,
which may be operational, tactical, or strategic (Timm, 2006, pp. 7–11). On
the other hand, the autonomy granted is closely linked with the degree of free-
dom for the decisions to be made. For instance, consider a shipping container
that is transported by container vessel from East Asia to Europe. Due to a de-
lay the container will not meet the estimated time of arrival. Depending on the
autonomy granted the shipping container may itself initiate transshipping its
cargo to an airplane. But transporting goods by airplane is significantly more
expensive than delivering them by container vessel. Therefore, one might de-
mand the autonomous container to consult a human dispatcher for this de-
cision. Several legal aspects are closely linked with the autonomy granted
to logistics entities (Nitschke, 2006, pp. 597–610). These include questions
whether declarations of autonomous entities are legally effective and who is
responsible in the case of misconduct. In this context, Matthias (2008) in-
vestigates under which circumstances intelligent autonomous entities might
even be themselves accountable for their actions.

To summarise, the application of autonomous logistics is restricted by the
degree of granularity at which autonomous control is applied and the degree
of autonomy granted to logistics entities. The degree of granularity can be
approached from both the technological and the economical point of view.
It is thus necessary to find an appropriate level for the concrete logistics
problem addressed. Thereby, it is important that increased cost and interac-
tion complexity do not outweigh the decrease in computational complexity.
Furthermore, the freedom in decision-making has to be defined in advance
in order to implement a reasonable restriction in the autonomy granted to
logistics entities.

3.2 Technologies Enabling Autonomous Control

Autonomous control of logistics processes means delegating decision-making
to local entities. In order to implement the intelligent logistics entities re-
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quired, new information and communication technologies have to be inte-
grated (Section 3.1.2). Figure 3.3 proposes an architecture of the technologies
demanded by autonomous logistics entities.
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Fig. 3.3 Architecture for autonomous logistics entities. Enabling technologies include
identification, localisation, and sensor technology, communication networks, and data
processing.

In order to control a logistics process by a computer system, it is necessary
to establish a link between the real world and the system. This holds for both
centralised and decentralised approaches. Within the architecture presented,
the identification unit provides the means to uniquely identify logistics enti-
ties (Section 3.2.1). To enable tracking and tracing of the goods transported,
the localisation unit monitors the current location of the logistics entity (Sec-
tion 3.2.2). For many applications, such as in the fresh food supply chain, it
is additionally necessary to continuously monitor the condition of the cargo.
The corresponding data about the logistics entity, its content, and its environ-
ment is contributed by the sensor unit (Section 3.2.3). Solving logistics tasks
alone is only sufficient in special cases. Generally, autonomous entities have
to cooperate with others, for instance, to negotiate on transport or storage
capacities. Such interaction with other autonomous entities or other partic-
ipants like humans is enabled by the communication unit (Section 3.2.4).
Finally, the data processing unit (Section 3.2.5) integrates all incoming sen-
sor data from the environment and coordinates interaction with the outside
world.

The data processing unit is the central part of autonomous logistics en-
tities because it has to actually implement the intelligence for the logistics
object it represents. Like the data processing unit, the communication unit
also is an essential part of the architecture. Without this unit, communica-
tion, and thus coordination, with other entities would be impossible. Likewise,
the identification unit is indispensable because it provides the autonomous
logistics entity with a unique identity. Its identifier can, for instance, be used
by others to reason about the autonomous logistics entity and in order to ad-
dress messages intended for it. Note that the identification unit has a direct
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link with the communication unit. Identification of objects is a frequent task
in logistics, e. g., during shipping or receiving. Although access to identifi-
cation information may be restricted, this restriction is generally not a task
requiring intelligence. Thus, the design of the architecture enables identifying
objects even without incorporating the data processing unit.

Localisation and sensor technology are also important in autonomous logis-
tics. Nevertheless, these parts may be absent in autonomous logistics entities
if the information can be acquired otherwise. As an example, consider a ship-
ping container that monitors its interior and provides all packages loaded
with the measurements obtained by its sensors. Another example incorpo-
rates a truck that takes responsibility for localisation for all logistics entities
loaded. Then, the communication unit acts as a surrogate for the missing
parts of the architecture. If also the data processing unit was replaced by the
communication unit, one would arrive at centralised instead of autonomous
control. The following sections provide a more detailed overview on the en-
abling technologies for autonomous logistics. Requirements for logistics and
conventional solutions are discussed. Subsequently, more recent developments
allowing the implementation of autonomous logistics entities in accordance
with the architecture proposed are introduced.

3.2.1 Identification

Identification technology is the key aspect in order to synchronise information
flows with their respective material flows. It is required in order to establish a
link between real-world entities and their representation by computer-based
control systems (Lampe, Flörkemeier & Haller, 2005, p. 69). Identification en-
ables computer systems to become aware of movements and status changes
of logistics entities. This allows reacting appropriately on changes in the real
world. Approaches to identification are already applied today. The following
paragraphs introduce two conventional systems and discuss their limitations.
Based on this foundation, an innovative approach and its application to au-
tonomous logistics is presented.

As a first example consider shipping containers. According to ISO stan-
dard 6346, each shipping container can be identified by a sequence of eleven
characters and digits (Figure 3.4). The first three characters represent a code
referring to the owner of the container. The fourth character is the product
group code identifying the type of the equipment. The subsequent six dig-
its form the serial number that is unique for all containers of one shipper.
Finally, a check digit prevents data acquisition errors during handling.

The identification number is affixed as a marking on the surface of the
container, either in horizontal or vertical orientation. Whenever a container
is handled, for instance during loading or unloading, its identification number
has to be recorded. Currently, this is mainly done manually which means a
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discontinuity of the information flow. Image processing methods constitute
an alternative in that they support automated optical character recognition
(OCR). Unfortunately, applying OCR in the shipping container domain is
rather challenging. This can be explained by several reasons. Firstly, shipping
containers have a large surface on which the marking may be affixed. This
results in large-scale scans in order to find the marking. An effective scan
requires a certain distance from the container. This requirement can often not
be satisfied due to the narrow storage spaces of container terminals. Secondly,
during maritime transport, shipping containers are directly exposed to the
forces of nature. This results in dirt and abrasion which aggravate correct
character recognition. Finally, illumination and weather conditions in the
container terminal pose additional problems. Hadow (2005, p. 58) points out
that current optical character recognition system achieve only a recognition
rate of about 80% under these real-world conditions. This rate is far from
being acceptable for professional applications.
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Fig. 3.4 According to ISO 6346, shipping containers are identified by markings on
their surfaces. These markings are built up by human-readable sequences of characters
and digits.

Another example for identification of real-world objects is the Interna-
tional Article Number EAN (Vahrenkamp, 2007, p. 60), formerly European
Article Number. An EAN consists of 13 digits (Figure 3.5 left), for small-sized
products a special version with only eight digits exists. EAN-13 is started by
a Global Location Number (GLN) company prefix which allows identifying
companies uniquely. The company prefix is five to seven digits in length. It is
assigned by the Global Standards One (GS1) company. The remaining digits
can be used by the respective company as a serial number for their products.
The last digit serves as a check digit to ensure the validity of the code. EAN-
13 codes are generally printed as a bar code on the respective packaging. Such
article numbers identify articles as members of a certain article group. This
allows, for instance, simply scanning the bar code at a point of sale in order
to find out its price. Likewise, the entry of the respective article group in the
inventory control system can be decremented by one when an article is sold.
Coupled with automated replenishment, this allows keeping supplies coming.
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A shortcoming, however, is that it is impossible to distinguish shipping
units of the same article group during transport just by their EAN. All ship-
ping units containing the same type of articles have the same EAN because
the EAN always pertains to a whole group of articles. This problem is ad-
dressed by the Serial Shipping Container Code (Vahrenkamp, 2007, p. 60), in
short SSCC, a numerical identifier with 18 digits. Following an extension digit,
SSCC starts with the GLN company prefix like EAN-13 (Figure 3.5 right).
The following digits minus the check digit can be assigned by the respective
company itself. This allows, for instance, identifying complete shipping units
like pallets. While identification on this level may be sufficient for some appli-
cations, it is not for all of them. Cardboard boxes on pallets may be re-packed
on their way through a logistics network. Without unique identifiers for each
cardboard box, it is impossible to implement a continuous monitoring, e. g.,
of the cold chain. Furthermore, a reliable permanent stocktaking is impos-
sible without identification on the article level. Another shortcoming results
from the bar code representation. The bar code has to be scanned each time a
shipping unit is handled. Scanning is often carried out manually which again
results in an information flow discontinuity. Furthermore, bar code scanning
requires visual contact. As an example, this prevents cardboard boxes located
on a pallet from being scanned when they are occluded by other cardboard
boxes. Further challenges result, like in the shipping container example, from
dirt and abrasion.
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Fig. 3.5 EAN-13 (left) and SSCC (right) are intended to encode article numbers and
numbers of shipping units, respectively. Both of them contain started by the GLN
company prefix of their company. The application identifier 00 is part of the EAN128
bar code encoding standard for SSCC.

To summarise, the shortcomings of the current solutions presented above
are as follows. Shipping units are mainly identified by non-digital codes. Deal-
ing with analogue representations results in a discontinuity of the information
flow because, in general, they have to be acquired manually. Automatic recog-
nition is a hard task due to dirt, abrasion, poor illumination, and occlusion.
Furthermore, identification is currently only applied on a high level of gran-
ularity of shipping units which is not sufficient for some applications. These
issues are addressed by radio-frequency identification (RFID) which aims at
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automated identification without direct physical or visual contact, thereby
avoiding information flow discontinuities (Lampe et al., 2005, p. 69). RFID
tags consist of three components: a serial number identifying the object the
tag is attached to, a transponder for wireless communication, and a microchip
as data storage.

A standard to format serial numbers is the Electronic Product Code, in
short EPC. Today, it is most commonly used with at least 96 bits in length.
This length allows identifying single objects uniquely; reading serial numbers
of this length does not pose a problem because it is done automatically. Nev-
ertheless, the actual granularity at which objects are marked still depends on
the demands imposed by the application at hand and the cost (Section 3.1.3).
Originally, EPC was intended to be universally applicable for arbitrary ap-
plications in arbitrary domains (Flörkemeier, 2005, p. 90). This, however, is
contradictory to existing industry standards. Thus, companies involved in the
EPC standardisation process demanded to create customised sub-standards
that are in compliance with existing formats like EAN (Flörkemeier, 2005,
p. 90). Kuhlmann and Masuhr (2007, p. 257) explain that the intention is to
protect previous investments and to support a smooth transition from bar
codes to EPC. The EAN-based derivate of EPC is structured as follows. A
header defines the format used. It is followed by a filter value that identifies
the type of the load carrier, e. g., whether it is a pallet or cardboard box.
A partition field defines where to divide the subsequent company prefix and
item reference. Company prefix and item reference correspond to the EAN
identifier. Finally, the serial number identifies single objects uniquely. In gen-
eral, it is also possible to store additional data on RFID tags. Nevertheless,
this is often avoided in order to save costs by keeping RFID tags simple.
Instead, the EPC can be used as a reference in order to retrieve additional
data (Flörkemeier, 2005, p. 89).

The EPC that is stored on an RFID tag can be readout with RFID readers.
The energy supply for both transponder and microchip can either be passive,
semi-active, or active (Lampe et al., 2005, p. 73). The first group of tags
exclusively uses the energy field induced by the reader. Semi-active have an
internal battery for the microchip, the transponder is served by the reader.
In contrast, the energy supply of active tags is completely covered by their
internal battery. Bulk scanning currently allows to read up to 400 transpon-
ders per second (Kuhlmann & Masuhr, 2007, p. 258). Different load carriers
can be distinguished by the EPC filter value. This allows defining the level
of granularity at which to scan, e. g., only pallets or cardboard boxes. Signal
collisions may occur during bulk scan if multiple transponders respond in par-
allel. Such collisions can be prevented either by deterministic or probabilistic
methods (cf. Lampe et al., 2005, p. 73).

While EPC and RFID enable the unique identification of objects, it is
still necessary to link them to their representations in computer systems. For
this purpose, the Internet of Things (Fleisch & Mattern, 2005; Bullinger &
ten Hompel, 2007) aims at extending the common internet to objects in the
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real world (Figure 3.6). Therefore, all relevant objects are equipped with an
RFID tag carrying the respective EPC identification. The connection to soft-
ware applications is as follows (Flörkemeier, 2005, p. 89). Applications can
access the EPC identification stored on the RFID tag either directly via the
RFID reader or through a middleware. This middleware allows, for instance,
filtering and bundling data streams with RFID tags. The EPC is only for
identification purposes and does rarely provide any additional information
about the object scanned. Additional information can be retrieved from an
EPC Information Service (EPC IS). To avoid bottlenecks, there exists no
central EPC Information Service. Instead, Information Services may be dis-
tributed, e. g., one for each company. An Object Naming Service (ONS) can
be contacted in order to find out which EPC IS administers a real-world ob-
ject. Hence, the ONS corresponds to the Domain Name Service (DNS) on the
common internet.

RFID Transponders

RFID Reader

External Software Applications

Middleware

EPC IS

Object

Naming

Service

(ONS)

Fig. 3.6 The Internet of Things infrastructure encapsulates access to RFID tags
by a middleware. The middleware queries the Object Naming Service (ONS) for
EPC Information Services that provide additional information on the object scanned
(adapted from Flörkemeier, 2005, p. 89).

EPC and RFID enable identifying objects more reliably and with less effort
than previous systems. The information flow discontinuity of previous sys-
tems is abolished by wireless digital communication. Dirt and abrasion of bar
codes no longer pose a problem, recognition rates are beyond 99% (Hadow,
2005, p. 58). In order to protect them from environmental influences it is pos-
sible to embed RFID tags into products or load carriers (Lampe et al., 2005,
p. 70) and even cast components (Wöstmann, 2006, p. 49). This is possible
because no visual contact is required. However, note that certain limitations
exist because radio signals are attenuated, for instance, by metal and water.
Lampe et al. (2005, p. 69) list the following advantages of RFID: decreased
error rates, increased process efficiency, increased product quality, as well
as cost saving by faster and better information processing. Example applica-
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tions that can be implemented with identification technology include tracking
lots through a factory or supply network as well as permanent stocktaking
(Thiesse, 2005, pp. 114 –115). In autonomous logistics, electronic identifica-
tion allows logistics entities becoming aware of both their own identity and
the identity of other entities.

3.2.2 Localisation

Tracking and tracing goods is an important application in logistics (Scholz-
Reiter, Toonen & Windt, 2008, pp. 596–597) to make logistics processes trans-
parent to customers. Therefore, cargo owners are provided with a continuous
visibility of their goods. Tracking in this context refers to the discrete or con-
tinuous localisation of goods. Tracing is the process of analysing and archiving
the data records. The automatised identification of goods is one of the key
technologies to implement tracking. However, it is usually not sufficient so
that there is a demand for additional technology. This section outlines appli-
cations in logistics and different approaches to implement them.

In the courier, express, and parcel (CEP) business, it is quite common
to provide customers with tracking and tracing services. These services are
generally implemented by periodically scanning identification labels affixed
to the packages transported (Cardeneo, 2008, pp. 787–788). The first time
the CEP provider gets in contact with a package is when it is collected from
the customer (Figure 3.7). The package is scanned for the first time then.
Afterwards, the identification is recorded each time the package enters or
leaves a hub. Finally, the package is also scanned when it is delivered to its
recipient. In this context, identification is conventionally implemented with
bar codes (Cardeneo, 2008, pp. 787–788). The temporal resolution of this lo-
calisation method is rather limited and allows only locating packages coarsely
within the logistics network. Nevertheless, it is still sufficient to find out who
is currently in charge of the shipment. Whenever a package should get lost
during the transport process, this periodical scanning still allows determining
the person responsible, e. g., for reimbursement. A more elaborate solution
employs RFID and EPC, thereby enabling automated identification by radio-
frequency scanning without visual contact (Section 3.2.1). Handling effort is
massively reduced because bulk scanning can be applied.

Scholz-Reiter et al. (2008, p. 596) argue that tracking and tracing can also
improve other transport processes. In particular, they mention intermodal
transport which often involves several logistics providers in multiple countries.
Hitherto, cargo owners normally lost contact with their shipping containers
with pre carriage. The containers remained invisible until their arrival at the
final destination. This is dissatisfying for several reasons. Firstly, like in the
CEP domain, responsibility is an important issue. In particular, if potentially
untrustworthy partners participate in the process, one must be able to trace
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Fig. 3.7 Tracking and tracing in the courier, express, and parcel business. Packages
are scanned when they are collected and delivered as well as when entering or leaving
a hub in between (adapted from Cardeneo, 2008, p. 787).

responsibility if a shipping container is lost. However, the complete loss of
containers is only the worst case. Secondly, without tracking and tracing it is
impossible to reliably predict the time of arrival for shipping containers. This
is due to the fact that delays may occur during transport. These delays may
be caused, for instance, by bad weather conditions or overbooked container
vessels. Therefore, tracking and tracing helps improve planning of produc-
tion processes. If it is known in advance that cargo arrives late, production
plans can be updated accordingly. An autonomous logistics entity might even
reschedule its transport to a faster means of transport (Section 3.1.1). If the
cargo is required on time, it might, for instance, be appropriate to change
from container vessel to airfreight.

To enable such decisions in a timely manner it is necessary to implement
localisation with high temporal resolution. Continuous updates of the cargo
location are required. Pflaum and Hupp (2007, p. 109) point out that even
RFID does not provide enough precision and therefore does retain one of
the problems identified when bar codes are used. It is only possible to use
RFID base stations as a beacon in order to find out whether or not a tag is
located near a station. Localisation therefore requires a close-meshed network
of base stations. In intralogistics, it is often no problem to install the readers
required to enable at least periodic monitoring (Lampe et al., 2005, p. 70).
But tracking RFID tags in transport logistics is significantly more challenging
due to the long-range spatial distribution. A potential solution might include
scanning EPC codes of cargo at each highway overpass (Hadow, 2005, p. 58).
Similar solutions are already applied in order to track the movement of rail
cars (Gallagher, 2002, p. 48). However, this has some disadvantages. Firstly,
it is still necessary to install lots of additional hardware at the routes along
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which trucks or shipping containers move. Secondly, RFID readers at highway
overpasses still do not enable real-time monitoring.

Apart from improved planning, security is another motivation for cargo
tracking and tracing. Consider, for instance, trucks with valuable goods or
hazardous material. A requirement might be to prevent such trucks from de-
viating from their scheduled route. This route can be defined by a corridor
in which a truck can move freely. In general, such corridors should follow the
course of highways, thereby also enabling trucks to leave the highway for re-
fuelling. But if the predefined corridor is left, the autonomous logistics entity
has to stop the car immediately and inform the dispatcher or the responsi-
ble authorities (Hannon, 2002, pp. 39–40). Likewise, this allows preventing
trucks with hazardous materials from approaching vulnerable facilities such
as nuclear power plants (Pekow, 2005, p. 14). RFID-based approaches may
suffice to keep production plans up-to-date. But the temporal resolution of
beacon-based approaches is too coarse for the security application intended.

As an alternative to beacon-based approaches, trilateration can be applied
(Pflaum & Hupp, 2007, p. 112). Trilateration allows determining the position
of objects based on their distance to reference points whose position is known.
Figure 3.8 illustrates an example for the two-dimensional case. The position
of point P is to be determined. The position of reference points R1, R2, and
R3 is known. Likewise, also the distances between P and the reference points
are known. The distance to reference point R1 constrains the position of P
to a circle with radius PR1 around R1. Adding reference point R2 further
constrains the position of P to the intersection of the circles around R1 and
R2. Finally, adding R3 reveals the actual position of P .

R1 = (xR1
, yR1

)r1

r2 r3

R2 = (xR2
, yR2

)

R3 = (xR3
, yR3

)

P

Fig. 3.8 A two-dimensional trilateration example. The position of P has to be deter-
mined by its distance to the reference points R1, R2, and R3. P lies at the intersection
of the distance circles around the reference points.

Instead of employing arbitrary landmarks, global navigation satellite sys-
tems (GNSS) are a generic alternative with worldwide coverage (Hofmann-
Wellenhof, Lichtenegger & Wasle, 2008, pp. 4–6). Apart from the existing
satellites, no additional equipment has to be installed in the environment.
Only the autonomous logistics entity whose location is to be determined
must be equipped with a receiver for position transmissions by the satellites
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(Pekow, 2005, p. 14). Existing global navigation satellite systems include the
US global positioning system GPS and the Russian GLONASS. In the future,
also the European Galileo will be available. These systems have in common
that they consist of a number of medium Earth orbit satellites (Tanenbaum,
2003, p. 114). The satellites are aware of their current position. Further-
more, they are equipped with high-precision clocks. Each satellite continu-
ously broadcasts its current position and time (Pflaum & Hupp, 2007, p. 112).
The distance to the satellite can be computed based on the delay with which
the signal is received. Determining a position on the surface of Earth re-
quires signals from at least four satellites (Hofmann-Wellenhof et al., 2008,
pp. 8–9). Alternatively, one could also apply base stations of cellular net-
works. However, the precision of satellite-based systems is generally higher.
Furthermore, while cellular networks do not cover oceans, global navigation
satellite systems can also be applied to locate shipping containers worldwide.

In intralogistics, it is quite common to employ automated guided vehicles
(AGV), for instance, to transport workpieces between different workplaces.
The control and navigation of such vehicles also requires means for local-
isation. Unfortunately, the benefit of satellite-based localisation systems is
rather limited in this context. This is due to the fact that the satellite sig-
nal is too weak to be reliably received inside buildings and through some
materials (Pflaum & Hupp, 2007, p. 112). Conventional guidance systems
are thus based on wire-guided tracks or optical following of surface mark-
ings (Martin, 2006, pp. 265–267). In the first case, the possibility to change
the production layouts is rather limited; in the second case, abrasion can
significantly decrease recognition rates (ten Hompel, Schmidt, Nagel & Jüne-
mann, 2007, pp. 199–204). In contrast to machines, humans do easily succeed
in such navigation tasks, even in dynamic environments. Hence, cognitively
motivated spatial representations are a promising alternative (Schuldt & Got-
tfried, 2008a, 2008b).

In this context, RFID may support computer vision methods and help
identify both stationary objects and other vehicles in the environment. With-
out RFID support, objects can be recognised by their visual appearance. In
general, several visual properties such as size, position, orientation, colour,
and texture are applicable for object recognition. According to Palmer (1999,
p. 363), however, the visually most significant property of objects is their
shape. For fast object recognition compact shape representations (Schuldt,
Gottfried & Herzog, 2006a, 2006b, 2006c) can be applied. Choosing such com-
pact representations can be motivated by their low computational complexity
(Section 2.3.1) for shape comparison. Numeric representations characterise
shapes even by only one numeric value (Duda & Hart, 1973; Garson & Biggs,
1992; Gottfried, Schuldt & Herzog, 2007). In order to ease object recognition,
special visual markings can be attached in order to recognise categories of
objects.

To summarise, localisation allows implementing services like tracking and
tracing in logistics. Tracking and tracing is the foundation for both improv-
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ing planning and increasing security in transport processes. The technologies
that can be applied to localise objects range from beacon-based approaches
to trilateration and recognition of the environment by computer vision. The
concrete technology to be chosen depends on the application addressed. Like-
wise, also the granularity at which localisation is implemented depends on
the concrete application (Section 3.1.3). For instance, it does not seem rea-
sonable to equip every package transported on a truck with a GPS receiving
unit. Instead, the receiver could be part of the respective truck. The truck
would then use its communication unit to share the current global position
with its packages.

3.2.3 Sensor Technology

Identification allows distinguishing autonomous entities in order to link them
to computer-based control systems. With localisation technology, it is possi-
ble to determine the current location of logistics entities. Sensors addition-
ally enable monitoring both objects and their environment. The necessity for
monitoring can be motivated by actual requirements from logistics practice.
This section present applications in logistics requiring sensor technology to
ensure quality and security. Subsequently, it is examined how wireless sensor
networks can be applied to address these demands.

One of the major objectives in logistics is to deliver goods in the right
quality (Chapter 2). Hence, goods must be protected appropriately, e. g., by
transporting them in refrigerated shipping containers. However, implement-
ing protection alone does not suffice. Additionally, adequate quality monitor-
ing has to be conducted in order to validate the protection. On the one hand,
this allows reacting early if, for instance, the cooling system fails. On the
other hand, regarding claims for reimbursement, monitoring allows finding
out who is responsible for failures occurring.

As an example consider shipping containers that are transported by con-
tainer vessel from East Asia to Europe. During their transport, these shipping
containers undergo fluctuating extreme climate conditions, in particular re-
garding temperature and humidity (DHL Express Vertriebs GmbH & Co.
OHG, 2005, pp. 393–394). Both temperature and humidity are influenced by
ambient air and water. On deck of container vessels, containers are directly
exposed to sunlight. On some shipping routes this leads to heating of up to
80◦ C on the surface of the container. Consequently, also the interior tem-
perature increases, thereby heating the cargo to more than 50◦ C. Likewise,
the water temperature heats containers in the body of the vessel on warm
routes. Problems resulting are manifold (DHL Express Vertriebs GmbH &
Co. OHG, 2005, p. 393). Extremely high temperatures often lead to changes
in the physical state of matter, i. e., transitions between solid, liquid, and
gas. As a consequence, packages may burst due to thermal expansion. Apart
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from that, growth of microorganisms may accelerate under increased tem-
perature. This, in turn, may lead to earlier deterioration, self-heating, and
even spontaneous combustion. Humidity is closely linked with temperature.
Decreasing temperature results in water condensing on the goods loaded in
the container because the absorption capacity of air decreases with lower
temperatures. Condensation water, in turn, leads to a loss of quality of the
goods carried (DHL Express Vertriebs GmbH & Co. OHG, 2005, p. 394).

Both temperature and humidity can be controlled by refrigerated contain-
ers. Legal obligations require to prove a gapless cold chain for some goods,
e. g., in the food supply chain (Jedermann, Behrens, Westphal & Lang, 2006,
p. 370). Therefore, it is necessary to monitor the interior climate of ship-
ping containers (Thiesse, 2005, p. 113). Quality models exist that determine
the perishability of particular forms of food in relation to the environmental
temperature (Jedermann, Emond & Lang, 2007, pp. 233–234). Detecting a
cooling system failure allows re-routing a container to a point of sale nearby.
Another container with equal goods can then be re-routed to the original
destination.

The positioning of the sensor significantly influences the measurements of
the interior climate. In standard containers air temperature is higher near
the hull of the container (DHL Express Vertriebs GmbH & Co. OHG, 2005,
p. 393). Likewise, the temperature sensed in refrigerated containers depends
on the vicinity to the cooling unit and air ventilation. Temperature differ-
ences of up to five kelvin require placing multiple sensors in the container
(Jedermann, Stein, Becker & Lang, 2008). Besides temperature and humidity,
also ethylene is an indicator for food quality (Jedermann, Schouten, Sklorz,
Lang & Kooten, 2006, p. 3). The ethylene concentration influences the ripen-
ing process of fruits.

Apart from quality, other important issues to be regarded in logistics con-
cern safety and security (Werner et al., 2007). The demand for security in
logistics has been brought into focus after the terrorist attacks of September
11, 2001 (Daschkovska & Scholz-Reiter, 2007, p. 305). Shipping containers are
particularly considered in these efforts due to their high throughput in the
intercontinental transport of packaged goods. The two main objectives are
protecting the cargo from thieves as well as preventing terrorists from smug-
gling dangerous goods. A conventional approach is to employ mechanical
seals, e. g., numbered bolts. After loading, the seal is affixed on the container.
Before unloading, it has to be validated that the seal is undamaged and that
it has not been replaced (Tirschwell, 2005, p. 54).

Conventional seals are comparatively cheap because they only consist of
a numbered bolt. A new seal has to be affixed each time a container has
been opened legitimately because the seals are not reusable (Hadow, 2005,
p. 58); the unique number (Field, 2005, p. 48) of the new seal has to be
recorded. Despite of the low purchase price for mechanical seals, their han-
dling cost is quite high because their manual inspection is time consuming
(Tirschwell, 2005, p. 54). Mechanical seals increase the effort for tampering
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with a container. Nevertheless, their benefit is still limited. Hadow (2005,
p. 58) elaborates that criminals can remove the doors of the container com-
pletely, thereby not damaging the seal. Alternatives are cutting a hole into
another wall or creating a new seal after having finished.

Electronic seals are a more sophisticated approach as they notice tamper
immediately and alert the cargo owner (Hickey, 2004, p. 34). Container secu-
rity systems additionally include sensors in order to monitor tampering, theft,
and placement of unintentional freight (Figure 3.9). Sensors applied range
from light sensors and gamma ray detectors to chemical sensors (Schwartz,
2004, p. 16). In order to save energy and cost, the sensors applied have to
chosen with respect to the concrete purpose. Thus, electronic seal and sensors
must be able to establish ad hoc networks. Access to such networks has to be
restricted in order to exclude untrustworthy sensors that have been placed
by thieves or terrorists in order to inject manipulated data. To summarise,
augmenting electronic security systems by additional sensors placed inside
containers can significantly improve security.

Fig. 3.9 Sensors can be applied in order to monitor the interior of shipping con-
tainers. The combination of sensors depends on the task at hand. Common sensors
include door lock sensors, temperature sensors, gamma ray detectors, and chemical
sensors.

The above examples demonstrate that sensors are an important technology
in order to monitor logistics processes. Sensor technology provides the means
to guarantee quality and security in logistics. In the applications discussed
above, it is not sufficient to place single sensors within a shipping container.
Instead, there is a demand for sensor networks. On the one hand, this is
due to the fact that the data measured varies depending on the location of
the sensor, e. g., temperature in refrigerated containers. On the other hand,
different types of sensors may be required in order to measure different phe-
nomena that correlate with, for instance, the ripening process of fruits. This
can be achieved by wireless sensor networks (Akyildiz, Su, Sankarasubrama-
niam & Cayirci, 2002) which allow distributing sensors with a high degree
of freedom. Jedermann, Behrens, Laur and Lang (2007, p. 384) describe an
approach to automatically configure sensor systems depending on the goods
transported. The configuration can be determined during loading of freight,
e. g., by reading an RFID chip that is attached on the goods.
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Apart from flexible configuration, energy consumption is another impor-
tant issue when dealing with wireless sensor networks. Being distributed
within a shipping container, sensors cannot be supplied from a central power
source. Instead, they must be equipped with batteries. This, in turn, raises
requirements regarding economical energy consumption because battery life-
time is limited (Section 3.1.3). A particularly high amount of energy is con-
sumed by wireless communication between the sensor nodes and their base
station. Therefore, sensor nodes should cooperate in order to decrease the
amount of energy spent during the transmission of collected data. This can
be accomplished by applying clustering algorithms that aim at optimising en-
ergy consumption for communication purposes. Clustering sensors by spatial
proximity is a common approach. Routing data messages is then organised in
a hierarchical way (Al-Karaki & Kamal, 2004). Each cluster collects the sen-
sor data of its environment, aggregates it, and transmits it to the base station.
A prominent approach is LEACH, which stands for low-energy adaptive clus-
tering hierarchy (Heinzelman, Chandrakasan & Balakrishnan, 2000). In this
method, some sensor nodes choose to be cluster-heads. The remaining nodes
join the cluster that requires minimum communication energy. If sensor nodes
generally choose the spatially closest cluster-head, a Voronoi (Klein, 2005,
pp. 83–102) tessellation evolves (Figure 3.10). To distribute power consump-
tion for long-range communication, the cluster-heads are regularly changed,
which also leads to a new cluster partitioning.

Base

Station

Fig. 3.10 Nodes (transparent circles) of a wireless sensor network. In order to save
energy, sensors cluster themselves in order to aggregate data locally. Dynamically
chosen cluster heads (opaque circles) then transmit the data sensed to their base
station.

To summarise, sensor technology enables monitoring of goods handled in
logistics processes. Applying sensors allows ensuring both quality and secu-
rity. The actual type and number of sensors chosen depends on the concrete
objective. Wireless sensor networks allow dynamically combining the indepen-
dent sensor nodes required. The limited amount of power that is provided by
batteries can be saved by appropriate clustering methods. The data acquired
locally by wireless sensor networks can be applied in both conventional and
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autonomous logistics. However, pre-processing data and making decisions on
the local level enables immediate reactivity without waiting for a central en-
tity, a potential bottleneck. Additional technologies required for this objective
are discussed in the following sections.

3.2.4 Communication

Identification, localisation, and sensor unit provide autonomous logistics en-
tities with information about themselves, their condition, and their environ-
ment. Interaction with the outside world requires an additional unit, namely
the communication unit. This part of the architecture provides the means to
exchange with other autonomous entities or humans by sending and receiving
messages.

Today, communication has become cheap for many applications. Broad-
band communication providers offer access to their guided networks with
high bandwidth and low charges. But logistics entities are usually widely dis-
tributed, often over multiple continents. Furthermore, they are rarely station-
ary. Instead, they move through the logistics network. Therefore, autonomous
logistics entities cannot employ classical guided transmission media, i. e., cop-
per wire or fibre optics (Tanenbaum, 2003, p. 85). Instead, wireless or satellite
communication has to be applied. From the point of view of an autonomous
logistics entity it does not make much difference whether guided or wireless
media are accessed. Architectures like the ISO OSI (Open Systems Inter-
connection) reference model and TCP/IP provide an abstraction from the
underlying physical layer, thereby enabling end-to-end connections on the
application layer (Tanenbaum, 2003, pp. 37–49).

This allows logistics entities communicating with each other independently
of the underlying network infrastructure. Differences arise, of course, regard-
ing availability and cost of communication. One possibility is to establish
private wireless local area networks (WLANs) to connect autonomous logis-
tics entities to guided networks. This approach, however, is only reasonable in
intralogistics. For instance, consider trucks on a highway. Even assumed that
connection to wired networks was possible, one would need many wireless
access points. For containers on the ocean it is even more obvious that there
is virtually no possibility to connect them to wired networks. Wireless com-
munication over cellular networks or communication satellites could provide
an alternative. The problem, however, is that bandwidth of these commu-
nication channels is comparatively limited. Therefore, higher utilisation fees
are charged for these networks. Another cost factor for communication in au-
tonomous logistics is the energy needed for mobile communication. This sec-
tion presents the application of communication for reporting and interaction.
Thereby, standards for message exchange and security issues are discussed.
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Radio-frequency identification is one application for communication (Sec-
tion 3.2.1). Furthermore, communication is also required to transmit local-
isation and sensor information in order to implement real-time visibility of
supply networks. This information can then be centrally evaluated in or-
der to react appropriately if the conditions of the cargo or its environment
change. Consider detecting an increase in temperature level within a ship-
ping container because its cooling unit fails. As described in Section 3.2.3,
the remaining shelf life of food depends on the environmental temperature. In
case of increasing temperature, it might thus be appropriate to re-route the
container to a nearer sink or to re-pack the cargo onto another load carrier. In
centralised control approaches one would simply provide a central unit with
all sensor measurements.

Akyildiz et al. (2002, p. 403) point out that, that communication gener-
ally consumes more energy than sensing and data processing. Therefore, it
is advisable to use communication as economically as possible. This can be
achieved by pre-processing sensory data before transmitting it to other au-
tonomous or centralised entities. For instance, it is not necessary to send
all measurements by a temperature sensor to a dispatcher. By contrast,
the dispatcher is only interested in being notified about substantial changes
(Jedermann, Behrens et al., 2006, p. 370). Thus, it is sufficient to inform him
if certain thresholds are exceeded. Autonomous logistics goes even one step
further. In this paradigm, autonomous logistics entities may take actions
required to react appropriately themselves or at least to propose possible
reactions. Reasoning about adequate reactions is not conducted by the com-
munication unit but by the data processing unit of the autonomous logistics
entity (Section 3.2.5).

Apart from reacting to environmental changes, communicating autono-
mous logistics entities may also cooperate with others in order to achieve
their logistics objectives. The communication unit is the interface to the out-
side world for coordination with other entities. Communication with such
partners is generally conducted on an ad hoc basis (Section 3.1.1). Firstly,
this requires a common vocabulary that is understood by all participat-
ing entities (Hellenschmidt & Wichert, 2007, p. 94, 102). This issue is, for
instance, addressed by the EDIFACT standard, which is an acronym for
Electronic Data Interchange for Administration, Commerce and Transport
(Vahrenkamp, 2007, p. 56). Secondly, the communication unit is also a vul-
nerable point that must be secured appropriately (Werner et al., 2007).

As an example, consider a shipping container that is currently located at a
container terminal. This container is loaded with hazardous material. Com-
munication regarding the content of the container must then be restricted
to trustworthy partners. From the perspective of safety it might be desirable
for such containers to inform the environment about their hazardous content.
But this is not the case from a security point of view. It is not advisable to
broadcast the attractiveness of a container for terrorist attacks to everyone in-
cluding the terrorists themselves (Hadow, 2005, p. 58). Only personnel at the



3.2 Technologies Enabling Autonomous Control 61

container terminal, such as stevedores and truckers, is a legitimate recipient
of some security-related data. Therefore, one must ensure that only legiti-
mate recipients obtain data from the container security system. This can be
accomplished by encryption. Additionally, it is important to clearly identify
authorised cooperation partners. This issue is addressed by signatures.

Both demands for trustworthiness can be addressed by applying public
key cryptography (Tanenbaum, 2003, pp. 752–755) which is based on pairs of
asymmetric encryption keys. In this approach, the public key of each entity is
known to everyone and is applied in order to encrypt the content of messages
for the respective entity (Figure 3.11). Decrypting such contents can only be
accomplished by applying the private key which is concealed and only known
to the entity itself. A sender additionally signing the message with its own
private key enables the receiver to validate its authenticity with the respective
public key. To be capable of identifying trustworthy communication partners
each entity must be provided with the public key of the company. The re-
spective private key can, however, not simply be provided to all participants.
Otherwise, the whole system runs into danger of being compromised, for in-
stance, if a hand-held device with the key is lost. A finder or thief would then
be able to decrypt all messages intended for the company. Instead, a public
key infrastructure (Tanenbaum, 2003, pp. 768–771) has to be established. In
this concept each entity gets its own private key that is signed by the private
root certificate of the company. Validating the respective public keys with the
public key of the company then reveals whether a communication partner is
trustworthy. The problem of loss can be approached by expiring keys that
must be renewed regularly.

Encryption Decryption

VerificationSigning Transmission

KSprivate

KRpublic
KRprivate

KSpublic

Content
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Fig. 3.11 Two autonomous logistics entities communicate with pairs of public and
private keys. Sender S signs and encrypts the content of its message before transmis-
sion. The received message is then validated and decrypted by the receiver R.

To summarise, communication is needed for both cooperation between
logistics entities as well as interaction with other participants in logistics
processes. Cooperation may include coordination regarding joint utilisation
of transport or storage capacities. Examples for other participants are owners
who are informed about the current condition of their logistics entities. For
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security reasons communication must be restricted to trustworthy partners.
This can be achieved by encryption and signatures. Like for localisation and
sensor technology, it is not necessary to provide all autonomous logistics
entities with all communication facilities. Instead, it might be sufficient that
entities at a high granularity are capable of long-range communication. That
is, trucks could have access to cellular networks. Container vessels may use
a satellite uplink. Other entities loaded, such as packets or containers, can
then share the communication infrastructure of the respective load carrier.

3.2.5 Data Processing

The technologies for autonomous entities examined so far lay the foundations
for enabling autonomous control in logistics. The identification unit enables
each entity to identify itself and to recognise other entities (Section 3.2.1).
The localisation unit allows gathering tracking and tracing information for
autonomous entities (Section 3.2.2). Combined with additional sensor tech-
nology, this helps ensure quality as well as safety and security in logistics
(Section 3.2.3). The communication unit allows interacting with other logis-
tics entities and to provide the cargo owner with information on the current
state (Section 3.2.4).

However, these units are necessary but not sufficient to implement au-
tonomous logistics. They could also be applied in order to improve conven-
tional centralised supply network management. Then, all identification, lo-
calisation, and sensor information is provided to a central decision-making
entity. By contrast, the autonomous logistics paradigm envisions that deci-
sions are made locally by the logistics entities themselves. But none of the
units investigated so far has the capability for decision-making. To this end,
the data processing unit is the crucial part to implement autonomous control
in logistics. In the architecture for autonomous logistics entities (Figure 3.3),
the data processing unit integrates all other parts, thereby enabling decisions
to be made locally.

The miniaturisation of integrated circuits allows attaching the data pro-
cessing unit directly to the respective logistics entity (Section 3.1.2). Such
embedded systems enable truly decentralised decision-making without cen-
tralised control (e. g., Jedermann, Antúnez Congil et al., 2007, p. 193–194).
As an example, consider several shipping containers of the same company
that are supposed to be loaded onto a container vessel in a port in East Asia.
Furthermore, consider that it turns out that the vessel is overbooked and
that not all containers can be loaded. It is then possible that the containers
directly negotiate which of them are most important based on the priority
of the cargo loaded. If the containers have the knowledge demanded for that
decision, no intervention by a human dispatcher is required.
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Distribution usually constrains the resources available (Section 3.1.2). On
the one hand, resources are bound regarding the power available. But on
the other hand, computational and memory capacities are also limited. As
an alternative, intelligent representatives that are located on one or multiple
central servers can act on behalf of the logistics entity represented by them.
This is the variation of autonomous logistics that represents the smallest de-
viation from truly distributed decision-making. Nevertheless, the advantages
of reduced complexity and the improved ability of coping with dynamics are
retained. It is, of course, only applicable in environments with guaranteed
communication connectivity to the autonomous logistics entity. The particu-
lar advantage is that a more powerful central server offers more computational
power to representatives of logistics entities than embedded devices. Never-
theless, also central servers do not possess unbounded resources because they
are likewise constrained by the limitations of asymptotical computational
complexity regarding time and space (Section 2.3.1). Thus, sophisticated
knowledge management approaches are required. Methods applied must con-
sider learning of relevant, but also forgetting of irrelevant knowledge (Werner
et al., 2007, p. 15).

3.3 Conclusion

Conventional supply network management from a centralised point is lim-
ited by the complexity, the dynamics, and the distribution that are inher-
ent in logistics processes. In contrast to previous approaches, autonomous
control in logistics delegates decision-making to the local logistics objects,
e. g., sales units, cardboard boxes, pallets, containers, and trucks. These au-
tonomous logistics entities are provided with logistics objectives defined by
their owners. They must then cooperate in order to achieve these objectives.
The miniaturisation of integrated circuits and other technologies allows en-
hancing logistics entities with the capabilities required. However, technolog-
ical and economical limitations demand finding an adequate granularity at
which autonomous control is applied. Additionally, also the degree of freedom
in decision-making must be constrained. Technologies enabling autonomous
logistics include identification, localisation, sensors, communication, and data
processing. The data processing unit is the crucial part for autonomous lo-
gistics entities. The important question is how to actually implement the
Artificial Intelligence required by autonomous logistics entities.
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