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Abstract  Today’s malware, short term for malicious software, poses one of the 
major threats to all currently operated computer systems. The scale of the prob-
lem becomes obvious by looking at the global economic loss caused by different 
kinds of malware, which is estimated to be more than US$10 billion every year. 
This particularly applies for botnets, which are a special kind of malware. In con-
trast to other kinds of malware, botnets utilize a hidden communication channel to 
receive commands from their operator and communicate their current status. The 
ability to execute almost arbitrary commands on the infected machines makes bot-
nets a general-purpose tool to perform malicious cyber-activities. In this context, 
botnets are used for example by individual perpetrators, organized crime as well as 
governmentally supported organizations, in order to achieve individual gains. This 
chapter gives a technical insight into current botnet techniques and discusses state 
of the art countermeasures to combat the botnet threat in detail. This includes new 
detection methods as well as different approaches to actively compromise running 
botnets. Different techniques as well as their impact on current botnets are dis-
cussed, considering individual involved stakeholders. In addition to the technical 
countermeasures, current initiatives countering botnets are introduced.

1  Introduction

Today’s computer systems face an unprecedented amount and versatility of cyber 
threats. Since the Internet was designed without explicitly considering security 
aspects, it has become the most frequently used medium for cyber criminals. It 
offers the opportunity of reaching billions of computer systems within millisec-
onds without the need of physical interference with the targeted system. Beyond 
that, it offers multiple possibilities to disguise the attacker’s origin, which makes it 
difficult if not impossible to track down individual cyber criminals. It is therefore 
possible to launch large-scale cyber attacks without actually worrying about facing 
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the consequences. This attribution problem enables attackers to launch large-scale 
cyber attacks with a comparably low risk of being held responsible for the attack.

A common goal of ongoing cyber attacks is to gain access to the targeted sys-
tem. If the attack is successful, the attacker may perform any task that is possible 
for a regular user. In the worst case, the attacker may even gain the permission 
to perform restricted operations, which are only allowed for system administra-
tors. These escalated permissions are commonly used to spy on the attacked user 
or steal sensitive data, like online banking credentials or credit card information. 
These malicious activities also not exclusively target the compromised systems 
themselves, but may target further systems as well. They can be used for example 
to gain access to additional systems, but also to hinder these systems from operat-
ing normally. Attackers perform these attacks for example to harm the operator of 
the targeted system respectively the according business or organization. This may 
be also accompanied by blackmailing attempts, forcing the victim to pay money in 
order to stop the attacks [1].

Instead of manually performing malicious activities on compromised hosts, 
attackers commonly manipulate the victim’s system by secretly installing mali-
cious programs. This so-called malware is then able to autonomously perform 
malicious activities as predefined by the attacker. Regardless of the concrete activ-
ities, their effect is based on the amount of compromised hosts in many cases. As 
an example, stealing banking credentials from a multitude of compromised sys-
tems may obviously result in higher revenues for the attacker. Consequentially, 
cyber criminals automated the process of compromising remote hosts in order to 
multiply their capabilities by orders of magnitude. Classic forms of malware like 
computer worms were thus able to autonomously spread over networks and per-
form predefined malicious activities on successfully attacked hosts.

A major drawback of this classic malware is that there is no way to interfere with 
running malware instances. If malware authors for example detect bugs in their soft-
ware, there is no easy way to update already infected systems. Furthermore, there is 
no way to receive status information on demand or to adjust programmed malicious 
activities. In order to eliminate these shortcomings, malware authors added hidden 
communication channels allowing them to communicate with all infected systems. 
These so-called botnets also combine several classical malware functions, which 
makes them a general-purpose weapon to launch cyber attacks. The term botnet is 
generally used to describe a group of interconnected malicious programs that can be 
commanded over the Internet in order to perform various malicious tasks. The entire 
botnet can be controlled from a single machine by utilizing differently sophisticated 
connection architectures. In contrast to other kinds of malware, botnets don’t carry 
out predefined attacks, but wait for according commands. These characteristics 
make botnets rather unpredictable, since they are able to completely change their 
behavior within a short time. Single botnets can furthermore contain more than a 
million of infected systems [2], which enable the commander to perform attacks on 
a multitude of systems simultaneously. Accessing a huge amount of systems from 
a single point and the ability dynamically react on individual circumstances makes 
this kind of malware posing an outstanding threat to any modern computer system.
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In order to infect new systems, recent botnets also no longer exclusively rely 
on vulnerable services running on targeted hosts that can be directly attacked from 
the Internet. Instead, there are multiple other attack vectors, e.g., removable media 
or malicious documents. The advantage of these mediums is that it is even pos-
sible to attack computer systems, which are not connected to the Internet at all. 
More commonly, these attack vectors can be used to infect firewalled systems or 
systems within local networks that cannot be attacked from the Internet directly. 
This also poses a special threat to secured networks, which are a valuable target 
for cyber criminals. Various studies have shown that for example many employees 
attach private devices to their corporate network disregarding individual security 
policies [3, 4]. As a result, botnets are able to successfully infiltrate those secured 
networks for example by using removable media. By utilizing all of these attack 
vectors, including the Internet and removable media, it is possible to target almost 
any computer system operated today.

The actual purpose of an individual botnet may particularly depend on the attack-
er’s intention. One of the most common motivations for operating botnets is gen-
erating revenue. Botnets monetize in many ways, for example by selling captured 
information on the black market. As an example, stolen credit card information is 
commonly sold in bulk for less than ten cents per credit card number [2]. To get a 
further impression, banking credentials were sold ranging from $10 to US$700 [5], 
depending on the account balance. These kinds of botnets are commonly developed, 
operated and also distributed by groups of organized crime [6]. However, there are 
also individual criminals using botnets for commercially motivated attacks. Beside 
these commercially oriented botnets, botnets also occur in political and military con-
text. According groups do not primarily aim to generate revenue from their activities, 
but try to reach nonmonetary goals. A common motivation is to capture classified 
information in order to obtain a political or military advantage over possible coun-
terparties [7]. In this context, highly specialized botnets have been discovered in the 
recent past, which are likely to be carried out by entire countries [8, 9]. In contrast to 
most commercially oriented botnets, which tend to have no special requirements on 
the attacked host, those botnets commonly affect carefully chosen hosts only. Beside 
these presumed governmental attacks, individuals may also utilize botnets by politi-
cal means. In this case, individuals or political groups use botnet attacks as some sort 
of protest, which is one manifestation of so-called hacktivism. The use of botnets in 
context of hacktivism occurred in an unprecedented large scale in 2007, where crimi-
nals successfully launched denial of service attacks against various Estonian institu-
tions [10]. Even if the case could not be solved with absolute certainty by today, it 
was most likely a reaction to the moving of a Soviet war memorial. Furthermore, 
individual autonomous groups like Anonymous or LulzSec use botnets for fun or to 
uphold their own interests. In 2010 for example, Anonymous used a voluntary bot-
net to launch an extensive denial of service attack against PayPal as a reaction to 
PayPal’s decision to stop processing donations for Wikileaks [1, 4, 11, 12].

In Sect. 2, this article gives an insight into the technical details of current mal-
ware and botnet technologies. It is explained, how malicious programs manage 
to infect a victim’s system and how default countermeasures are circumvented. 

1  Introduction
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Focusing on botnet technologies, their architecture is discussed in detail. This 
includes the organization of a multitude of systems within a botnet and how these 
botnets try to mitigate the impact of various countermeasures. Additionally, com-
mon protocols used for communication are discussed as well as the necessary 
steps for malicious programs needed to join the communication network after hav-
ing a vulnerable system infected.

Section 3 describes the current state in botnet developments. Due to the commer-
cialization of botnets, they are developed by professionals as part of a malicious econ-
omy. Bots are sold in form of construction kits, allowing even unskilled criminals to 
create their own customized botnet. The long-lasting development of botnet technolo-
gies has also resulted in a multitude of tools and code samples that are freely available 
and can be used to develop new botnets with little effort. Furthermore, the spreading 
techniques of current botnets are discussed as well as the platforms they are targeting.

Subsequent to the description of botnet technologies and the current situation, 
Sect. 4 describes how to detect botnets in the first place and how to gather more 
information out them. The necessary actions to effectively combat existing bot-
nets can be grouped into techniques that are used to gather information about a 
botnet on the one hand and the actual countermeasures on the other hand. This 
section therefore starts with a description of current approaches used to detect bot-
nets. Different approaches used to gather additional information about the detected 
botnet are discussed subsequently. This information can then be used to develop 
and apply customized countermeasures. To analyze a botnet’s activity, current 
techniques to track active botnets are described accordingly. Additionally, it is pos-
sible to apply approaches to detect infected machines of individual botnets to get 
information about the botnet’s spreading. Hence, corresponding techniques that 
are practically used today are described in this section.

When the needed information about specific botnets has been gathered, it 
is possible to develop and apply individual countermeasures. Therefore, various 
existing approaches to combat existing botnets are described in Sect. 5. These 
approaches can be divided into three groups, namely preventing new infections, 
mitigating existing botnets and minimizing their profit. To permanently defeat the 
botnet phenomenon, an integrated approach is needed requiring various technical 
and non-technical measures. Effectively combating botnets for example requires 
an extensive cooperation of all parties involved as well as an according political 
framework. Notwithstanding these complex requirements, this article focuses on 
the technical level. Therefore, a first step is to prevent computer systems from 
being infected. This is necessary, to slow down the spreading of active botnets and 
to prevent botnets from reinfecting systems that have been disinfected. This can 
be done by securing computer systems on the one hand, but also by educating end 
users on the other hand. The second level of combating botnets is to eliminate cur-
rently active botnets by disinfecting according systems. Finally yet importantly, 
the possible profit of botnets can be reduced to make botnets less attractive for 
cyber criminals. There exist various approaches for each group of countermeas-
ures. In this section, we give an overview on these approaches and discuss each 
approach in detail.
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2 � Fundamentals

The vast majority of current cyber attacks related to cyber crime utilize malicious 
programs or malware [13]. Malware however is not a new invention of cyber crimi-
nals. The first malware for MS DOS called Brain already appeared in 1986 [14], 
long times before cyber crime in its current form occurred. However, brain was 
already able to actively prevent its detection, which is still done by current mal-
ware. Even if current malware occasionally uses more sophisticated technologies, 
the basic concept of spreading and hiding still remains. Brain autonomously spread 
via diskettes and contains no further malicious functionality than showing a short 
message, telling the user that his system has been infected. It also shows the address 
and phone numbers of the originators, so the victim could call them for vaccination. 
The intention was to identify people who copied protected software, since the virus 
was spread on purpose alongside with pirated software by the originators [15]. It 
did not take long though until first malware variants with more destructive potential 
appeared in the wild. As soon as 1987, the Lehigh virus was detected, which com-
pletely overwrites the data stored on the victim machines hard disk [16].

Also if Lehigh and other following destructive malware already caused a note-
worthy amount of economic damage in the late eighties, they still do not corre-
spond to today’s cyber crime. Early malware was developed by unorganized 
individuals as a proof of concept or to demonstrate individual programming skills. 
In contrast, today’s malware is largely developed to server particular purposes, as 
for example generating revenue. Cyber attackers can therefore revert to a large 
amount of public available code samples that can be used to create new botnets. 
Even the entire source code of existing botnets is available on the Internet, allowing 
even less skilled hackers to create individual and customized botnets. Furthermore, 
so-called construction kits can be used to individually create customized branches 
of existing malware. These construction kits are developed by organized groups 
of high skilled professionals as part of a malicious underground economy. In the 
course this commercially developed malware, these construction kits are licensed 
to customers as any regular software, sometimes even with day and night phone 
support. Despite these commercial off-the-shelf botnets, particular botnets are still 
developed and operated by groups of professionals. These botnets are developed 
with considerable effort and pose a huge threat to targeted computer systems.

The entire evolution of malware was heavily influenced by the growing use of 
the Internet. The Internet not only offers malware completely new ways to infect 
vulnerable systems but also provides malware with an easy way to communicate. 
Therefore, malware was able to communicate with each other on the one hand and 
with the originator on the other. The gained ability to communicate enables mal-
ware for example to directly send information from the infected machine back to 
the originator. This is rather elegant, especially compared to Brain, which tried to 
get the users of infected machines to actually call the originator by phone. Being 
able to communicate also offers the possibility to send information the other way 
round, namely from the originator to the malware. The originator was now able 
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to instruct the malware, in order to react on individual circumstances. The poten-
tial of this capability can be illustrated by the example of CodeRed in 2001 [17]. 
CodeRed was a so-called self-spreading malware or computer worm, referred to 
the fact that it was able to autonomously infect vulnerable systems, but lacks the 
ability to communicate. It was programmed to launch a denial of service attack 
against the website of the White House. Therefore, it was instructed to frequently 
contact the corresponding IP address 7  days a month. Unfortunately from the 
author’s perspective, the attack was recognized at an early stage. As a result, the IP 
address of the website was changed, rendering the attacks unsuccessful. If the orig-
inator would have had an option to just change the attacks target, he might have 
accomplished his mission.

Therefore, today’s malware is often equipped with a hidden communication 
channel, allowing it to send and receive information to or from its originator. This 
communication channel can be used to send current status information directly 
from the malware to the originator or to transfer captured information from the 
infected machines. Furthermore, the communication channel can be used to send 
orders from the originator to the infected machines. The malware is therefore 
able to interpret the received orders and to act accordingly. Thus, the malware 
can be used to perform various malicious activities and is able to react on indi-
vidual events. Since this kind of malware typically waits for incoming orders and 
reports the result back, it is referred to as robot or bot. A group of interconnected 
bots is referred to as botnet analogously. First botnets where discovered in 1999, 
namely Sub7 and Pretty Park [18]. Both where equipped with an IRC based com-
munication channel, allowing them to receive orders over the Internet. Since the 
occurrence of this first and rather simple botnets, large numbers of new botnets 
appeared and became increasingly sophisticated.

In the following section, the technical details of botnets and malware in gen-
eral are discussed. Beginning with a description of common obfuscation tech-
niques and different types of malware, an overview on different technologies used 
by malware to infect new systems and hide from antivirus technologies is given. 
Furthermore, the communication protocols and network architectures used by bot-
nets will be outlined. Additionally, different kinds of attacks commonly carried out 
by botnets are listed.

2.1 � Malware

Malicious software, or malware for short, is one of the major threats for computer 
systems today. It has evolved from rare and rather simple specimens to a huge 
amount of highly sophisticated programs. In 2010 alone, Symantec has registered 
more than 286 million different copies of malware [2]. Beside this magnitude, cur-
rent malware also uses state of the art technologies to mitigate various antivirus 
solutions. These technologies are directly related to the vast amount of different 
malware that can be observed today as described in the following.
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2.1.1 � Obfuscation

Malware commonly uses various kinds of techniques in order to mitigate antivirus 
solutions. Therefore, malware may try to apply active countermeasures, for exam-
ple disabling antivirus solutions. Another approach used by malware is to pas-
sively prevent their detection by deceiving antivirus solutions. This is commonly 
done for example by obfuscating the malware binary in a way, in which it can no 
longer be detected.

A common measure to prevent individual systems from being infected by 
malware is by using antivirus software. This software commonly relies on signa-
tures that somehow describe the content of a malicious program. The advantage 
of this approach is that malware can be detected by using a minimum amount of 
system resources. Every program is statically checked if it matches a set of sig-
natures right before its execution. Since malware developers anticipate this pro-
cedure, they try to manipulate the binary representation of the malware without 
actually changing the program flow. This can be done for example by adding code 
to malware, which is not executed at all, or does not affect the rest of the program. 
Analogously, various instructions without any effect can be merged into the code. 
Other commonly used techniques try to manipulate the entire code by packing or 
encrypting the malware. To ensure that the malware is still able to run on regu-
lar systems, an unpacking or decrypting routine is added to the program, which 
undoes previous modifications as soon as the program is loaded. Thus, antivirus 
programs are unable to detect suspicious code sequences with the help of static 
signatures. By utilizing these so-called polymorphing techniques, it is not longer 
possible, to easily recognize different copies of one and the same malware. Every 
registered malware is detected as a new malware instead, which leads to the huge 
amount of copies that can be observed today.

2.1.2 � Classification

Since many different kinds of malware with different functionalities exist, their 
functionality can be assigned to various classes. Despite these differences, all 
kinds of malware also share some common characteristics. Since most users 
would not install malicious programs on purpose, malware is always installed on 
computer systems without the owner’s consent. The most prominent classes of 
malware functionalities are described below. However most of the current malware 
cannot be assigned to exactly one class, but has characteristics of multiple classes. 
Hence, these classes are used to characterize the functionality of various different 
kinds of malware.

Virus: The computer virus is probably the most prominent kind of malware. 
However, this does not imply that computer viruses actually are the most com-
mon kind of malware but refers to the fact that both terms are often used syn-
onymously. Originally, the term computer virus is used for a special kind of 
self-replicating malware. A computer virus is a parasitic piece of software, which 
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injects itself for example into another executable program. If this program is 
launched, the viral code is launched too and thus able to perform various mali-
cious activities. To infect further systems, an infected file has to be transmitted to 
another system, where it has to be executed by the user in order to infect the sys-
tem. To enforce the transmission to other systems, computer viruses may not only 
infect local files but also files on removable media or mounted network shares.

Worm: Whereas viruses rely on user interaction to infect new machines, com-
puter worms have automated this task by actively spreading over the network, e.g., 
the Internet. Therefore, computer worms automatically scan the network for vul-
nerable systems. If such a system is detected it can automatically be infected by 
exploiting software vulnerabilities in the operating system or user applications.

Trojan Horse: Trojan horses use a rather different approach to infect new sys-
tems, namely by deceiving users about its functionality. Trojan horses masquerade 
as useful software, providing some legitimate functionality. If the Trojan horse is 
installed or executed, the embedded malicious functionality is also executed. For 
the user, only the benign functionality is visible, which keeps the user from getting 
suspicious.

Rootkit: A rootkit is a collection of malicious tools with a specific functional-
ity, which is commonly used by other kinds of malware. Rootkits are used to hide 
various malicious activities like malicious files, open networking sockets or run-
ning processes on the infected machines. This prevents other malware for example 
from being detected by antivirus software or the user. To perform these tasks, root-
kits commonly require administrator or root privileges on the infected systems. 
Since rootkits may reside in the operating systems core components, removing 
them can be a difficult task, which may require completely reinstalling the operat-
ing system.

Dropper: Beside rootkits, droppers are another step into the modularization of 
today’s malware. By using droppers, the spreading routine of a malware can be 
separated from the malicious activity. Therefore, droppers are used to infect a sys-
tem in the first place and install other malware afterwards. Separating the spread-
ing routine from a malware brings more flexibility since the dropper can be easily 
replaced if it is for example detected by antivirus software. Furthermore, using 
a dropper ensures that the latest version of a malware is installed on all infected 
machines. This can be done, if the actual malware is downloaded from a central 
server onto the infected systems. Updating the malware on this server therefore 
results in the dropper installing the updated malware.

2.2 � Botnets

Botnets consist of a particular kind of malware, the so-called bots or drones. 
These drones combine malicious functionalities of other malware classes into one 
general-purpose weapon for cyber attackers. Since bots are able to perform a mul-
titude of malicious activities on demand, they are rather unpredictable. In contrast 
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to other malware, botnets are extremely flexible and are able to dynamically react 
on external events, which makes them particularly dangerous. Botnets can be 
used for example to extract valuable information from large amounts of infected 
systems simultaneously or to perform other malicious activities as described in 
Sect. 2.2.1. The decisive factor that separates a bot from other kinds of malware 
is, however, not the utilized spreading routine or malicious functionality but the 
hidden communication channel. This communication channel allows individ-
ual bots to communicate with each other and their operator. In this context, the 
operator of a botnet is commonly referred to as botmaster or botherder. The term 
botnet is used to describe an entire network of bots, which share a common com-
munication channel.

The communication channel between the botmaster and the individual bots 
is used to transmit data from the infected machines to the botmaster, as well as 
to send commands from the botmaster to the individual bots. In contrast to other 
kinds of malware, botnets actually require commands from the botmaster in order 
to perform malicious activities. The different bots can then process the received 
commands automatically. Therefore, every bot supports a fixed set of predefined 
tasks that can be executed on demand. To overcome the shortcoming of a fixed 
and limited instruction set, many current botnets support update commands. By 
using this command, existing bots can be easily replaced by a new version with 
an extended instruction set. This feature not only enables bots to perform almost 
arbitrary tasks on the infected machines, but also offers the opportunity to perform 
maintenance updates. The update functionality can be utilized for example to per-
form bug fixes or to protect the botnet from individual takeover attempts.

2.2.1 � Frauds

Beside this generic command, botnets can support various commands to perform 
individual malicious activities, which are commonly commercially motivated. 
These frauds are commonly offered as a service from botnet operators, which are 
part of the botnet economy. Like botmasters are able to purchase entire botnets 
from professional and organized teams of developers, botmasters can provide indi-
vidual malicious activities on the black market.

A common fraud, which is supported by most botnets, is the distribution of 
unsolicited mass mails or Spam. Therefore, the bot is commonly provided with 
lists of email addresses and a so-called spam-template. This template contains the 
actual content of the spam-mail as well as a schema, which defines how parts of 
the content can be randomized to complicate signature-based detection used by 
spam filters. Botnets like Waledac were observed to send out about 150,000 spam-
mails per day from individual infected machines [19]. Overall, spam-emails are 
estimated to account for 80–90 % of all globally sent emails [20]. Since the dis-
tribution of spam emails is offered as a service from botnet operators, spam can 
provide a particular source of income. The total amount of revenue that can be 
generated by offering this service can be estimated by considering spam rental 
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pricing on the black market. Using this service may cost botnet customers from 
US$70 for a few thousand spam messages up to US$1000 for tens of millions 
[21]. The intention for using this service can be different, but commonly is to 
advertise various products in order to generate revenue as well.

Another commonly observed intention is to infect further machines by either 
directly including a malicious attachment or containing a link to a malicious 
website. Additionally, so-called phishing emails are used to steal passwords or 
other private information from receivers by using social engineering techniques. 
Another form of spamming is search engine optimization (SEO) spamming. Many 
search engines rank web pages according to the number of incoming links from 
external web pages. Therefore, bots post links to individual pages for example to 
bulletin boards, in order to get these pages ranked higher in search results. Similar 
to other forms of spamming, this service can be sold on the black market to gener-
ate revenue.

A second commonly observed malicious task that is supported by bots is 
launching distributed denial of service (DDoS) attacks. These attacks are also 
commonly commercially motivated and are therefore often observed in conjunc-
tion with blackmail attempts. Thus, potential victims are extorted to pay money 
in order to prevent their systems from being attacked [22]. DDoS attacks are used 
to sabotage a remote system in order to prevent it from being accessed by regular 
users. Therefore, botnets commonly overwhelm the targeted system with connec-
tion requests from various distributed machines. Consequently, the targeted system 
is busy processing the botnets request and no longer able to process requests of 
regular users. Since it may be difficult to distinguish a botnets request from a regu-
lar user’s request, it can be rather complicated to defend endangered systems from 
this kind of attack.

Whereas the previous two examples of malicious botnet activities focus on 
attacking external machines, botnets can also be used to attack the infected system 
itself. As bots are executed like any regular application on the infected machines, 
they also have access to same data. Moreover, bots are commonly executed with 
administrator privileges, which give them unrestricted access to every data, 
resource or process on the infected system. These privileges are used for example 
to intercept keystrokes on the infected machines by applying a so-called keylog-
ger. This allows the bot to even access data that is not stored permanently on the 
disk, like passwords entered in login forms. To protect online banking accounts 
from botnets, transactions are additionally protected for example by one-time 
passwords. As a result, botnets try to manipulate online banking transactions 
directly in the browser, by secretly changing the recipient as a transaction takes 
place [23]. After the transaction is completed, the bot rewrites the list of com-
pleted transactions to prevent the victim of becoming suspicious. To circumvent 
two-factor authentication, botnets like ZeuS manipulate login forms directly in the 
browser by adding input fields for all security answers [24].

The preceding frauds are just a few examples for common malicious botnet 
activities. Another common example is virtually clicking on advertisements from 
the infected machines. This so-called click-fraud directly generates revenue for 
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the one displaying the advertisement on his website. Botmasters can also be paid 
to install other malware on the infected machines of their botnet. This activity is 
mostly referred to as pay-per-install. Moreover, infected machines of a botnets can 
be used to host various services that are needed to operate a botnet by providing 
command-and-control infrastructure for example. Beyond these examples, many 
more malicious activities are possible. Since botnets commonly include some 
form of update mechanism, these activities can always be changed to meet current 
requirements.

2.2.2 � Attack Vectors

A special kind of malicious activity commonly supported by botnets is infecting 
remote systems in order to integrate them into the botnet. During the evolution 
of botnets, the used techniques have become increasingly sophisticated and highly 
efficient. As a result, botnet infections are no longer limited to outdated or poorly 
secured systems but also include highly secured systems in protected environ-
ments. A look at the recent past shows, that botnets like Conficker managed to 
infect hundreds of systems within military networks in Germany, France and the 
United Kingdom [25]. Since the operation of Conficker is most likely commer-
cially motivated, the infection of those machines could be considered as collateral 
damage. In contrast, politically motivated espionage botnets like GhostNet espe-
cially targeted classified systems in various governments [8].

To infect new systems, many botnets try to exploit software vulnerabilities 
in order to execute custom code on the targeted system. Flaws in the processing 
of input data, like uncaught buffer overflows, may allow the attacking system to 
inject code sequences into the process memory of a vulnerable application. As a 
result, the injected code is executed in the context of the vulnerable application 
and therefore with the same permissions. This so-called shellcode can now be used 
to download and install a copy of the attacking bot on the targeted system to com-
plete the infection process. Therefore, highly sophisticated self-spreading malware 
like Stuxnet takes advantage of even multiple 0-day exploits (which are exploits 
for previously unknown vulnerabilities) to gain access to vulnerable systems [26]. 
Since software vendors or security companies do not know the exploited vulner-
ability in advance, there are no patches to protect affected systems. It should be 
noted here, that even if Stuxnet shows several characteristics of a classic botnet, it 
is still able to operate completely autonomously to carry out a predefined mission. 
It is therefore debatable, whether Stuxnet should actually be referred to as botnet 
or not.

A classic strategy in exploiting software vulnerabilities is to exploit pub-
lic services of a remote system, which can be accessed over the network. These 
services can either be offered directly by the operating system, like RPC on win-
dows machines, or by server applications like web or database servers. Vulnerable 
services may allow an attacker to directly gain access to the system and install 
malicious software in background. This approach has already been used by the 
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Morris worm in 1988, which is considered to be the first malware spreading 
autonomously over the network [16]. Another approach to directly gain access to 
a remote system is by exploiting services that are protected by weak passwords. 
Botnets like Conficker automatically try to spread for example via network shares 
by simply trying commonly used passwords [27]. Another interesting approach on 
how remote systems can be directly infected is by using vulnerabilities or back-
doors in other malware. This so-called worm-riding is for example used by SdBot 
variants, which scan for MyDoom or Bagle backdoors [28]. The major benefit of 
attacking a remote system directly over the network is that vulnerable systems can 
be infected without requiring any user interaction. They can therefore be infected, 
without the owner noticing.

Attacking a remote system directly over the network however requires the vul-
nerable service to be accessible for the attacking system. This reduces the amount 
of potential victims by firewalled systems or systems behind NAT-enabled routers. 
Furthermore, the attacked system has to be online while the attack takes place. To 
overcome these shortcomings, many botnets try to exploit vulnerabilities in client 
applications like web browsers or document viewers. Therefore, malicious code 
is embedded for example into websites or documents, which are then actively 
downloaded by the victim system. To enforce this process, malicious documents 
or links to malicious websites can be emailed to the victim. Malicious code can 
also be placed on benign websites for example by using cross side scripting (XSS) 
techniques. Infecting benign websites to deliver malicious code can also be auto-
mated by botnets, which has been shown for example by the Gumblar botnet 
in 2009 [29]. If a user visits an infected website with a vulnerable browser, his 
system gets infected in background which is why these kinds of attacks are also 
called drive-by attacks. In these scenarios, the victim downloads the malicious 
code when it is online and bypasses network based security mechanisms like fire-
walls. If the malicious content is opened with a vulnerable client application, a 
security flaw can be exploited to execute custom code on the victim system which 
is then used to install and launch a copy of the attacking bot. Depending on the 
quality of the used attack, the whole process is completely invisible to the user.

In the recent past, software vendors have developed increasingly sophisti-
cated techniques to complicate the exploitation of security flaws. Furthermore, 
it can require a considerable effort to detect security flaws in the first place and 
to develop a reliable exploit. Nevertheless, there is no guarantee that developed 
exploits can be successfully used to infect potential victim machines for exam-
ple due to different patch-levels. As a result, various botnets try to infect remote 
machines without exploiting any vulnerabilities or security flaws at all. Since users 
will not infect their systems voluntarily, botnets trick users into manually install-
ing a copy of the attacking bot. Therefore, malicious executables can be masquer-
aded as potential harmless document or vCard by using the appropriate icon and 
hidden file extension. Another example is to convince the user that the malicious 
file is actually benign and contains some interesting functionality, which is com-
monly referred to as social engineering. This technique has been successfully used 
by the Storm botnet in 2007 to infect more than a million of systems [30]. Storm 
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therefore uses spam emails to redirect users to websites containing a download 
link to a copy of Storm which is advertised for example as a utility to display digi-
tal postcards [31].

Beside attack vectors relying on Internet connections, botnets can also uti-
lize removable media to propagate from one system to another. Since USB flash 
drives are widespread and commonly connected to different machines, they offer 
an attack vector especially to target machines without Internet connectivity. 
Therefore, the attack is stored on a flash drive in combination with a copy of the 
attacking bot. If the flash drive is then connected to a vulnerable system, software 
vulnerabilities or security flaws can be exploited to infect the system. The concept 
of utilizing removable media to infect remote system was already used by Brain in 
1986 [14] and is still used by modern malware like Stuxnet [26] or Conficker [27].

A rather different approach of infecting new systems is by using another botnet. 
In contrast to other attack vectors, the actual infection is not done by the spread-
ing botnet itself but with the help of another botnet. Many botnets are capable of 
installing additional malware on the infected system, which can be offered as a 
service to other botnets. This so-called pay-per-install offers the opportunity to 
selectively infect a predefined amount of machines. Depending on the geographic 
location of the targeted system, prices can range from US$13 to US$150 per 1000 
installs [32]. The second benefit of this approach is that it offers a new kind of 
flexibility. Particular botnets can focus on the infection of machines whereas other 
botnets can focus on malicious activities and use pay-per-install for spreading.

2.2.3 � Architectures

After having a multitude of machines infected, they have to be organized within 
a communication network in order to receive commands. This so-called com-
mand-and-control infrastructure organizes the communication between con-
trol entities on the one hand and the infected machines on the other. The design 
of this infrastructure can be crucial for the operation of a botnet since it has to 
meet certain requirements. Large botnets may need load-balancing techniques in 
order to prevent the command and control server from collapsing due to a large 
amount of simultaneous requests. Furthermore, the architecture has to be robust 
against potential countermeasures to maintain the botnet’s operability as long as 
possible. During the evolution of botnets, cyber criminals have developed vari-
ous techniques and architectures to reliably organize a botnet’s communication 
infrastructure. These particular approaches differ in complexity while providing a 
different set of features. Thus, different architectures have their individual assets 
and drawbacks from the botmasters perspective, which is why many different 
approaches can be observed today.

A classic and rather simple command-and-control infrastructure is a central-
ized or star-shaped infrastructure, which is illustrated in Fig. 1. In this setup, 
each bot of a particular botnet connects to one central C&C server to receive 
new commands. Therefore, the botmaster is able to command all connected 
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bots simultaneously and receive response data directly from the bots. Since this 
approach is easy to implement and to deploy, it is still widely used by today’s bot-
nets. A major drawback of a centralized architecture is the lack of redundancy, 
which makes the C&C server a single point of failure. In case of a failure or suc-
cessful takedown attempt, individual bots are no longer able to receive new com-
mands from the botmaster. A common example for a centralized C&C architecture 
is the use of the IRC protocol. In this architecture, bots join a dedicated chat room 
and interpret received chat messages as commands.

A slightly more complicated C&C infrastructure uses multiple servers to cre-
ate redundancies and eliminate a single point of failure. Another advantage of this 
approach is that it provides some kind of load balancing. This can be achieved for 
example by using DNS to address the C&C server and registering the IP addresses 
of the different servers for the according domain name. These IP addresses are 
then be delivered alternately to distribute requests to all servers. Even though this 
architecture provides more resistance against potential takedown attempts, it is 
more complex to operate. Furthermore, the usage of DNS would provide a new 
single point of failure without the use of any additional techniques.

To create a more resilient C&C infrastructure, control entities or servers can 
be arranged hierarchically, as depicted in Fig. 2. In this hierarchy, the lowest 
level actually controls the infected machines whereas the highest level is directly 
instructed by the botmaster. Intermediate layers only communicate with the next 
higher or lower layer. Individual bots for instance do not need to know about the 
actual command-and-control server but only about the lowest server layer. To send 
commands to the infected machines, the botmaster only needs to instruct the high-
est layer, from where new commands are propagated down in the hierarchy to the 
individual bots. This provides load balancing and anonymization of the actual 

Fig. 1   Star-shaped botnet topology
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C&C server. Furthermore, the entire botnet can be easily fragmented into different 
groups, to perform different tasks on different machines. It is also more difficult 
to successfully apply takedown attempts since it may be necessary to takedown 
an entire layer at once to sustainably disrupt the botnet’s communication. On the 
other hand, hierarchical botnet architectures are much more complex to develop 
and operate than simple centralized architectures. Furthermore, delays in the com-
munication can occur due to the use of multiple relay servers.

Although multi-server architectures provide a resilient communication infrastruc-
ture, they still rely on a relatively small amount of servers that could potentially be 
fought by botnet counter-parties. To get rid of any kind of centralized server com-
ponents, botnets like Storm utilize peer-to-peer protocols for command and control 

Fig. 2   Multi-tier architecture

Fig. 3   Peer-to-peer 
architecture
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communication [33]. In peer-to-peer topologies (Fig.  3) bots communicate with 
each other and propagate commands through the network. To give new orders to 
the botnet, the botmaster can just join the peer-to-peer network and send new com-
mands to an individual bot. Since the botmaster can connect to any bot to send out 
new commands, it is almost impossible to identify him. Although this kind of archi-
tecture is particularly resistant against the take down of individual bots, it is rather 
complex. Furthermore, the propagation of commands within the network can be 
slow. Depending on the used routing protocol, peer-to-peer networks can get frag-
mented, i.e., it is no longer possible to reach the entire botnet from one single bot.

A crucial task in creating a resilient and reliable command-and-control infra-
structure is the identification and addressing of the infrastructure from individual 
bots. Every time a bot is started on an infected machine, it has to identify the 
C&C infrastructure in order to join the botnet and receive new commands. Since 
the entire C&C infrastructure is likely to be affected by botnet countering organi-
zations, it has to be flexible to compensate the loss of individual components. 
Therefore, the addressing of the C&C infrastructure has to be flexible as well to 
remain control over the entire set of infected machines. Furthermore, the rally 
mechanism itself has to be resilient against potential countermeasures.

Directly addressing C&C components by their IP addresses is a very simple kind 
of rally mechanism that has already been used by early botnets. Although it requires 
only little resources it is prone to failures or takedown attempts. If a C&C component 
fails and cannot be restored with the same IP address, bots using this C&C compo-
nent are no longer able to join the botnet and are therefore lost from the botmaster’s 
perspective. To overcome this shortcoming, various botnets rely on so-called fast-flux 
service networks to contact C&C components. Fast-flux service networks utilize the 
domain name system to redirect C&C connection attempts to a constantly changing 
set of proxy nodes. These proxy nodes are then used to exchange information between 
the bot and the intended C&C component. To create a fast-flux service network, a 
fixed domain name is configured to resolve to the IP addresses of a subset of avail-
able proxy nodes. These IP addresses are than frequently changed to the IP addresses 
of new proxy nodes available, which is why this technique is also referred to as IP-
fluxing. In this scenario, individual bots that can be reached from the Internet could 
be configured to server as proxy nodes. Alternately, fast-flux services can be rented 
from other botnets. The major benefit of this approach is, that it is resistant against 
the takedown of used C&C components. Since proxy nodes are constantly replaced, 
the takedown of individual proxy nodes has only temporary impact on the entire rally 
mechanism. Furthermore, proxy nodes can be flexibly configured to arbitrary C&C 
components. The proxy nodes also provide a certain degree of anonymity for other 
C&C components since they are not addressed directly by individual bots. A major 
drawback of the approach is that it heavily relies on a certain domain name to be 
available, in order to successfully create a connection between bots and C&C compo-
nents. It is therefore necessary for the domain name to remain available regardless of 
potential abuse reports or reminders. Those so-called bulletproof domain names can 
be rented completely anonymously for around US$100 per year from dubious hosting 
companies [12]. However, the used domain name remains a single point of failure.
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To be independent from a single domain name, domain-fluxing uses dynami-
cally generated domain names in order to address C&C components. Therefore, 
each bot frequently calculates a set of domain names, depending on a variable 
input value. Within a particular time frame, this input value has to be equal for 
each bot in order to ensure that each calculates an identical set of domain names. 
Therefore, a possible input value can be the current date, as used by Conficker 
[34], or a popular website like Google or Twitter trends [35]. When a bot has cal-
culated a set of domain names with respect to a particular initialization value, 
it tries to resolve every generated domain name in order to contact the intended 
C&C component. If the C&C component cannot be reached by any of the gener-
ated domain names, the bot can just retry with a new initialization value within 
the next time frame. Since the botmaster knows the used domain name genera-
tion algorithm, he can anticipate the generated domain names for a particular time 
frame. He can therefore register one of the generated domains for a particular time 
frame in order to send new commands to the botnet. Hence, this approach is inde-
pendent from single domain names and is further resistant against the takedown of 
individual C&C components.

3 � Botnets: The Current Situation

Since the occurrence of first botnets in 1999, they have evolved to communica-
tional networks of highly sophisticated malicious utilities. Whereas early botnets 
were created by individuals as a demonstration of own skills to be honored by the 
community, the motivation for current is different. Current botnets are profession-
ally developed by a mature industry, which is part of an entire malware economy 
[5]. Developers, as part of the malware industry, are paid as any regular employee 
and recruited by online advertisements [36]. As a result, commercial off-the-
shelf botnets can be bought in form of construction kits from dubious develop-
ers or malware gangs [37]. Various botnet construction kits like the so-called 
Aldi Bot can be bought on discount for about 5€ on underground forums [38]. 
Consequently, botnets are no longer solely operated by their developers, but also 
by potentially less skilled customers.

The customer of a botnet construction kit is then able, to create and control a 
customized botnet. This botnet can again be used to sell particular malicious ser-
vices like the distribution of spam email or launching denial of service attacks. 
Additionally, data captured from the infected machines can be sold on the black 
market. Therefore, modern botmasters can be referred to as malicious service pro-
vides, which are just one part of the entire cyber crime ecosystem. To pay for botnet 
services, the botnet ecosystem also includes dedicated groups managing financial 
transfers of money. These groups therefore create special banking accounts or trick 
naive depositors to take part in transferring money between various bank accounts 
[39]. These so-called money mules were usually recruited with social engineering 
techniques, for example by job offers that include money transfers.

2  Fundamentals
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Since the source code of various bots is publicly available [40], it has become 
rather simple to create individual customized botnets. Only 3  months after the 
source code of the infamous ZeuS botnet has been leaked, the first new botnet 
based on this particular source code has been observed [41]. Other examples like 
AgoBot, whose source code has been published in 2003, has spawned more than 
580 variants until 2007 [42]. Even though many active botnets are known, the 
total number of currently operating botnets can hardly be estimated. Beside the 
unknown number of not yet detected botnets, it can be tough to count botnets at 
all. Since botnets commonly utilize polymorphing techniques to manipulate their 
binary footprint, counting the total amount of unique bot samples only gives a less 
meaningful estimation. Instead, a commonly used metric to count active botnets 
is by counting according command-and-control servers. However, this approach 
may be affected from botnets using multiple C&C server, peer-to-peer botnets 
with no dedicated C&C server or C&C infrastructures in which the C&C server 
is only deployed on demand. By using this approach, about 5500 different botnets 
were observed for the beginning of 2011 by individual institutions [43]. During 
this period, botnet infections could be detected from more than 200,000 unique IP 
addresses, which is also just a rough estimation on the actual amount of infected 
machines. In contrast, other sources claim to have detected more than 10 million 
individual infected systems [44]. Moreover, it could be observed that more than 
35 % of the infected IP addresses were infected by at least two different botnets. It 
should further be noted that beside the challenges in measuring the amount of bot-
nets and according infected machines, it can be difficult to get objective numbers. 
These numbers are commonly published by companies providing security solu-
tions. Since cyber security is a huge market, these companies commonly have an 
incentive to exaggerate the number of infected systems.

In the recent past, the size of a botnet has also been the most significant indi-
cator to measure the threat posed by individual botnets. This is however a very 
general observation, which does not take the purpose of individual botnets into 
account. In case of denial-of-service attacks, the available bandwidth for exam-
ple is more important than the pure amount of infected machines. Moreover, most 
servers can be successfully attacked by several hundreds of infected machines 
[45]. As a result, larger botnets are not necessarily more dangerous for individual 
servers on the Internet. The threat posed by information stealing botnets on the 
other hand depends on the kind of the infected machines. GhostNet for example 
infected less than 1300 systems, but up to 30 % of these systems could be consid-
ered as high-value targets in ministries of foreign affairs or embassies [8]. Recent 
studies therefore suggest to take these factors into account as well, in order to cre-
ate a more realistic estimation on the threat posed by individual botnets [46].

Whereas the vast majority of botnets still target windows platforms only, an 
increasing amount of botnets has started to target other platforms as well. Due 
to the increasing market share of Mac OS X, researchers have detected the first 
botnet targeting Mac OS X in 2009 [47]. In 2011, a Java based botnet has been 
detected that is able to infect windows platforms as well as Mac OS X and Unix 
systems [48]. In the recent years, botnets have also increasingly focused on mobile 
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devices. Whereas 31 malware families were known to target mobile devices 
in 2006, the number of mobile bots has increased up to 153 families with more 
than 1000 variants in 2010 [49]. Infamous botnets like ZeuS for example can be 
observed to start infecting mobile devices alongside to common end user computer 
systems [50]. This enables the bot to intercept mTANs that were sent to mobile 
devices in order to approve a financial transaction made from an infected computer 
system. Furthermore mobile devices offer new potentials for malicious activities 
like the manipulation of wireless payments or sending SMS to premium numbers.

To infect new systems, malware of all kinds heavily relies on user interactions. 
Recent studies show, that almost half of all infections where manually triggered by 
users [51]. Therefore, users are encouraged for example by emails or other doc-
uments to manually install particular software that contains the malicious code. 
This approach is much more reliable than the exploitation of security flaws, since 
it does not rely on specific software versions or path levels. As a result, less than 
6  % of currently active malware uses software vulnerabilities in order to infect 
new systems. The most commonly used exploits target vulnerabilities in Java com-
ponents, followed by HTML/JavaScript and operating system vulnerabilities [51]. 
These numbers are, however, based on one survey and may differ depending on 
the surveyed systems. The second most commonly used attack vector utilizes the 
AutoRun functionality to automatically execute malicious binaries on USB remov-
able media. Conficker or Stuxnet use this attack for example in addition to web 
based attack vectors to increase the infection rate. In case of Stuxnet, it is also nec-
essary to infect computer systems that are not connected to the Internet.

4 � Analyzing the Threat

Current botnets are highly sophisticated tools that use complex techniques for 
communication. Furthermore, there are many different botnets that may use com-
pletely different technologies. This applies to the attack vectors, the C&C com-
munication as well as to the binary itself. Therefore, there is no general-purpose 
method to analyze all currently active botnets, but a set of different tools and tech-
niques. With the help of these tools, a lot of information about individual botnets 
has to be gathered, in order to efficiently apply custom countermeasures.

The following section therefore describes various techniques that can be 
applied to detect previously unknown botnets in the first place. These botnets can 
then be analyzed by using different techniques that are described subsequently in 
order to get detailed insight into the functionality of an individual botnet. These 
techniques can also be used to gather information on individual botnets that can 
be used to apply custom countermeasures. This information can further be used 
to track the activities of a botnet to get an insight into the botnets operation. 
Therefore, various tracking techniques are discussed in the following section. 
Detailed information on individual botnets can also be used to remotely iden-
tify infected machines within particular networks or the entire Internet. Several 
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approaches that can be applied to identify infected machines of modern botnets are 
also discussed in the following section.

4.1 � Detecting

Before any other kind of analysis technique can be applied, each botnet hast to be 
detected in the first place. A major challenge in this context is to detect previously 
unknown botnets. Therefore, it is not known a priori, which methods are for exam-
ple used to infect other machines or how the bot behaves on infected systems. As 
a result, detection techniques are constantly adjusted to cope with current botnet 
technologies. Botnet authors on the other hand, improve their techniques to miti-
gate state-of-the-art detection techniques. This arms race has spawned various dif-
ferent detection techniques that are discussed in the following section.

In general, botnets can be detected based on three major characteristics. One 
common characteristic of many botnets is to autonomously infect new systems, 
which can be detected by observing the medium that is used to attack further sys-
tems or by observing potential victims. Another common characteristic, which 
is shared by all malware, is some form of malicious activity. Depending on the 
particular activity, this can be detected for example by analyzing network con-
nections from likely infected hosts. A rather botnet specific characteristic is the 
use of a command-and-control channel used by the infected machines to receive 
orders from their botmaster. Since botnets rely on this communication by defini-
tion, they can always be detected by this characteristic in principle. Even though, 
botnets may disguise their communication, which makes it hard to detect them in 
practice. To detect a botnets communication, network traffic can be analyzed for 
certain C&C pattern. As a result, there is no general-purpose technique to detect 
previously unknown botnets, but a set of different approaches each with its own 
pros and cons.

4.1.1 � Log File Analysis

Whenever a bot infects a new system, it commonly changes certain system files 
for example in order to ensure it gets loaded after the next reboot. Most modern 
operating systems protocol such activities in human readable files, the so-called 
log files. By analyzing these log files, unintended system file changes can be 
detected which may indicate a successful bot infection. Even though system log 
files are human readable, it can be complicated for non-professionals to separate 
intended and malicious activities apart. Therefore, tools like host-based intrusion 
detection systems (HIDS) constantly monitor log file changes to detect malicious 
behavior. If such a behavior is detected, the user can be automatically alarmed. 
The major benefit of this approach is that botnets are not detected by their used 
attack or binary footprint but by the effects of a successful infection. Since the 
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used exploit does not need to be known in order to detect an infection, HIDS are 
able to detect even previously unknown botnets. However, this approach also 
comes with a major drawback. Botnet infections are detected after a successful 
infection, which provides the bot with the possibility to apply active countermeas-
ures in order to prevent its detection. The bot could therefore shut down host-
based security mechanisms or tamper with created log files.

Beside the evaluation of system log files, it is also possible to analyze log files 
created by certain applications. Particular examples for such log files are log files as 
created by firewalls. If botnets for example try to create a connection to their C&C 
server on a port that is blocked by the firewall, a log file entry is created. Therefore, 
many connection attempts can be registered that are blocked by the firewall may 
also indicate a bot infection. It is further possible to use firewall log files in order to 
detect the spreading behavior of botnets. If a bot tries to infect a system on a port 
that is blocked by the local firewall, this incident will be added to the firewall log 
files. By analyzing the according log files, it can be unveiled which systems have 
caused the registered attacks. This information is especially useful if both systems 
operate within the same authority, for example a corporate network. In this scenario, 
the infected machine can be localized directly to apply further measures.

A general drawback in log file analysis is that log files do not only contain 
information on incidents, but also a lot of other information. Consequentially, 
large amount of information has to be analyzed in order to detect certain incidents. 
Since incidents cannot be identified with certainty in all cases, this may lead to a 
rather large amount of false alarms or missed incidents compared to other detec-
tion techniques.

4.1.2 � Antivirus

Host-based intrusion detection capabilities are also included in various modern 
antivirus solutions. In contrast to classic antivirus solutions that solely rely on pre-
calculated signatures to recognize the binary footprint of previously known bot 
samples, modern versions feature a set of techniques to detect previously unknown 
samples as well. By the use of static heuristics, antivirus products are able to 
recognize the functionality of certain byte sequences. This information can give 
a brief overview on particular sequences of the malicious code and may indicate 
malicious behavior in analyzed samples of previously unknown bot samples. As 
an example, decryptor or unpacking stubs commonly used by botnets to obfus-
cate their binary footprint can be detected in various cases by static heuristics. To 
improve the detection rate for unknown botnets, various antivirus solutions also 
apply dynamic heuristics to suspicious files. Therefore, the execution of the binary 
is emulated in order to gain more detailed information on the runtime behavior. 
During the emulation, intended changes to the hosting system can be observed to 
detect presumed malicious behavior.

Both kinds of heuristics enable antivirus solutions to detect previously 
unknown botnets in general. However, there are also various drawbacks in using 
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heuristics to detect malicious behavior. Static heuristics in the first place can be 
applied with low computational costs on the one hand but are rather unreliable 
on the other. Dynamic heuristics on the other hand are usually much slower than 
static heuristics and are still no guarantee that malicious samples can be detected. 
Since antivirus solutions are very common, botnet authors especially focus on 
deceiving antivirus heuristics to stay undetected.

4.1.3 � Network Analysis

Instead of applying detection techniques directly on host systems, it is also pos-
sible to analyze the network traffic. By using this approach, it is possible to detect 
the spreading of botnets, their C&C communication and various malicious activi-
ties. This can be done either by reconstructing the data, which is send over the 
network, or by directly analyzing connection information. The latter can be done 
for example by observing communication anomalies that are likely to be caused 
by botnets. Reassembling data streams to inspect the data that is send over the 
network is a classic approach used by network-based intrusion detection systems 
(NIDS). This technique is also known as deep packet inspection, since the entire 
content of a network packet is analyzed. Therefore, NIDS simulate the according 
protocol stacks to reassemble received packets just like a regular communication 
endpoint. The reconstructed payload is then compared with a set of pre-calculated 
signatures to automatically identify various known malicious communication pat-
terns or binary footprints. If the system is also able to interrupt malicious con-
nections to prevent host systems from getting infected, it is also referred to as 
intrusion prevention system or IPS.

Since NIDS can be deployed apart from individual host systems, they do not 
have to operate on potentially infected machines. As a result, botnets can hardly 
apply active countermeasures to prevent their detection. Furthermore, it is possible 
to observe entire networks from one single machine. A major drawback of NIDS 
is the limited scalability in order to observe the entire communication of networks 
with high traffic loads. Furthermore, NIDS are only able to reconstruct non-
encrypted network traffic. If botnets use encryption for example to contact their 
C&C server, the containing malicious communication pattern cannot be detected. 
On the other hand, malicious communication using unknown pattern cannot be 
detected at all. Botnets try to exploit this by using evasion techniques to conceal 
their communication in order to avoid certain pattern within their communication. 
A simple example for such so-called evasion techniques is splitting messages into 
multiple network packets. As a result, only small parts of known malicious pat-
tern are contained within individual packets. Thus, the communication will not be 
detected by NIDS and the bot is not detected. This simple example will only work 
for NIDS that inspect individual packets separately, but there are also more com-
plex evasion techniques to deal with NIDS performing network stream reassem-
bly. Every operating system uses a slightly different protocol stack implementation 
with slightly different behavior. Therefore, one protocol stack implementation 
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might accept certain types of malformed packets while they are discarded by other 
implementations. This can be exploited to insert packets into the communication 
that are accepted by the NIDS but discarded by the actual communication end-
point. On the other hand, it is possible to create packets that are only accepted by 
the communication endpoint. Both techniques can be used by botnets to prevent 
their communication from being detected by NIDS and thus, prevent their detec-
tion by this kind of detection mechanism. Another general aspect of analyzing the 
payload of network traffic is, that it might violate the users privacy. Thus, this kind 
of detection technique cannot be applied due to legal restrictions in various cases.

Instead of using pattern matching to detect previously known botnet commu-
nication, other approaches try to detect communication anomalies. These anom-
aly-based network intrusion detection systems (A-NIDS) exploit the fact that the 
communication of various botnets may differ from regular network traffic. As an 
example, Conficker infected systems use domain-fluxing to contact their C&C 
server. Therefore, every bot tries to resolve a set of randomly generated domain 
names, depending on the particular date. This procedure results in a multitude of 
domain-names that do not exist and thus cannot be resolved. If there are multi-
ple infected machines within an observed network, this behavior can be observed 
from those machines as well. Having various machines within one network that 
fail to resolve a multitude of previously unused domain names can therefore be 
considered as irregular behavior. While this is a rather striking example of network 
anomalies, other botnet activities may be harder to detect. A-NIDSs therefore 
observe various network characteristics like used protocols, which systems com-
municate with each other or the network load of individual systems.

To define regular network communication, A-NIDSs commonly use some kind 
of training phase to initialize internal detection parameters. As a result, A-NIDSs 
are able to detect previously unknown botnets by their communication, if the com-
munication differs from regular network communications in a sufficient level. 
This however requires the traffic to be benign during the initialization phase. If 
systems within the observed network were already infected, the malicious com-
munication would be considered as regular and cannot be detected afterwards. 
This also applies if the communication used by a new botnet lies within regular 
parameters. Since many botnets use http as protocol to communicate with their 
C&C server, their communication would be hard to detect within networks with a 
high percentage of regular web traffic. Furthermore, any changing behavior within 
the network, for example caused by new software or even software updates, may 
cause the A-NIDS to generate an alarm. The false alarm rate of this type of detec-
tion technique is therefore rather high compared to other approaches. Beyond that, 
the analysis of the entire network communication may also be subject to legal 
restrictions.

Both kinds of NIDS still suffer from a limited scalability in order to handle 
large amount of traffic. To address this shortcoming, a technique called netflow is 
used to analyze less detailed connection information. Therefore, netflow is directly 
applied to routing devices in order to generate flow related information like source 
and destination IP-addresses, port numbers or protocol information. The payload 
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of individual packets is not taken into account, which enables netflow to pro-
cess larger amounts of traffic. The generated information is then forwarded to an 
analysis system that tries to detect malicious behavior. To reduce the load of the 
analysis system even further, incoming flow records can be sampled to process 
just a fraction of all records available. Even though netflow data misses valuable 
information contained in network connections, it is still possible to detect certain 
botnet characteristics by using netflow information only. One example for botnet 
behavior that can be detected by analyzing netflow data is so-called port scanning. 
Port scanning is used by infected systems to actively discover available services 
on remote machines by sending connection requests to various port numbers. If 
the according service is not available, the probed system will reject the incoming 
connection. While scanning a multitude of machines, a lot of rejected connections 
may occur within a network, which can be detected by analyzing netflow records. 
Another example is the distribution of spam emails. If a bot is used for sending 
out spam emails, it will create a lot of connections to a mail server, typically on 
port 25. These connections can be detected by analyzing netflow records and thus, 
the bot infection can be detected. On the other hand, the improved runtime per-
formance comes at a price. Due to the exclusion of packet payloads, many other 
botnet activities can no longer be detected.

4.1.4 � Honeypots

Most detection techniques face the major challenge of separating benign and bot-
net related activities apart. Honeypots on the other hand represent a vulnerable 
target that is used to trap attackers by providing various vulnerable services on 
purpose. If the honeypot is attacked, various kinds of information can be gathered 
about the attack and reported to the operator. Since honeypots do not serve for any 
other purpose, no regular user should ever interact with a honeypot. Overall, the 
only purpose of a honeypot system is getting attacked by infected machines and 
hence every interaction can be considered to be malicious.

Therefore, honeypots do not have to differentiate between benign and mali-
cious activities, since every observed activity is inherently malicious. As this kind 
of honeypot acts like a server waiting for incoming connections from infected 
machines, it is also referred to as server honeypot. A direct consequence of this 
approach is a very low amount of false alarms and thus a reduced amount of infor-
mation in total. Another major benefit of honeypots is that they are able to detect 
previously unknown botnets. Since honeypots do not use particular signatures or 
other previously known attack pattern in order to detect an attack, new attacks on 
the provided vulnerabilities can be detected. If the attack is successful, the attack-
ing system will download a sample of its own botnet onto the honeypot in order to 
infect the system. As a result, honeypots are not only able to detect the attack in 
the first place but also to capture a copy of the attacking bot. This is still possible 
if the communication is encrypted since honeypots represent regular communica-
tion endpoints, which are able to decrypt incoming data streams.
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Beside these benefits, honeypots may pose an additional threat to other sys-
tems in range. If a bot is able to completely infect a honeypot and start operat-
ing, the honeypot can be used to infect further systems. Another fundamental 
drawback is that attacks can only be detected by honeypots if they are attacked 
directly. If only other systems are attacked by a botnet, the attack remains unde-
tected. To increase the probability to identify spreading botnets within an observed 
network, honeypots typically use a broad range of IP addresses. Another disad-
vantage of server honeypots is that they are only able to detect botnets that try 
to infect remote systems directly over the network. Botnets using other kinds of 
attack vectors, like malicious documents or websites, cannot by detected with this 
approach. Therefore, so-called client honeypots emulate vulnerable client applica-
tions, like web browsers or document viewers, in order to analyze suspicious files. 
Client honeypots may therefore browse the web or read spam emails like a regular 
user and open the received content. When suspicious documents are analyzed, cli-
ent honeypots use signatures or dynamic heuristics to decide whether the analyzed 
content is malicious or benign. If the attack is used to download and install a bot 
sample, client honeypots are also able to capture a sample of the according bot.

Simulating client applications and analyzing suspicious documents as it is done 
by client honeypots is a rather different approach as it is used by server honey-
pots. While server honeypots can consider every interaction as malicious by defi-
nition, client honeypots have to separate malicious and benign documents apart. 
Beyond that, client honeypots cannot just wait for being attacked but have to 
actively search for potential malicious content. This results in an increased compu-
tational effort and also less precise results. Furthermore, client honeypots are more 
likely to generate false alarms than classic honeypots. This is caused since attacks 
are detected by heuristics during or after runtime. Thus, the malicious document 
can probe the runtime environment, or in this case the client honeypot, before 
the actual attack is launched. If the client honeypot can be exposed, the attack is 
aborted and the analyzed content behaves benign.

Active as well as passive honeypots can allow interactions as caused by an 
attacking botnet to a certain degree. Honeypots with a high degree of interaction, 
so-called high interaction honeypots, feature a full-blown operating to interfere 
with. Therefore, high interaction honeypots can be described as regular computer 
systems enhanced with various logging and analysis functionalities. As a result, 
high interaction honeypots are infected by an attack as any other regular sys-
tem. A major benefit of this approach is that a lot of detailed information can be 
gathered on the attack and the according bot sample if this kind of honeypot gets 
infected. Every step from the initial attack to the completely infected system can 
be observed and analyzed. Beyond that, the behavior of the infected system can be 
observed as well. On the other hand, high interaction honeypots can pose a threat 
to other computer systems, since they can be used by botnets like any regular sys-
tem. Furthermore, high interaction honeypots have to be reset after every success-
ful infection attempt in order to provide exclusive information on newly registered 
attacks. Using a complete operating system and real vulnerabilities also results in 
a rather static configuration. High interaction honeypots are only able to generate 
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information on attacks targeting a specific version or patch-level of the provided 
software and according vulnerabilities.

To overcome these shortcomings, so-called low interaction honeypots provide 
attacking botnets with a set of simulated vulnerabilities. Since the vulnerabilities 
are simulated, it is not possible for attacking botnets to gain access to the oper-
ating system and therefore the low interaction honeypot does not get infected. 
Instead, internal logic is used to automatically extract information from incoming 
requests, like commands used for downloading the bot sample. If this information 
can be successfully extracted, low interaction honeypots are also able to automati-
cally download a copy of the attacking bot. As a result, low interaction honeypots 
do not have to be reset after every successful attack which makes them much more 
efficient. Since the bot is not executed on this kind of honeypot, it does not pose 
a severe threat to other computer systems in range. The simulation of vulnerabili-
ties also brings more flexibility, since it is possible to simulate almost arbitrary 
vulnerabilities. Thus, it is possible to simulate vulnerabilities of different software 
versions or operating systems. It is even possible to dynamically simulate vulnera-
bilities depending on the initial request. If a request can be recognized as a request 
for a certain version or patch level, the according response can be returned. On the 
other hand, it might not always be possible to completely simulate certain attacks 
due to limited simulation capabilities. Low interaction honeypots also provide less 
information about the attacking bot, since it is not executed. Consequentially, the 
installation process as well as the runtime behavior of the bot is not observed.

Connecting various high interaction honeypots to a so-called honeynet can pro-
vide even more information on attacking botnets. Since the high interaction hon-
eypots can be infected like regular systems, it is possible to observe the behavior 
of infected machines within a highly controlled environment. In this setup, it is for 
example possible to observe the spreading behavior or certain attacks launched by 
infected systems.

4.1.5 � Spam-Traps

Another approach of detecting previously unknown botnets focuses on their mali-
cious activity. One of the most prominent examples for malicious activities as car-
ried out by botnets is the distribution of spam-emails. Therefore, bots are typically 
provided with a spam-template and a list of recipients. These spam-templates include 
the content of the spam-mail itself as well as a list of instruction on how certain parts 
of the content can be altered in order to prevent a signature based detection. The 
list of recipients on the other hand is a list of email addresses, which are commonly 
extracted from arbitrary websites. Therefore, specialized web crawlers, so-called har-
vesters, actively search the web and automatically extract containing email-addresses.

This process can be exploited in order to detect active botnets by creating 
dedicated email addresses, so-called spam-traps. Spam-traps are specially crafted 
email addresses that are placed on websites in order to be found by harvest-
ers and thus to be used by spamming botnets. To ensure that spam-traps are used 
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by botnets only, they are usually hidden from regular users. This can be done by 
applying simple techniques like using white text on a white background or cover-
ing the spam-traps with other content. Harvesters on the other hand usually do not 
analyze if email addresses are actually visible and will thus use the spam-trap for 
spamming. The general principle of spam-traps is depicted in Fig. 4.

Received spam-emails can be used to detect even previously unknown botnets 
since they offer a lot of information. First of all, emails contain various header 
fields that are added by every mail server involved. Every mail server receiving 
or forwarding the spam mail will add the IP address of the system, from which 
the mail has been delivered. As a result, it is possible to trace received spam email 
back to the infected host that sent out the email in the first place. Besides detect-
ing infected machines, spam emails can offer valuable additional information. In 
various cases, a copy of the attacking bot is directly attached to spam emails in 
order to infect receiving host systems by applying social engineering techniques. 
In other cases, the spam email might contain a link to an infected website which is 
used to infect victim systems. These links can be analyzed, for example by client 
honeypots, to receive a copy of the according botnet.

With the help of spam-traps, it is even possible to detect the harvester that is 
used by botnets to collect email addresses. Therefore, spam-trap email addresses 
on websites are generated dynamically depending on the IP address of the visiting 
system. If this email address is used for spamming afterwards, the IP address asso-
ciated with the spam-traps email address belongs to the botnets harvester. A major 
drawback of spam-traps is that they are only able to detect botnets that are used 
for spamming. Detailed information about the causing botnet can only be gathered 
directly, if a copy of an according bot is attached to the spam-mails (Table 1).

In this section, various techniques to detect even previously unknown botnets 
have been presented. Each of the presented approaches uses different botnet char-
acteristics for detection and has its own advantages and disadvantages. Therefore, 

Fig. 4   Spam sent to harvested addresses by a botnet
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each technique is only able to detect a certain type of botnets sharing common 
characteristics like the same spreading technique or malicious activity. Thus, it is 
necessary to apply various techniques to detect arbitrary out-in-the-wild botnets to 
apply further countermeasures.

4.2 � Analyzing

After having a botnet detected, the next step is analyzing the botnet to gain insight 
into the functioning of the botnet. This information is necessary for example to esti-
mate the threat that is posed by an individual botnet, derive signatures for detection 
in antivirus solutions or to detect how bots can be removed from infected systems. 
Beyond that, detailed information on particular botnets may be used to develop indi-
vidual countermeasures to actively combat the botnet’s operation or to remotely dis-
infect according systems. Since bot samples are commonly available in binary form 
only, they have to be analyzed in order to reconstruct and understand their function-
ality. This process is also referred to as reverse engineering. The used techniques 
can be divided into dynamic analysis techniques, which analyze the bot during 
execution, and static analysis techniques that are used to analyze the content of a 
bot sample without execution. Both groups of techniques have their individual pros 
and cons and are both widely used to analyze current botnets. Therefore, the general 
concepts and technologies of both groups are introduced in the following section.

4.2.1 � Dynamic Analysis

Dynamic analysis is used to observe the behavior of a particular bot sample during 
runtime. By executing a bot sample in an observed environment, it is possible to 

Table 1   Overview of different detection techniques

Technique Pros Cons

Log file analysis Analyzes the effect of botnet 
infections instead of the  
infection process itself

Can be tampered by active bots on the 
according system. Huge amount of 
data

Antivirus Easy to deploy and operates in 
background

Provides limited protection and can be 
deceived by active bots

Network analysis Detect infected machines within 
entire networks by their 
communication

Does not scale well to large networks. 
May not work well on encrypted 
traffic. Might be subject to legal 
restrictions

Honeypots Detect unknown botnets without 
previous knowledge on used 
attack

Are able to detect direct infection 
attempts only

Spam traps Detect unknown botnets without 
previous knowledge on used 
attack

May require further tools like client 
Honeypots in order to detect the actual 
bot. Restricted to spam botnets
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gather extensive valuable information. First information can be gathered immedi-
ately after the first execution by observing system state changes like created or mod-
ified files, created registry keys or spawned processes. This can be done either by 
tracking every modification on the analysis system or by comparing the system state 
before, during and after the execution. The gathered information contains details for 
example on how a bot infects a system and how it tries to ensure that it is reloaded 
after a system reboot. This information can be used immediately to derive disinfec-
tion routines in order to completely remove a bot from an infected system.

Observing the runtime behavior of a bot in general and its network communica-
tion in particular can also gather detailed information on the C&C infrastructure, 
spreading behavior and malicious activity. Like on every regular system, the run-
ning bot instance inside of the controlled environment will eventually contact its 
C&C server to receive new orders. The first information that can be gathered in 
this case is how the C&C server is addressed. It can be observed for example, if 
the bot directly connects to a hard coded IP address or if it tries to resolve one or 
more domain names. If the following communication is not encrypted, the com-
munication between the bot and the C&C component can be further analyzed. 
Thus, it can be detected which protocol is used to communicate with the C&C 
component, e.g. IRC or HTTP, how the bot authenticates itself to the C&C com-
ponent or what type of commands is sent back to the bot. If the bot receives the 
command to infect further systems, the propagation method can be also observed. 
It can be detected for example which services are attacked or how vulnerable sys-
tems are detected. If the bot receives commands to perform malicious activities 
like sending out spam emails or take part in distributed denial of service attacks, 
they can be further analyzed by observing the network communication.

One option to observe the runtime behavior of a malicious binary is by execut-
ing it within a debugger. Debuggers allow executing the bots’ binary code step-
by-step, which makes it easier for human analysts to understand the underlying 
logic. Furthermore, debuggers commonly allow modifying the examined binary, 
for example to disable anti-analysis routines. It is also possible to modify the val-
ues of internal variables, to trace different control flow paths and simulate cer-
tain events or inputs. Using debuggers to analyze a bot sample can therefore be 
used to gather detailed information on its functionality but still requires extensive 
human interaction. To complicate the analysis of bot samples by human analysts, 
they may be obfuscated for example by complicating the control flow. This obfus-
cated binary code may differ considerably from code that is generated by compil-
ers, especially if original code is replaced by elongated code that is semantically 
equivalent or code that contains an above-average amount of jump instructions. As 
a result, it harder for analysts to trace individual control flows and thus to under-
stand their functionality. Furthermore, bots can utilize additional anti-debugging 
techniques to complicate the usage of debuggers directly.

The entire process of executing and analyzing the runtime behavior of mali-
cious binaries can also be automated by using so-called sandboxes. Sandboxes 
are special security tools that are used inspect and limit access from running 
processes to critical resources like system files. This allows the execution of 
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bot samples within a restricted environment without the executing system being 
infected. Nevertheless, it is possible to analyze requests to restricted resources for 
example by using emulated resources instead. Commercial sandboxes typically 
provide extensive logging and analysis functionality to get an insight into an indi-
vidual bot. Since sandboxes commonly provide a rather generic setup to provide 
extensive information on examined bot samples, the generated information is not 
focused on crucial functionality of individual bots. Therefore, bots are able to gen-
erate an overwhelming amount of information by extensively calling particular 
functions that are observed by the sandbox.

Instead of using available sandbox-solutions, the execution of bot samples can 
also be automated by using customized virtual machines, equipped with individual 
analysis tools. In both cases, the bot is executed in an environment that slightly 
differs from regular native systems. Therefore, it is possible for a bot to probe its 
runtime environment in order to detect analysis environments or even particular 
analysis tools before the actual task is performed. If it is possible to detect an anal-
ysis system, the bot can behave different from its regular behavior to deceive an 
analyst. An easier approach to prevent an analysis in special environments is by 
using a timer. In this case, the bot sleeps for a particular amount of time before 
it starts its actual execution. This may not be effective in case of a human ana-
lyst manually executing the bot, but it is certainly effective in case of automated 
dynamic analysis. Since time is a critical factor in automatically analyzing large 
sets of bot samples, common sandboxes terminate running samples after a few 
minutes. If the bot has not done nothing but waiting, no valuable information can 
be extracted by using dynamic analysis.

The use of a sleep timer reveals a fundamentally drawback of using dynamic 
analysis. This technique can only be used to gather information on the bots behav-
ior that is shown during the limited timeslot in which it is being analyzed. Other 
functionality that is only used on an according command or at a particular time 
cannot be analyzed at all. Therefore, dynamic analysis is only able to analyze a 
subset of a bot’s functionality in most cases. Another drawback of dynamic analy-
sis is that it may not be strictly according to the law. When executing malicious 
code, there is the danger to take part in malicious activities that are performed by 
the examined malware, like sending out spam emails or participating in DDoS 
attacks.

4.2.2 � Static Analysis

To get an insight into the entire functionality of a particular bot sample, it is neces-
sary to analyze its binary code. By performing a so-called static analysis, it is pos-
sible to reverse the functionality of arbitrary code sequences in order to analyze 
the bots functionality in total. First of all, looking into the botnets binary code can 
revel various constants that are used by the bot, like domain names, IP addresses, 
command names or even passwords. The header of a bot sample can also contain 
information on used interfaces that are for example offered by system libraries.
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In order to get more detailed information about the bot sample, like the used 
algorithms and data structures, it is necessary to analyze the instructions and the 
control flow within the bots binary code. Therefore, disassemblers are used to 
transform the binary code into a human readable representation. Unlike high-
level representations of programs functionality like the source code of modern 
program languages, the generated representation consists of mnemonics, which 
indicate individual processor instructions. This representation is then divided into 
functional basic blocks to reconstruct the bots functionality step-by-step. A basic 
block is a code sequence that is executed at a stretch, without changing the con-
trol flow. Analyzing the control flow between these basic blocks can then reveal 
the underlying logic of the bots algorithms. By analyzing the implementation of 
the used algorithms it may be even possible to detect security flaws that can be 
exploited to apply active countermeasures against running bot instances. Results 
from static analysis can further be used to improve the results of dynamic analysis 
and the other way round. If a bot uses cryptography to protect its communication, 
it is for example possible to reconstruct the encryption key and algorithm in order 
to decrypt the observed traffic. Furthermore, it is possible to reveal the bots entire 
malicious functionality and detailed information on how an individual bot joins 
the C&C infrastructure.

Since the bot is not executed during static analysis, it cannot apply active coun-
termeasures to hinder or even prevent its analysis. This however does not imply 
that bots do not try to counteract static analysis at all. In contrast, botnet authors 
anticipate their bots being statically analyzed and try to complicate the analysis 
process in advance. This is done by applying various techniques to modify the bots 
source code in a way that it is harder to analyze while maintaining the original 
functionality. A simple example for those techniques is so-called junk code inser-
tion, where arbitrary code is added to the bots binary code that does not change 
the behavior of the remaining code. More sophisticated examples of code obfusca-
tion are encryption, packing or virtualization of the bots code. These techniques 
work on a similar principle by modifying the bots binary code in advance and add-
ing a small piece of code that is able to undo the modifications during runtime. In 
case of virtualization, the entire code is translated into code that is able to run on 
the included virtual machine, which makes it hard to reconstruct the original code. 
Since the bots sample contains the information on how these modifications can be 
undone, reverse engineering is still possible but requires various additional steps. 
Another challenge in static analysis may appear if a bot heavily relies on exter-
nal sources. A bot may for example load code sequences or plugins directly from 
a C&C server into memory. In this case, the according code is only available in 
memory during runtime, which makes it hard to statically analyze the functionality 
of the bots code (Table 2).

Analyzing a bot sample in order to understand its functionality is an impor-
tant part in countering active botnets. Reverse engineering can gather information 
on the bots C&C infrastructure, the implemented functionality and even the used 
algorithms and data structures. Dynamic analysis can be used to automatically 
extract valuable information from an individual bot sample. This information is 
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however limited to the behavior that is actually shown by the bot during analysis. 
Static analysis on the other hand can be used to analyze the entire functionality 
of a bot sample. However, since bot authors commonly apply various obfuscation 
techniques, pattern matching can no longer be applied in order to assign particular 
code sequences to certain functionalities. Therefore, statically analyzing the func-
tionality of a bot sample commonly requires a high amount of manual work. The 
gathered information can be used to derive disinfection routines or even to apply 
active countermeasures in order to combat active botnets.

4.3 � Tracking

After having a botnet detected in the first place, it is possible to get an insight 
into the botnet’s operation. This includes observing the botnet’s operation like the 
performed frauds, which can be used to get information that is more detailed on 
the botnet’s background and its botmaster’s intentions. Therefore, information 
gathered from reverse engineering individual bot samples can be used to track the 
C&C communication of the according botnet. This communication can be ana-
lyzed for example to find out what kind of systems were hit by distributed denial 
of service attacks or what type of spam is distributed. It can be further observed 
if bots are commanded to attack remote systems in order to increase the size of 
the botnet or if the amount of infected machines remains constant. This informa-
tion can be directly used to apply countermeasures against ongoing botnet attacks. 
If a server experiences a DDoS attack, tracking can be used to figure out which 
botnet is responsible for the particular attack. It is then possible to apply further 
approaches, like disconnecting the C&C server from the Internet, in order to stop 
ongoing attacks. This may not necessarily have a lasting effect on the botnets 
operation in total, but might stop the attack since machines will receive no more 
attack commands for the time being.

Another important aspect of tracking a botnet’s communication is that many bots 
evolve during their lifetime. When botmasters detect security flaws in their botnet, 
they usually update their botnet for example to prevent according countermeasures. 
This could for example be observed for the Conficker botnet that used MD-6 as 
part of its encryption protocol. Shortly after a flaw in MD-6 had been published, 
the Conficker botmasters pushed an update with a fixed implementation [52]. By 

Table 2   Overview of different analysis techniques

Technique Pros Cons

Dynamic  
analysis

Can provide valuable information 
easily and can be automated

Can be deceived by botnets, provide 
incomplete information, may not be 
strictly according to the law

Static analysis Provides comprehensive information 
on particular botnets. No legal 
issues

Time-consuming, manual work by high-
skilled professionals needed. May be 
severely limited in special cases
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observing the botnet communication, updates can be detected to keep track of the 
latest version of the operating botnet.

Botnet tracking can also be used to detect new botnets. Particular bots, so-
called droppers, are just used to install additional malware on the infected 
machines. This is also a common approach for botnets providing pay-per-install, 
where malware is installed as a service. By tracking the botnets communication, 
these malware samples can be downloaded and analyzed. If a malware is distrib-
uted by droppers only, there is no other way to automatically detect this malware 
than by tracking a botnets communication.

4.3.1 � Running Observed Bot

A rather simple approach on tracking a botnet’s communication is by infecting a 
vulnerable system on purpose and observing its communication. Instead of analyz-
ing a bot’s functionality in detail, as with sandboxes for example, this approach only 
aims to observe a bot’s communication in order to track its operations. For this pur-
pose, sandboxes would generate a large computational and information overhead as 
well as an increased risk of a bot behaving different from its normal behavior on reg-
ular systems. This approach can always be applied, but it usually comes with various 
disadvantages. Intentionally running a bot on a regular system does not only include 
the C&C communication but also malicious activities. Therefore, the observed bot 
can take part in its botnet’s attacks just like any regular bot. This would also mean to 
consciously take part in cyber crime, which is illegal in most countries.

This approach also implies that the botnet’s communication is somehow under-
standable, i.e., the communication is not encrypted. Otherwise, observing the commu-
nication of a bot is still possible but it requires more effort. In this case, the decryption 
algorithm has to be analyzed first by using reverse engineering, in order to create an 
according decryption routine. This also applies if the bot uses rather cryptic commands 
that cannot be associated directly with particular actions. Therefore, reverse engineer-
ing is also necessary to find out which action is associated with which command.

A general weakness of this approach is the limited scalability in order to track a 
higher amount of botnets. Since not every bot can run side-by-side with any other 
bot, every bot should run on its own physical system to avoid unpredictable side 
effects. Tracking thousands of different botnets, as it is done by various organiza-
tions, would hardly be possible by using this approach. It is also possible to run bots 
within a virtualized environment, but this may increase the risk of the bots behaving 
different than within native environments. Nevertheless, these approaches are still 
applicable to get a quick look into the communication of a particular botnet.

4.3.2 � Specialized Tracking Tools

To observe larger amounts of botnets, specialized tracking tools are necessary that 
can be using to observe various botnets simultaneously. These tools only emulate the 
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communication part of an individual bot to mimic its behavior while joining the bot-
nets C&C communication. Since the rest of the bot is not emulated, especially the 
malicious activity, those approaches are more compatible with applicable law. On 
the other hand, this approach requires a lot more information on the observed botnet 
than the execution and observation of a regular bot. In order to emulate a bot’s com-
munication, the used protocol has to be analyzed as far as possible. The emulated 
communication component has to be able to interpret every incoming command 
sent from the C&C infrastructure and send out the correct answer in response. If 
the protocol is only partially emulated, it is possible that the emulated communi-
cation is not able to correctly answer particular commands, which can be detected 
by the according botmasters. As a result, the emulated communication component 
may face countermeasures from the botmaster’s side, for example in form of DDoS 
attacks. Existing tools to track botnets therefore provide some kind of proxy support 
to masquerade the system’s IP address behind the proxies address. If the botmaster 
manages to detect the snooping system and starts to attack its address with a DDoS 
attack, the proxy can be changed to continue other ongoing observations.

Applying specialized tracking tools is commonly done to track either HTTP or 
IRC based C&C communication. Even though, specialized tracking tools can also 
be applied to observe the communication of peer-to-peer botnets in various cases 
(Table 3).

Tracking botnets is important to get a detailed insight into a botnet’s operation. 
It can expose information on the intention of the according botmasters or even hints 
on the botmasters itself. The communication of a botnet can be tracked easily if the 
bot does not apply any sophisticated encryption schemes. Although the observation 
of an infected machine is always possible, it may require a lot of preparation and is 
most often subjected to legal restrictions. To be able to observe a multitude of bot-
nets simultaneously, specialized tracking tools are used. These tools require at least 
an equivalent amount of preparation than observing a regular bot but do not take part 
in botnet driven attacks. Furthermore, these systems commonly apply extensive log-
ging capabilities and proxy support to evade potential DDoS attacks.

4.4 � Measuring

After heaving a new botnet detected, it is possible to get more information 
on its distribution or on the amount of infected machines. Therefore, analysis 
results can be used to remotely detect infected machines of a particular botnet. 

Table 3   Overview of different techniques used for botnet tracking

Tracking technique Pros Cons

Running observed bot Easy to apply, may be hard to 
detect from botmasters

Legal issues, does not scale well

Specialized tracking  
tools

Observe multiple botnets 
simultaneously

May require extensive preparation, risk 
of being detected by botmasters
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This approach is especially useful for example to detect infected systems within 
an observed network or to get a general overview on the botnets’ distribution. 
Depending on the used C&C protocol, there are different approaches on how to 
remotely expose infected systems, which are described in the following section. 
Measuring approaches commonly try to identify infected machines taking part 
in the C&C communication by their IP address. Therefore, these approaches are 
commonly not able to determine the actual amount of infected machines directly, 
especially when detecting and counting infecting machines on the Internet, but 
generate a more or less exact estimation on the total amount. This effect can 
occur for example if infected machines use dial-up connections to connect to the 
Internet, which get a new IP address assigned each time they connect. On the other 
hand, it is commonly only possible to detect machines that are connected to the 
C&C infrastructure while measuring, which inherently requires them to be run-
ning and online. Therefore, the measuring period should be sufficiently large in 
order to detect as much infected machines as possible, but also as short as possible 
to reduce the effect of single infected machines being detected with multiple IP 
addresses. When measuring infected systems of a peer-to-peer botnet, it may be 
possible that individual peers contain information about peers that are currently 
offline. Even though, it may still be hard to determine if these peers for example 
use dial-up Internet connections and are also known by other IP addresses.

In [53], a unique identifier has been detected within the communication of the 
Torpig botnet, allowing the authors to compare the actual amount of systems with 
the amount of unique IP addresses. After measuring the botnet for 1 h, the total 
amount of unique Bot identifiers below the total amount of unique IP addresses. 
In contrast after measuring both values for 1 day, the actual amount of detected 
machines was 36.5  % below the amount of unique IP addresses. Thus, given a 
number of bots in a botnet it is important to question the methods used to gain 
these numbers and be aware that this number might be just a very rough estima-
tion of the real numbers of bot.

4.4.1 � Sinkholing

A major challenge in observing infected machines taking part in a botnet’s C&C 
communication is to measure their communication in the first place. In general, 
it is not possible to observe the communication of all infected machines at once, 
but only the communication of individual infected machines. The communication 
from these machines in turn does generally not provide any valuable information 
on other infected machines. Another approach would be to observe the communi-
cation of the C&C server, since all infected machines will connect to this server 
eventually. Unfortunately, this approach is commonly not available since the C&C 
server is usually beyond the control of botnet countering organizations.

To be still able to observe the communication of infected machines trying to 
contact their C&C server, their communication can be redirected or sinkholed. 
In this scenario, connection requests from infected machines are redirected to a 
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dedicated sinkhole server. By evaluating incoming connection requests, infected 
machines can be exposed by their IP address. As a result, one can get an impres-
sion on the amount of systems trying to establish a connection. The implementa-
tion of this approach however requires the ability to redirect connection requests to 
the C&C server on infected machines simultaneously from remote.

The C&C communication of a particular botnet can be redirected for example, 
if the infected machines rely on the domain name system in order to address their 
C&C server (Fig. 5). This is called DNS-based sinkholing in the following. This 
approach can be directly applied within controlled networks if the according bots 
use a fixed domain name, for example in combination with fast fluxing, to deter-
mine the IP address of their C&C server. Since DNS requests are directed to the 
local name server by default, the local name server can be configured to respond 
to those requests with the IP address of the sinkhole server. Thus, all infected 
machines within this network trying to resolve their C&C server’s domain name 
will be redirected to the sinkhole server. As a result, infected machines can be 
directly identified by their IP address.

Whereas this approach is limited to controlled networks, sinkholing can also 
be applied to redirect the C&C communication of a particular botnet within the 
entire Internet. This can be done for example, if a botnet uses domain fluxing to 
address its C&C server. Therefore, each bot calculates an identical set of domain 
names, for example with respect to the current date. These domain names are 
then resolved in order to determine the IP address of the C&C server. If a domain 
name cannot be resolved, the bots just continue with the next domain name or 
retry another day. This implies, that the actual C&C does not need to be avail-
able all the time, but only if new orders should be placed. Therefore, the botmas-
ters also do not need to register all of the calculated domain names in advance, 
but only a selected subset. Conversely, other domain names that are not used 

Fig. 5   Sinkholing C&C 
communication of a botnet 
based on DNS
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by the botmasters remain freely available. By analyzing samples of a particular 
botnet, for example by applying reverse engineering techniques, it is possible to 
reconstruct the algorithm that is used to generate the domain names of the C&C 
server. As a result, it is possible to predict domain names that will be queried by 
the infected machines. Since the registration of domain names usually comes at 
a price, botmasters tend not to register all domain names in advance. By regis-
tering one of the predicted domain names for a sinkhole server, the communica-
tion of bots worldwide can be redirected. Thus, it is possible to determine the IP 
addresses of the infected machines and get an insight into the botnet’s distribution.

DNS-based sinkholing is just one example on how the communication of 
an entire botnet can be redirected to almost arbitrary systems. A very similar 
approach can be applied in peer-to-peer based botnets, which is called Sybil-
attack. In peer-to-peer based botnets, every bot knows about a relatively small sub-
set of other bots, which are considered close with respect to a certain metric. By 
using this metric, messages within the peer-to-peer network are forwarded from 
one system to another, which is known to be closer to the intended destination. 
This routing technique can be exploited by deploying a large amount of fake peers 
distributed over the entire peer-to-peer address space. Thus, these fake nodes are 
likely to be known by a broad range of real bots and therefore to be part of the 
routing of C&C messages. Whenever a fake node receives a C&C message, it can 
be directly forwarded to a sinkhole server in order to identify infected machines. 
This approach has been successfully applied for example by [33] to sinkhole the 
communication of the Storm botnet. A less invasive approach as followed by [54] 
is just to forward incoming C&C messages like a normal bot participating in the 
peer-to-peer network. By storing the sender addresses of the forwarded C&C mes-
sages, participating bots can also be identified.

4.4.2 � Peer-To-Peer Enumeration

Peer-to-peer can also offer further opportunities to actively identify infected 
machines. When a new bot joins the peer-to-peer network, it needs to know about 
a certain amount of other infected machines in order to take part in the routing 
of C&C messages. The process of a peer joining a peer-to-peer network is called 
bootstrapping, where other peers are informed about the new peer and informa-
tion about other existing peers is gathered. A common way to achieve this is by 
using a small set of initial peers, for example hard coded within a bot’s binary 
code, and querying these systems for further systems. This step can be repeated 
with returned bot addresses, for example until a certain amount of known peers is 
reached.

This bootstrapping process can be exploited to actively enumerate a botnet’s 
peer-to-peer network in order to identify all participating peers. Therefore, reverse 
engineering techniques may be applied to reconstruct the bootstrapping protocol 
of a particular botnet. With this Information, existing peers can be queried for 
other known peers as it is done by a regular bot joining the network. The returned 
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peers can then again be queried for further known peers until every reachable peer 
has been discovered. If the peer-to-peer network is fragmented into various sets of 
nodes that are not connected with each other, only systems within one connected 
set can be detected. Furthermore, systems that cannot be reached directly from the 
Internet, like machines behind a NAT router, cannot be queried at all. It is also not 
guaranteed that these machines are returned from other peers, since the receiver 
may not connect to these machines anyway. Therefore, actively enumerating a 
peer-to-peer network may only result in infected machines that can be reached 
directly over the Internet. This approach may also require a certain amount of 
time and it may not be easy to decide, when all available peers are discovered. 
Since other peers can constantly join or leave the network and rejoin with new 
IP addresses, it can be hard to decide which nodes have already been discovered. 
However, this approach can be successfully applied in various cases like [55], 
where the peer-to-peer botnet Nugache has been enumerated.

4.4.3 � Fast-Flux Polling

Botnets that rely on Fast-Flux-Services in order to address their command and 
control server can also be actively enumerated. This kind of botnets use a fixed set 
of domain names that refer to a constantly changing set of proxy nodes. Bots that 
try to connect to their C&C server resolve these domain names and contact one of 
the resolved proxy nodes. These proxy nodes then forward the communication of 
the infected machines to the actual C&C server.

If the used domain names can be determined, for example by applying dynamic 
analysis techniques like sandboxing, it is possible to constantly resolve these 
domain names in order to determine new proxy nodes. This so-called fast-flux poll-
ing can therefore be used to determine a valuable set of infected machines. On the 
other hand, it is not guaranteed that discovered proxy nodes are part of the exam-
ined botnet at all. The botnet may just have rented a fast-flux service from another 
botnet and therefore, only infected machines of the other botnet can be determined. 
Even if all proxy nodes belong to the intended botnet, the fraction of infected 
machines that act as proxy nodes can be rather low. Since just infected machines 
that are directly reachable from the Internet can act as proxy nodes, the fraction of 
machines that can be detected by fast-flux polling is rather low. Furthermore, there 
is no guarantee that all directly reachable systems are used as proxy nodes at all. 
As with other approaches, it can be also hard to decide if resolved systems have 
already been detected before, due to potential dynamic IP addresses (Table 4).

Various techniques can be applied to measure the amount of infected sys-
tems and the distribution of particular botnets. Each approach can be used for 
different C&C architectures and is able to detect a different fraction of infected 
machines. Most approaches are only able to detect infected systems that are cur-
rently running and connected to the Internet. In contrast, peer-to-peer enumera-
tion approaches may also result in IP addresses of peers that are currently offline. 
Due to the dynamic of IP addresses, these measuring results can differ from the 
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actual amount of infected machines. Therefore, measuring results should be 
interpreted with care since the raw numbers as generated by DNS based sinkhol-
ing may tend to overestimate the size of examined botnets. Active enumeration 
results like fast-flux polling on the other hand may only detect a small fraction of 
all infected machines. Consequently, measuring techniques can be inaccurate to 
gather a detailed insight into a botnets distribution worldwide. On the other hand, 
DNS based sinkholing can be reliably applied to determine infected systems for 
example within control networks like business networks.

5 � Fighting Botnets

Gathered information on active botnets can be used to apply various countermeasures 
in order to restrict or even stop their ongoing operations. Mitigating the damage caused 
by active botnets however is only one step in fighting botnets in a durable and sustain-
able manner. Additionally to fighting the symptoms of today’s cyber crime by shut-
ting down existing botnets, it is also important to address the root cause that leads to 
the development of more and more sophisticated and dangerous botnets. Taking down 
individual botnets has only little sustainable impact on the global threat by itself, since 
other botnets will fill the gap eventually. Instead, it is also important to prevent new 
infections and beyond that, combat the underlying business model of today’s botnets.

The following section deals with various techniques to fight the botnet threat 
on these different levels. First of all, different approaches are discussed to prevent 
further systems from getting infected by botnets. Techniques to combat existing 
botnets are described subsequently. This is followed by various techniques that can 
be applied in order to minimize the profit generated by botnets. Combating botnets 
on these levels addresses the threat as it is caused by currently operating botnets 
on the one hand, and the causes that lead to constant new botnets on the other.

5.1 � Prevent New Infections

Current botnets do not need to apply sophisticated attacks in order to infect new 
systems in many cases. Recent reports show that 41 % of surveyed end users do 

Table 4   Overview of different measurement techniques

Technique Pros Cons

Sinkholing Can detect all infected and active 
systems worldwide

May require extensive preparation. 
May be rather expensive

Peer-to-peer 
enumeration

Can be hardly prevented by 
botmasters

May not be able to detect all active 
systems, may require extensive 
preparation

Fast-flux polling Easy to apply, only little preparation 
needed

May provide rather limited informa-
tion only
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not use up-to-date security software [56]. In other cases, users do not install secu-
rity updates regularly, allowing botnets to successfully exploit already known vul-
nerabilities. But even if computer systems are fully patched and equipped with 
latest security software, they are still threatened severely by social engineering 
attacks. Instead of developing new and complicated attack techniques, malware 
authors heavily rely on the help of end users in order to infect their systems.

A consequence of this situation is that botnets commonly find a lot of vulnerable 
systems to infect, which makes botnets particularly interesting for cyber criminals. 
Another consequence is that the development of new botnets is rather cheap. Parts 
of already existing botnets can be largely reused, which dramatically reduces the 
development effort. The use of social engineering instead of using complex exploits 
also reduces the effort needed to develop and deploy new botnets. Therefore, it is 
rather cheap for cyber criminals to distribute new botnets, which are then used for 
example to generate revenue. Increasing computer security on the other hand, by 
applying state-of-the-art security software and awareness against social engineering 
techniques, would also make it more difficult for cyber criminals to create new bot-
nets. Even if it might be impossible to prevent infections with absolute certainty, 
the development effort for cyber criminals might no longer be covered by generated 
revenue. Furthermore, improved host security would also slow down the distribution 
of already active botnets. In combination with the disinfection of infected machines, 
this provides a sustainable way in combating existing botnets.

The following section describes different approaches on preventing new infec-
tions on a technical as well as on a user level. Technical prevention techniques are 
deployed on host systems in order to prevent exploits from being successful and 
therefore preventing the system from being infected. User level countermeasures 
on the other hand address the behavior of end users in order to prevent social engi-
neering attacks.

5.1.1 � System Hardening

Even though various modern botnets use highly sophisticated infection techniques 
and 0-day exploits, from which systems can hardly be protected, many other 
infections could be prevented. During the first half of 2011, only 0.12  % of all 
registered attacks were caused by 0-days [51]. In contrast, the vast majority of reg-
istered exploits target vulnerabilities that might have already been closed by secu-
rity updates several months ago. As a consequence, all infections caused by these 
attacks may have been prevented by the installation of already available security 
updates. Installing security updates as soon as possible is therefore one important 
step to prevent new botnet infections.

In other cases, security updates may not be available within short time periods. 
Various vulnerabilities may even remain unpatched for years [57], leaving sys-
tems using the according software open to botnet attacks. To detect and mitigate 
attacks targeting known vulnerabilities, antivirus solutions can be used. By apply-
ing signature based detection techniques, dynamic heuristics and sandboxing of 



81

suspicious files, antivirus solutions are able to detect even unknown botnet sam-
ples. Antivirus solutions cannot, however, provide full protection with absolute 
certainty. By applying various obfuscation techniques, malware authors try to pre-
vent a signature-based detection by antivirus solutions. Due to the large amount of 
newly detected obfuscated malware samples per day [58], it is no longer possible 
to reliably detect samples of even known malware by signature-based detection 
techniques. In other cases, antivirus solutions may whitelist digitally signed files 
with trusted signatures [59]. Malware signed with stolen certificates like Stuxnet 
is therefore able to pass security checks without problems. Finally, antivirus solu-
tions have to cope with a fundamental challenge, since they have to operate on 
potentially infected systems. Therefore, running malware on infected systems 
may actively prevent its detection by applying rootkit technology in order to hide 
malicious files from antivirus solutions. In other cases, malware just disables any 
present antivirus software right after a successful infection. As a result, antivirus 
solutions are not able to reliably protect vulnerable host systems from infections 
by current malware or botnets. Nevertheless, antivirus solutions provide additional 
security to host systems and should therefore also be used as part of a basic pro-
tection in order to prevent new botnet infections.

Another important part in preventing new infections is reducing the amount 
of potential vulnerabilities. Since software possibly contains exploitable vulner-
abilities, reducing the amount of software can help to prevent new infections. This 
especially applies for running services that are not essentially needed in regular 
daily operations. By disabling these unneeded services, the overall security of 
an individual host system can be improved, without affecting the needed opera-
tional capabilities. Another way to prevent existing services from being attacked 
from the Internet is by applying firewalls with according filter rules. By using 
firewalls, incoming connections to existing services can be blocked, without hav-
ing to actually uninstall or disable the entire service. Using firewalls also provides 
more flexibility, for example by enabling certain services for selected remote sys-
tems only. Thus, by applying appropriate filter rules, potential vulnerable services 
can be used by individual trusted systems only, reducing the risk of an infection. 
Consequentially, disabling unnecessary services and restricting existing services to 
particular remote systems can also help in preventing new botnet infections.

5.1.2 � Awareness

Beside technical countermeasures trying to prevent infection attempts from being 
successful, another major component in preventing new infections is addressing 
the user behavior. In fact, many end users are not completely aware of the threat 
that is posed by email attachments or other content from the Internet. In addition, 
cyber criminals use more and more sophisticated social engineering techniques in 
order to trick end users into opening malicious files from the Internet.

One way to infect new systems by exploiting inappropriate user behavior is by 
tricking users into manually downloading and executing a copy of a bot without 
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using any software vulnerabilities at all. Therefore, the malicious executable 
is commonly advertised as some form of useful utility application, for example 
needed to display postcards or video files. If the malicious executable also con-
tains the previously advertised functionality, most users won’t even become suspi-
cious while their system is being infected in background. In order to get users into 
manually downloading the malicious file, users are commonly directed to accord-
ing web pages with the help of e.g., spam emails, social networks or twitter. If a 
bot for example manages to capture the address book on infected machines, it is 
even possible to create spam messages for individual recipients with known sender 
addresses or social network as well as twitter accounts.

Another commonly used technique used to trick users into downloading mali-
cious executable files is by imitating system windows within the browser. This tech-
nique is particularly used by so-called rouge AV software. Therefore, the window 
of common security software like the windows security center is displayed within a 
browser window, telling the user that his system is infected by a multitude of mal-
ware. To disinfect the system, a download link to pseudo antivirus software, the 
rouge AV software, is provided to the user. If the rouge AV software is installed on 
the user’s system, it may act as any regular antivirus software in order to prevent the 
user from becoming suspicious. The software may even disinfect various infections, 
except the infection that is caused by the malware that is contained within the rouge 
AV software. Depending on the underlying business model, the user may even have 
to pay money for the rouge AV software or for the disinfection.

Besides tricking the user into installing the malware directly, another com-
monly used approach is to exploit vulnerabilities in client applications. Therefore, 
infected documents like PDF or office documents are used as well as infected web 
pages. If a user opens infected content with a vulnerable client application, like a 
PDF viewer or browser, the system can get infected automatically in background. 
These malicious documents are commonly distributed directly as attachment 
within spam emails. In other cases, the spam email may contain a link direct-
ing the user to a malicious web page that may directly infect the users system by 
exploiting vulnerabilities within the browser or browser plugins. Therefore, so-
called exploit kits can be used to easily create malicious web Pages that are able to 
exploit various vulnerabilities in different browser versions or plugins.

A major advantage of using social engineering techniques in order to infect new 
systems is that malicious content is actively downloaded onto the victims system. 
Thus, corresponding attacks can be applied even if the victim’s system is not directly 
reachable from the Internet. This is for example the case, if the victim’s system is pro-
tected by a firewall or located within a local network behind a NAT router. As a result, 
recent studies have shown that almost half of analyzed attacks rely on user interaction 
in order to be successful [51]. By raising the awareness of the threat that is posed by 
various online content, for example by information campaigns, the amount of botnet 
infections relying on user interaction could be dramatically reduced.

In order to raise the awareness and support end users in securing or disinfecting 
their computer systems, various initiatives have already been founded. National 
initiatives like [60] offer free disinfection tools and provide information on the 
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threat that is posed by botnets. Providing simple and straightforward instructions 
is crucial, since many users are still overstrained in securing or disinfecting their 
systems, even though they know about potential threats. Therefore, these kinds of 
initiatives can have an important contribution to prevent new botnet infections.

5.2 � Mitigate Existing Botnets

Whereas the prevention of new infections slows down the spreading of currently 
active botnets, infected systems are not affected directly. As a result, by relying on 
the prevention of new infections only, already active botnets are still able to operate 
regularly. They are therefore still able to send out spam emails, launch DDoS attacks 
or steal data from infected machines. To cope with the threat that is posed by exist-
ing botnets, various additional approaches can be applied. These approaches can be 
divided into techniques mitigating the attacks launched by botnets on the one hand 
and techniques directly combating a botnet on the other. The latter can further be 
divided into techniques used to mitigate a botnets operation, for example by disrupt-
ing the C&C communication, or techniques aiming to disinfect according systems.

Approaches to mitigate existing botnets also provide different sustainability. Various 
techniques preventing individual botnet attacks or disrupting the C&C communication 
of a botnet only temporarily mitigate a botnet’s operation. Since countermeasures usu-
ally come at a price, each countermeasure will be discontinued eventually. As a result, 
the botnet may not only be able to resume its regular operations, but is also warned 
about individual weaknesses. Therefore, the botmasters are able to modify their botnet 
in order to prevent individual countermeasures from being successful again.

Applying sustainable techniques on the other hand to permanently combat an 
existing botnet usually requires complex preparations and an invasive interaction 
with the according botnet. Since bots are running on illegally infected systems, 
applying these techniques also includes interacting with these systems. As even 
extensive testing of individual countermeasures cannot guarantee that no damage 
is caused to the affected systems, applying these techniques raises ethical and legal 
questions. Tikk et al. [61] for a further discussion on these questions.

The following section discusses various approaches that are used to technically 
mitigate existing botnets. As with other techniques, there is no general-purpose 
technique to combat existing botnets, but a set of different approaches targeting 
individual botnet characteristics. Furthermore, the presented approaches combat 
botnets on different levels and require different invasive interactions with infected 
machines. These approaches include techniques used to disrupt a botnets commu-
nication or even disinfect machines of a particular botnet.

5.2.1 � Sinkholing

Sinkholing, as already described in Sect. 4.4.1, is used to redirect a botnet’s 
communication to a particular server. This is commonly done by changing DNS 
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records that are used by botnets to identify their C&C server, to point to a dedi-
cated sinkhole server. This can be used for example, to identify infected machines 
trying to contact their C&C server, but sinkholing can also be applied as a counter-
measure. If the entire communication of a botnet can be redirected from the actual 
C&C to a sinkhole server, no infected machine is able to receive new orders. Thus, 
the botnet cannot be commanded anymore by the botmaster and is therefore una-
ble to act. Currently running attacks will expire eventually, at the latest when all 
participating systems have been restarted. There is, however, the risk, that individ-
ual botnets will continue their latest activity after rebooting the system. This case, 
the attack will continue until the systems have been disinfected.

Using sinkholing in order to prevent infected machines from contacting their 
actual C&C server however may require considerably more effort than just identi-
fying infected machines. In case of domain-fluxing, infected machines will try to 
contact the C&C server by a set of pseudo randomly generated domain names. If 
the C&C server cannot be reached by one of the generated domain names, the next 
domain name is used. Successfully connecting to the actual C&C server requires 
the expected behavior of the requested server, in form of correct responses to con-
nection request corresponding to the botnets C&C protocol. If the server does not 
correspond as expected, the bots will continue with the next domain name. Thus, 
infected machines can be identified by their connection attempt, but they are still 
able to contact their actual C&C server. Therefore, the botnet needs to be analyzed 
first to be able to emulate the connection establishment of a real C&C server. This 
can be done for example by observing a bot’s communication with its C&C server 
or by applying other reverse engineering techniques. If the emulation of a C&C 
server’s connection establishment succeeds, infected machines will get caught by 
the sinkhole server and thus no longer be able to contact their C&C server.

This countermeasure can also be applied to redirect the communication within 
P2P-based botnets. As already described in Sect. 4.4.1, it can be possible to the 
P2P network with various fake peers. These peers can then be used to redirect 
connections that are routed via fake peers to a sinkhole server. Using strategi-
cally optimized peer addresses or using a large number of fake peers increases 
the probability of fake peers involved in the routing of C&C messages. By using 
specialized tools and virtualization techniques, the necessary amount of physi-
cal resources can be largely reduced. This so-called Sybil-attack can be used to 
redirect connection requests to the C&C server to prevent infected machines from 
contacting their C&C server. Depending on the particular botnet, it may also be 
possible to just drop connection requests to the C&C server on fake peers.

Sinkholing a botnet’s communication in order to prevent infected machines 
from contacting their C&C server can be applied without major ethical concerns, 
since no invasive interaction with infected machines is necessary. Sinkholing how-
ever may require a considerable effort to be successful. Furthermore, sinkholing 
the entire communication of a botnet may be rather cost intensive, for example if 
many domain names have to be registered. This can be exploited by botmasters 
by making it rather expensive to sinkhole the botnets communication. Conficker.C 
for example generates as many as 50,000 domain names each day. Sinkholing 
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all domain names would cost between $91.3 million and $182.5 million per year 
according to [53]. Finally, the risk of individual infected machines continuing their 
malicious activities while their communication is sinkholed remains.

5.2.2 � P2P-Polluting

To combat P2P-based botnets, a technique called P2P polluting can be applied. 
Within a P2P network, no peer knows about all other peers in general. Instead, 
every peer only maintains a list of active peers considered close with respect to a 
certain metric. Furthermore, individual peers commonly store a limited amount of 
other peers only. This can be exploited, by announcing a huge amount of fake peers 
to existing peers of a P2P-based botnet. In contrast to a Sybil-attack, these peers do 
not have to exist at all, since they are just used to fill up the peer lists of other peers. 
By infiltrating a large amount of fake peers to a bot’s peer list, it can be possible to 
overwrite all entries of actual peers. Consequentially, the bot would no longer be 
able to communicate with any other bot and thus to reach its C&C server.

Applying this technique to individual bots however does not prevent these bots 
from being contacted by other bots. Since bots may exchange known peers, this may 
result in fake peers propagating to other bots. On the other hand, this may also result in 
real peers being announced to the manipulated peer by other peers. Consequentially, it 
is possible that a manipulated bot recovers connectivity to other bots and is thus again 
able to participate the P2P network regularly. To prevent the P2P network from recov-
ering, it may be necessary to overwrite peer lists of all bots, to stop the entire P2P com-
munication at once. Thus, no bot is able to contact any other bot and no message can 
be forwarded from one peer to another. Consequentially, no bot is able to contact its 
C&C server and cannot receive new orders.

P2P-polluting however requires certain characteristics of a P2P-based botnet 
to be successful. It has to be possible to add fake peers to other peers and thus 
overwrite known existing peers. A possible countermeasure would be to probe 
new peers before they are added to the peer list in order to prevent fake peers to 
be added. On the other hand, this technique requires only limited interaction with 
individual peers and thus raises little ethical and legal concerns.

5.2.3 � C&C Server Takedown

A classic approach in countering existing botnets is to takedown their C&C server. 
If it is possible to identify the C&C server of a particular botnet, for example by 
applying reverse engineering techniques, this server can be shut down or discon-
nected from the Internet. Depending on applicable law, this might be done for 
example by according Internet service providers on behalf of law enforcement 
agencies. If the C&C server is no longer available, the botmasters are no longer 
able to send out new commands to their botnet. Thus, the botnet will not be able to 
perform new malicious activities but may continue already ongoing ones.

5  Fighting Botnets
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Taking down individual C&C servers requires only little preparation in ana-
lyzing the botnet. The actual execution of this countermeasure also requires little 
effort, compared with other countermeasures like sinkholing a botnets C&C com-
munication. Since this is anticipated by botmasters, they commonly implement 
techniques allowing them to regain control over their botnet after a C&C server 
has been taken down. This is done for example by using domain-fluxing tech-
niques, allowing the botmasters to add a new C&C server easily. Thus, the take-
down of an individual C&C server may have no lasting impact on the according 
botnet.

5.2.4 � Remote Disinfection

Whereas other approaches target the C&C server or communication, it may 
also be possible to disinfect infected machines of a botnet directly. In con-
trast to the former approaches, disinfecting infected machines from remote can 
be used to actually remove an existing botnet. Blocking a botnet’s communica-
tion for example just sedates a botnet by preventing it from receiving new orders. 
Consequentially, the botnet itself is still present and thus still posing a threat. 
Even if the bots do not perform any malicious activities, they still may cause the 
infected system to run unstable or may contain security flaws allowing attacks to 
gain access to the system.

Security flaws of individual botnets may also provide the opportunity to dis-
infect infected systems from remote. Therefore, the network may be actively 
scanned for infected systems, for example based on services provided by infected 
machines. In other cases, regular services on infected machines may behave 
slightly different [34], what can also be used to identify infected machines from 
remote. According security flaws on infected machines can then be used to gain 
access to these systems in order to execute disinfection routines.

Another way to disinfect infected machines from remote is by using the C&C 
communication of a botnet. In various cases, botnets support an update command 
to replace the existing bot with a new or updated version [62]. By using reverse 
engineering to reconstruct the bots C&C protocol and the according parameters 
used for the update command, it can be possible to send a manually crafted update 
command to infected machines. This update command can be used to replace 
the bot on infected machines with something benign like a tool to remove all bot 
related files. In other cases, bots may even support an uninstall command, that can 
be directly used to disinfect according systems from remote. To send the com-
mands to the infected machines, sinkholing techniques may be used to redirect the 
botnet’s communication to a server sending out the according commands.

Disinfecting infected systems from remote may not necessarily mitigate an 
existing botnet permanently. Since the update- or remove-command will only dis-
infect remote systems that are joining the C&C communication while the com-
mands are sent out, it is unlikely that all systems will get disinfected at once. 
Consequentially, the remaining infected systems may just reinfect the disinfected 
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systems. To have a lasting impact on the according botnet, it is therefore neces-
sary to close the security flaw used by the botnet while disinfecting. As a result, 
the particular botnet can be eliminated almost completely, which also removes the 
threat posed to all systems involved.

Nevertheless, disinfecting infecting systems requires invasive interaction with 
all infected machines. Moreover, it cannot be guaranteed that the disinfection 
process can be performed without any complication, regardless of the amount of 
testing. It is also practically not possible to ask all system owners for permission, 
since they can be distributed across countries worldwide. As a result, disinfecting 
systems from remote involves gaining illegal access to remote systems, albeit with 
good intentions. Thus, applying this approach raises ethical and legal concerns, 
since the approach is quite similar to the infection process used by cyber crimi-
nals. Furthermore, it has to be clarified who is responsible for possible complica-
tions during the disinfection process (Table 5).

In the previous section, different techniques to combat existing botnets have 
been introduced. These techniques aim to disrupt a botnet’s regular operation in 
order to incapacitate the botnet or to even disinfect according host systems. These 
techniques can be applied depending on the C&C architecture of the targeted bot-
net. Beyond these approaches it is possible in many cases to apply custom coun-
termeasures in order to combat individual botnets. Even though it is possible to 
effectively counter existing botnets on a technical level, the according approaches 
cannot be applied in practice. Various approaches require invasive interaction with 
the targeted botnet, which implies an interaction with individual infected host sys-
tems. This raises ethical concerns and may risk the operation of affected host sys-
tems. Furthermore, there is no legal certainty, allowing particular countermeasures 
to be applied. Other approaches requiring less interaction with infected machines 
do not remove the botnet itself, leaving a residual risk to systems involved. 
Furthermore, applying technical countermeasures does not mitigate the global bot-
net threat, since it does not prevent new botnets from emerging. Therefore, these 
techniques have to be applied alongside with other approaches in order to reach a 
sustainable impact on today’s threat landscape.

Table 5   Overview of different techniques to mitigate existing botnets

Technique Pros Cons

Sinkholing Can sedate entire botnets over  
extensive periods of time

Requires extensive preparation. May be 
rather expensive

P2P-polluting Can sustainably disrupt the  
communication of P2P-based 
botnets

Requires extensive preparation and can 
be applied in particular cases only

C&C server 
takedown

Can be applied quickly without  
much preparation. Disrupts the 
entire C&C communication

May not have a lasting impact on the 
according botnet. C&C server has to 
be within area of responsibility

Remote 
disinfection

Removes the botnet instead of just 
disrupting its communication

May require extensive preparation, legal 
and ethical issues

5  Fighting Botnets



88 Botnets: How to Fight the Ever-Growing Threat on a Technical Level

5.3 � Minimizing Profit

Complicating the infection of new systems and combating active botnets may 
result in a temporary reduction of the botnet threat, but it will not end the arms 
race between cyber criminals on the one hand and countering parties on the other. 
As long as botnets can be used to generate revenue with a justifiable effort, organ-
ized crime will most likely continue to rely on botnets. Hardening individual 
host systems will result in even more sophisticated exploit or social engineering 
techniques to fill the gap as created for example by the takedown of individual 
botnets.

Since most botnets are used to generate revenue, fighting this threat requires 
minimizing the net profit that can be generated by botnets as far as possible. 
Therefore, it is necessary to increase the development and maintenance costs as 
well as to decrease the profitability of malicious activities. Techniques to prevent 
new infections, like hardening of individual host systems, will already increase the 
effort needed to infect new systems. Mitigating active botnets will further reduce 
the life cycle of a botnet, reducing the possible amount of malicious activities in 
consequence. To reduce the possible net profit of botnets even further, the impact 
of individual malicious activities can be mitigated in order to reduce their profit-
ability. As a result of these approaches, it may no longer be profitable to develop 
and operate new botnets. In the following section, various techniques aiming to 
reduce the revenue, which can be generated by individual malicious activities, are 
discussed.

5.3.1 � BGP Blackholing

BGP is a routing protocol applied within gateway routers between different auton-
omous systems (AS). An AS is a set of networks operated by a single institution 
that is administrated as a single entity. BGP therefore maintains a table about paths 
between different ASs identified by their IP prefixes. Thus, BGP is able to forward 
IP packets to the target AS, according to their prefix, where they can be transmit-
ted to the according host. The involved routers usually have a special route to a so-
called null interface, which drops all forwarded traffic.

This can be used to drop DDoS related traffic, in order to maintain the avail-
ability of the targeted host. This can be done by dropping all outgoing traffic 
from the AS containing the attacking hosts targeting the AS of the victim system. 
Alternatively it is possible to drop all incoming traffic from AS that contain attack-
ing systems at the AS containing the target host. Both approaches can be used to 
effectively mitigate ongoing DDoS attacks while the approach is applied. As soon 
as the blackholing discontinues, the DDoS attack can proceed. Launching denial 
of service attacks is commonly offered by botnets as a service. Reducing the effect 
of DDoS attacks may cause costumers to lose interest in this kind of malicious ser-
vice and thus reduce the revenue that is generated by the botnet.
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The major disadvantage of this approach is that it generates a rather high 
degree of collateral damage. This is caused by the fact that not only DDoS related 
traffic is dropped, but also the entire benign traffic between attacking and victim 
AS. Thus, BGP blackholing can only be applied for short time periods in general. 
Furthermore, BGP blackholing is not suitable for DDoS attacks originated from 
infected systems distributed over various different AS.

5.3.2 � Blacklisting

If certain resources are known to be malicious, blacklisting is used to prevent 
these resources from communicating with other resources. Although various kinds 
of blacklists exist, the underlying principle is always the same. If one resource is 
detected to be malicious, it is added to a central database. Other resources query 
this database before connecting to or accepting connections from a remote resource 
in order to check if the resource is known to be malicious. If the resource is con-
tained within the blacklist database, the connection attempt is aborted or rejected.

A common example for the use of blacklists is blocking mail servers that are 
mainly used to distribute spam emails. If such a mail server can be detected, its 
domain name is added to a blacklist. If the blacklisted mail server tries to for-
ward spam emails to a regular mail server, the regular mail server will look up 
the domain name of the sending mail server und thus reject the spam mails. Since 
this approach is widely used in practice, not yet blacklisted mail servers are out-
sold on the black market [63]. Nevertheless, blacklisting is used to effectively 
reduce the total amount of delivered spam emails and thus to combat botnet activi-
ties. Distributing spam emails is also commonly provided by botnets as a service. 
Reducing the amount of spam emails that can be sent by individual botnets also 
reduces the revenue that can be generated by offering this service.

Another common example of blacklisting is blocking web pages that are known 
to be malicious. Therefore, the URLs of these web pages are also added to a cen-
tral database. Whenever a user tries to access a web page with its browser, the 
browser checks if the requested URL is blacklisted. If so, the user can be warned 
about the malicious website. Thus, blacklisting can also be used to mitigate new 
botnet infections via infected web pages.

A general drawback of blacklisting is that it may take some time until malicious 
resources are blacklisted. Until then, malicious resources are able to operate normally 
and send out spam email for example without restrictions. Blacklisting also provides 
a temporal mitigation of malicious botnet activities only. If a botnet switches to other 
resources like other mail servers, it can continue its malicious activity.

5.3.3 � Port Blocking

Botnets commonly rely on unauthenticated services on port 25 to distribute spam 
emails. Common examples for these services are so-called open relay mail server, 
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which are misconfigured mail servers that can be used without authentication. 
Legitimate mail services should use authentication instead, for example on port 
587. If using unauthenticated mail services is almost dedicated to malicious activi-
ties, blocking port 25 can dramatically reduce the amount of distributed spam 
emails [64]. Consequentially, this would also reduce the revenue that can be gener-
ated by distributing spam emails.

A drawback of this approach is that it would also block any benign services 
using port 25. This is, however, less critical since benign services could switch to 
another port. Misconfigured mail servers that accept unauthenticated mails on port 
25 would still be blocked efficiently, for example by involved ISPs.

5.3.4 � Walled Garden

In various cases, ISPs are able to detect botnet infections on their costumer’s sys-
tems. This can be done by evaluating netflow records in order to detect infected 
machines participating in DDoS attacks or sending out spam emails. Beyond 
that, other detection or measuring techniques like honeypots or spam traps can be 
applied by ISPs with respect to their customer’s privacy in order to detect infected 
machines of individual botnets. If the infection of individual systems is detected, a 
technique called walled garden can be applied. Therefore, infected machines can 
be disconnected from the Internet. To support the disinfection of the according 
systems, all web requests can be redirected to a dedicated web page, providing 
information on how to disinfect the system. Furthermore, all web pages of mal-
ware mitigation services can be whitelisted in order to provide users of infected 
systems with all information and tools needed to disinfect their systems.

Applying walled gardens to infected computer systems can effectively reduce 
the profitability of individual botnets. Disconnecting infected systems performing 
malicious activities from the Internet directly reduces the extent of these activities. 
Infected machines are therefore for example able to send less spam, infect fewer 
systems or participate in DDoS attacks for a limited time only. Consequentially, 
applying walled gardens directly reduces the profitability of these activities. 
Assuming that every system will get connected back to the Internet after a suc-
cessful disinfection only, each bot that has been detected is permanently lost for 
the botmaster. Furthermore, the risk of getting disconnected from the Internet 
may further increase the effort of individual users to protect their systems form 
malware.

To be able to apply walled gardens, infected system have to be detected reli-
ably in order to prevent the accidental disconnection of uninfected systems. 
Furthermore, significant side effects may occur when disconnecting customers 
from the Internet, for example the connection is also used for telephony. Applying 
restrictive walled gardens may also not be accepted by various customers. 
Consequentially, ISPs may have limited interest in applying walled gardens since 
they may not be interested in loosing these customers. Furthermore, the legal situ-
ation for applying walled gardens is rather difficult in many countries.
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5.3.5 � Encryption of Valuable Information

A common malicious activity of botnets is to steal valuable information from 
infected machines, which is sold on the black market. Especially data extracted 
from corporate systems can generate high profits for botmasters. Individual 
sources like [65] describe corporate data already as the latest currency of cyber-
crime. In the recent past botnets like GhostNet have been specially designed for 
this purpose [8].

To reduce the amount of valuable information that can be extracted from 
infected machines, this information can be encrypted. It should be noted, that 
encrypting the entire hard disk does not prevent botnets from stealing information, 
since all requested information is automatically decrypted just like for any regular 
user. Instead, valuable information can be encrypted separately and decrypted on 
demand only. Similar approaches can be applied on non-corporate host systems, 
for example by not storing login credentials on the systems. Consequentially, mas-
sively increasing the effort for botnets accessing valuable information on infected 
machines also reduces the revenue that can be generated by selling this informa-
tion on the black market (Table 6).

Mitigating malicious activities performed by botnets can be used to efficiently 
reduce the revenue that can be generated. Since financial interests are the most 
common reason to operate botnets, reducing the potential revenue will also reduce 
the motivation to develop and operate new botnets. Therefore, various techniques 
that can be applied to reduce the impact of individual activities have been dis-
cussed. Alongside with other countermeasures increasing the development costs 
for botnets, this may result in botnets no longer being profitable. Consequentially, 
the threat posed by botnets can be mitigated in an effective and sustainable manner.

6 � Botnets: The Way Ahead

The threat posed by current botnets affects almost all kinds of computer sys-
tems today. Despite all currently available countermeasures, this threat cannot be 
expected being eliminated in near future. Thus, it is even more important to learn 
the lessons from the past in order to be more effective to combat botnets prospec-
tively. The evolution of botnets has resulted in highly organized criminal organi-
zations within a comprehensive underground economy. Botnets are professionally 
developed and commercially distributed. These botnets are kept up-to-date and 
use cutting edge technology to serve their malicious purpose. This development 
can be expected to continue, which requires major efforts from countering organ-
izations. The applied countermeasures were commonly applied as a reaction on 
individual observed botnets, leaving the edge to cyber criminals. Anticipating the 
future development of botnet technologies can therefore help to apply particular 
countermeasures in advance, in order to prevent botnets from taking advantage of 
individual endangered resources.

5  Fighting Botnets
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6.1 � Future Trends

The future development of botnet technologies is hard to predict and various exist-
ing predictions have proven to be false already. While experts have predicted a 
large amount of botnets using resilient peer-to-peer architectures, the majority of 
current botnets still uses centralized C&C architectures. Even though peer-to-peer 
technology does provide significant benefits to botmasters, it is only used occa-
sionally. A reason for this observation may be the higher complexity of peer-to-
peer networks in contrast to rather simple and well-tried centralized approaches. 
Furthermore, technologies like domain or fast fluxing reduce the need for decen-
tralized C&C network architectures. Finally, as long as simple and well-proven 
approaches still serve their purposes, there is no need to switch to more compli-
cated or expensive approaches.

However, botnets are likely to improve even further on a technical level. This 
progress will especially affect the effort needed to analyze and counter future bot-
nets. Whereas current botnets for example already rely on signed commands and 
strong encrypted communication channels, the underlying procedures are still not 
used correctly in many cases. The Waledac botnet for example uses state-of-the-
art encryption techniques but lacks a proper implementation. As a result, the key 
used to encrypt the communication messages is always the same [66]. Once recon-
structed, researchers were able to use this key to decrypt the entire communica-
tion. Programming flaws like that may be the result of malware authors lacking 
experience in using encryption techniques. For future botnets, it can be anticipated 
that serious flaws like that will happen less likely. Thus, botnets can be expected 
to use encryption techniques in a professional manner, which makes it harder for 
analysts to decrypt exchanged messages.

In addition to techniques complicating the analysis of a botnet’s communica-
tion, future botnets will also rely on more sophisticated technologies used to com-
plicate the analysis of their own binary code. Thus, obfuscation techniques used to 

Table 6   Overview of different techniques to minimize the profit generated by botnets

Technique Pros Cons

BGP blackholing Effectively mitigates DDoS  
attacks

Rather extensive collateral damage

Blacklisting Selectively blocks known  
malicious resources

Only known sources are blocked

Port blocking Can effectively mitigate various 
malicious activities within 
according networks

May mitigate legitimate activities as 
well

Walled garden Effectively forces infected hosts  
to get disinfected

May have crucial side effects, may not 
be accepted by all ISP customers. 
Difficult legal situation

Encryption of 
information

Makes it difficult for botnets to 
access valuable information

Generates overhead in every day’s 
workflows
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massively increase the effort needed for reverse engineering are likely to occur in 
future botnets. VM packers that virtualize a bot’s binary code by using an arbitrary 
instruction set in combination with a custom virtual machine are already used occa-
sionally by malware authors. Since neither the virtual machine nor the virtualized 
instructions are known to analysts, this obfuscation technique massively increases 
the effort required for analysis. Commonly used packer distributions that are used 
to obfuscate a bot’s binary code may eventually support virtualization, which might 
bring VM-based obfuscation techniques to the majority of future botnets.

Another trend that can be observed is that sandbox analysis will be used 
increasingly frequent in network security. Consequentially, malware can be 
expected to use even more sophisticated sandbox detection techniques, in order 
to prevent itself from being detected. If malware detects to be analyzed within 
a sandbox, it can for example idle in order to elude detection heuristics. Anti-
sandboxing techniques like that are already used by various malware families and 
they are likely to be used even more frequently in future botnets.

With the increasing market share of operating systems like Mac OS X, it could 
also be observed that various botnets are starting to target these platforms as well. 
Furthermore, first cross-platform botnets have been discovered to target both, 
Windows and Mac OS X, platforms [67]. If this trend continues, it can also be 
assumed that an increasing amount of botnets will also target non-Windows plat-
forms in near future. Despite different operating systems for desktop computers or 
notebooks, a significant rise of mobile could be observed. According to a recent 
report, the total amount of mobile malware has increased by more than 273  % 
comparing first half of 2010 and 2011 [68]. Targeting mobile malware offers vari-
ous new opportunities to cyber criminals that can be exploited by botnets in order 
to generate revenue. Infected mobile devices can be used for example to intercept 
mTANs sent to mobile in order to legitimate fraudulent online banking transac-
tions. Furthermore, mobile phones contain large amounts of valuable information 
like emails or contact data. Various mobile malware can also be observed to send 
SMS to premium numbers to directly generate revenue for the according provider. 
Mobile devices also offer cyber criminals the opportunity to track users GPS coor-
dinates or spy on users using the mobile devices camera or microphone.

Whereas botnet construction kits were sold on the black market for some time, 
they are getting cheaper and easier to buy. This may lead to a further increasing 
amount of botnets used for example to generate revenue. Beyond that, botnets 
may be used increasingly in political context. Botnets may be used for example to 
launch DDoS attacks against servers of political opponents, for example to enforce 
individual political interests.

Due to recent progress in techniques to counter existing botnets as well as the 
willingness of responsible institutions to apply these techniques in practice, future 
botnets may become even more sophisticated. Furthermore, future botnets may 
use even more sophisticated attack vectors and C&C infrastructures. In this con-
text, new botnets may further utilize social networks as part of their C&C com-
munication. New botnets may also utilize cloud services or hosting as part of the 
C&C infrastructure.

6  Botnets: The Way Ahead
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6.2 � Conclusion

The arms race between cyber criminals and countering organizations has spawned 
various sophisticated technologies. On the criminal’s side, these technologies are 
used to increase the infection rate of new systems and to reduce the probability of 
being detected by antivirus solutions. On the opposite side, countering organiza-
tions have developed new techniques to detect current botnets one the one hand, 
and to actively counter existing botnets on the other. In this arms race, cyber crimi-
nals are generally one step ahead of countering organization. Mitigation technolo-
gies are therefore commonly developed as a reaction on novel offensive techniques 
utilized by detected botnets.

The enormous complexity of today’s operating systems and software projects 
gives cyber criminals a strategically edge. Securing vulnerable systems requires 
eliminating all potential security flaws whereas cyber criminals only need to iden-
tify one in order to infect the system. By applying social engineering techniques, 
cyber criminals can even infect new systems without exploiting any software vul-
nerability at all. Security solutions therefore face a severe opponent, and have to 
make great efforts in order to protect individual systems from a multitude of dif-
ferent botnets. In this context, security solutions have to observe applicable law in 
order to combat active botnets whereas cyber criminals operate outside the law. 
Cyber criminals do not even have to face legal consequences, since they are com-
monly able to hide their identity with little effort.

Consequently, cost for setting up a new botnet are lower by orders of magni-
tude compared with the financial effort needed to apply individual countermeas-
ures. Despite this effort, various effective countermeasures are available today that 
can be applied to actively mitigate the botnet threat. In this context, novel detec-
tion techniques in order to detect even previously unknown botnets as well as tech-
niques used to actively detect infected systems of a particular botnet, have been 
discussed within this article. Furthermore, techniques used to analyze detected 
botnets, have been discussed subsequently. These techniques allow getting an 
insight into a botnets C&C infrastructure and spreading techniques as well as its 
operational background and purpose. By evaluating this information, active coun-
termeasures can be developed. Various kinds of countermeasures to incapacitate or 
even completely remove active botnets were described. Additionally, techniques to 
prevent new infections as well as techniques to mitigate a botnet’s malicious activ-
ities in order to reduce its profitability have been introduced. These techniques do 
not only imply technical countermeasures but also raising the awareness of indi-
vidual users. Thus, it is possible to prevent a significant amount of social engineer-
ing attacks from being successful and even reduce the amount of information that 
can be extracted by botnets from infected systems.

Applying individual countermeasures however does not have a sustainable 
impact on the threat posed by botnets today. Taking down individual botnets does 
not prevent new botnets from emerging whereas preventing new infections will 
most likely result in more sophisticated attack vectors. In order to have a lasting 
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impact on the threat posed by botnets, it is necessary to apply various kinds of 
countermeasures to mitigate botnets on all different levels. This cannot be done 
by technical approaches only but also requires end users being aware of potential 
threats. Consequentially, an integrated approach is needed, combining the effort of 
security companies, researchers, governments and initiatives. This includes rais-
ing awareness of end users, developing individual technical countermeasures and 
creating a legal framework, in which particular countermeasures can be applied. 
Within this legal framework, it has to be specified, which organization is responsi-
ble for the appliance of individual countermeasures. Therefore, a social dialogue is 
needed to provide for example law enforcement agencies with permissions that are 
generally accepted in order to effectively combat the botnet threat.
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