
Preface

Software systems are pervasive in all walks of life and have become an essential
part of our daily life. Information technology is one major area which provides
powerful and adaptable opportunities for innovation, and it seems boundless. How-
ever, systems developed using computer-based logic have produced disappointing
results. According to stakeholders, they are unreliable, at times dangerous, and fail
to provide the desired outcomes. Most significant reasons of system failures are
the poor development practices for system designs. This is due to the complex na-
ture of modern software and lack of adequate and proper understanding. Software
development provides a framework for simplifying a complex system to get a bet-
ter understanding and to develop the higher fidelity quality systems at lower cost.
Highly embedded critical systems, in areas such as automation, medical surveil-
lance, avionics, etc., are susceptible to errors, which can lead to grave consequences
in case of failures.

Formal methods have emerged as an alternative approach to ensuring the quality
and correctness of the high confidence critical systems, overcoming limitations of
the traditional validation techniques such as simulation and testing. The purpose of
this book is to provide the use of formal techniques for the development of comput-
ing systems with high integrity. Specifically, it addresses the issue that formal meth-
ods are not well integrated into established critical systems development processes
by defining a new development life-cycle, and a set of associated techniques and
tools to develop highly critical systems using formal techniques from requirements
analysis to automatic source code generation using several intermediate layers with
a rigorous safety assessment approach. The verification and validation tasks are car-
ried out in intermediate layers for providing a correct formal model with desired
system behaviour according to stakeholder needs. This methodology combines the
refinement approach with various tools including verification tool, model checker
tool, real-time animator and finally, produces the source code into multiple lan-
guages using automatic code generation tool. The approach has been realised using
Event-B formalism. This book presents a set of tools that helps to verify desired
properties, which are undiscovered during the system development. Moreover, this
approach helps to identify the potential problems at an early stage of the system
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development. This book also critically evaluates the proposed life-cycle methodol-
ogy, and associated techniques and tools through a case study in the medical domain,
the cardiac pacemaker.

In addition, the book addresses the formal representation of medical protocols,
which is useful for improving the existing medical protocols. We formalise a real-
world medical protocol (ECG interpretation) to analyse whether the formalisation
complies with certain medically relevant protocol properties. The formal verifica-
tion process discovers several anomalies in the existing protocols, and provides a
hierarchical structure for efficient ECG interpretation that helps to find a set of con-
ditions that can help to diagnose particular diseases at an early stage. The main
objective of the developed formalism is to test correctness and consistency of the
medical protocol.

Outline

This book proposes an advanced development technique for modelling the critical
medical systems using stepwise refinement and introduces the rigorous techniques
to analyse the complex behaviour. It covers basic and advanced notions of critical
systems, real-time animator to find hidden requirements with the help of domain
experts, refinement chart to analyse the refinement structure, automatic code gen-
eration, heart-model to provide the biological environment for closed-loop mod-
elling and application scenarios for medical systems verification. Moreover, this
book presents advanced notion of critical system development from requirement
analysis to implementation. The chapters of this book are organised in a coherent
way that will help the reader to understand the development of complex medical
systems. The book is structured in 11 chapters. Chapters 2 to 7 cover methodol-
ogy, and techniques and tools for developing any complex critical system related
to medical, automotive or avionic domains. The rest of the chapters have particular
emphasis in the medical domain. Chapter 2 presents a basic background and devel-
opment life-cycle related to the safety critical systems. Chapter 3 describes mod-
elling techniques using the Event-B modelling language. In Chap. 4, we propose
a development life-cycle methodology for developing the highly critical software
systems using formal methods from requirements analysis to code implementation
using rigorous safety assessments. In Chap. 5, we propose a novel architecture to
validate the formal model with real-time data set in the early stage of development
without generating the source code. This architecture can be used for requirement
traceability. In Chap. 6, the refinement chart is proposed to handle the complexity
and for designing the critical systems. In Chap. 7, we present a tool that automati-
cally generates efficient target programming language code (C, C++, Java and C#)
from Event-B formal specification related to the analysis of complex problems. In
this chapter, the basic functionality as well as the design-flow is described, stress-
ing the advantages when designing this automatic code generation tool; EB2ALL.
In Chap. 8, we present a methodology to model a biological system, like the heart.
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The heart model is mainly based on electrocardiography analysis, which models
the heart system at the cellular level. The main objective of this methodology is to
model the heart system and integrate it with the medical device model like the car-
diac pacemaker to specify a closed-loop system. Chapter 9 shows a complete formal
development of a cardiac pacemaker using proposed techniques and tools from re-
quirements analysis to automatic code generation. The methodology and techniques
are presented in previous chapters. All the essential properties are proven according
to the domain experts. In Chap. 10, we present a new application of formal meth-
ods to evaluate real-life medical protocols for quality improvement. In this study,
we consider a real-life reference protocol (ECG Interpretation) which covers a wide
variety of protocol characteristics related to several heart diseases. Chapter 11 sum-
marises this book. The formal development of industrial size case studies, illustra-
tions, and formalisation throughout the text will help the reader to understand the
complexity of medical systems and master the intricacies of the more subtle aspects
in critical systems analysis.
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Further Sources

This book is based on several sources, particularly chronicles three years of work-
ing towards the author’s Ph.D. thesis [10]. Chapter 4 covers some material from an
article in the Innovations in Systems and Software Engineering [3] and also covers
some material from previous work at SoICT [6]. Chapter 5 is an extended version of
a previous paper at CSDM [1] and ISoLA [2]. Chapter 6 is a derived version of an
article in the ACM Transactions on Embedded Computing Systems [9]. Chapter 7
is a substantially extended version of a previous paper at SoICT [4] that presents
the basic framework and development of plug-ins for automatic code generation.
In Chap. 8, we extend a previous paper at FHIES [7]. Chapter 9 is a significantly
improved and detailed case study on the cardiac pacemaker in the International Jour-
nal of Discrete Event Control Systems [5]. Chapter 10 is also detailed version of an
article at FHIES [8].
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