Contents

Partl Introduction

1  Terminology, Problems, and Design Issues ..............................
1.1 IntrodUCtion ..........
1.2 Mathematical Preliminaries...............oooiiiiiiiiiniinnnnnn..
1.3 Distributed Hash Tables............coooiiiiiiiiiiiiiiiiiii
1.4 Heterogeneity and Hierarchy .................coooiiiiiiiiiiiinnn,

1.4.1  Consistent Hashing and Uniform Partitioning ............
1.4.2  Inaccuracy of the Homogeneity Assumption..............
1.43  ArrangementModels ...
1.5 Local Knowledge and Network Structure...........................
1.5.1  Local Knowledge Size vs. Routing Performance .........
1.5.2  System Operation Quality .................oooeiiiiii...
R OIENCES . . . .
2 Flat DHT Routing Topologies .................c..occoiiiiiiiiiiiiiiinn.
2.1 TOTUS ettt
2.1.1  Content Addressable Network .............................
2.2 RN et e
221 ChOrd.....eoiiiii
222 Kademlia........ooooiiiiiiiiiii
223 ACCOTdiOon .....oooiiiiiiii
0 T o 0 S 1 PP
231 Pastry ...
232 TapeSIIY .ot e
233 Bamboo ...
24 TE@O ettt e
S g 1 o =
242 Balanced Tree..........ooooiiiiiiiiiiii

XV



XVvi

3

Contents

2.5 De Bruijn and Kautz Graphs...........ccoooiiiiiiiiiiiiiiiinninn, 36
2.5.1 DeBruijn Graphs ........ccoviiiiiiiiiiii i 36

252 KautzGraph .......ccooiiiiiiiiiiiii 38

2.6 Butterfly .....ooiiiii 38
27 O(1)-HOPD «neeeee e 39
2.8 SUMMAIY ...ttt et e 40
References. ... ...ooiuiii 40

PartII Local Strategies

Hierarchical Neighbor Maintenance ............................ooonel. 47
3.1 IntroduCtion.........oooueiiiiiiii e 47
3.2 Small-World Networks and Progressive Routing ................... 48
3.2.1  Long-Range Neighbors...................oooa. 48

3.2.2  Case Study: Symphony.........cccoooiieiiiiiiiiieeann. 49

3.2.3  Path-Based Hierarchies.......................ooooea. 52

3.3  Routing in Greedy DHTs and de Bruijn Graphs.................... 54
3.3.1 Conventional Greedy DHTs.....................ooooiia. 55

332 Chord-Like DHTS ....coouviiiiiiiiiiiiiiiii e 57

333 DeBruijn Graphs ...ttt 58

3.4  Adaptation to Global Hierarchy ..........................ooo. 60
34.1 Kleinberg Tree-Based Model .............................. 60

3.4.2  Proximity-Based Selection .....................oooooeea 61

3.4.3  Other Criteria for Local Adaptation ....................... 64

3.5 Global Routing and Lookup Structure ....................coooeie 65
3.5.1  NON-TOUHNG . .ovviiieiiiii e 66

3.5.2 Distributed Tri€ .......coooiiiiiiiiiiii 66

353 CyclicRouting .........ooooiiiiiiiiiiiiiii i 67

3.6 Routing with Large Routing Tables .........................oo.. 68
3.6.1  Designs with Large Routing Tables........................ 68

3.6.2  Maintenance Traffic Overhead ............................. 69

3.6.3 Routing Table ConsiStency .............cccovviinieeeennn. 70

3.7  Local Routing and Replication .................cooooooiiiiiii. 72
3.7.1  Source-Aware Replication ....................ooooeiia. 73

3.7.2  EvenReplication...............ccooiiiiiiiiii 75

3.7.3  Destination-Aware Replication ............................ 77

3.7.4  Maintenance Overhead .....................oiioa. 81

3.8 SUMMArY. ... 82
References......ooonuiii i e 83
Adaptable Overlay Network Topology ...........................oot. 87
4.1 IntroducCtion...........ooouieiiiiiiii e 87
4.2 Node ID Specialization ...............cceiiiiiiiiiiiiiiiiinnneeennn. 88
421 VICEIOY ettt 89

422 ULYSSES -ttt et e 90



Contents xvii
423 Cycloid.....ooiiiiii 91

424  Pappilon .......ooooiiiiii 92

4.2.5 Censorship Resistant Network ..................oooot. 93

4.2.6  MAIiPOSA .. eeeeiitt e 94

4.3  Specialized Node ID Management ..............ccccoviiuieieeennnn. 94
43.1  ID ASSIZNMENt....uttiitteiiie e e 95

432 Grouping Node IDS........oooiiiiiiiiiiiiiiiiiiie. 96

433 IDReassigNmMent.......ccovvvuuiiieeeeiniiiieeenniieeen.. 96

4.4  Distributing Resources Among Nodes ...........cccoovivvieeeannn. 98
4.5  ReSOUIrce SEMANTICS «...uuuueeteeiite e e e iaeeeenns 99
4.6 Non-uniform Resource Distribution...................ooooeeeeeaa. 102
4.7  Topology Evolution ..........ccooiiiiiiiiiiiiiiiiiii i, 104
4.8 SUMMATY ..ottt ettt ettt e 106
RefEIeNCES .. ..ot 106
S Clustering .......coooiiiiiiiiiiii 111
5.1 INtroduction........ouuuiiiiiiii 111
5.2 Clustering PrinCiple ..........oooiiiiiiiiiiiiicc s 113
5.3  Cluster-Oriented Overlay Topologies ...........c.c.ooouveiiiiinnnn. 115
531 Virtual Nodes ......ooviiiiiiiiiiiiiiiiii e 115

5.3.2  Proximity-Based Clusters ..............cccooviiiieeennnn. 117

5.3.3 False Clustering........oovuuuiieiiiiiiiiiiiiiiiiiiieeen. 120

5.4  Cluster-Oriented Search Queries ............ccoeeeiiiiiiiiieeeanan. 122
54.1  Semantic CIUStering ...........ccoevviiiiieeiininneeeeennn. 122

54.2 Interest-Based CIUSLEIS ........coovviiiiieeiiiiiiieeannn. 124

5.5 SUMMAIY ...ttt 128
RefEIeNCES .. ..t 128
6 Local Ranking .......... ... i 133
6.1  INtroducCtion...........c..oeiiiiiii i 133
6.2  Local Ranking Problem ..............ccooiiiiiiiiiiiiiiiiii i, 135
6.2.1  Rank-Based Operational Decision-Making ............... 135

6.2.2  Node Ranks in BT-Exchange ......................oooil. 137

6.2.3  Local Ranks: Nodes and Resources ....................... 140

6.3  Linear Ranking Model ........ ..o 143
6.3.1  Linear Resource Ranks...............oocooiiiiiiiiia. 144

6.3.2  Reduction to Linear Programming......................... 149

6.3.3 Rank EXistence ...............ccciiiiiiiiiiiiiiiiiiian. 153

6.4  Comparison with Other Resource Exchange Models............... 155
6.4.1  Allocation of Common Resource .......................... 155

6.4.2 BT SyStems .....uvviiiiii i 157

6.4.3  Plant-Like Systems ..........oeeiiiiiiiiiiiiiiiiiiiiee e 159

6.4.4  Network Games and Market Pricing....................... 160

6.5 SUMMATY ...ttt e 162

R OIENCES ...t 163



XViii Contents

Part III Beyond the Local Knowledge

7  Hierarchical DHT Architectures..............................oo 171
7.1 Introduction..........ooouiiiiiiiiii i 171
7.2 Conceptual ModelS........cooviiiiiiiiiiiiii i 173

7.2.1  Network Hierarchy Models ...................ooooeeeia. 173
7.2.2  Layering Principle .............coooiiiiiiiiiiiiiii 179
7.2.3  Network Hierarchical Architectures....................... 181
7.3 Hierarchical DHT TaXonomy ............coouveeeiiiiiiiieeennnnnnnn. 190
7.3.1 Disjointed Hierarchical Architectures ..................... 190
7.3.2  Nested Hierarchical Architectures ......................... 205
7.4 Performance Models ... 218
7.4.1  Local State COSt ......ooiuiiiiiiiiiiiiii i 218
7.4.2  Routing COSt ..uuuiiitttii e 219
7.4.3  Network Traffic Cost ..., 220
7.5 SUMMATY ...ttt e 221
References. ... ...ooiuiii 221

8 CyclicRouting ... 227
8.1 INtroducCtion..........ooviiiiiiiiiiii s 227
8.2  Problem Domain ..........ooiiiiiiiiiii e 229
8.3  The Cyclic Routing Algorithm ....................oiiiii 230

8.3.1  Cycle Transitions ...........c.coviiiiiiiiiiiiiieeannnn. 230
8.3.2  Dependable Routing and Path Length Upper Bounds .... 231
8.3.3  Constructing Cycles .........ccooiiiiiiiiiiiiiiiiiiiin, 232
8.3.4  Finding the Most Efficient Cycle .......................... 234
8.3.5 Maintaining Cycles ..........coooiiiiiiiiiiiiiiiiiiii. 234
8.4  Simulation Results ... 235
8.4.1  Chord and CR-Chord Implementations.................... 236
8.4.2  Simulation Setup ... 236
8.4.3 CR-Chord vs. Chord.........ccoiiiiiiiiiiiiiiiiiia 236
8.5  Discussion on Advanced Capabilities .................oooeiiiini.. 239
8.5.1 Globaland Local Routing .....................oooiiiin 240
8.5.2 Cyclicvs. AcyclicPaths...................o 240
8.5.3  Multi-Path Routing ... 241
854  Security .........eoiiiiiiii 242
8.6 SUMMATIY.....oiiii e 242
R OIENCES . . . . 243

9 Diophantine Routing ... 245
9.1 INErOAUCHON .. ..ttt eeeeees 245
9.2 Mathematical Background ... 246

9.2.1 Commutative Context-Free Grammars .................... 247

9.2.2  Nonnegative Linear Diophantine Equations............... 247



Contents Xix

9.3 Routing Grammar ...........oovuuuiieeeeniiieenaiiieeeaanas 250

9.3.1 Routing and Forwarding ................cccoiiiiiiiian. 250

9.3.2  Forwarding Options as Grammar Rules ................... 251

9.4 A Diophantine Model of Routes..............cccvviiiiiiiiiiiiinn. 253

9.4.1 Routes and Grammar Derivations ......................... 253

9.4.2  Routes and ANLDE System Solutions .................... 254

943 PathStructure ............ooooiiiiiiiiiiiiiii i 256

9.5 Applications and DiSCuSSiOn..........ccoovviiiiiiiiiiiiiiiiiii. 258

9.5.1  Workload and Utilization......................oooiie.n. 258

0.5.2  CONNECHIVILY ..uvvveieteii et 260

9.5.3  Performance...........c.c.ooiiiiiiiiiiiiiiiii 261

0.5.4  COMPATISONS . ... eveeeetette e e e e eaeeeenns 262

9.5.5 Computational Complexity ............cccvviiieeaan. 263

0.6 SUMMAIY ...ttt et 264

References........oviuii i 265

10 Structural RanKing ... 267

101 INtroduction.......o.ueiiiii i 267

10.2 P2PRANKING ... vvveeei e 269

10.2.1 P2P Selection Problems ................oooviiiiiin... 269

10.2.2  PageRank Algorithm ..., 271

10.2.3 EigenTrust Algorithm ..., 272

10.3 CyclicRanking .........oeviiiiiiiiiii e 274

10.3.1 Local Cyclic Structure...........cccovviiiiiiieeenininnee... 274

10.3.2 Relation of Routing and Ranking .......................... 276

10.3.3 Neighbor Selection and Malicious Nodes ................. 278

10.3.4 Resource Exchange...............coooiiiiiiiiiiiiiiiia... 279

104 SUMMATY . onee e 282

References........ooiuiii 283
Part IV Applications

11 CR-ChOTrd ... e 293

111 INtrodUCtion ... ... 293

11.2  Background and Motivation ...............cooiiiiiiiiiiiiiaaa. 295

11.2.1 DHTROUUNG ...oviiiiii i 295

1122 Chord..oo.ueiii i 296

11.2.3 Attacks by Dropping Lookups .....................ooooet. 297

11.2.4 CyclicRouting (CR)......oooiiiiiiiiiiiiiii i 298

11.3 Integration of Cyclic Routing with Chord .......................... 298

11.4  Simulation Methodology..............cccoiiiiiiiiiiiii . 301

11.4.1 Attack Model ........oooiiiiiiiiiiiiiii 301

11.4.2 Simulation Scheme ............ccoiiiiiiiiiiiiiiiiiiii. 301

11.43 ChurnModel.........oviiiiiiiiii e 302

11.4.4 Success and Failure Types ..., 304



XX

12

13

Contents

11.5 Analysis of Lookup Availability...............oooociiiiiii. 306
11.5.1 BasicFacts ....oooeuiiiiiiiiic e 306
11.5.2 0 Variations ......ooeuueeeeiiii e 310
11.5.3 Analysisof Cycles......oooviiiiiiiiiiiiiiiiiiiiiiee.. 313
11.6 Related Work, Comparison, and Discussion ........................ 317
117 SUMMATY . e 321
RefeIeNCES .. ..o 322
Indirection Infrastructures ........................ 325
12,1 INtroduCtion .......ooeuntttt ettt 325
12.2 Background ..........oooeiiiiiiiiii 326
12.2.1 Host Identity Protocol (HIP) ...............ccoiiiiiioet. 326
12.2.2 Internet Indirection Infrastructure (i3)..................... 327
12.2.3 Host Identity Indirection Infrastructure (Hi3)............. 327
123 Control Plane ..........oouiiiiiiiiii 328
12.3.1 Request TYPES .uuvveiieieii e 329
12.3.2 Transmission and Processing Costs..................eee... 331
12.3.3 Latency Estimates .............cccoeviiiiiiiiiiniiiiiea... 333
12.4  Workload Model...........oiiiiiiii e 336
12.4.1 General Workload Pattern...................cooiiiiiet. 336
12.4.2  Workload Scenarios .............cceeeiiiiiiiiiiiiiiiee... 337
12.5 Scalability ANalysis ........oeeeiiiiiiiie e 338
12.5.1 The Utilization/Latency Trade-Off ........................ 339
12.5.2  Scalability Problems..............ccooiiiiiiiiiiiiii .. 340
12.6 SUMMATY .. nnetee ettt et e e e e 342
RefEIONCES .. .. eeiti e 342
Commercial Applications ..................oooiiiiiiiiiiiiiiiiiiiiiies 345
13.1 OpenDHT ... e 345
13.2 Google’s BigTable...........ccooiiiiiiiiii i 347
13.3  Amazon’s Dynamo ...........ccooiiiiiiiiiiiiiiiiii i 348
13.4  Facebook’s Cassandra............ooouuieeiiiiiiiiiiiiiiiiieeennnn. 350
13.5 LinkedIn Voldemort ..........cooviiiiiiiiiiiiiiiii e 352
13.6  Amazon’s S3 and SimpleDB ... 353
137 BItTOrTent ......veeeee e 353
13.8  SUMMAIY ...unee ittt 355
RefEIeNCe .. ... oot 355



2 Springer
http://www.springer.com/978-1-4614-5482-3

Structured Peerto-Peer Systems

Fundamentals of Hierarchical Organization, Routing,
Scaling, and Security

Korzun, D.; Gurtov, A,

2013, XXll, 366 p., Hardcowver

ISEM: 978-1-4614-3482-3



	Contents



