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1 Introduction

Network intrusion detection systems (IDSs) are often broadly divided into two broad
groups; those that attempt to detect ‘‘misuse’’ (typically including signature-based
approaches), and those that attempt to detect ‘‘anomalies’’ [1, 2]. Misuse detection
typically relies on static rules (a.k.a. ‘‘signatures’’) to detect malicious activity [3, 4];
activity that precisely matches a clearly defined set of rules is flagged as potentially
malicious and referred for further action/analysis, while any activity that does not
match any signature is assumed safe. This approach has so far proven quite effective,
and the misuse detector Snort is perhaps one of the most widely deployed IDSs in use
today. The misuse detection approach generally (although not always, see, e.g., [5])
benefits from an acceptably low false positive rate, and assuming adequate com-
putational resources, is capable of detecting any attack it has a signature for. This
low false positive rate comes at a price, however; due to the highly specific nature of
the signatures that misuse detection requires, it is typically ineffective in detecting
novel ‘‘zero-day’’ attacks targeting new vulnerabilities, for which no effective sig-
nature has yet been developed [6] and requires constant maintenance of the signature
database obfuscated variants are developed (although see [7] for convincing argu-
ments that anomaly-based detection will likely fare no better).

Anomaly-based detection generally attempts to fill a complementary role by
applying the powerful and (in other domains) highly successful tools of machine
learning and statistical analysis to the intrusion detection problem in order to detect
variants on existing attacks or entirely new classes of attacks [8]. Such methods have
become fairly widespread in the IDS academic literature, however very few anomaly
detection systems appear to have been deployed to actual use [1], and none appear to
be adopted on anything near the scale of misuse systems such as Snort [3] or Bro [4].
While a brief literature review will reveal hundred of papers examining methods
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ranging from self-organizing maps [9] to random forests [10] to active learning
methods [11], there are very few that discuss operational deployment or long-term
use of any of these approaches. Several potential reasons for this disparity are
presented in [1], including their unacceptably high false positive rates (see also
discussion in [12]), the severely skewed nature of the classification problem that IDS
research presents, the lack of useful testing data, and the regrettable tendency of
researchers in anomaly detection to treat the IDS as a black box with little regard to
its operational role in the overall IDS process or the site-specific nature of security
policies (referred to by [1] as the ‘‘semantic gap’’).

In the following, we begin by examining the techniques used in several
anomaly IDS implementations in the literature, and provide some discussion of
them in terms of the ‘‘semantic gap’’ of Somners and Paxson. We then provide a
sketch of the base rate fallacy argument as it applies to intrusion detection,
originally presented by Axelsson in [12]. We then extend the results of [12] briefly
to show that the utility of an anomaly IDS is in fact closely related to the semantic
gap as well as the false positive rate. Finally, we return to tree-based classifiers,
present anecdotal evidence regarding their interpretability, and discuss methods
for extracting rules from randomly constructed ensembles that appear to permit
anomaly detection methods to greatly facilitate human interpretation of their
results at only modest costs in accuracy.

2 Anomaly IDS Implementations

The field of anomaly detection has seen rapid growth in the past two decades, and
a complete and exhaustive inventory of all techniques is prohibitive. We attempt to
summarize the most popular implementations and approaches here with illustrative
examples, rather than provide a comprehensive review.

Anomaly detection itself may be split into the two general categories of
supervised and unsupervised learning [2, 8]. Supervised learning remains close to
misuse detection, using a ‘‘training set’’ of known malicious and benign traffic in
order to identify key predictors of malicious activity that will allow the detector to
learn more general patterns that may detect both previously seen attacks as well as
novel attacks not represented in the original training set. Unsupervised learning
often relies on outlier detection approaches, reasoning that most use of a given
system should be legitimate, and data points that appear to stand out from the rest
of the data are more likely to represent potentially hostile activities.

2.1 Categorical Outlier Detection

In [13], a fairly general method for outlier detection in tabular categorical data is
presented in which—for each column in each row—the relative frequency of the
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entry is compared to all other entries in the given column; this method does not
consider covariance between columns, and so has obvious links to e.g., Naïve Bayes
models, but can be operated in OðnmÞ time where n is the number of rows (data
points) in the table, and m the number of columns (attributes). This method is most
appropriate for purely categorical data where no metric or ordering exists, however
they demonstrate that discretization of numerical data allows application of their
method.

In [14], a slightly more general method is presented to allow for outlier
detection on mixed categorical and numerical data, while permitting a varying
number of categorical attributes per item, by examining set overlap for categorical
attributes while monitoring conditional covariance relationships between the
numerical attributes and performing weighted distance calculations between them.
They also apply their method to the KDD’99 intrusion detection data set to
examine its performance, reporting false positive rates of 3.5 %, with widely
varying true positive rates per class of attack (from 95 to 0 %).

In the strictly continuous domain, the work of [15] examines conditional
anomaly detection, i.e., detecting anomalous entries based on their context, by
means of estimation from strictly parametric models. They fit a Gaussian mixture
model to their observed data via maximum likelihood using the expectation–
maximization algorithm, and detect outliers on the basis of low likelihood score.
The work of [15] draws a rather clear distinction between ‘‘environment’’ variables
that are conditioned on, and ‘‘indicator’’ variables that are examined for anomalies,
however this might be readily extended by regenerating their models in sequence,
once for each variable.

This class of outlier detection method generally forms one of the more inter-
pretable ones; because individual points are generally considered in their original
coordinate system (if one exists, c.f. support vector machines, below) or in terms
of marginal probabilities, the explanation for why a particular point was classified
as anomalous is generally amenable to introspection. For instance, in the work of
[13], each field of an ‘anomalous’ entry may be inspected for its contribution to the
score, and the ones contributing most to the score may be readily identified. The
work of [14] is slightly more complex, due to the individualized covariance
scoring, however the notion of set overlap is straightforward and the covariance
relationship between variables lends itself to straightforward explanation. Unfor-
tunately, despite their explanatory power, these methods generally do not appear to
provide comparable performance to more complex methods such as those
described below.

2.2 Support Vector Machines

Both supervised and unsupervised methods using support vector machines (SVMs)
[16] have become extremely widespread due to the good generalization perfor-
mance and high flexibility they afford. One-class SVMs are used in [17] to detect
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‘‘masquerades’’, illicit use of a legitimate account by a third party posing as the
legitimate user, and found to compare favorably to simpler techniques such as
Naïve Bayes. One-class SVMs are also used in conjunction with conventional
signature based approaches in [18] to provide enhanced detection of variations on
existing signatures.

Supervised learning with two-class SVMs has also been applied to the KDD’99
data set in [19], and found to compare favorably to neural network techniques with
respect to training time, however as the most widely used SVMs are by con-
struction binary classifiers (multi-class SVMs are typically constructed on a 1-vs-
all basis from multiple binary SVMs; SVM constructions that explicitly allow
multiple classes exist but are computationally expensive [20]).

SVMs are also commonly used as a component of more complex systems; these
hybrid approaches allow for the generalization power of SVMs to be exploited,
while mitigating some of their common weaknesses, such as poor performance
when dealing with ancillary statistics. In [21], the authors employ rough sets to
reduce the feature space presented to SVMs for training and testing. A feature
extraction step is also used to reduce the input space to one-class SVMs in [6],
allowing them to better control the false positive rate.1 Finally, [22] use a genetic
algorithm to do initial feature extraction for a SVM, also using KDD’99 data; they
also attempted to apply their method to real data, however concluded that their
own network data contained too few attacks to reliably evaluate their method.

While strictly speaking, SVMs are simply maximum margin linear classifiers,
SVMs as commonly used and understood derive their excellent classification
properties from the ‘‘Kernel trick’’, which uses the fact that data can be projected
into certain inner product spaces (reproducing kernel Hilbert spaces) in which
inner products may be computed through a kernel function on the original data
without having to project the data into the space. These spaces are typically
significantly more complex than the original space, but the kernel trick allows any
classification method that may be written entirely in terms of inner products (such
as support vectors) to be applied to those complex spaces based entirely on the
original data, thus finding a separating hyperplane in the transformed space
without ever explicitly constructing it.

While this projection into one of a wide range of high dimensional spaces gives
SVMs their power, it also poses significant barriers to interpretability. Visuali-
zation and interpretation of (for instance) a 41-dimensional separating hyperplane
is well beyond the capabilities of most people; developing an intuition for the
effects of projection into what may be in principle an infinite dimensional space,
and then considering the construction of a separating hyperplane in this space
complicates matters substantially. For illustrative purposes, we have combined the
approach of [23] (see below) with one-class support vector machines, and applied

1 It is also worth noting that [6] use and provide access to a ‘‘KDD-like’’ set of data—that is, data
aggregated on flow-like structures containing labels—that contains real data gathered from
honeypots between 2006 and 2009 rather than synthetic attacks that predate 1999; this may
provide a more useful and realistic alternative to the KDD’99 set.

18 R. Harang



it to packet capture data from the West Point/NSA Cyber Defense Exercise [24].
Briefly, the histogram of 3-byte n-grams from each packet was constructed as a
feature vector and provided to the 1-class SVM function within Scikit-Learn [25];
default values were used, and built-in functions were used to recover on support
vector data point (Fig. 3). The norm imposed by the inner product derived from the
kernel function was used to find the nearest point contained within the support of
the SVM (Fig. 1), as well as the nearest point outside the support of the SVM
(Fig. 2).2 These figures provide Scapy [26] dissections of the three packets.

While the mathematical reason that the packet in Fig. 1 is considered ‘normal’
while that of Fig. 2 would be considered ‘anomalous’ is straightforward, from the

Fig. 1 A packet within the support of the 1-class SVM

2 A possibly instructive exercise for the reader: obscure the labels and ask a knowledgeable
colleague to attempt to divine which two packets are ‘normal’ and which is ‘anomalous’, and
why.
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point of view of a human analyst, dealing with this output is difficult. In particular
the transformed space of the SVM does not map neatly to the normal space of
parameters that human analysts work within to determine hostile intent in network
traffic, and the region of high-dimensional space, even assuming that analysts are
willing and able to visualize point clouds in infinite dimensional space, does not
neatly map to threat classes, misconfigurations, or other common causes of
undesired activity. In effect, to either confirm or refute the classification of this
anomaly detector, analysts must launch an entirely independent investigation into
the packet at issue, with very little useful information on where the most fruitful
areas for examination are likely to be.

Fig. 2 A packet outside the support of the 1-class SVM
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2.3 Clustering and Density Estimation

One of the more common forms of unsupervised learning is clustering. Such
approaches in untransformed coordinates have also been examined; the work of
[27] presents an application of an ensemble approach in which k-means clustering
is used to on a per-port basis to form representative clusters for the data; new data
is then assigned to a cluster which may accept or reject it as anomalous. In-place
incremental updating of the clusters and their associated classification rules is
used, and while the approach appears to underperform when compared to other,
more complex ones applied to the KDD’99 data with a false positive rate of
roughly 10 %, the method of cluster assignment and subsequent determination
provides a degree of introspection to the decision not available to the more
complex approaches.

Fig. 3 The support vector
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The work of [23] addresses the problem of transforming the highly variable and
often difficult to model content of individual network packets into a continuous
space amenable to distance-based outlier detection via frequency counts of n-
grams. For a given length n, all possible consecutive n-byte sequences are
extracted from a packet and tabulated into a frequency table, which is then used to
define a typical distribution for a given service (implicitly assuming a high-
dimensional multivariate normal). Once this distribution has stabilized, further
packets are then examined for consistency with this distribution, and ones that
differ significantly are identified as anomalous. While the reported performance of
the classifier is excellent (nearly 100 % accuracy on the DARPA IDS data set that
formed the basis for the KDD’99 data), once packets are grouped per-port and per-
service, the question of interpretability once again becomes a difficult one. While a
priori known attacks in the data, including novel ones, were detected by their
method, they do not discuss the issue of determining the true/false positive status
of an alarm in unlabeled data in any detail.

2.4 Hybrid Techniques

The work of [11] represents an interesting case, which uses a combination of
simulated data and active learning to convert the outlier detection problem into a
more standard classification problem. Simulated ‘‘outlier’’ data is constructed
either from a uniform distribution across a bounded subspace, or from the product
distribution of the marginal distributions of the data, assuming independence, and
adjoined to the original data with a label indicating its synthetic nature (see also
[28], which uses random independent permutations of the columns to perform a
similar task). The real and simulated data, labeled as such, is then passed to an
ensemble classifier that attempts to maximize the margin between the two classes,
using sampling to select points from regions where the margin is small to refine the
separation between the classes. This method is also applied to KDD’99 data, where
the results are actually shown to outperform the winning supervised method from
the original contest. In discussing the motivation for their method, they point out
that a ‘‘notable issue with [most outlier detection methods] … is the lack of
explanation for outlier flagging decisions.’’ While semantic issues are not
addressed in further detail, the explicit classification-based approach they propose
generates a reference distribution of ‘outliers’ that can be used as an aid to
understand the performance of their outlier detection method.

Finally, the work of [9] combines both supervised and unsupervised learning
approaches in order to attempt to leverage the advantages of each. They implement
a C4.5 decision tree with labeled data to detect misuse, while using a self-orga-
nizing map (SOM) to detect anomalous traffic. Each new data point is presented to
both techniques, and the output of both classifiers is considered in constructing the
final classification of the point. While in this case the supervised learning portion
of the detector could provide some level of semantic interpretation of anomalies,
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should both detectors fire simultaneously, the question of how to deal with alerts
that are triggered only by the SOM portion of the detector is not addressed.

2.5 Tree-Based Classifiers

Tree-based ensemble classifiers present alternatives to kernel-based approaches
that rely upon projections of the data into higher-dimensional spaces. From their
initial unified presentation in [28] on through the present day [29], they have been
shown to have excellent performance on a variety of tasks. While their original
applications focused primarily on supervised learning, various methods to adapt
them to unsupervised approaches such as density estimation and clustering have
been developed since their introduction (the interested reader is referred to [29]
and references therein for an overview of the variety of ways that random decision
forests have been adapted to various problems, as well as an excellent selection of
references). Unsurprisingly, random decision forests and variants thereof have
been applied to the anomaly IDS problem as well.

A straightforward application of random decision forests in a supervised
learning framework using the KDD’99 data is provided in [30], reporting a clas-
sification accuracy rate of 99.8 %. Similar work in [10] using feature selection
rather than feature importance yields similar results, reporting classification
accuracy of 99.9 %. Our own experiments have shown that simply blindly
applying the built-in random decision forest package in Scikit-learn [25] to the first
three features of the KDD’99 data in alphabetical order—‘‘Count’’, ‘‘diff_srv_-
rate’’, and ‘‘dst_bytes’’—without any attempt to clean, balance, or otherwise adapt
to the deficiencies of the KDD’99 set, yields over a 98 % accuracy rate in clas-
sifying KDD’99 traffic, with the bulk of the errors formed by misclassifications
within the class of attacks (see Appendix for details).

An outlier detection approach for intrusion detection using a variant of random
decision forests that the authors term ‘‘isolation forest’’ is presented in [31], in
which the data is sub-sampled in extremely small batches (the authors recommend
256 points per isolation tree, and building a forest from 100 such trees), and
iteratively split at random until the leaf size is reduced to some critical threshold.
Using the intuition that anomalies should stand out from the data, it then follows
that the fewer splits that are required to isolate a given point, the less similar to the
rest of the data it is. Explicit anomaly scoring in terms of the expected path length
of a binary search tree is computed. The authors of [31] examine—among other
data sets—the portion of the KDD’99 data representing SMTP transactions, and
report an AUC of 1.0 for the unsupervised detection of anomalies. Several of the
same authors also present on-line versions of their algorithm in [32], taking
advantage of the constant time complexity and extremely small memory footprint
of their method to use sequential segments of data as training and test sets (where
the test set from the previous iteration becomes the training set for the next
iteration), and report similarly impressive results.
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While the authors of [31] and [32] do not explicitly consider the notion of
interpretation in their work, the earlier work of [33] provides an early example of
an arguably similar approach that does explicitly consider such factors. Their
anomaly detection method is explicitly categorical (with what amounts to a density
estimation clustering approach to discretize continuous fields), and operates by
generating a ‘‘rule forest’’ where frequently occurring patterns in commands and
operations on host systems are used to generate several rule trees, which are then
pruned based on quality of the rule and the number of observations represented by
the rule.

Note, however, that in contrast to [31]—which also relies on trees—the
approach of [33] lends more weight to longer rules that traverse more levels of the
tree (where [31] searches for points that on average traverse very few levels of a
tree before appearing in a leaf node). This occurs as the work of [31] (and outlier
detection in general) tacitly assumes that the outlying data is not generated by the
same process as the ‘inlying’ data, and hence the work of [31] searches for regions
containing few points. Rule-based systems, such as [33] and [27] (and to a lesser
extent, [34]) place more emphasis on conditional relationships in the data, in effect
estimating the density for the final partitioning of the tree conditional on the prior
path through the tree.

Also in contrast to many other anomaly IDS methods, [33] made interpretation
of the results of their system—named ‘‘Wisdom and Sense’’—an explicit design
goal, noting that ‘‘anomaly resolution must be accomplished by a human.’’ The
rules themselves, represented by the conjunction of categorical variables, lend
themselves much more naturally to human interpretation than e.g., the high-
dimensional projections common to support vector machines, or the laborious
transformation of categorical data into vectors of binary data which is then blindly
projected into the corners of a high-dimensional unit cube.

3 Anomaly IDSs ‘‘in the wild’’ and the Semantic Gap

Likely due to the complexities enumerated above, experimental results on attempts
to deploy anomaly detection systems are regrettably few and far between. Earlier
methods, such as that of [33] or that of [34], typically report results only on their
own in-house and usually proprietary data. When these systems have been tested
elsewhere (see [35], in which [34] was tested and extended), many configuration
details have been found to be highly site-specific, and additional tuning was
required. As the volume and sensitivity of network traffic increased, along with the
computational complexity of the anomaly detection methods used to construct
anomaly detectors, attempts to deploy such detectors to operational environments
do not appear to be widely reported. The work of [36] provides a notable exception
to this rule, in which several proprietary anomaly detection systems were deployed
in a backbone environment. Details about the anomaly detection methods used in
the commercial products tested in [36] are unavailable (and some are noted as also
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incorporating ‘signature based methods’, though it is unclear at what level these
signatures are being applied), however it is worth remarking that the bulk of the
anomalies being examined in [36] were related to abnormal traffic patterns, rather
than content (e.g., shell code, worms, Trojans, etc.). The volume of traffic and the
extremely low rate of true positives meant that searching for more sophisticated
attacks was essentially infeasible, and indeed the traffic patterns observed at the
backbone level that were flagged as anomalous are much more straightforward to
classify manually than more subtle exploitation attempts. Revisiting our termi-
nology above, the cost a of evaluating a positive result and determining if it is a
true or false positive is relatively low, at least in comparison to attacks that require
content inspection to detect.

It is also worth remarking that in [36] it was observed that the set of true
positive results on which the various anomaly detectors agreed was in fact
extremely small, which suggests that the false negative rate for a single detector is
in all likelihood rather high. This may a practical consequence of Axelsson’s [12]
result, suggesting that to retain a tractable false positive rate, the threshold for
detection has been set rather high in these commercial anomaly detectors, thus
increasing the false negative rate in tandem with the reduction in false positives,
however in the absence of more details on the precise mode of operation and the
numerical choices made in the algorithms, this remains speculative.

Issues with interpretability of anomaly IDS techniques are is explicitly brought
up in [11], in which they point out that many outlier detection methods ‘‘…[tend]
not to provide semantic explanation as to why a particular instance has been
flagged as an outlier.’’ The same observation within the context of IDS work has
been made in some of the earliest work in anomaly-based IDS, including [33]
(who in 1989 wrote ‘‘…explaining the meaning and likely cause of anomalous
transactions … must primarily be accomplished by a human.’’) and [35]
(extending and testing the earlier work of [34]) who note that, in the absence of
automated analysis of audit data, a ‘‘security officer (SO) must wade through
stacks of printed output.’’ They are also are discussed briefly in [1], where the
example of [37] is given, in which the titular question ‘‘Why 6?’’ (or, more
completely, why a subsequence length of 6 turns out to be the minimum possible
value that permits the anomaly IDS to find the intrusions in the test set) ultimately
requires 26 pages and a full publication to answer in a satisfying manner. While
this does not directly address operational issues, the point remains that if the
researchers who study and implement a system require that much effort to
understand why a single parameter must be set the way it is to generate acceptable
performance, it is not a question that analysts responsible for minute-to-minute
monitoring and analysis of network traffic are likely to have the time or inclination
to answer.

At least part of the blame for the resilience of the semantic gap may be laid at
the feet of the availability of data. Analysis methods must be developed to fit the
available data, and regrettably the most commonly-used data set in intrusion
detection research remains the infamous KDD’99 set, which began receiving
criticism as little as 4 years after its initial release (see [38] and [39], for instance)
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but—over the protests of many security researchers [24]—has been and continues
to be widely used, particularly in the field of anomaly detection (see, e.g., [2, 9, 10,
22, 30, 32]).

The KDD’99 set is, superficially, extremely amenable to analysis by machine
learning techniques (although see [38] and [39] for some notable issues); the data
has 42 fields, the majority of which are continuously-valued, while the bulk of the
remainder are Boolean. Only two fields, protocol type and service, are categorical,
and both of these have a limited number of possible values (and, in practice,
appear to be generally ignored in favor of continuous fields for most anomaly IDS
research using this data). This enables and encourages an application of machine
learning approaches that rely on metrics in inner product spaces (or their trans-
formations) to anomaly IDS problems. The contextual information that human
analysts often rely on to determine whether or not traffic is malicious (e.g., source
and destination ports and IP blocks, protocol/port pairs, semantic irregularities
such as malformed HTTP requests, and so forth) is very explicitly not included in
this data, for the precise reason that it is very poorly suited to automated analysis
by machine learning algorithms (recent work on language-theoretic security in fact
suggests that automated analysis of many security problems is in fact in principle
intractable, as it effectively reduces to solving the halting problem [40]).

The root of the semantic gap is thus in part the result of a vicious spiral: with
the only widely used labeled data set being the KDD’99 data, which encourages
the use of machine learning techniques that often rely on complex transformations
of the data that tend to obscure any contextual information, the observation of [12]
means that focus must be placed on reducing false positive rates to render them
useful. This leads to more sophisticated and typically more complex methods,
enlarging the semantic gap, leading to a greater emphasis on reduced false positive
rate, and so forth.

4 The Base-Rate Fallacy, Anomaly Detection, and Cost
of Misclassification

In addition to issues of interpretation, the simple fact that the overwhelming
majority of traffic to most networks is not malicious has a significant impact on the
reliability and usability of anomaly detectors. This phenomenon—the base-rate
fallacy—and the impact it has on IDS systems is discussed in depth in [12]. We
summarize selected relevant points of the argument here.

Briefly, the very low base rate for malicious behavior in a network leads to an
unintuitive result, showing that the reliability of the detector (referred to in [12] as
the ‘‘Bayesian detection rate’’) P IjAð Þ, or the probability that an incident of con-
cern actually has occurred given the fact that an alarm has been produced, is
overwhelmingly dominated by the false positive rate of a detector P Aj � Ið Þ, read
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as the probability that there is an alarm given that no incident of concern actually
took place. A quick sketch by Bayes’ theorem shows that:

P IjAð Þ ¼ P AjIð ÞPðIÞ
P AjIð ÞP Ið Þ þ P Aj � Ið ÞPð� IÞ

where we assume all probabilities are with respect to some constant measure for a
given site and IDS. If we then note that, by assumption, P Ið Þ � Pð� IÞ for any
given element under analysis, we can immediately see that the ratio on the right
hand side is dominated by the P Aj � Ið ÞPð� IÞ term. Since P � Ið Þ is assumed to
be beyond our control, the only method of adjusting the reliability PðIjAÞ is by
adjusting the false positive rate of our detector.

This insight, has led to much work in recent results on reducing false positive
rates in not just anomaly IDSs (see, e.g., [6] and [22]) but also in such misuse
detectors as Snort [5, 18]. The availability of the KDD’99 set, which provides a
convenient test-bed for such methods, despite its age and concerns about its
reliability [38, 39], makes it relatively easy for research to focus on this issue, and
so perhaps accounts for the popularity of KDD’99 despite its well-known issues.

The key insight from the base-rate fallacy argument is there is an extreme
imbalance between the rate of occurrence of hostile traffic and that of malicious
traffic, which in turn greatly exaggerates the impact of false positives on the
reliability of the detector. However, if we extend the argument to include cost of
classification, this same observation suggests a potential remediation. Assume that
the cost of investigating any alarm, whether ultimately associated with an incident
or not, is a, while the cost of not having an alarm when there is an incident (a false
negative result) is b. We then have that

E Cost½ � ¼ aP Að Þ þ bP �AjIð ÞP Ið Þ
¼ a P AjIð ÞP Ið Þ þ P Aj � Ið ÞP � Ið Þ½ � þ bP �AjIð ÞP Ið Þ

And if we once again assume that P Ið Þ � P � Ið Þ, then note that we can
approximate then term a P AjIð ÞP Ið Þ þ P Aj � Ið ÞP � Ið Þ½ � by simply
aP Aj � Ið ÞP � Ið Þ, such that:

E Cost½ � � aP Aj � Ið ÞP � Ið Þ þ bP �AjIð ÞP Ið Þ

We assume that the cost of false negatives—classifying hostile traffic as
benign—may be large enough that we cannot ignore the second term. Note that the
expected cost in this case is now very sensitive to even small changes in the cost of
examining alarms. This suggests that in the event that the false positive rate cannot
be reduced significantly, we may still be able to operate the system at an
acceptable cost by reducing the cost of examining IDS alerts. As we discuss later
sections, current anomaly detectors are not well-suited to this task, and in fact
attempting to reduce the cost by reducing P Aj � Ið Þ have in fact inadvertently led
to increases in a, by virtue of both the need to adapt the heterogeneous data
available to IDS systems to standard machine learning techniques that focus on
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inner product spaces, and the complex transforms of that data undertaken by these
machine learning techniques in order to obtain accurate decision boundaries.

4.1 Cost Versus Threshold Tradeoffs

In many cases, the false positive rate and the false negative rate are related to each
other; see, for instance, [6] where the effect of the support radius of a 1-class SVM
on the true and false positive rate was examined. While shrinking the space
mapping to a decision of ‘anomaly’ (or equivalently, increasing the detection
threshold) clearly will reduce the false positive rate, it also decreases the sensi-
tivity of the detector, and thus the true positive rate PðAjIÞ, and since
P AjIð Þ þ P �AjIð Þ ¼ 1, i.e., every incoming packet must either trigger an alarm or
not trigger an alarm, this must inevitably increase the false negative rate, poten-
tially incurring a significant cost.

As a toy example, consider the Gaussian mixture problem, where our data
comes from the following distribution:

fX xið Þ ¼ P Ið Þp xi; 1; 1ð Þ þ 1� P Ið Þð Þp xi; 0; 1ð Þ

p xi; l; r
2

� �
¼ 1

ffiffiffiffiffiffiffiffiffiffi
2pr2
p exp � 1

2r2
xi � lð Þ2

� �

where for each xi we must determine whether it was drawn from p xi; 1; 1ð Þ, in
which case we deem it anomalous, or p xi; 0; 1ð Þ, in which case it is normal. Put
another way, given some value xi, our task is to decide whether li ¼ 1 or li ¼ 0. If
we assume independence and construct a decision rule based solely on the current
observation xi, then we may fix a false negative rate of P �AjIð Þ ¼ p; giving us a
threshold for xi of xI ¼ U�1

Xjl¼1 pð Þ where U is the standard Gaussian CDF. From

this we can obtain directly the false positive rate for this detector:

P Aj � Ið Þ ¼ 1� UXjli¼0 xI
� �

Using this threshold-based decision rule, we have that the only possible way to
decrease the false positive rate is to increase the threshold xI. As the CDF of xi is
by definition non-decreasing in xi, we have immediately that increasing the
threshold xI will simultaneously decrease the false positive rate while increasing
the false negative rate.

Turning to the cost, we have from above:

E Cost½ � � aP Aj � Ið ÞP � Ið Þ þ bP �AjIð ÞP Ið Þ
¼ a 1� UXjli¼0 xI

� �� �
Pð� IÞ þ bUXjli¼1 xI

� �
P Ið Þ

And (in this example) can optimize with respect to cost by standard methods to
find:

28 R. Harang



xI

optð Þ ¼ ln aP � Ið Þ � ln bP Ið Þ½ � þ 1
2

Or more generally, letting f0 denote the density function for normal traffic and f1

denote the density of anomalous traffic, we have the usual form of the weighted
likelihood ratio decision rule3:

f1 xI
� �

f0 xIð Þ ¼
bP Ið Þ

aP � Ið Þ

At this threshold xI, any further increase in xI leads to an increase in the
expected cost of analysis, as the benefit of reduced false positives in the left hand
term begins to be outweighed by the cost of increased false negatives.

Critically, for many IDS deployments, P Ið Þ may be completely unknown, and b
is generally only roughly approximated. This immediately suggests that increasing
the threshold for an anomaly detector may in fact be counterproductive, and in
many cases it is difficult or impossible to know when precisely this tradeoff has
occurred.

While this is—as in [12]—generally grim news for anomaly detection, the
impact of a and b on the cost is also of interest. Security policies, segregating
sensitive resources, and controlling physical access to the most critical systems
and information may provide avenues to reduce b, however we defer this analysis
to others. The dependence on a, however, is worth examining. Notice that—
again—it is a multiplicative factor to the rate of normal traffic, suggesting that
small adjustments in a can have an impact significantly greater than an equal
adjustment in b. Indeed, d

da E Cost½ � � P Aj � Ið ÞP � Ið Þ while d
db E Cost½ � ¼

P �AjIð ÞP Ið Þ where again P Ið Þ � P � Ið Þ. This suggests that reducing the cost to
analysts of examining and diagnosing alarms may provide significant benefit with
respect to the cost of operation of an IDS. As we have seen above, efforts to
control the false positive rate in much of the academic work relating to IDSs have
led to increasingly complex classification systems. We contend that this trend has
in fact significantly increased a, greatly reducing the utility of such systems for
practical use.

3 Note another critical feature: if adversarial actors are capable of crafting their traffic to

approximate f0, such that the quantity 1� f1 xð Þ
f0 xð Þ

			
			 � 2 for some small 2 [ 0, and can control

the rate of malicious traffic they send and hence P Ið Þ, then they may craft their traffic such that
the defenders have no xI that satisfies the above relationship and so cannot perform cost-
effective anomaly detection. We do not discuss this problem in detail, but reserve it for future
work.
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5 Revisiting Tree-Based Anomaly Detectors

As discussed previously, tree-based anomaly IDSs were among the first considered
[33]. The work of [33] focused largely on a host-based approach to detecting
misuse of computer systems on the basis of host actions and made efforts to use the
tree structure to extract rules that could be both automatically applied to audit trail
logs as well as directly interpreted by analysts. While the majority of recent
anomaly IDS work has focused on various very popular and highly successful
kernel methods that have been developed for machine learning in other areas, other
more recent approaches have leveraged the work that has been done in random
decision forests [28, 29] and begun to investigate their application to both
supervised anomaly detection [10, 30] and unsupervised outlier detection [31, 32]
in both batched and online modes. The fact that tree-based ensemble classifiers can
achieve extremely high performance without further transforming the data into a
more complex space to make it easier to separate (although note the empirical
observation in [41] that the best performance is often obtained by including
additional transformations of the covariates) and are typically quite robust to
ancillary data [29, 31] make them attractive targets for anomaly detection algo-
rithms, and initial results [10, 30–32]—albeit often on limited data—have shown
that their performance is comparable or even superior to methods that employ
more complex transformations.

While the semantic gap is not widely addressed in these papers, trees naturally
lend themselves to extracting contextual information and classification rules that
are generally much more interpretable to end users than the distance-based metrics
of kernel methods. They also handle the heterogeneous data observed in networks
more naturally than many other classifiers which either explicitly operate on
features that map naturally to inner product spaces (see virtually any KDD’99-
based paper) or require some transformation of the data to convert it into such a
space (e.g., [23], transforming sequential bytes into n-grams). In particular, the
most common form of splitting rule within continuous covariates in trees—axis-
aligned learners—allow us to extract simple inequalities to define portions of rules
relating to those attributes, and splits of ordinal variables allow us to extract
relevant subsets from such fields. By tracing a path from the root to the final leaf
node of any tree, it is extremely straightforward to extract the ‘‘rule’’ that led to the
classification of the point in question in that leaf node; tabulation of the number of
data points in the training data that fell into each internal node or leaf immediately
gives us conditional probabilities based that may be immediately extracted from
the data. Figure 4 shows a toy example of a decision tree based on the West Point/
NSA CDX data [24] learned in an unsupervised manner similar to [32] (features
selected at random from the available set, continuous features split at a randomly
selected value from the ones available at that node, categorical features selected by
information gain ratio; a maximum of three splits were permitted, and the splitting
was terminated if the proposed split led to a leaf node of fewer than 100 points). A
quick walk down the tree—taking the right-most split at each step—shows that we
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may construct the rule for an ‘anomaly’ learned by this tree as: ‘‘destination
port [ 13,406, not TCP, Source port [ 87’’. This rule is presented using the type
of data that analysts work with on a daily basis (rather than elaborate RKHS
representations, for instance), and the value of the rule may be assessed
immediately.4

While single trees are straightforward to assess, combining rules in multiple
trees is less straightforward. This question was touched on in [33] in the context of
pruning the extensive database of generated rules, but only for strictly categorical
data. They employ several criteria for pruning, beginning with a threshold function
on the quality of the rule (favoring longer, more accurate rules with a smaller
range of acceptable consequents), then removing rules where the predicates form a
simple permutation of some other rule, next removing rules where the consequent
matches some other rule and the predicates form a special case of some other rule,
and finally pruning on number of exemplars of the rule in the data and depth.
These criteria can be easily transferred to the case of continuous covariates.

Fig. 4 A toy decision tree

4 In this case, any outgoing traffic to a relatively high destination port was deemed by an analyst
to be unusual, but ‘‘certainly not a red flag’’; the fact that it was non-TCP and did not originate
from the lower end of the range of registered ports suggested a UDP streaming protocol, which
often communicate across ephemeral ports; the analyst volunteered the suggestion that if it were
in fact UDP it would likely not warrant further analysis. When the same analyst was presented
with the outputs given in Fig. 1 through Fig. 3, they were of the opinion that it was not terribly
useful, and that it not provide them with any guidance as to why it appeared suspicious; the
semantic gap in action.
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Briefly, for all leaf nodes that lead to a classification of ‘anomalous’ in all trees
(note that these nodes will vary depending on what kind of tree is used, either half-
space trees as in [32], isolation trees as in [31], or some variety of density esti-
mation tree as presented above and discussed in [29]), we extract the rules by
walking the tree and identifying upper and lower bounds (if any) for the contin-
uous fields, and the possible values (potentially including the special case of all
values) for the categorical fields. We then attempt to identify the most compact set
of aggregated rules for which the intersection of those sets is non-empty in all
fields. As this process is equivalent to the set cover problem, we approximate the
solution via a greedy algorithm, extracting the maximal set remaining in each
iteration. Each aggregated rule is assigned a weight based on the number and
weight of rules that are subsumed by it. In our example case, illustrated in Table 1,
we used isolation trees of [31], simply taking their default values
(w ¼ 256; t ¼ 100; c wð Þ � 6:1123). We can then define the weight of an aggre-

gated rule as s x;wð Þ ¼ 2�
P

hiðxÞ
nc wð Þ , as any packet that triggers our aggregated rule

would, by definition, trigger all rules subsumed by the aggregated rule.
Note that the aggregated rule is extremely specific, represented in ‘‘natural

units’’ of IDS data, and learned in an entirely unsupervised fashion from the data.
In this case, analyst evaluation of the rule suggested that the primary feature of
interest was the low port number in conjunction with the UDP protocol and the
high rate of data from the external service. This suggested to the analyst a
streaming protocol, consistent with many UDP transactions, but to a non-standard
port. In addition, a feature that appeared to be irrelevant for this rule—the duration
of the transaction—was naturally excluded, and could be easily trimmed from the
display.

While this method takes an aggressive approach to rule pruning, essentially
triggering only on instances that satisfy among the tightest constraints possible
derived from the rule set represented by the trees, a similar approach could be used
in a post hoc fashion, collecting only the subset of rules that the data point of
interest triggered on its path through the forest, and performing a similar greedy
aggregation method on them to determine aggregated rules that it satisfied. While
this does not permit the one-time computation with subsequent amortization of the

Table 1 Seven isolation tree rules and an associated meta-rule

Protocol Transaction
duration

Client
port

Client
packets

Client
BPS

Service
port

Service
packets

Service
BPS

hðxÞ

UDP * * \69 * * * * 2
* * * \65 [0 * * * 2
UDP * * * * * * [12,093 2
* * \23 * * * * [7,21,709 2
* * \137 * * * * [15,13,401 2
* * * * * \3,268 [22 * 2
* * * * * \4,985 * [1,066 2
UDP * \23 \65 [0 \3,268 [22 [15,13,401
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time complexity that pre-processing of the forest permits, the fixed number of trees
in the ensemble mean that the system may operate, similarly to the method of [32],
with constant time complexity (albeit potentially a large constant).

While broader-scale testing on realistic data is necessary, and additional work
to identify the most useful features is required, preliminary results indicate that the
approach of using tree-based anomaly detection systems to identify and extract
human-readable rules describing the generated anomalies is of great promise, and
suggests that anomaly detection systems may well be able cross the semantic gap
and see some degree of deployability in settings beyond the research lab.

6 Conclusion

We present an overview of many current approaches in the literature to anomaly-
based intrusion detection, and examine in detail the issue of the semantic gap first
articulated by [1]. This semantic gap is due in large part to the emphasis of
anomaly detection research on outlier detection methods and machine learning
techniques that have been designed primarily to operate within inner product
spaces, which are not in general representative of the problem space for actual IDS
deployment and operation. The result of [12] shows that the reliability of an
anomaly detector—the probability that investigating an alarm will lead to detec-
tion of malicious or anomalous activity—is directly related to the false positive
rate of the detector, and so much emphasis has been placed on reducing this false
positive rate when treating the IDS as a black box. We extend this result with a
cost analysis to show that in operational deployment, the interpretability of an IDS
alert is also significant, and suggest that tree-based detection methods that operate
in the untransformed space of IDS data not only are better-suited to the IDS
problem space, but also lend themselves more naturally to human interpretation
than high-dimensional kernel-based methods without the sacrifices in accuracy
that have characterized categorical outlier detection methods. We finally show a
proof-of-concept method for extracting rules from ensembles of trees, producing
novel rules for detecting anomalous traffic built in a completely unsupervised
fashion from live network data.

Appendix A

Random decision tree classification of KDD’99 data was performed using the
Scikit-learn [25] package under Python 2.7.2 on a desktop commodity workstation.
Training was performed using the file kddcup.data_10_percent_corrected, and
testing was done on the file kddcup.data.corrected. 494,021 training records were
used, and 4,898,431 test records. The three fields ‘‘Count’’, ‘‘diff_srv_rate’’, and
‘‘dst_bytes’’ were extracted along with the label field in both data sets; all other
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data was discarded. The random decision forest was trained with the following
parameters:

– Classification threshold: simple majority
– No bootstrapping used
– Features per node: 2
– Node splitting by informatin gain
– Minimum leaf samples: 1
– Minimum samples to split: 2
– Max tree depth: 9
– Number of trees: 11

Training the classifier required 4.4 s using a single processor, testing required
approximately 122.8 s.5 The following confusion matrix was produced (note that
we have omitted correct classifications on the diagonal for compactness, and that
we have also omitted rows corresponding to predictions that the classifier never
produced).

Total false negatives: 36204=4898431 � 0:007
Total false positives: 2622=4898431 � 0:0005
The most common errors were misclassification of the IPsweep attack as nor-

mal traffic, and classification of flows corresponding to the Neptune attack as the
Smurf attack. Random inspection of the IPsweep misclassifications suggests that
each ‘‘attack’’ had several records associated with it; while many individual
records were not correctly labeled, all instances that were examined by hand had at
least one record in the total attack correctly classified. As the Smurf and Neptune
attacks are both denial of service attacks, some confusion between the two is to be
expected.

While these results certainly demonstrate that random decision forests are
accurate and efficient classifiers, the alternative that the KDD’99 data is simply not
a terribly representative data set for IDS research should not be excluded.
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