
Chapter 2
Role of Delays

2.1 Introduction

Several key issues that make NCSs distinct from other control systems are:

1. Band-Limited Channels: Any communication network can only carry a finite
amount of information per unit of time. In many applications, this limitation
poses significant constraints on the operation of NCSs. Examples of NCSs that
are afflicted by severe communication limitations include unmanned air vehicles
(UAVs) due to stealth requirements, power-starved vehicles such as planetary ro-
vers, long-endurance energy-limited systems such as sensor networks, underwater
vehicles, and large arrays of microactuators and sensors.
Inspired by Shannons results on the maximum bit rate that a communication chan-
nel can carry reliably, a significant research effort has been devoted to the problem
of determining the minimum bit rate that is needed to stabilize a linear system
through feedback over a finite capacity channel [5, 7, 11, 22, 37, 41]. Recently,
some progress has also been made in solving the finite-capacity stabilization
problem for nonlinear systems [16, 23] and for linear systems with unknown
parameters [36]. In [30], stability conditions are derived based on anytime infor-
mation, which quantifies the time value of data bits. Performance limitations of
feedback over finite capacity memory-less channels are addressed in [19], which
obtains a general extension of Bodes integral inequality.
Most of the results discussed in this survey are motivated by the observation that,
in most digital networks, data is transmitted in atomic units called packets and
sending a single bit or several hundred bits consumes the same amount of network
resources. For example, every fixed-size asynchronous transfer mode (ATM) cell
consists of a 40-bit header and a 384-bit data field, an Ethernet IEEE 802.3 frame
has a 112- or 176-bit header and a data field that must be at least 368-bit long, and
each Bluetooth time slot carries 625 bits leaving at least 499 bits for data payload
[27, 33]. This observation leads to an alternative view of band-limited channels,
in which a channel can transmit a finite number of packets per unit of time (packet
rate), but each packet can carry a large number of bits (possibly infinitely many).
Although from Shannons point of view these channels have infinite capacity, the
closed-loop system stability and performance is still limited by the network. This
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perspective is prevalent in most of the results that we discuss in this survey, which
generally neglect the quantization effects imposed by digital networks.

2. Sampling and Delay: To transmit a continuous-time signal over a network, the
signal must be sampled, encoded in a digital format, transmitted over the network,
and finally the data must be decoded at the receiver side. This process is signif-
icantly different from the usual periodic sampling in digital control. The overall
delay between sampling and eventual decoding at the receiver can be highly vari-
able because both the network access delays (i.e., the time it takes for a shared
network to accept data) and the transmission delays (i.e., the time during which
data are in transit inside the network) depend on highly variable network condi-
tions such as congestion and channel quality. In some NCSs, the data transmitted
are time stamped, which means that the receiver may have an estimate of the
delays duration and take appropriate corrective action. A significant number of
results have attempted to characterize a maximum upper bound on the sampling
interval for which stability can be guaranteed. These results implicitly attempt to
minimize the packet rate that is needed to stabilize a system through feedback.

3. Packet Dropout: Another significant difference between NCSs and standard dig-
ital control is the possibility that data may be lost while in transit through the
network. Typically, packet dropouts result from transmission errors in physical
network links (which is far more common in wireless than in wired networks) or
from buffer overflows due to congestion. Long transmission delays sometimes
result in packet reordering, which essentially amounts to a packet dropout if
the receiver discards outdated arrivals. Reliable transmission protocols, such as
TCP, guarantee the eventual delivery of packets. However, these protocols are not
appropriate for NCSs since the retransmission of old data is generally not very
useful.

4. Systems Architecture: Fig. 2.1 shows the general architecture of an NCS. In this
figure, encoder blocks map measurements into streams of symbols that can be
transmitted across the network. Encoders serve two purposes: they decide when
to sample a continuous-time signal for transmission and what to send through the
network. Conversely, decoder blocks perform the task of mapping the streams of
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Fig. 2.2 Single loop NCS
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symbols received from the network into continuous actuation signals. One could
also include in Fig. 1 encoding/decoding blocks to mediate the controllers access
to the network. We do not explicitly represent these blocks because the boundaries
between a digital controller and encoder/decoder blocks are often blurry.
Most of the research on NCSs considers structures simpler than the general one
depicted in Fig. 2.1. For example, some controllers may be collocated (and there-
fore can communicate directly) with the corresponding actuators. It is also often
common to consider a single feedback loop as in Fig. 2.2. Although consider-
ably simpler than the system shown in Fig. 2.1, this architecture still captures
many important characteristics of NCSs such as bandwidth limitations, variable
communication delays, and packet dropouts.

Recent technological advances have enabled distributed control systems (DCS) to
be implemented via real-time networks. This permits feedback control loops to be
closed over a shared communication channel. Thus real-time control networks (or
networked control architectures) represent an emerging technology in industry and
is receiving considerable attention. As available technologies (such as DeviceNet,
Profitbus, FireWire, Ethernet, to name a few) become more mature and their prices
decrease, they are being implemented in more real-time distributed control applica-
tions. These include, but not limited to, aircraft [32] and automobiles [28]. From a
control-theoretic standpoint, the area of networked control systems (NCS) is rather
new and starts to attract research investigations. One significant feature of NCS is
that, instead of hardwiring, the control devices with point-to-point connections, sen-
sors, actuators, and controllers are all connected to the network as nodes. Several
advantages of this implementation include: reduced system wiring, plug and play
devices, increased system agility, and ease of system diagnosis and maintenance.

2.2 Initial Design Methods

By and large, the insertion of the communication network in the feedback control loop
makes the analysis and design of an NCS complex. Conventional control theories
with several standing assumptions, including synchronized control and non-delayed
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sensing and actuation, must be reevaluated before they can be applied to NCSs. The
following important issues stand out:

1) During data exchange among devices connected to the shared medium, time-
delays occur between sensor to controller τsc and between controller to actuator
τca . Their sum τin = τsc + τca represents the network induced delay. This delay,
either constant (up to jitter) or time-varying, can degrade the performance of control
systems designed without considering the delay. It can even destabilize the system.

2) Within NCS, the network can be viewed as a web of unreliable transmission
paths. Some packets not only suffer transmission delay but, even worse, can be lost
during transmission. The task to be considered is: how such packet dropouts affect
the performance of an NCS?

3) There are cases due to bandwidth and packet size constraints where the plant
output may be transmitted using multiple network packets. In such cases, the chances
are that all/part/none of the packets could arrive in the required time. The purpose of
this chapter is to provide a complete diagnostic profile of the role of delays in NCS. It
analyzes the impact of delay sources on the stability and performance of NCS. A full
attention is given to the network induced delay. It will be shown that the relationship
between the sampling rate and the network induced delay can only be determined by
simulation. An upper bound on the network delays using dynamic controllers will be
developed in terms of an LMI-feasibility problem that can be readily solved using
semi-definite programming tools.

In the literature, there have been two approaches to NCS design while taking into
account the foregoing issues.

Approach I Design the control system without any regard to the packet delay and
loss and construct a communication protocol that minimizes the likelihood of these
events and to gain better performance.

Approach II Consider the network protocol and traffic as given conditions and
design control strategies based on delay-differential equations [21] that explicitly
treat the foregoing issues.

In both approaches, analysis and design strategies for both sources of delays and
packet loss are examined. Previous related work is found in [1, 9, 10, 13–15, 17,
25, 29, 34, 38, 43] where discrete-time design approach was developed using in-
tegrated communication and control system (ICCS) and representing the network
delays in a random fashion. Scheduling algorithms are constructed to handle the
flow of messages among networks nodes. Appropriate measures were introduced
to assess the system performance with particular emphasis on maximum allowable
transfer interval (MATI) τm to denote an upper bound time separation between sen-
sor messages. Explicit expression of τm was developed in [4, 39] in terms of sufficient
conditions on the network sampling rate to guarantee that the original non-networked
system remains stable when the control-loop is closed by the network.
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2.2.1 Network Induced Delay

To transmit a continuous-time signal over a network, the signal must be sampled,
encoded in a digital format, transmitted over the network, and finally the data must
be decoded at the receiver side. This process is significantly different from the usual
periodic sampling in digital control. The overall delay between sampling and eventual
decoding at the receiver can be highly variable because both the network access delays
(i.e., the time it takes for a shared network to accept data) and the transmission delays
(i.e., the time during which data are in transit inside the network) depend on highly
variable network conditions such as congestion and channel quality. In some NCSs,
the data transmitted are time stamped, which means that the receiver may have an
estimate of the delays duration and take appropriate corrective action. A significant
number of results have attempted to characterize a maximum upper bound on the
sampling interval for which stability can be guaranteed. These results implicitly
attempt to minimize the packet rate that is needed to stabilize a system through
feedback.

The network induced delay (NID) occurs in NCS when sensors, actuators, and
controllers exchange data across the network. Depending on the medium access
control (MAC) protocol of the control network, NID can be constant, time-varying,
or even random. MAC protocols are divided into:

1) Random Access, including carrier sense multiple access (CSMA), and
2) Scheduling, including token passing and time division multiple access (TDMA)
Control networks using CSMA protocols include DeviceNet and Ethernet. Various

possible situations are depicted in Fig. 2.3 for the case of two nodes continually
transmitting messages. Observe that the transmission begins when the network is not
busy. Indeed possible collision can take place and its avoidance is protocol dependent
(DeviceNet employs bit-wise arbitration to introduce prioritization whereas Ethernet
incorporates collision detection portion).

In a similar way, Fig. 2.4 shows a timing diagram for TDMA. In this case, the
protocols eliminate the contention of the shared network medium by allowing each
node on the network to transmit according to a predetermined schedule where the
token is passed around a logical or physical ring. Note that in scheduling networks,
periodic transmission of messages can be arranged.

2.2.2 NCS Model

Let the plant be given by:

ẋp(t) = Apxp(t)+ Bpup(t)

yp(t) = Cpx(t) (2.1)

and the discrete controller is

up(kh) = − K xp(kh) , k = 0, 1, 2. . . (2.2)
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Fig. 2.3 Time diagram 1

where xp, up, yp are the state, control, and output vectors and h is the sampling
period. Consider a setup having:

1. A fixed control law which is used to imply that the sensor-to-controller delay and
controller-to-actuator delay can be lumped together as τin,

2. Clock-driven sensors that sample the plant outputs periodically at sampling
instants,

3. An event-driven controller which can be implemented by an external event in-
terrupt mechanism and calculates the control signal as soon as the sensor data
arrives, and

4. An event-driven actuators meaning that the plant inputs are changed as soon as
the data become available.

In the case of τin < h, a timing of the signals is shown in Fig. 2.5. The corresponding
timing diagram is depicted in Fig. 2.6.

We consider the case in which the delay of each sample τk is less than one sampling
period h. The system model becomes:

ẋp(t) = Apx(pt)+ Bpup(t) t ∈ [khτk , (k + 1)h+ τk]

yp(t) = Cpxp(t)

up(t∗) = −Kxp(t − τk) t ∈ {khτk , k = 0, 1, 2. . .} (2.3)
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A sampled form of system (2.3) is given by

xp[(k + 1)h] = Φpxp[kh]+ Ψp[τk]up[kh]

+ Υp[τk]up[(k − 1)h]

yp[kh] = Cpxp[kh] (2.4)

where

Φp = eAh , Ψp =
∫ h−τk

0
eAhBds

Υp =
∫ h

h−τk
eAhBds (2.5)

In terms of z[kh] =
[
utp[(k − 1)h] [xtp[kh]

]t
, we express the controlled system as

z[(k + 1)h] = Ξpz[kh]

Ξp =
[

0 −K
Φp − Ψp[τk]K Υp[τk]

]
(2.6)

If NID is constant (τk = d ∀k), the stability of system (2.6) can be readily inferred
from the roots of

∣∣sI −K(sI − Υp)−1(Φp − ΨpK)
∣∣

This is the case of static scheduling network protocol. The size of delay tolerated by
the system can be estimated by the relative magnitude of Υp and Ψp to guarantee
stability. Observe that in the special caseA = 0 , B = 1, the requirement of stability
entails that

max

[
1

2
− 1

Kh
, 0

]
<
τ

h
< min

[
1

Kh
, 1

]
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which can determined graphically. On the other hand, letting A = a , B = 1, we
obtain

Ξp =
[

0 −K
eah − K

a
(ea(h−τ ) − 1) 1

a
eah(1− e−aτ )

]
(2.7)

in which case the stability region can be determined by computer simulation.
In general, in the more practical forms of NCS with NID stability, analysis should

be undertaken by dedicated software. One possible remedy to the foregoing difficul-
ties is to employ feedback compensation for the non-delayed parts of NCS [26].

2.2.3 Maximum Allowable Delay Bound

For a single loop of NEC (see Fig. 2.2), consider the plant and control model as:

ẋp(t) = Apxp(t)+ Bpup(t)

yp(t) = Cpx(t) (2.8)

ẋc(t) = Acx(t)+ Bcuc(t)

yc(t) = Ccxc(t − τc)+ Ecuc(t − τc) (2.9)
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The communication delays are modeled as

uc(t) = yp(t − τsc) , up(t) = yc(t − τc) (2.10)

Defining z(t) =
[
xtp(t) [xtc(t)

]t
, we manipulate (2.9)–(2.10) to reach

ż(t) = Fpx(t)+
3∑

k=1

Fkxp(t − τk) (2.11)

Fp =
[
Ap 0
0 Ac

]
, F1 =

[
0 0

BcCp 0

]

F2 =
[

0 BpCc

0 0

]
, F3 =

[
BpEcCp 0

0 0

]

τ1 = τsc , τ2 = τca + τc , τ3 = τin + τc (2.12)

System (2.11) is a multi-time-delay system [21] with τ1 < τ2 < τ3 for which an
upper bound of the time delays can be computed by the solving the quasi-convex
optimization problem

max τM subject to⎡
⎢⎢⎣
X(F t

p +
∑3

k=1 Fk)+
(Fp +∑3

k=1 F t
k )X+∑3

k=1 4τkX

∑3
k=1 τkFk

∑3
k=1 F t

k τk −τkWk

⎤
⎥⎥⎦ < 0

[
X XF t

j

FjX Pk

]
≥ 0

X > 0 , Pkj > 0

k = 1, . . ., 3 , j = 0, . . ., 3 , Wk =
3∑

j=0

Pkj

using the software environment MATLAB-LMI [8]. Observe that in this way, the
variability of the induced and computational delays can be readily taken care of.

To close up, we emphasize that a model for networked control systems comprising
clock-driven sensors and even-driven controller, and actuators has been examined
with a view to disclose the impact of network induced delays on the stability and
performance of NCS. It has been shown that the relationship between the sampling
rate and the network induced delay can only be determined by simulation. An up-
per bound on the network delays using dynamic controllers has been developed in
terms of an LMI-feasibility problem that can be readily solved using semi-definite
programming tools
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Fig. 2.6 Time diagram 4

2.3 Problems in Networks and Control

It has been a prevailing trend in modern, industrial, and commercial systems to in-
tegrate computing, communication, and control (for brevity C3) into different levels
of machine/factory operations and information processes. Networks and control is
widely recognized as a very challenging and promising research field, particularly
NCSs.

Control loops that are closed over a communication network have become more
and more common as the hardware devices for networks and network nodes have
become cheaper. The traditional communication architecture for control systems,
which has been successfully implemented in industry for decades, is point-to-point;
that is, a wire connects the central control computer with each sensor or actuator
point. However, expanding physical setups and functionality is pushing the limits
of the point-to-point architecture. Hence, a traditional centralized point-to-point
control system is no longer suitable to meet new requirements, such as modularity,
decentralization of control, integrated diagnostics, quick and easy maintenance, and
low cost. The introduction of common-bus network architectures can improve the
efficiency, flexibility, and reliability of these integrated applications through reduced
wiring and distributed intelligence, and so reduce the installation, reconfiguration,
and maintenance time and costs.

The change of communication architecture from point-to- point to common bus,
however, introduces different forms of time-delay uncertainty between sensors,
actuators, and controllers. These time delays come from the timesharing of the
communication medium as well as the computation time required for physical signal
coding and communication processing.
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Time delay arising within the plant itself is a feature of many feedback control
systems. This type of delay can be called natural delay or plant delay. There has been
considerable research on the control of systems having plant delays, for example, see
Chen et al. [6] and Manutch [20]. The control-induced or computational delay, that
is, the delay caused by the control scheme adopted, was first studied in the 1970s,
when digital controllers were introduced to replace analogue controllers. An analysis
and example presented inYang [42] demonstrate that computational delay in a digital
controller can cause system instability. Digital controller design, taking into account
the computational delay, has also been extensively studied, for example, see Astrom
and Wittenmark [2]. With the rapid development in electronics, cheap and fast digital
processors have become widely available, and the issue of computational delay in a
digital controller has now become less important, in most applications. In an NCS,
however, there is time delay caused by the signal transfer method adopted. This kind
of control induced delay is commonly known in the literature as network induced
delay. Network induced delays, because of their discrete and distributed nature, are
quite different from the plant delays and computational delays that have been studied
in the past. However, in some cases, it is possible to use tools for linear sampled-data
systems for the analysis and design of certain classes of linear NCSs [24].

2.4 Classes of Problems

A representative framework for the study of networks and control is depicted in
Fig. 2.7. One major view is that an NCS can be considered as having two subsystems
interacting with each other through networked communication channels. Here, it
is worthwhile pointing out that Fig. 2.7 can also be used to study active queue
management for feedback internet congestion control. Needless to emphasize, this
is a typical problem in the area of control over networks. For feedback internet
congestion control, Subsystem 1 represents routers with their buffers and Subsystem
2 represents internet TCP/IP traffic sources. Subsystem 1, through the networked
communication channel, the internet, sends the congestion measurement signals to
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traffic sources. These sources send packets through the internet, at rates according to
the congestion signals and TCP algorithms adapted, to the routers. If the notations
used in [42] are applied to the feedback internet congestion control problem, y, w, v
and u in the figure correspond to p, q, x and y, respectively.

Using the proposed general framework for networks and control, the study of
NCSs can be divided into two classes of problem: Class I and Class II.

2.4.1 Class I Problems

For Class I problems, Subsystem 1 represents a distributed plant to be controlled
with sensors and actuators. Subsystem 1 : Σ1 = (A,B,C,D) is continuous and has
state variable x, output vector y, and input vector u

ẋ(t) = Ax(t)+ Bu(t)

y(t) = Cx(t)+Du(t) (2.13)

Subsystem 2 represents a digital controller Σ2 = ΣO + ΣC , where ΣO and ΣC

represent the dynamics of an observer and a controller, respectively. In principle, the
separation principle can be assumed to be valid in NCS. It is proved that the separation
theorem still holds in networked control system in which network induced delay is
longer than the sampling period. If there is no observer, or if the observer design is
not explicitly concerned, then Σ2 = ΣC = (E,F ,G,H ) is a discrete-time system
with state variable z, such that

zk+1 = Ezk + Fwk (2.14)

vk = Gzk +Hwk

The input to the controller, wk = w(kT ), is a delayed version of the sensor output
y(t) at some sampling instant. For a particular element i in wk , wi

k

wi
k = yi(t − τ isc(t)) (2.15)

where t isc(t) is the sensor controller time delay for the ith sensor signal yi(t). (In some
literatures, sensor controller delay is also called feedback-path delay or down-link
delay.) Let

0 < τisc(t) ≤ τscmax ∀i (2.16)

where τscmax is the upper bound of τ isc(t), which may be greater than the sampling
period T . Similarly, u(t) inΣ1 is a delayed version of the controller output vk . This is
noted as controller–actuator delay τ jca(t) (also called forward-path delay or down-link
delay), and one can set

0 < τjsc(t) ≤ τcamax ∀j (2.17)
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where τcamax is the upper bound of τ jca(t), which may also be greater than T . These
network induced delays are sums of several small delays, for example, medium
access delay, transportation delay, congestion delay, and so on, and their values
depend on the network architectures, protocols, operating conditions, and so on.

Some general assumptions for Class I problem are as follows:

1. The controller is time driven, with a sampling period of T. Time driven means
that the controller starts each calculation at the time instant kT .

2. There are N sensors in the plant, each sampling with a period of T pi(1 ≤ i ≤ N )
and

T pi = βiT (2.18)

where βi can be any positive real number. In a simple case, all βi are integers.
This can be further simplified to let all βi be equal to one, that is, all sensors have
the same sampling periods as that of the controller.

3. The controller clock and sensor clocks are not synchronised. There is a fixed
time skew gi between the controller clock and the ith sensor clock when βi is
an integer. However, measurement signals are indexed: yil , y

i
l−1, yil−2, . . . , where

yil is the current sampled signal; yil−1 is the signal sampled one sampling period
before and so on. The controller always uses the latest signal, that is, the signal
has the largest index l. Because of the randomness of τ isc(t) and the possibility of
packet loss, it may be possible that

wi
k+1 = wi

k = yil (t − τ isc(t)) (2.19)

That is, at the controller site with a sampling period of T , the signal wi used as
the controller input at two (or more) consecutive sampling instances is the same
(yil ) even when T = T pi .

4. There is a zero-order hold for each actuator. Therefore, the plant input signals u(t)
in (2.13) are piecewise constants. Actuators are event driven, that is, whenever a
newest vjl signal is available to the jth actuator, its corresponding uj (t) is updated
to this value immediately. Here, the newest is in the same sense as that used in
assumption (2.15). Again because of the randomness of τ jca(t) and the possibility
of packet loss, a newly arrived signal is not necessarily a newest signal. Therefore,
it may be possible that uj (t) is holding an unchanged value for a period longer
than T .
If the controller computational delay is included in τ

j
ca(t), this will not affect

system analysis and simulation. Therefore, from now on, it is assumed that
τ
j
ca(t) = τ

j
canet (t)+τ jcacomp(t), where τ jcanet (t) is the network induced delay as dis-

cussed before and τ jcacomp(t) is the computational delay. With this definition, the
controller can be considered as an ideal controller without computational delay.

Pertinent comments on the formulation of Class I problems are in order:

• A simple way of clock synchronisation between the controller and the plant is
possible. The controller sends a message to the plant and the plant will send its
clock reading back to the controller. The controller records the clock offset and
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the round-trip time (RTT). The measurement is carried out many times and the
controller uses the clock offset with the minimum RTT. Due to the randomness of
sensor controller delays, although clock synchronisation makes system analysis
easier, it has little benefit for real-system performance—it is time delays and data
loss, not clock time-skew, which cause deterioration in system performance.

• For the benefit of system performance, event-driven actuators are preferred to
time-driven actuators to eliminate the extra waiting time required, that is, the
waiting for the next actuator sampling instance to arrive, before an input signal to
the actuator can be updated. (In fact, time-driven actuators can be considered as a
special case, with events happening at regular sampling instances, of event-driven
actuators.) However, the controller, because it receives signals from multisensors,
must be time driven.

• Only the newest data are used, and a long-delayed packet, even when it finally
arrives, will be ignored. Packet loss can be considered as a packet having an infinite
delay. Therefore in these formulations, there is no need to treat data packet loss
as a separate issue.

• In most analytical studies, it is assumed that all bi are equal to one, that is, all
sensors have the same sampling periods as that of the controller. This makes
system analysis easier. However, multi-rate-sampling is quite common in many
applications. For example, in a vehicle engine management system, the exhaust
lambda value is sampled more frequently than engine temperature. Reducing
sampling rates for slowly changing variables can reduce CPU and network load.

• In typical networks, in particular, those designed for real-time control applica-
tions, such as ControlNet, DeviceNet and so on, controller–actuator delays can
be made very small and deterministic, for example, by scheduling or giving pri-
ority to control signals over other traffic in a network. Therefore, the issue of
controller–actuator delay in these networks can be reduced to an issue of ordinary
deterministic time delay. In some other applications, by using smart actuators that
can compute their own control signals, there is no time delay (apart from computa-
tional delay) between controller and actuator. In such applications, the remaining
sensor–controller delay can sometimes be included in the plant model for the
purposes of system analysis and design, and many results for plant time-delayed
systems can be applied.

• An observer in many designs is an integral part of the controller. To take this into
account, wk in Fig. 2.7 should be considered as the input to the general controller
Σ2 = ΣO +ΣC , and the output vk should be considered as the output from this
general subsystem of Σ2. More detailed equations for ΣO and ΣC should then
be used to replace (2.14). With these modifications, the general formulation can
still be used.

2.4.2 Class II Problems

To describe Class II problems, a two-level communication model is presented in
Fig. 2.8. In this model, microcontrollers communicate with the sensors and actua-
tors, that are attached to the plant through a communication network, typically some
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Fig. 2.8 NCS with two-level
communications

kind of field bus dedicated to real-time control. This communication can be called
level 1 communication (L1C). Microcontrollers also communicate with a high-level
computer system, which typically functions as an adaptive or parameter-optimisation
controller, through another communication network. This network is typically some
kind of existing local area network, wide area network (WAN), or possibly the
internet. This communication can be called level 2 communication (L2C). Con-
trol signal traffic at level 2 shares the available network bandwidth with other data
communications.

The foregoing model can be used for many industrial distributed plants for the
study of NCSs. For example, an industrial process plant where a number of embedded
controllers (microcontrollers) through L1C control a number of sub-processes within
the plant, and supervisory computers through L2C coordinate various low-level
control actions carried out by local controllers.

Remark 2.1 Using this two-level communication model, we can say that a Class I
problem is a basic control problem, with stabilization, regulation and so on, achieved
via L1C, whereas a Class II problem is a controller parameter adaptation problem,
achieved via L2C. Therefore, for Class II problems, Subsystem 1 in Fig. 2.7 represents
a controlled plant and Subsystem 2 represents a controller parameter adaptation
algorithm. Now in Fig. 2.7, w(t), the delayed signals of y(t), are signals required for
the parameter adaptation algorithm used; and u(t), the delayed signals of v(t), are
parameters to be changed in the Subsystem 1 controller. The detailed mathematical
Eqs. (2.13) and (2.14), describing the dynamics of the two subsystems, will depend
on the specific problem under study. With a slightly different interpretation, the other
equations and the general formulation for Class I problems presented there, are also
valid for Class II problems.

Remark 2.2 By and large, it is proposed to develop an NCS simulation package based
on the general framework and formulations proposed in this chapter. In this package,
MATLAB/Simulink blocks will be used to simulate the dynamics of Subsystems 1 and
2 in Fig. 2.7. Some further code will be developed to simulate the exact characteristics
of the time delay and data loss in the communication network, but without the need
to specify the details of the network protocols, operating conditions, and so on. The
package will be run on a single PC and will differ from the TrueTime toolbox [76] that



34 2 Role of Delays

Fig. 2.9 A generic model of
NCS

is specifically designed for the study of integrated control and real-time scheduling
[77] (for a brief description of the True Time toolbox [77]).

2.5 Notes

This chapter paves the way to discuss numerous concepts pertaining to networked
control systems. The references [16, 22, 23, 36, 37, 41] are recommended to consult
for further reading. Additional challenging issues were raised in [1, 4, 13, 14, 17, 34,
38–40, 43]. More open problems were addressed [12, 31], which should motivate
further research investigations.

2.6 Suggested Problems

In the following set of problems, reference is made to the generic prototype of
wireless networked control system (WNCS) depicted in Fig. 2.9.

Problem 2.1 Adopting an information processing viewpoint, identify the possible
routes in Fig. 2.9 and examine possible blockage of these routes.

Problem 2.2 Consider that the plant in Fig. 2.9 is described by the linear state-space
model

ẋp(t) = Apxp(t)+ Bpup(t)+ Γpwp(t)

yp(t) = Cpxp(t) (2.20)

Design a class of controllers (for example, output feedback, adaptive, model-
predictive) to regulate the dynamic behavior of system (2.20)
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Problem 2.3 Consider that the plant in Fig. 2.9 is described by the linear state-space
model 2.20 with wp(t) ≡ 0. Let the control law be of hold-input mechanism and
expressed as linear function of the state and let the sensor-to-controller route and
the controller-to-actuator route be subject to randomly occurring packet losses. Put
the system in a discrete-time format using an appropriate sampling interval. Build
up the resulting closed-loop system and derive conditions under which it exhibits
mean-square exponentially stability.

Problem 2.4 The system matrices of a two-axis milling machine tool of the type
2.20 is given by

Ap(t) =

⎡
⎢⎢⎣

0 1 0 0
0 −18.18 0 0
0 0 0 1
0 0 0 −17.86

⎤
⎥⎥⎦ , Bp(t) =

⎡
⎢⎢⎣

0 0
515.38 0

0 0
0 517.07

⎤
⎥⎥⎦

Using a sampling interval of Ts = 0.1s, apply the results of Problem 2.3 with
appropriate rates of randomly occurring packet losses.
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