
Preface

How to query over encrypted data is an important and challenging problem for
the smart grid, especially when encryption is required to protect data privacy for
decision making. Though querying encrypted data has been well researched in
both cryptography and database communities, little attention has been paid to the
multidimensional characteristics of metering data in the smart grid. Therefore, the
existing query techniques cannot be directly applied to the smart grid. In this brief,
we provide a comprehensive study of encrypted data query in the smart grid. Three
kinds of queries are introduced, namely, equality query, conjunctive query and range
query. Detailed security and performance analysis are also provided. Future research
directions are suggested. We hope this brief could be a useful reference for graduate
students and professionals who are interested in encrypted data query in smart grid.

In Chap. 1, we give an overview of the concept of the smart grid architecture
and discuss the security challenges of the smart grid and the existing encrypted data
query techniques. In Chap. 2, we present an efficient Searchable Encryption Scheme
for Auction (SESA). Specifically, public key encryption with keyword search is used
to enable the energy sellers to inquire potential winner from the auction server while
preserving the privacy of the energy buyers. In addition, an extension of SESA
is proposed to support detailed filtering of the bids. In Chap. 3, we address the
conjunctive query problem in the smart grid. An Efficient Conjunctive Query (ECQ)
scheme is proposed to support conjunctive keywords query on multiple dimensions.
To resolve the data privacy problem in financial auditing for the smart grid, we
introduce a novel privacy-preserving range query scheme over encrypted metering
data, named PaRQ, in Chap. 4. Finally, we draw conclusions and outline future
research directions in Chap. 5.
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