Preface

In September 2013, I was honored to be the keynote speaker at a workshop at the
ASE/IEEE International Conference on Social Computing. The workshop was titled
“Predicting Real World Behaviors from Virtual World Data.” This book is an outcome
of that workshop.

The realm of virtual worlds (VW) and massively multiplayer online games
(MMOG) is a fascinating one for social scientists. This online activity has seen
extensive growth in the last decade, both in the number of VWs and MMOGs on
the market, and the number of players and participants worldwide. The worldwide
popularity of this online medium has increased the opportunities for communicating
and socializing between individuals and groups.

Researchers showed early enthusiasm for the study of VWs and MMOGs. Sci-
entists postulated that much could be learned about offline behavior by studying
behavior online, assuming that the behavior would typically “map” from one en-
vironment to the other. The online communities provided a rich natural laboratory
where all actions could be captured via the digital footprints left by the participants.

In one example, researchers studied the spread of the “Corrupted Blood” virus in
the popular MMOG World of Warcraft. The virus was designed by the game develop-
ers to spread from one player character to the other, and soon erupted into a full-scale
epidemic, with thousands of characters infected in the game.! The researchers hy-
pothesized that we could learn much about the spread of viruses in the real world by
studying the patterns of infection in virtual environments.

Of course, this “mapping principle”? may not apply in all situations. The players
in the Corrupted Blood incident may have been trying to deliberately infect one
another, just for the fun of it. Then there are experts who postulate that we should
not assume too much about the real identity of the individuals that we meet online.
People may be exploring alternative personas and ways of behaving in this relatively
anonymous setting.®> The attractive, youthful female avatar in the VW Second Life
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may be controlled by an older male player. After all, “On the Internet, nobody knows
you’re a dog”.*

This view of online behavior suggests that players act out fantasies, deceptions,
and exploration of alternate identities. However, maintaining the consistency of this
facade requires a large mental effort on the part of the player. When caught up in the
thrill of a dungeon raid in World of Warcaft, the heat of battle in Eve Online, or the
pleasure of conversation and music in Second Life, it is difficult to maintain a false
persona while also concentrating on the task (or play!) at hand. This is simply too
much cognitive load for most of us.

As a program manager at IARPA, I had the opportunity to test this in a research
program called Reynard. The premise of the program was that our real world (RW)
characteristics strongly influence our behaviors, both offline and online, and so those
RW characteristics and ways of behaving “bleed over” into VW and MMOG behav-
iors. Those online behaviors can be digitally captured, analyzed, and modeled to
create quantifiable behavioral indicators of RW demographic and personal charac-
teristics of the players. Over a 3-year period, 5 research teams studied over 15,000
players from 9 countries in 12 different MMOGs and VWs. The results of some of
this research, along with other related work, are presented in this book.

The “mapping” of the VW and RW can be bi-directional. That is, RW charac-
teristics and experiences can influence an individual’s behavior in VWSs. Similarly,
experiences in VWs can have an impact on behavior and attitudes in the RW. A
sampling of the research literature shows that both premises can be supported.

As an example of the RW influencing the VW, studies of various types of social
media have found that the offline personality characteristics of the user are portrayed
in online behavior. Researchers found they could predict the personality charac-
teristics (as measured by a Big 5 personality scale) of World of Warcraft (WOW)
players by examining their game play behavior as recorded in the WOW Armory.’
Behaviors such as questing, playing solo, doing dungeon runs, and completing
achievements, were indicative of personality characteristics such as introversion,
openness, or conscientiousness.

This premise does not apply just to games. In a study of Twitter, language fea-
tures were found to be predictive of personality characteristics such as openness and
agreeableness.® A study of the Chinese messaging service Renren found that type and
frequency of blog postings could be predicted from Big 5 personality characteristics.”

The research described here has concentrated on predicting a general class of
characteristics such as personality, gender, and age. At times, however, an individual
may reveal much more about themselves that can lead to specific identification.
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The choice of character name or screen name is one example. Name choices not
only reveal gender and nationality,® but also can tie an individual person to multiple
accounts. Players reuse the same name, or variations of the name, over and over in
multiple games, such as “Gimli”, “G!ml!”, or “GimLi”. This is possibly because (1)
the players wish for their friends to be able to find them online in multiple games
and social media, and (2) most of the social media sites require unique “handles”.
Once a user has hit upon a unique combination of letters, numbers, and symbols that
no one else has used, they are likely to stick with it.

The influence of the players’ experiences in virtual environments can also bleed
over into the real world. Researchers at the Stanford University Virtual Reality Lab
have found, for example, something that they call the Proteus Effect. By representing
the player as a more physically attractive avatar, they were able to increase subse-
quent positive dating behaviors.” Participants in another study watched their avatar
exercising online. Those individuals were more likely to report exercising in the RW
in the days after the study, as opposed to those whose avatar did not exercise.'”

The potential to influence RW behavior through the use of VWs and games has
not escaped the attention of the medical community. As another example, young
cancer patients were randomly assigned to play either a commercial video game (the
control condition), or a special videogame called Remission, which challenged the
young players to destroy cancer cells with a variety of in-game weapons. During the
months-long course of the study, researchers found that the participants who played
Remission had a higher adherence to their treatment protocols than did the control
group.!!

The RW impact of VW activities may not always be beneficial, however. The
potential harm from playing videogames has in fact received the majority of the
attention from mainstream media. Multiple studies have shown some relationship
between playing violent videogames and violent tendencies.'? This begs the classic
scientific question: is this a case of correlation or causation? In those cases where the
study has been experimental, with players randomly assigned to play violent versus
nonviolent videogames, the effect is still found. If we posit that virtual experiences
can have positive effects on RW behaviors, then we must accept that the negative
case may also be true.
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As a final example of the positive influence of experience in VW environments,
consider the large amount of interest in the use of games as training tools. Multi-
ple organizations are experimenting with the use of games for Science, Technology,
Engineering, and Math (STEM) education. IARPA, in the Sirius program, is ex-
perimenting in this area as well, exploring the use of serious games for teaching
individuals to recognize and mitigate cognitive biases in critical thinking.!* Early
research results show that the Sirius games have powerful, long-lasting impacts on
judgment and decision-making choices.

As a final thought before you read this book, I will mention another concern that
scientists must carefully consider: research ethics. The ability to access large data
sets from a variety of social media brings with it a responsibility to the users of
that social media. Privacy advocates warn of the possible abuse of large-scale data-
mining, and the ability to identify supposedly anonymous individuals through their
online activities. Research shows that this identification may indeed be possible.'*

The question of whether the individuals who have signed up to play MMOG:s,
or participate in other sorts of social media, have consented to have their captured
data used for research, is a vexing one.!> Most of us bypass reading the Terms
of Service, clicking the “I Agree,” without understanding that we may have given
permission for our online activities to be recorded, sorted through, given to a research
team, or sold to marketing companies. Researchers in the area of VWs and MMOGs
must continue to hold themselves to the highest ethical standards, complying with
applicable human subject research regulations. It is only through the exercise of
great care in the protection of human subjects’ privacy that research in this area can
continue.

Program Manager Rita M. Bush, Ph.D.
Intelligence Advanced Research

Projects Activity (IARPA)

Office of the Director of National Intelligence
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