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An identity is questioned only when it is menaced.
James Baldwin (1924–1987), American novelist  

and civil rights activist

2.1 � Introduction

Having an identity and expressing it have been of that importance from the early 
time. Inscribed ostrich shell fragments found in Diepkloof Rock Shelter in Western 
Cape, South Africa are among the earliest examples of the use of symbolism as a 
form of expressing identity.

Figure 2.1 shows three over 270 pieces of decorated shells are dated to about 
60,000  years ago, 20,000 older than cave painting, which was considered pres-
ently the first form of writing in history. At that time the ostrich eggs were used 
as bottles once engulfed their content. The researchers, who have investigated 
the material since 1999, argue that the markings are almost certainly a form  
of messaging—of graphic communication [1–4]. Dr. Pierre-Jean Texier from 
University of Bordeaux, France explains: “the lines are crossed at right angles or 
oblique angles by hatching. By the repetition of this motif, early humans were try-
ing to communicate something. Perhaps they were trying to express the identity 
of the individual or the group” [1]. In the ancient near east excavation brought to 
light a group of clay tablets and wooden boards, dating to the middle of the third 
millennium B.C., on which Sumerian and Akkadian inscribed identity information 
of the collectivity such as geographical names, names of gods, names of rulers, 
names of exorcist, and hymns, legal documents, medical records, and lists of pro-
fessions. In addition, they wrote in colophons individuals’ names such as authors 
and tablets’ collectors [5, 6].
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2.2 � Identity: Yesterday and Today

The term ‘identity’, which is firstly known used in 1570, has been used in many 
different ways in academic research and in popular usage [7]. The term is still 
of disputed origins, but it’s certainly true that the its origin derives from Middle 
French ‘identité’, from Late Latin ‘identitat-, identitas’, or probably from Latin 
‘identidem’ repeatedly, a contraction of ‘idem et idem’ and literally ‘same and 
same’ [8]. In the American Heritage Dictionary of the English Language, the term 
‘identity’ could refer to ‘the collective aspect of the set of characteristics by which 
a thing is definitively recognizable or known’, ‘the set of behavioral or personal 
characteristics by which an individual is recognizable as a member of a group’, 
‘the quality or condition of being the same as something else’, ‘the distinct per-
sonality of an individual regarded as a persisting entity’, or ‘information, such as 
an identification number, used to establish or prove a person’s individuality, as in 
providing access to a credit account’ [9].

In the pre-modern times, human identity was defined by geography, commu-
nity, and family relationships. If an individual was born into a well-known and 
rich family in London, that is typically the environment in which he or she would 
remain. If an individual began life in a poor remote community in India, they 
would typically not be able to change their life pattern or economic status over 
time. One’s geophysical space and one’s place in society were inextricably linked, 
the possibility of freedom of movement being severely limited. With modern times 
there arrived a greater choice for participation in different social circles, and the 
possibility of social and economic mobility. Today, most people carry some form 
of identification on them at all times, but this practice is relatively recent in human 
history. In the past, the declaration of an individual’s name, sometimes accom-
panied by the name of their city or village, was sufficient to prove their identity. 
This is no longer the case. Further, the notion of identity today can refer not only 
to humans, but extends to animals, machines, and other objects or resources.  
A machine may have an identity which would allow it to access certain infor-
mation at certain times, or be employed by some individuals, to the exclusion of 
specified others [10].

Fig. 2.1   An old representation of the identity of an individual or a group [1]
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2.3 � Identity Perspectives: Multiple Facets of the Identity

For many centuries, stories of the holy fool Mulla Nasrudin’s have been studied in 
Sufi circles for their hidden wisdom [11]. One of the stories tells of Mulla Nasrudin 
who traveled to another city. Before he left on his journey, his wife put a sign 
around his neck with his name on it so that he would not forget his identity. In his 
way, he spent a night at a caravanserai; while he slept, a joker took the sign and put 
it around his neck. When the Mulla awoke, he was appalled to find his name tag 
on the joker’s chest. He cried: “It seems that you are me. But if you are me, then 
who am I?” [12, 13]. The Mulla’s dilemma is a ridiculous one, but it illustrates the 
importance of identity and introduces the multiple perspectives aspect in studying 
the identity. The Mulla question is one of the key questions in the philosophical 
debate over identity. The Mulla dilemma touches one of the central identity-related 
issues in social, cultural, and child and adolescent sciences. In addition, the story 
could illustrate the importance of losses related to identity theft in digital economy 
and e-commerce.

Identity concept is seen from different perspectives and applicable into differ-
ent domains. We describe here multiple perspectives of the identity and mention 
few major issues from each perspective. The identity debate dates back to ancient 
world’s philosophy. In general, personal identity in philosophy is employed refer-
ring to Who am I? It consists roughly of those properties that make the individ-
ual unique and different from others [14]. From the same perspective, identity 
refers to a set of qualities and characteristics that make an entity definable, dis-
tinguishable, and recognizable comparing to other entities. In recent times, many 
philosophers have given attention to the question of change impact over time on 
the personal identity continuity such as Aristotle that distinguished between ‘acci-
dental’ and ‘essential’ identity changes. Accidental changes refer to identity prop-
erties changes such as hair color change, while essential changes are radical and 
don’t preserve the identity like someone, who dies. Other concepts arise such 
as numerical and qualitative identities. Numerical identical is the same one: one 
thing rather than two, but qualitative identical is exactly similar two things such 
as twins. The ‘personal identity’ has addressed the conditions to stay numerical 
identical throughout time [10, 15]. ‘Identity formation’ is defined as the process 
of the fabrication of the distinct personality of an individual in a particular stage 
of life such as establishment of a reputation. In this context, pieces of identity 
include a sense of personal continuity, a sense of uniqueness from others, and a 
sense of affiliation. These pieces could help people to define their selves in the 
eyes of others and themselves [16]. From the mathematical perspective, the law of 
identity in logic is upheld by a reflexive relation, states that an object is always the 
same as itself (A = A). In mathematics, the term identity denotes several mean-
ing. Specifically, in algebra, the identity function ids(x) = x for all x in the set S. 
The identity matrix includes ones on the main diagonal and zeros elsewhere. In 
social science, we use the term identity referring to an individual’s comprehension 
of himself as a discrete, separate entity [17]. From the legal perspective, protection 
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policies of sensitive identity-related information policies are critical, and privacy 
regulations are on the rise. Although from a technology viewpoint, the priorities 
may be authorization and control, what seems to be different and evolving is the 
notion of equipping the end user with the necessary controls to protect his iden-
tity information: Users are informed about what data is requested from them and 
how their personal data is treated, e.g. for what purpose it is used and who can 
access. Through this process, users can decide whether to provide their data and 
to consent to the service provider’s data handling policies. Ideally, the service pro-
vider employs technical components such as access control systems to enforce 
the consented policies; for instance, to ensure that a user’s e-mail address is not 
used for marketing but only for the consented billing purpose. From the cultural 
perspective, cultural identity deals with the influence of an individual identity by 
his belonging to a group or a culture [18]. Other questions and issues arise such 
as ethnicity, citizenship, nationhood, and how culture could influence on emo-
tion, thoughts and self. In his book ‘Culture and Identity’ [13], Charles Lindholm 
states that since the late nineteenth century, psychological anthropology scholars 
study of the relationship between the individual’s identity and culture. The disci-
pline addresses also fundamental questions about the nature of humanity that have 
become pressing in the present era of multiculturalism and globalization. In social 
sciences, identity is a modern formulation of dignity, pride, and honor. One of the 
key question related to identity in social sciences is ‘Who is we?’ referring to the 
concept of social identity complexity [19]. It deals with an individual’s subjective 
representation of the interrelationships among his multiple social group identities. 
The same authors mention that membership in many different groups, multiple 
social identities, can lead to greater social identity complexity, which can foster 
the development of global identity. From the economic perspective, particularly 
in marketing, a corporate identity is visibly manifested by the use of trademarks 
and the way of branding. Corporate identity is established when there is a common 
ownership of corporate philosophy, values, and norms that help the attainment of 
business objectives [20]. In their book titled ‘Identity Economics’ [7], the authors 
demonstrates how identities shape the employees’ work, wage, and well-being. 
In psychology, a ‘psychological identity’ is related to self-image, self-esteem and 
individuation. It might be defined as a network of values and convictions that 
structure the individual’s life. Moreover, it considered also as a property or a set of 
properties that an individual might have for a while and then lose, thus, he would 
acquire a new identity or perhaps carry on without one [10]. The family therapist 
and child psychiatrist Salvador Minuchin provides psychological definition of 
identity. He declares “the human experience of identity has two elements: a sense 
of belonging and a sense of being separate” [21]. From computer science and 
information technology perspectives, digital identity, online identity and others 
concepts have emerged. We cover these aspects further on this dissertation. From 
history, anthropology, and archeology perspectives, identity refer to human ori-
gins and identity construction over time. From genetics perspective, major issues 
are addressed such as genetics and origins of species, and how molecular genetics 
influence human personalities. From the art perspective, we mention architecture 
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and identity such as architecture in Islamic culture. We mention the religious 
perspective to point people may see their identity as defined partly by some moral 
or spiritual commitment such as Islamic, Catholic, Jewish or anarchist. Or they 
may define it in part by the nation or tradition they belong to as an Armenian or a 
Québécois [22]. Finally, from the political perspective, many ongoing debates are 
over ethnic, race, gender [23], national, and transnational identities [24]. From the 
sociological perspective, the author [25] provides definitions and the distinctions 
of ‘identity’ and ‘identification’ concepts. ‘Identity’ denotes the ways in which 
individuals and collectivities are distinguished in their relations with other indi-
viduals and collectivities; and ‘identification’ is the systematic establishment and 
signification, between individuals, between collectivities, and between individuals 
and collectivities, of relationships of similarity and difference.

2.4 � Digital Identity: Definitions, Basics and Nomenclature

Digital identity is composed of two distinct words that we explain each one separately: 
(1) ‘identity’ is what makes individuals the same today as they were yesterday (same-
ness), but it is also what makes them different from one another (uniqueness). Though 
these fundamental concepts have remained the same over time, changes in economic 
and social structures have affected the determination and perception of identity. Identity 
is the distinction between the private and the public spheres of human existence, and as 
such identity and privacy are forcibly linked [10]. As the boundary between the private 
and the public in the digital age becomes increasingly blurred, the creation and main-
tenance of secure identities online has emerged as an important priority for businesses 
and consumers alike. The researchers [26] define ‘identity’ as a set of personal infor-
mation and identity management system as authentication and attribute management 
system. While, [27] defines the identity establishment concept as ‘the representation of 
methods by which, a user, a running process, or a thread of execution is securely asso-
ciated with a legitimate entity’. The author states that the goal of ‘identification and 
authentication (I&A)’, which is the process of establishing a user identity, is to pro-
vide to the entity access only to authorized computer resources. However, [28] restrict 
the entity definition to people or organization and define the identity, within a specific 
application domain, as an entity representation through a generation of a unique key, 
which combines all the elements of identity information. The researchers [26] define 
‘identity’ as a set of personal information and identity management system as authen-
tication and attribute management system. While, [27] defines the identity establish-
ment concept as ‘the representation of methods by which, a user, a running process, 
or a thread of execution is securely associated with a legitimate entity’. The author 
states that the goal of ‘identification and authentication (I&A)’, which is the process 
of establishing a user identity, is to provide to the entity access only to authorized com-
puter resources. However, [28] restrict the entity definition to people or organization 
and define the identity, within a specific application domain, as an entity representa-
tion through a generation of a unique key, which combines all the elements of identity 
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information; and (2) in the Webster’s New Explorer Dictionary, the word ‘digital’ 
means ‘done with the finger or toe’ and narrowly, a ‘digital computer’ is a mean by 
which ‘provides a readout in numerical digits’. In today’s ordinary technological par-
lance, ‘digital medium’ refers to machines that are capable of recording, transmitting, 
or receiving data in binary digit form. In addition, people are getting connected by con-
suming an increasing amount of digital media and broadband technologies, such as 
internet and mobile phone. We present in next sections a literature review of the defini-
tions, basics, and preliminaries of digital identity. Digital life is designated to represent 
a daily life where individuals use digital mediums and technologies to engage activities 
in online and offline worlds. In the entitled Digital Life Internet Report [29] published 
by International Telecommunication Unit (ITU), the United Nations specialized agency 
for Telecommunication, experts in policy and strategy state that today’s digital world is 
transforming individual lifestyles. Always-on internet access has become a global norm 
and daily lives has brimmed with SMS, e-mail, chats, multiplayer online gaming, vir-
tual worlds and digital multimedia. But what does it mean digital, digital media, digital 
world, etc.?

Several definitions of the term ‘digital identity’, from different perspectives, 
have appeared in the literature. A simple definition is related to one of identity. 
Thus, identity is defined as a collection of data about subject that represent attrib-
utes, preferences, and traits [29], so in parallel, in the digital world a person’s iden-
tity is typically referred to as their digital identity [29]. The term ‘digital identity’ 
has emerged through the evolution of the Internet. Wherever we go, we leave traces 
of fragmented information about our identity. Leaving a comment in a forum, fill-
ing out a form, maintaining a blog, creating a full profile (photo, name, phone 
number, etc.) in a social network, conducting a parallel existence, we are educat-
ing others about what we are, what we do and especially what we think and then 
constructing ‘digital identity’. Internet users are striving to share their digital iden-
tity with others to re-enforce their online presence and one of the favorite users’ 
activities on the net is egoGoogling. A ‘personhood’ means that we recognize that 
an entity or individual has a person’s status and the ‘digital personhood’ means the 
person’s status projected in digital environment [30]. The authors [31] suggest a 
conceptual definition of the term ‘digital identity’. It refers to two concepts: ‘nyms’ 
(called also masks or aliases) and ‘partial identities’. In his book [29], Windley 
defines a digital identity as the data that uniquely describes a subject or an entity 
and the ones about the subject’s relationships to other entities’. The author gives 
the car title as example of digital identity. The car title contains vehicle identifica-
tion number that uniquely identifies the car to which it belongs and other attrib-
utes such as year, model, color and power. The title contains also relationships such 
as the set of car owners from the time it was made. From technical perspective, 
the same author explains that digital identity is built on a set of technologies that 
includes cryptography, authentication, authorization, identity provisioning, directo-
ries, digital rights management, identity federation, and interoperability standards. 
In contrast, the author [27] does not distinguish between identity and digital iden-
tity. He provides a broad definition of identity from a computing perspective as ‘a 
computer representation of an active entity that can be physical (such as human, 
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a host system, or a network device) or a programming agent’. In the lexicon [32], 
the authors coincided digital identity and identity definitions as ‘a representation 
of a set of claims made by one party about itself or another data subject’ but the 
authors of Princeton University Wordnet [33] don’t distinguish between the two 
concepts by arguing that either in the real or electronic worlds, an individual may 
have multiple identities. The same authors point out that identity entails ‘individual 
characteristics by which a person is recognized or known’ [33]. The authors of the 
definitions paper of OECD [30] report insist on the difference between the two con-
cepts by defining the ‘identity’ as ‘a limited notion of set of claims’, whereas the 
‘digital identity’ as ‘a thing or an artifact that refers to a person’. Adam’s speech 
and Adam’s ID card are two claims of the same individual. Based on works of 
Jenkins [25] and Goffman [34], Professor Shirley Williams of the University of 
Reading, UK [35] distinguishes also between the identity as ‘a social performance’ 
and digital identity as ‘performances in digital places’, which means the persona 
that an individual presents across all the digital spaces. He explains that human 
identity is naturally social and always involves, in addition to agreement and dis-
agreement, convention and innovation, communication and negotiation, a perfor-
mance, which denotes the activity of an individual which occurs during a period. 
He highlights that digital reputation and trust are other people’s interpretation of 
the person’s digital identity [35]. Moreover, the authors [30] highlight the refer-
ential and partiality natures of identity. Referential because claims must refer to a 
person and partial identity refers to ‘a subset of identity information as the thing 
may not be sufficient to identify a person at different moments in time’. They add 
that the term ‘digital identities’ is a synonym of ‘partial identities’ in which a set of 
identity attributes are enclosed [30]. Digital identity is considered as an intersec-
tion of identity and technology in the digital age [36]. The author of the Digital 
Identity book [29] points out that identity is crucial to enable the virtual ‘place’. He 
adds that digital identity will ensure that internet infrastructure respond to multiple 
needs including security, privacy, and reliability.

The world of digital identity has its own nomenclature. The following terms are 
derived from [27, 28], Windley’s book [29], SAML-OASIS glossary [37], Liberty 
Alliance Technical glossary [26, 38, 39]. An ‘entity’ represents an active element 
of a computer/network system. It could be a single person; a group of persons, an 
automated process, a set of processes, a software program, a subsystem, an entire 
organization, a machine, a host system, a networking device or in general other thing 
making a request to access a resource. An entity’s access to a system is encapsulated 
an ‘account’ and the ‘principal’ is the internal representation of an active entity in 
a specific environment. ‘Attributes’ describes a property associated with the subject 
such as physical trait, network address, medical record, purchasing behavior, bank 
balance, credit rating, dress size, and age. Attributes can also include preferences and 
traits. ‘Preferences’ represent desires such as preferred seating on an airline, brand of 
ice cream, and preferred language, and used currency. ‘Traits’ are like attributes but 
two differences are noticed between them: traits are inherent rather than acquired, 
and attributes may change but traits change slowly. Examples of traits are person’s 
blue eyes, hair color, company’s location and date when it was incorporated. Since 

2.4  Digital Identity: Definitions, Basics and Nomenclature



18 2  Digital Identity

the distinction between attributes, preferences, and traits rarely makes a difference in 
the design of an identity system, we will typically use, in this dissertation, attribute to 
mean all three unless there’s a need to distinguish among them. Attributes are often 
represented as pairs of attribute name and attribute value(s) and might be conveyed 
through an ‘attribute assertion’. An ‘Attributes Authority’ (AA) manages the iden-
tity store and provides to IdP the requested attributes in the desired format such as 
through an attribute assertion. An ‘identity store’, ‘repository’ or ‘directory’ refer to 
any technology that could be used to store identity attributes such as the LDAP direc-
tories, databases, and files. Attribute ‘scheme’ or ‘schema’ represents the definition 
of the structure and the form of attribute held in a directory or database. ‘Enrollment’ 
is the process by which an identity of entity is created in a specific identity system. 
A ‘Service Provider’ (SP) interacts with entities primarily via HTTP and provides 
service to the user through a medium such as a portal (e.g. an online retailer, a finan-
cial institution, a government agency). An ‘Identity Provider’ (IdP) provides identity 
attributes to other providers (e.g. telecommunication company) and it may act as an 
authentication service provider. Note that ‘provider’ can refer to either SP or IdP and 
could interact and discuss details behind authentication. ‘Attribute aggregation’ is 
the ability to collect user attributes from IdP(s). An ‘identifier’ is used in two senses: 
(1) one that identifies; (2) uniquely refers to the system entity. Essentially, an identi-
fier is a distinguished attribute of an entity. ‘Credentials’ are transferred data in order 
to establish a claimed entity identity and they allow transferring trust between sub-
jects. ‘Identification’ is the process of using claimed or observed attributes of an indi-
vidual to infer who the individual is. An ‘identifier’ points to a subject and it could 
be a name, a serial number, or some other pointer to the individual being identified. 
‘Pseudonym’ is a name or label that may identify an individual within a system but 
does not correlate to that individual outside of the system. ‘Secondary use’ of infor-
mation represents any use of identity or linked information that is inconsistent with 
an identity system’s purpose. ‘Authentication’ is the process of establishing con-
fidence in the truth of a number of claims. Finally, the following definitions drawn 
from the glossary of terms and definitions of the Ofcom research report [40]. ‘Avatar’ 
is defined as ‘a computer user graphical representation of him or herself. An avatar 
can be two or three-dimensional’; a ‘Profile’ as ‘the personal homepage on a social 
network site, usually including information about a user, photos, and their friend list. 
Profiles form the basis of social networking sites’.

2.5 � Digital Identity, Security and Trust

Digital identity related mechanisms are the core of modern systems, networks, and 
applications security. In the book [27], the author considers that anonymity is not 
a desired computing goal but secure identification of users is the core element of 
computing security. He adds that the level of security is attached to an authenticated 
identity associated with it. The ultimate goal is to enable deterministic accounta-
bility and lay the foundation for responsible and secure computing [27]. Narrowly, 



19

identities are critical to define access control polices [41]. Identity is having more 
importance in the online world. In the offline world, anonymous transactions can 
be conducted successfully, but in the service-oriented online world, we have to 
know something about the service recipient. Building digital identity infrastruc-
tures is an attempt to establish a community of trust, which becomes a requirement 
for conducting online business [29]. For instance, eBay community of trust lays on 
users’ reputations. Windley [29] points that in order to make use of digital iden-
tity; organizations are required to understand other concepts such as trust and pri-
vacy. Corporations are considering identity infrastructure to provide security so that 
interactions with customers, partners, employees, and suppliers become are more 
flexible and richer. The business should not be limited to just transactions, but rela-
tionships with customers, employees, suppliers, and partners and identity tends to 
change this relationship from one-way to a more customized one. Therefore, agile, 
business-responsive IT infrastructure should have at its core a flexible, interoperable 
identity infrastructure.

2.6 � Digital Identity: Major Issues and Complexities

There is no a single problem of personal identity,  
but rather a wide range loosely connected questions.

Stanford Encyclopedia of Philosophy

We do not intend to cover in this section all the issues related to digital identity 
rather than pointing couple of major issues and complexities.

2.6.1 � Mutation from One YOU to Multiple YOUs

Currently, people are maintaining multiple identities. From the social science per-
spective, the recognition of an individual has no one, ‘personal self’, but rather 
‘several selves’ that correspond to widening circles of group membership. Thus, an 
important issue that has been addressed is how individuals combine these different 
identities when they want to define a subjective identity within a social group? [10] 
Currently, the latter question becomes applicable to the digital/online world and being 
subject of many studies and researches. The authors [42] mention that the online 
world encapsulates a growing amount of scattered and unordered fragments of users’ 
identities due to two major reasons. The first is because of the lack of a robust generic 
identification system and the second is the intentional creation of users’ alternate 
identities. Figure 2.2 is an illustration. Creating more than one identity can be desir-
able for users depending on the context. A user may wish to be aggressive and egotis-
tical in online multiplayer war game, but sensitive and sociable for virtual encounters 
and social networks. Thus, the online world represents an ideal nameless and face-
less environment for users to easily create multiple representations of their identities: 
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‘digital personae’ [42]. However, we usually speak of identity in the singular but in 
reality it is plural because it encapsulates multiple identities, ‘perspectives’, or ‘facets’ 
[29]. Researchers at Stanford University’s Virtual Human Interaction Lab don’t dis-
tinguish between ‘digital you’ and ‘virtual you’ and they consider them as synonyms 
of digital clone, avatar, nyms [43], personae [42], which strongly influences the ‘real 
you’ [44]. In contrast, the authors [45] defines the ‘virtual you’ as a representation of a 
virtual version of the subject in the virtual world.

In ITU 2006 “Digital Life” report [43], the authors mention that ‘nyms’ and 
‘profiles’ provide the subjects interacting capabilities with other parties in different 
environments. For example, nyms enable subjects to exercise their freedom anony-
mously in digital life by setting up synthetic personae complete with attributes 
such as age, race or religion. Another example is ‘social profiles’ that are created 
in popular social Web sites and online networks such as MySpace,1 Bebo,2 and 
Facebook3 could be useful by allowing the users to post and share content, and 
staying in touch with others. Actually, the users log-in with pseudonyms in order 
to preserve anonymity that what make these networks attractive but in the other 
side anonymous users could engage malicious activities.

Avatars could enable online interaction and business opportunities. An avatar is 
‘a graphical personification or incarnation of a user in a shared virtual reality 
space, more specifically, in online role-playing games and virtual universes  
(e.g. Second Life4 and Active Worlds5) for a specific objective’ [43].

1  http://www.myspace.com
2  http://www.bebo.com
3  http://www.facebook.com
4  http://www.secondlife.com
5  http://www.activeworlds.com

Fig. 2.2   Digital masks and partial identities

http://www.myspace.com
http://www.bebo.com
http://www.facebook.com
http://www.secondlife.com
http://www.activeworlds.com
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In the Second Life, abbreviated “SL”, the user can choose multiple avatars with 
speech and language capabilities, Fig. 2.4, to participate within different virtual sit-
uations, such as virtual meeting, virtual tutoring and virtual commerce using virtual 
currency Linden Dollar (L$). The use of avatars has been extended to online social 
networks and forums and is affecting the identity construction such as the phenom-
enon of gender switching when the user uses opposite sex avatars [43]. In his book 
‘Coming of Age in Second Life’ [46], the anthropologist Tom Boellstorff stresses 
the important role that avatar plays in everyday activities in SL. He says: “a man 
spends his days as a tiny chipmunk, elf, or voluptuous woman. Another one lives as 
a child and two other persons agree to be his virtual parents. Two “real”-life sisters 
living hundreds of miles apart meet every day to play games together or shop for 
new shoes for their avatars. The person making the shoes has quit his “real”-life job 
because he is making over five thousand U.S. dollars a month from the sale of vir-
tual clothing” [46]. Besides providing a comprehensive introduction to social, eco-
nomic, political, and cultural settings in which the new media operate, the author of 
the book [47] presents multiple reasons why people might take the opportunity to 
explore different identities, including: (1) the ability to change character and physi-
cal traits at will, as illustrated in Fig. 2.3. This will provide to users the opportuni-
ties to explore other forms of existence and change the ways in which they may be 
perceived by others; (2) the opportunity for shy people or those who are uncomfort-
able with face-to-face interaction to form relationships and express views freely; 
(3) the potential to bring geographically and socially disparate individuals together 
based on common interests, thereby stimulating dialogue and curbing loneliness. 
An avatar could represent the offline personality of the user or another more desir-
able personality that the user cannot construct and afford in the offline world. In the 
online world, contact with strangers is encouraged and expected. It is acceptable 
to exaggerate, hide, alter or undermine the truth about oneself in order to encour-
age constructing desirable online impressions or reputations. In the paper titled 
“the connected identity” [48], the author confirms the presence of a relationship 
between the image of the visual interface, such as visual pseudo or avatar, and the 

Fig. 2.3   Selecting the right ‘you in second life’ (avatar)
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personality of the individual. He explains that the image reflects the personality 
of the user and shows who he really is. Identity has been building on freedom of 
expression through various media (videos, photos, blogs, avatars, music) and, so 
far, it is gaining upper hand over the sense of the community belonging [48].

Distributed attributes, which represent multiple set of different attributes within 
different environments, is a consequence of a context-based nature of identity 
concept. Partial identities [49] or digital selves [50] are any subset of attributes 
associated with entity that the entity itself can select for interacting with other par-
ties. In the real-life, various forms of identity are required for various contexts in 
which the identity is to be presented in a suitable way and within suitable informa-
tion by the identity holder [49]. For instance, the person A, as a traveler, is asked 
to provide a passport at the counter of customs or immigration to proof his iden-
tity; the person A, being a car driver, is asked to show his driving license to a police 
officer, who stopped him in the highway; the person A, as a customer, is asked to 
provide his credit card with fidelity saving card in a movie store to take advantage of 
DVD prices reductions; the person A, as a student, is requested to show his student 
card to have access to computer lab facilities; the person A, as a patient, is asked 
his medical card in the hospital to receive health services. Thus, for each domain, 
a specific partial identity is provided for identification. The partial identity can be 
named or unnamed, which means it might or might not be related to the entity’s true 
identity. In order to establish trust between parties in the digital world, a subset of 
digital identity attributes needs to be communicated. Digital identities exist in spe-
cific contexts and the contextual relationship between them is crucial to managing 
transactions and interactions. The context will determine which subset of attributes 
is required, or which “partial identity” will establish enough trust for the transac-
tion to go forward. At the organizational level, identity attributes are distributed over 
different environments such as files, enterprise directories, databases, and online 

Fig. 2.4   Customizing the “appearance” of the second life’s avatar
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social networks [49]. Similarly, in the online world, the authors [42] mention that 
users easily create multiple representations of their identities called ‘digital personae’. 
The author [29] calls multiple identities or ‘personas’ that the subject holds as digital 
identity ‘perspectives’ or ‘views’, which represent different perspectives on who is 
the subject is and what attributes he processes. They represent also a set of attributes 
that other entities have and can access. For instance, a bank sees account attributes, 
a physician in a hospital sees health record attributes, a district police sees criminal 
records attributes, and the employer sees other attributes such as full name, social 
security number, and one bank account number for paycheck deposit. The same 
author, in his book [29], explains that identity attributes are classified and organized 
into three sets, called ‘tiers of identity’ [51]. Each identity tier maintains relation-
ships with other and its perceived value by the subjects is different. Tier1, labeled 
‘My Identity’, includes attributes and traits associated with the subject such as hair 
color. ‘Shared Identity’ is the label of tier2, which consists of the attributes that are 
assigned to the subject by others in the sake of identifying him temporarily within 
a specific context and based on some kind of relationship. Driver’s license, credit 
card, health insurance card, library card are all examples of shared identity. Once 
the relationship that defines the identity is terminated (when the context changes), 
the attributes associated with it are no longer useful. Tier3 is largely about profil-
ing; it deals with ‘Abstracted Identity’, which establishes abstractly the identity of 
a group. Marketing companies provides abstracted identity by classifying a sub-
ject as a male over 50, a Swiss Air frequent flyer, and a Geneva resident. The same 
author points that commonly the subject perceives the value and benefit of the tier2 
identity relationship, which is usually established with his consent to meet a real 
need, however, tier3 relationships are usually forced on us and they rarely meet a 
real need. He states unsolicited commercial email or spam as a tier3 identity issue. 
The same author stresses that major identity issues that face organizations deal with 
tier2 identity. He stresses that how employees and customers perceive the effort to 
build digital identity infrastructure depends on their sensitivity to tier3 identity issues 
and their satisfaction towards the added-value of tier2 identity relationships. Tier2 
relationships are dictated by organizations and consented by the individual. The 
one-way relationship is likely to change as service-oriented economy emerges. The 
power-shifts are brought on by increasing available services and improved systems that 
make it easier for customers to switch their allegiances; and more customized services 
would make it more likely that customers dictate their terms in their relationships. 
More specifically, the power-shift is the switch from the world of “take-it-or-leave-
it” to “mass customization”. Good business would recognize theses shifts. The author 
mentions two fallouts from the identity power-shift: (1) identity aggregation: multiple 
tier2 relationships create identity silos. From the user perspectives, multiple identi-
ties create inconvenience to maintain these identities but the user is generally willing 
to have his identities aggregated for more convenience in getting the desired services;  
(2) convergence of tier2 and tier3 identities: since the world is moving from mass mar-
keting towards individual-specific marketing effort, there are chances that demographic 
groups related identity, tier3, will converge to tier2 identity [29]. Thus, identity fusion 
and aggregation takes a place.

2.6  Digital Identity: Major Issues and Complexities
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The authors [52] address multiplicity of ‘views’ or ‘perceptions’ that can exist on 
subject’s identity in almost the same way to identity tiers. A single view defines a 
subject’s digital identity that has a context’s validity and appropriateness as shown 
in Fig.  2.5, which is adapted from [52]. There are three views of subject’s iden-
tity: ‘Me Me’ refers to the part of the identity information that the person is aware 
of and directly controls (e.g. residence address). ‘Known Me’ is the part of iden-
tity information that the person is aware of and indirectly controls (e.g. revenue  
data and the associated tax levels that are under the control of the department). 
‘Unknown Me’ is the part of identity information that the person is not aware of 
and over which the person has no control. This information can be controlled by 
known parties (e.g. certification authority) or by unknown parties (e.g. credit rating 
agencies and identity thieves) [52]. We believe that this picture of identity that com-
prises multiple views, perspectives, or views is derived from a multi-dimensional 
classification of the human world, and the definition and role of identity in social 
sciences. It is said that: “identity is to know ‘who’s who’ (and hence ‘what’s what’). 
This involves knowing who we are, knowing who others are, them knowing who 
we are, us knowing who they think we are, and so on: a multi-dimensional clas-
sification of the human world and our places in it, as individuals and as members of 
collectivities” [53].

We believe that multiple YOUs constitute the identity, or overall identity, of 
the subject. We borrow the words of Amin Maalouf, who grew up in Lebanon 
and now lives in France. He is the author of the book: “In the Name of Identity: 
Violence and the Need to Belong”. He shares his perspective and answers the 
question about identity; is he considering himself half French and half Lebanese? 
He says “not at all! The identity cannot be compartmentalized; it cannot be split 

Fig. 2.5   Identity views
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in halves or thirds, nor have any clearly defined set of boundaries. I do not have 
several identities; I only have one, made of all the elements that have shaped its 
unique proportions” [24].

2.6.2 � Origins of Fragmented Identity

Digital identity is bringing a whole new dimension to our existing identities. We 
leave increasingly digital footprints in cyberspace forming a web of trails. 
Examples are digital records of our prenatal scans available on Flickr,6 personal 
profile within a social networks, death information in FamilySearch7 historical 
records, data collected by diverse agencies on our behalf, blogs’ contributions, 
emails, performed searches with various engines. Visible or invisible, left con-
sciously or not, the data aggregation contributes to the definition of our identity. 
Editing our personal profile within social networks is different from that carried out 
by an employer ‘googling’ of a prospective employee, tracking our activities as a 
citizen, and possibly inferring health problems from our undertaken activities in 
self-advocacy groups [50].

Friends or other people opinions about an individual are highly affecting his 
digital identity. For instance, social networks users can tag friends through free 
online tagging services such as TagMyPals.8 Such service offers a set of prede-
fined digital representations or avatars based on classification of people personali-
ties. TagMyPals users can tag friends full names on the avatars based on their 
perception of others’ personalities. The avatars and tags can be easily added to 
photos section in Facebook and Myspace. Above, in Fig. 2.6, few TagMyPals ava-
tars. Distributed fragmented identity attributes is a consequence of a context-based 
nature of identity concept. In the real-life, various forms of identity are required to 
various contexts in which, the identity is to be presented in a suitable way and 
within suitable information by the identity holder. For instance, the person A, as a 
traveler, is asked to provide a passport at the counter of customs or immigration to 
proof his identity; the person A, being a car driver, is asked to show his driving 
license to a police officer, who stopped him in the highway; the person A, as a cus-
tomer, is asked to provide his credit card with fidelity saving card in a movie store 
to take advantage of DVD prices reductions; the person A, as a student, is 
requested to show his student card to have access to computer lab facilities; the 
person A, as a patient, is asked his medical card in the hospital to receive health 
services [54]. The online world encapsulates a growing amount of scattered and 
unordered fragments of individuals’ identities due to two major reasons [42]. The 
first is because of the lack of a robust generic identification system and the second 

6  http://www.flickr.com/
7  http://fsbeta.familysearch.org/
8  http://www.tagmypals.com
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is the intentional creation of users’ alternate identities. Creating more than one 
identity can be desirable for individuals depending on the context. A user may 
wish to be aggressive and egotistical in online multiplayer war game, but sensitive 
and sociable for virtual encounters and social networks [42].

Different enterprise directories store different pieces of identities. Modern 
organizations become distributed and maintain multiple identity repositories. This 
reality promotes spreading identity attributes across information systems and land-
scaping identity silos. Thus, different pieces attributes of our identity are contained 
in different environments such as files, enterprise directories, databases, and online 
social networks. We illustrate identity silos shaping and origins with the follow-
ing use cases: (1) managing finance and preserving privacy. Rather than using a 
single credit card for shopping, most of the people prefer to use multiple credit 
cards to better manage finances and assure anonymity. A man buys a birthday’s 
gift for his spouse with one of his credit cards rather than using the jointly held 
credit account. Therefore, each credit card issuer maintains a different set of user 
attributes; (2) managing attributes schema and policies restrictions. The restric-
tion occurs when a number of identity stores do not allow write permission for 
several reasons, such as technical, governance and political reasons. In addition, 
the directory schema could be static and cannot be changed without major reper-
cussions on the whole infrastructure. Hence, attributes would be stored only in a 
limited number of repositories and could not be distributed over all identity stores. 
We can extend this use case to point out that having identity attributes within dif-
ferent semantics, such as languages and cultural considerations could foster the 
identity fragmentation; (3) context-based nature of identity and governance issue. 
Each context requires a specific form of attributes to authenticate an identity 
holder; (4) technological advent and emergence. The identity management and 
access control related technologies have evolved within different computing waves 
that range from mainframes, mid-size systems to personal computing, and from 
enterprise distributed network infrastructure to the internet and web. The history 
of computing shows that new fragmented identities are created with the emergence 
of each discipline; (5) business dynamics. As a consequence of corporate merg-
ers and acquisitions over time is a complex fragmented identity infrastructure; 
(6) Simple authentication and access management. Often, different lines of busi-
ness or divisions maintain separate identity repositories in order to easily manage 
users’ access to different and heterogonous business applications such as CRM 

Fig. 2.6   Free tagging service according to friend’s personality’s classification
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and HR; (7) multiple Web subscription. Many web sites require user subscription 
before providing services. As a result, a growing array of online fragmented iden-
tities is maintained by the Web sites’ back-ends [54]. Concurrently, in informa-
tion systems, access control and policies are different within different applications. 
Each application or service provider requires a specific set of attributes to let the 
user access the assets. A person may hold multiple credit cards issued by multiple 
banks that results multiple set of client attributes distributed over multiple reposi-
tories and locations. Furthermore, each individual has a couple of static attributes 
such as date and place of birth and dynamic attributes that may change such as 
blood pressure, home address, and phone number. Thereby, each person would 
have multiple sets of different attributes within different environments [49, 54].

2.6.3 � Digital Identity and Digital Memories

All of the person’s communications with other people and machines, as well 
as the images he sees, the sounds he hears, the Web sites he visits, and the Web 
searches he performs are recorded. US president Barack Obama provided some 
counsel for youngsters who want to grow up and be president. He replied to a 9th 
grader at Wakefield High School in the Washington suburb of Arlington, Virginia, 
who asked how he too could become President one day, saying that: “When you’re 
young, you know, you make mistakes and you do some stupid stuff (…) I want 
everybody here to be careful about what you post on Facebook, because in the 
YouTube age whatever you do, it will be pulled up again later somewhere in your 
life” [55]. In the Digital Life article of the Scientific American Magazine [56], 
Gordon Bell and Jim Gemmell state that human memory can be maddeningly elu-
sive and the era of digital memories is inevitable. Recently, a team at Microsoft 
Research Labs has developed a system, called MyLifeBits, to mainly digitally 
chronicle every aspect of a person life and to provide some of the tools needed to 
compile a lifelong digital archive. When the person is on the go, the system con-
tinually uploads his location from a portable Global Positioning System device. 
All of these recording are transmitted and stored in a personal digital archive that 
is both searchable and secure. After 6 years, more than 300,000 records, taking up 
about 150 GB are amassed. Portable sensors can take readings of things that are 
not even perceived by humans, such as oxygen levels in the blood or the amount 
of carbon dioxide in the air. Sensors can also log the three billion or so heartbeats 
in a person’s lifetime. The authors explain of the new systems services by saying: 
“New systems may allow people to record everything they see and hear—and even 
things they cannot sense—and to store all these data in a personal digital archive” 
[56]. The same authors questioned why recording someone’s life becomes possi-
ble today than before. The author cites three main reasons: (1) the growth of digi-
tal storage capacity has been staggering. Today a terabyte (one trillion bytes) hard 
drive can store everything the person read including emails, Web pages, papers 
and books, all the music the person purchased and downloaded, 8 h of speech and 
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10 pictures a day for the next 60 years. The author predicts that if current trends 
continue, in 20 years, with the same hard drive price, a person can buy a 250 TB 
of storage. This capacity should be able to satisfy anyone’s recording needs for 
more than 100 years; (2) some of these devices can record a wealth of informa-
tion about the users; (3) the dramatic increase in computing power has led to the 
introduction of processors that can efficiently retrieve, analyze and visualize vast 
amounts of information. Metadata such as the date, place and subject of a pho-
tograph or written or spoken comments that the database appends to the file, are 
easing the retrieve, or recall, process of digital memories. However, the advent of 
the digital-memories era will not be trouble-free. Many countries currently impose 
restrictions on recording conversations or photographing people. Moreover, many 
individuals are equally concerned about recording information for three reasons: 
(1) information could be used against them in court; (2) information could invade 
privacy; and (3) fear of access to records by identity thieves, gossipmongers or 
authoritarian states. In addition, from the security perspective, storing a lifetime 
of personal data in a single archive is vulnerable. One of the major advantages 
of digital memories is also mentioned. Digital memories allow vividly reliving an 
event with sounds and images, enhancing personal reflection in almost the same 
way that the Internet has aided scientific investigations. Every word one has ever 
read, whether in an e-mail, a document or on a Web site, can be found again with 
just a few keystrokes [56]. Emmpanuel Hoog, the CEO of INA, answers the ques-
tions of Le Nouvel Observateur reporters about the future of the world’s digital 
memory and how to civilize Internet. He explains that years ago, individual or 
collective memory, is considered as a rare cultural asset and therefore valuable. 
A 100 years ago, a family life was illustrated by a dozen of pictures. But today 
we take hundreds of photos in summer holidays with small digital camera and 
mobiles. We are passing to future generations a huge stock of digital memory. In 
addition, museums, archives, universities, heritage institutions have long been in 
charge of sorting and organizing knowledge, but today, nobody can accept this 
because each digital producer manage by himself his memory with his manner. 
This would weaken our ability to draw a common destiny. He adds that given the 
ever growing content available on the Internet, the fundamental issue is how to 
sort, to make choices. The government has focused so far on the issue of digiti-
zation of content but now it should focus on how to make content accessible to 
more people. He thinks also that authorities should urgently address the issue of 
access criteria and the hierarchy of knowledge on the web at local and regional 
levels. Today, the monopoly of access is between the hands of search engines, 
which are using non transparent criteria for web content indexing. Such content is 
considered as an economic asset, he urges public authorities to create real spaces 
for public service, knowledge and expertise on the Internet. Hood calls continu-
ity logic between souvenirs, memory, and history as ‘memorial ecosystem’. He 
adds that the memorial ecosystem is called into a question with the advent of the 
digital world. Yesterday, there was some continuity between stages and each stage 
is the pre-cursor of the next one. Today we can remember everything, thus sou-
venirs and memory are taking precedence over history. And somehow, too much 
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memory kills the memory-or, rather, too much memory kills the history. The 
explosion of the memorial bubble may produce two consequences: (1) the resur-
gence of the wars of memory. Because history can be unfair, every minority can 
claim its history and identity at a large scale. The excess of such claims may gen-
erate identity crisis; (2) amnesia and collective cultural loss; (3) why indeed mem-
orize, since the machine remembers us? Hoog writes “always more memory, but 
still less marks” to explain that the right to forget he is needed as a requirement 
for democracy. Today, there is a tremendous privatization of our personal data in 
the Internet. Companies are drawing profiles on personal information of each of 
us. Despite the efforts of the National Commission for Informatics and Liberties 
(CNIL) in France, the situation is not satisfactory. Every citizen is in danger of 
his past that can reappear at any moment. At the same time, we become producers 
of memory and we have accepted a regression of our privacy. However, privacy, 
rights to privacy is the foundation of a liberal society. Hoog adds that the digital 
native would have the challenge how to search on the internet. In the real world 
everyone can distinguish with the naked eye a grocery store, a school, a town hall, 
and a garage. For the Internet, it should be the same thing. I think that civilized 
Internet is allowing everyone to navigate easily. It is a challenge that calls for new 
forms of public regulation. Not everything can be left to the search engines that 
are now the only players in the web, which structure and organize it [57].

2.6.4 � Digital Identity in Social Networks

Social networking sites are gaining more and more importance on people daily life. 
They offer people ways to communicate and socialize with each other via the inter-
net through a PC or mobile phone. Individual’s friendship chain become part of 
digital identity. Would you be my online friend? Once the user finds a profile of a 
friend or someone else, he can add him by sending a message to the other user 
requesting friendship. If the recipient approves the connection, the relationship is 
visible through both users’ list of friends. The friends’ list typically includes a list of 
links to other friends’ profiles. Thus, when participants surf on social network sites, 
they can jump from one profile to another through a friendship chain. Based on a 
research results published in the report [40], the average adult social networker has 
profiles on 1.6 sites, and most users check their profile at least every other day. Part 
of the digital identity is constructed through the web of trails that individuals are 
leaving in the online world, especially in social networks. In fact, thirteenth century 
Mulla’s dilemma touches the central social problematic of identity construction 
[13] and, in the same way, the author of the book [7] explains that digital identity is 
bounded, not only to identity attributes, but to the individual’s behavior. Thus, in a 
restricted manner, digital identity is bounded to individuals’ behaviors in social net-
works. Trails could be customized profile information, opinion sharing about a sub-
ject or other friends, photos posting, and so on. The Ofcom report states also that 
users create well-developed profiles as the basis of their online presence and such 
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profiles often contain very detailed individual’s information, even though it is not 
compulsory to provide that much of information [58]. People could easily and sim-
ply create their own online page or profile, and construct and display an online net-
work of contacts, often called ‘friends’ [40]. As examples of well-known social 
networks: Friendster,9 MySpace,10 Facebook,11 Bebo,12 Skyrock Blog,13 Hi5,14 
Orkut,15 LiveJournal,16 and CyWorld.17 In order to join these networks, a user 
should register and create a social profile by entering a set of static and dynamic 
user attributes such as their demographics and tastes, a self-description, and often 
photos that provide a visual image. The participant’s social profile is considered in 
this context as a social persona being a part of his digital identity. Some social net-
works sites allow participants to articulate and publicly display their relations to 
others in the system, which, in turn, allow viewers to traverse the network.

Online social profiles and activities is having more visibility and gaining more 
accessibility through “Universal Social Networks”, abbreviated “USN”. USN, called 
also social networking convergence service [58], is basically an application which 
focuses on making easier for end users to create content independently of the blog-
ging platform usage. It allows updating all the blogs and web services from within 
one environment. USN permits to make it easy for the end user to let his friends 
and colleagues around the web know what he’s up to and what he’s writing. It keeps 
the end user friends on any network informed about his activities. But what are the 
consequences of USN usage on our digital identity? We present a list of USNs that 
are classified into four categories: (1) Social feed aggregator, called also lifestreem, 
or online presence aggregators: MyMashable [59], Profilactic [60], Snag [61], 
Profileomat [62], Naymz [63], SocialURL [64], PeopleAggregator [65], ProfileFly 
[66], SocialNetwork.in [67], and Mashable [68]. These services are ready to exploit 
but others are still in status of work in progress such as ProfileLinker, Upscoop, 
MyLifeBrand, Tabber, Ex.plode.us, Correlate.us, Istalkr, and SocialStream [69]; 
(2) desktop aggregator, an application that provide a single access to many social 
networks and aggregation capabilities: 8hands [70, 71], NoseRub [72, 73], and 
Minggl [74, 75]; (3) people finder such as Wink [76], a people search over the user 
profiles of MySpace, LinkedIn and Bebo. Spokeo [77] is another example of people 
finder that offers a search, by name, email address, phone number and friends; and  
(4) users’ bookmarks aggregator such as SecondBrain [78].

9  http://www.friendster.com
10  http://www.myspace.com
11  http://www.facebook.com
12  http://www.bebo.com
13  http://www.skyrock.com/blog
14  http://www.hi5.com
15  http://www.orkut.com
16  http://www.livejournal.com
17  http://us.cyworld.com
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31

2.6.5 � Digital Identity, Context-Awareness, and Ubiquity

Establishing the identity of a person is becoming an important need in context-aware 
environments. Context awareness originated as a term from ubiquitous computing, 
called also pervasive computing deals with linking changes in the environment with 
computer systems such as RFID, GPS, ambient intelligence and other emergent con-
text-aware applications [79]. In criminal cases, psychological profiling has given way 
to DNA matching. In consumer products, commodity logistics have given way to 
RFID databases. Genomics are the universal identification of life abstract; biometrics 
is considered as the universal identification of life in particular; collaborative filters 
are the universal identification of life in the relational [80]. Biometrics is specified as 
the science of recognizing an individual based on psychological or behavioral traits. 
Biometric systems, which rely on the evidence of fingerprints, hand geometry, iris, 
retina, face, hand vein, facial thermo-gram, signature, voice, etc., are deployed as a 
means of establishing and validating identity [81]. Privacy issues related to digital 
identity would inevitably rise as far as coincidence between happening and storage 
becomes more persistent in the future.

2.6.6 � Frauds, Misuse, Fake Profile and Crimes of Identity

Identity fraud is a profitable enterprise. “Individuals have an asset called their 
identity”, said Dr Tom Ilube, CEO of a data security company. He adds: “it is valua-
ble to you and valuable to those people that want to abuse it” [82]. Fraud is rising 
rapidly because people are posting personal facts on the Web as well as government 
agencies are steadily making databases available online. These databases include 
birth, marriage and death certificates, credit histories, voter registrations and prop-
erty deeds [83]. Security, identity theft, incorrect computer records, credit rating 
destruction, privacy, online purchasing and banking, loss of identity, misuse of per-
sonal information, phishing, identity cards, behavioral monitoring and tracking, the 
list of concerns goes on and on [84]. The Liberty Identity Theft Task Group, defined 
the three stages of identity theft as: (1) stealing identity data: while the numbers and 
stories about identity data loss are sensational, companies that suffer this tradition-
ally only faced embarrassment and a bruised reputation; (2) hijacking existing 
accounts: 80 % of phishing attacks are against financial services18; and (3) concoct-
ing new accounts: the fraudulent opening of new accounts using another’s identity 
is more dangerous because valid credentials are given to the criminal. When iden-
tity credentials are given to the wrong person, the strength of identity technology is 
powerless to help [85]. In addition, identity theft and fraud rate is increased due to 
risks posed by data deluge. Data deluge poses risks such as disks full of social-
security data go missing; laptops loaded with tax records left in taxis; credit-card 

18  Anti-phishing working group: http://www.antiphishing.org.
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numbers are stolen from online retailers; and Big Brotherishness of customers’ 
personal information. The consequence is privacy breaches, identity theft and fraud 
[85]. More than 800 million active users in Facebook, around half of them currently 
access Facebook through their mobile devices [86]. As far as social networks are 
attracting more people, digital identity within these networks becomes more fragile 
and easily fall prey to social engineering traps. The case of Robin Sage experiment 
[87, 88] illustrate how fragile is digital identity in social networks and how it is easy 
to create a fake online profile that refers to nonexistent offline person. The Robin 
Sage experiment was conducted by Thomas Ryan. He created blatantly false iden-
tity of a woman claiming to work for in military intelligence and then enrolling on 
various social networking websites. Ryan deliberately chose an attractive young 
female’s picture to prove that appearance is crucial in trust and people’s eagerness 
to connect with. After a month, Robin has accumulated connections to around 300 
online social networks. Contacts included an array of executives at government 
entities, employees of global 500 corporations and throughout the experiment 
Robin was offered gifts, government and corporate jobs, and opportunities to speak 
at various security conferences. Ryan tried to highlight how easily trust is given in 
these spaces and how much different information gets leaked out through various 
networks. He recommends social network users to accept only contacts that they 
know or make a research on people before accepting contacts’ requests. See more 
cyber-criminality for black-markets report [89].

2.6.7 � Digital Identity Aggregation Drivers and Issues

We ascribe “Out of Many, One” from “E Pluribus Unum” [90], which is used in 
the Great Seal of the United States [91], to underline the idea behind the scene 
of digital identity aggregation and fusion. Profiles are either unified into one all-
encompassing digital dossier or relationships are defined among them to form 
a single digital identity. Moreover, we use the expression to point out high and 
urgent societies’ expectations and needs for digital identity fusion capabilities that 
help investigators to identify a terrorist blended in with many people.

Data fusion can drive organizations to make better use of the data they own 
and provide convenience by creating an information resource that is more pow-
erful, more flexible and more accurate than any of the original data sources [92]. 
Early in the mid-1800s, Matthew Fontaine Maury of the American navy had the 
idea of aggregating nautical logs from ships crossing the Pacific to find the routes 
that offered the best winds and currents. He created an early variant of a “viral” 
social network, rewarding captains who submitted their logbooks with a copy of 
his maps. But the process was at that time very slow and laborious [93]. Las Vegas 
casinos have been pioneers in fusing data from various sources because they face 
so many schemes to rip them off. Watching Hollywood films such as Enemy of the 
State and the Jason Bourne trilogy shows that shadowy organizations have instant 
and easy access to all the databases for various security purpose, particularly to 
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identify terrorists. DARPA researchers argued that the World Trade Center bombing  
of 1993 and the Oklahoma City bombing of 1995 might have been prevented if US 
public security services could have linked commercial databases to identify large 
purchases of fertilizer by non-farmers [92]. In addition, the author of the Economist 
‘Data Deluge’ article [94] explains the current situation of digital identity aggre-
gation and fusion by pointing out that despite years of large-scale efforts, law-
enforcement and intelligence agencies’ databases are still not effectively linked 
yet. He gives the examples of health care industry in which computerizing health 
records tend to run into bureaucratic, technical and ethical problems. The digitiza-
tion of health records could have been helpful to spot and monitor health trends 
and evaluate the effectiveness of different treatments. We point out that features and 
tools offered by Naymz [63] such identity aggregator, reputation assessment tool, 
and reputation score ‘RepScore’ could inevitably help to build trust-based profes-
sional community. After 9/11, the American Defense Department launched a pro-
gram called “Total Information Awareness” to compile as many data as possible: 
e-mails, phone calls, web searches, shopping transactions, bank records, medical 
files, travel history and much more. In his article [92] titled “Information of the 
World, UNITE!” published in Scientific American Magazine, Simson L. Garfinkel 
explains through a hands-on, real-life experience motivations of digital identity 
aggregation or fusion. He says: “A few years ago I bought a latte at Starbucks on 
the way to the airport, parked my car and got on a flight for the U.K. 8 h later I got 
off at Heathrow, bought a prepay chip for my cell phone and went to buy a ticket 
for the train into London, when my credit card gave up the ghost and refused to 
work anymore. Not until I got back to the U.S. did I find out what had happened. 
Apparently, the small purchase at Starbucks, followed by the overseas purchase of 
the cell phone card, had tripped some kind of antifraud data-mining algorithm in 
my credit-card company’s computer. It tried to call me, got my voice mail and pro-
ceeded to blacklist my credit card. What I found so exasperating about the entire 
experience was that the computer should have known that the person using my card 
in England was me. After all, I had bought my plane ticket with that same card and 
had flown with a major U.S. carrier. Aren’t all those databases supposed to be tied 
together?” [92]. In the next sections, we explain that mashing digital identity attrib-
utes, from credit-card bills to cell phone logs, poses technical, economic, legal and 
ethical problems. Below, motivations for security purpose are listed and explained.

2.6.8 � Digital Identity Aggregation for Security Use Cases

A digital identity silos consolidation is considered as one of the current challenges 
and a critical step to secure access to information systems’ assets [27]. Digital 
identity aggregation, synonym of ‘digital identity silos consolidation’, establishes 
relationship between distributed attributes. We use the term ‘silos’ to convey that dig-
ital identity attributes are rarely stored in one place but rather in diverse and various 
stores residing within multiple information systems. As a consequence, the individual  
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is in one-to-many relationship with his identity. Merriam’s dictionary defines ‘to con-
solidate’ in the meaning of to strengthen and to unite. Several use cases explain and 
illustrate the need of digital identity aggregation for security purpose. We detail three 
of the use cases: (1) applications and services may require more attributes to author-
ize the user accessing resources. This is reflected in the real world as a person, who 
is asked to provide more than one identity proof comprising different identity infor-
mation to get a customized service. For instance, a customer is asked to provide a 
credit card and fidelity saving card in a movie store to take advantage of DVD prices 
rebates. Moreover, to get into some mistrusted or restrictive environments, such as 
national security organizations, a visitor is asked to provide more than one identity 
card; (2) provisioning an employee who leaves. Consolidating employee identity 
attributes across information systems and synchronizing them would allow recogniz-
ing the validity of his authentication performed inside and outside the information 
system; (3) online reputation systems are in use to trust parties and conduct secure 
online business. For instance, eBay reputation mechanism unifies member’s transac-
tion feedback history to calculate community members’ reputations in the form of 
colored and shooting stars. In addition, we need not only just a consolidation but an 
effective attributes because a poor administration and maintenance of duplicated, 
out-of-date, and low-quality identity attributes may expose enterprise assets and 
resources at a high risk. From the subject and service provider perspectives, digital 
identity aggregation becomes a highly used tool to reduce identity theft. Currently, 
services providers are using advanced tactics, collectively known as identity scoring 
that allows monitoring online data mining, pattern recognition, even semantic analy-
sis of information about a subscriber that appears on Web pages. Examples of firms 
that offer such services are Garlik [95] in England and MyPublicInfo [96] in U.S. 
Garlik offer ‘data patrol’ service to British residents by combing credit reports, pub-
lic databases and Web sites for information about customers and presents them with 
a detailed profile. The profile should show whether criminals may be trying to use 
their personal facts to apply for credit cards, take out a loan, or register a fake driver’s 
license or marriage certificate. MyPublicInfo pieces together a customer’s ‘public 
identity profile’ for $79.95 and alert him or her to dubious changes for $4.95 a month 
[83]. Moreover, the subject must be able to combine selected claims made about him-
self by more than one identity authority into a minimal composite set of claims and 
be able to present them to relaying party, who could not be able to repudiate the orig-
inal claims [59].

Many participants have different profiles within multiple social networks. 
From the user perspective, aggregating profiles would (1) increase conveni-
ence of the social experience: the participant can post a message to multiple 
friends within different social networks; (2) ease access control (identification, 
authentication, authorization, and accountability); and (3) attributes manage-
ment. From the organizational perspective, social profiles aggregation would 
ease (1) participant’s reputation management: HR department might aggregate a 
candidate’s social profiles in order to decide whether to hire him or to reject his 
application. Another example is a student, who wants to know more about his pro-
fessor, would make a Google search and professor’s social profiles aggregation; and  
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(2) service personalization (profiling): in order to increase market shares, com-
panies might aggregate client’s social profiles to know more about their prefer-
ences and goals, as a consequence, they can personalize products and services. 
They might also consider the friends list of a client or business partner as prospect 
clients.

2.6.9 � Economy of Digital Identity Aggregation:  
Digital Gold Mine

Today, organizations strive to capture and aggregate digital identities because they 
are convinced that is the new form of ‘rué-vers-l’or’. Such agitation is comparable to 
the one that is used to be with hundreds of people when searching for gold, panning 
in the streams and digging mines. ‘Gold Rush’ (1925), the Charlie Chaplin’s movie, 
is a true illustration of major gold rushes that took place in the nineteenth century in 
Australia, Brazil, Canada, South Africa, and the United States [76, 97, 98].

Digital identity attributes become publicly available and easy to access. Each per-
son now leaves in cyberspace an increasingly amount of digital footprint when aggre-
gated and unified, contributes to the definition of the subject’s digital identity. Visible 
or invisible, left consciously or not, this set of data can be collected from various 
sources. The very first digital records of pre-natal scans could be shared on flicker 
and the obituary information on the Social Security Death Index (SSDI),19 Find a 
Grave,20 and Interment.net.21 It happens also that other data could be available and 
collected through the one collected by diverse agencies and organizations on our 
behalf during our life, the blogs that are kept, the emails sent and the internet 
searches performed [66–68]. Maintaining and editing personal information in learn-
ing digital portfolio or personal profile within social network is much feasible and 
easier than the personal profile that is carried out kept by an employer ‘googling’ pro-
spective employee, tracking activities as a citizen, and possibly inferring health prob-
lems from the visible activities in self-advocacy online groups. For instance, We Feel 
Fine [99], Fig. 2.7, is a people feeling aggregation engine that harvests automatically 
human feelings from a large number of blogs every 10  min. Compiled blog data 
[100] comes from a variety of online sources, including LiveJournal, MSN Spaces, 
MySpace, Blogger, Flickr, Technorati, Feedster, Ice Rocket, and Google. The engine 
scans blog posts for occurrences of the text fragments ‘I feel’ and ‘I am feeling’. The 
approach was inspired by techniques used in Listening Post project [101].

The value of digital identity increases as much as substantial quantity of digital 
identity attributes has been collected and aggregated. Many people search engines 
are evolving to better provide services by aggregating people digital identity 

19  http://ssdi.rootsweb.ancestry.com/
20  http://www.findagrave.com/
21  http://www.interment.net/
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attributes. 123People22 engine provides information on people to learn more about 
a person, an acquaintance, a colleague, a potential collaborator. Having its roots in 
Austria, 123people aggregates information of the digital identity of a person on 
the Web taken from multiple sources such as Web pages, social networks, images, 
videos, blogs, micro-blogging platforms, and emails [102]. Others such as Spock23 
and USsearch24 are providers of people search and background checks that work 
jointly to provide free aggregated digital identity information and paid service to 
access on sensitive and premium information such as criminal record. Another ser-
vice that provides obituary information is SSDI Index. The person enters the first 
and last name, then the SSDI Index resource turns up full name, birth and death 
dates, last known residence, last benefit, social security number, and state in which 
the social security card was issued. Other record-related information is available 
upon order. As an example, we use the Social Security Death Index (SSDI) service 
provider to look for ‘Abraham Lincoln’ personal information in US public regis-
tries. The result is presented in the following screenshot, Fig. 2.8.

Another example of public records aggregator and people finder is Intelius.25 
The system reports genealogy records that comprise phone numbers, address his-
tory, birth certificates, death records, marriage licenses and divorce decree. It 
allows tracing family tree by saving, adding, and joining records together. 
Moreover, the system provides neighborhood and property information such as 
home value, sales history, property details and ownership information. In Fig. 2.9, 
Intelius shows Ghazi Ben Ayed’s public record as he was a resident of Milwaukee, 
WI from 1998 to 2000. It makes public personal data such as his mother’s full 
name in the relative column: ‘Zahra Ben Ayed’. When the user heats the View 

22  www.123poeple.com
23  www.spock.com
24  www.ussearch.com
25  http://www.intelius.com/

Fig. 2.7   People feelings murmurs and emotions aggregator

http://www.123poeple.com
http://www.spock.com
http://www.ussearch.com
http://www.intelius.com/
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Fig. 2.8   Abraham Lincoln obituary information in US public records

Fig. 2.9   Result of ‘Ghazi Ben Ayed’ searching in US public record
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38 2  Digital Identity

Details red button requesting to edit the public record-related data located at 
Wisconsin authorities, the system asks to order and pay, at special or regular prices.

In addition, users of Google news archive search26 can explore historical archives 
about events, people or ideas and see how they have been described over time. In addi-
tion, users can also see a historical overview of the results by browsing an automati-
cally generated timeline. Search results include content from a number of sources, 
through content digitized by Google and online archival materials that Google 
crawled. Search results can include content that is freely accessible as well as content 
that requires a fee. Articles related to a single story or person within a given time 
period are grouped together to allow users to see a broad perspective on the topics they 
are searching [103]. Figure 2.10 shows publicly published Elvis Presley information.

2.6.10 � Technical Issues of Digital Identity Aggregation

In 2008, the author [92] explains that digital identity fusion is hard because we 
are drowning in data from a multitude of sources, all with different levels of detail 
and uncertainty. John Marlan Poindexter, a career naval officer, says that identi-
fying the signatures of terrorist preparations in an ocean of data is much harder 

26  http://news.google.com/archivesearch

Fig. 2.10   Elvis Presley archives available through google news search archives

http://news.google.com/archivesearch
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than finding subs in an ocean of water. In addition, Poindexter argues that oceans 
may be huge but every spot can be uniquely identified by a latitude, longitude 
and depth. However, data oceans are not so easily to be categorized. Much of 
information are spread across millions of individual computer systems and hid-
den to the authorities. In addition, oceans are not doubling in size every few years 
like data oceans. Major issues are: (1) data quality. Much of the personal data in 
databases may not be accurate and they are riddled with errors and meaningless 
coincidences. A Scientific American editor ordered an US $80 report from an 
online consolidator of digital identity, including criminal, real-estate and bank-
ruptcy records. It was riddled with errors such as misspellings and confusion 
with namesakes. The report showed no signs of identity theft! Currently, new 
algorithms overcome only some of these hurdles but not all of them; (2) mak-
ing sense (semantics) of data fusion. Users are sometimes unaware of the digital 
bread crumbs they leave but companies are increasingly linking isolated databases 
together into one data scheme could infect a person’s entire digital identity and 
reputation either by stealing data scheme or through attributes aggregation bias, 
particularly decontextualization of digital identity by data mining algorithms. Yet 
another problem for data fusers is; (3) identity resolution, which is matching up 
the various names and account numbers with the right individual by taking into 
account cultural variation in names and other business-related rules [92, 104].  
In online world there may be dozens of people sharing the same name and doz-
ens of names used by the same person, thus the issue deals with ontology and 
syntax of digital identity attributes. Person’s first name may be listed in one data-
base as Robert, in another as Rob and in a third as Bob. A person whose Arabic 
name is Haj Imhemed Otmane Abderaqib in West Africa might be known as Hajj 
Mohamed Uthman Abd Al Ragib in Iraq. Casinos have funded development of a 
technique called NOnobvious Relationship Analysis (NORA), which combines 
identity aggregation and resolution with databases of credit companies, public 
records and hotel stays [92].

Figure 2.11 sums up digital identity aggregation technical issues and illustrates 
that attributes semantics, ontology, syntax and interoperability issues arise when-
ever and authority needs to aggregate a multiple digital identity attributes in order 
to decide whether to provide a service to the subject. For example, how computers 
could recognize that the short names ‘G. Ben Ayed’ and ‘Ghazi B. Ayed’ are refer-
ring to the same person with a full name ‘Ghazi Ben Ayed’? In addition, names 
written with typo errors such as ‘Gazi Benayed’ and ‘Ghasi Bennayed’, the ones 
written in other languages and following cultural semantics such as Hispanic, 
Japanese, Chinese and Arabic, or Arab names written with Latin font could be 
automatically recognized as being part of the same person’s identity? The authors 
[31] explain that identity management service must support vocabulary definitions 
of identity attributes. A fundamental assumption is that all parties concerned with 
identity services share a common ontology and semantic web metadata formats 
such as Resource Description Format (RDF) and RDF Schema.

2.6  Digital Identity: Major Issues and Complexities
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2.6.11 � Digital Identity Aggregation Systems and Algorithms

Algorithms of data fusion can trace its heritage back to the computerized matching 
programs of 1970s. US government authorized the creation of the Federal Parent 
Locator Service that denies a wide range of federal benefits to parents who are 
behind on their child support. Those data are fused with digital identity of recently 
employed parents who are not up to date on their payments so that their wages can 
be garnished [92]. After 9/11, the American Defense Department launched a pro-
gram called “Total Information Awareness” to compile as many data as possible: 
e-mails, phone calls, web searches, shopping transactions, bank records, medical 
files, travel history and much more [105].

The program works by building hypotheses based on existing profiles and then 
revising these hypotheses as other digital identity attributes become available. In the 
1990s software engineer Jeff Jonas developed a system that could match the names in 
a casino’s computers with other sources of information. Figure 2.12, which is adapted 
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Fig. 2.11   Digital identity aggregation technical challenges
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from [92], shows that four of the profiles reside in different locations and have been 
collected in different periods of time. Digital identity aggregation I combines profile1 
and profile2 and each of them holds different attributes, so the system provisionally 
assumes they represent different individuals. In aggregation II, the system infers that 
profile3 holds attributes common to both previous profiles: the driver’s license num-
ber from one and phone number from the other. So the system reassigns all three 
to the same individual. Finally, digital identity aggregation III shows that profile4 
includes a birth date matching with profile2, thus, the system deduces that the four 
profiles actually represent two individuals. The program guesses that the two may be 
father and son since they share the same surname and phone number. In 2005, Jonas 
sold the system and his company to IBM, which has added a feature called anony-
mous resolution. Two organizations can determine whether they share the digital 
identity of an individual in their databases without revealing digital identities of all 
people who do not match. The technique works by comparing cryptographic hashes 
instead of digital identity attributes. Currently, most algorithms of data fusion have 
some kind of sensitivity adjustment. Tipping the scale to the right, and the system 
fails to find genuine matches; tipping it to the left, the system turns out to be wrong 
because too many predictions are achieved. Another important issue raised by data 
aggregation is to find an algorithm that it never confuses original data with a conclu-
sion inferred from those data [92].

Economic gains should justify fusion costs. In 1994, Roger Clarke of the 
Australian National University in Canberra studied computerized matching programs 
maintained by federal and state governments in the U.S. and Australia. These systems 

Fig. 2.12   Casino’s digital identity fusion algorithm developed by Jeff Jonas in 1990s
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scanned millions of records and flagged thousands of potential “hits.” But most of 
them turned out to be false positives. The benefits did not justify the costs of collect-
ing data, training personnel and chasing down the false positives. The same author 
argues that many people feel that if a data-fusion program could anticipate and stop 
a major terrorist attack, it would be worth whatever it cost [92]. However, from the 
ethical and legal perspectives, linking together databases into a single profile through 
the process of data fusion is still the bête noire of privacy advocates. They advocates 
still considering that identity data aggregators use personal information for purposes 
other than the ones for which it was originally acquired [92]. The author of How To 
Be Invisible book [89] states: “Do not, as long as you live, ever again allow your real 
name to be coupled with your home address”. This is to point out that preserving pri-
vacy is a matter of conscience. Privacy issues are detailed in Chap. 4.

Many use cases illustrate the dangers of maintaining digital identities at a poor 
security level. Almost 3 GB file that contains 100 million Facebook users has been 
made available on a torrent site downloadable by absolutely anybody in July 2010 
see Fig. 2.13. Ron Bowes of Skull Security created a script [106] that harvested 
user information from Facebook’s user directory [107].

Ron’s idea was to spider and generate first-initial-last-name list and once he 
had the name and URL of a user, he aggregated users’ pictures, friends, and infor-
mation about them, with some other details. He wrote a Ruby script to download 
the full Facebook users’ directory and link personal details to the correspond-
ing first, last, and usernames. The results were 171 million names (100 million 
unique) [107].

The file, Fig. 2.13, contains the URL of every searchable Facebook user’s profile, 
the name of every searchable Facebook user, both unique and by count, and pro-
cessed lists, including first names with count, last names with count, and potential 

Fig. 2.13   A ready-to-download file comprising details of 100 million Facebook users

http://dx.doi.org/10.1007/978-3-319-08231-8_4
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usernames with count, as presented in Table 2.1 [107, 108]. Even if the user opts out 
of inclusion in the search, he could still appear on the directory page of a searchable 
friend. The statistical lists don’t pose any security threat to Facebook users; how-
ever, data could be useful for building automated account cracking software. Lists 
of the most common names can be used to assemble a good dictionary of poten-
tially popular usernames for use in tools that attempt to identify and crack user  
accounts [109].

2.6.12 � Digital Native’s Perception of Identity

What is the impact of digital identity and privacy on the “digital native”? The term 
“digital native” means the generation that grew up with Internet and new infor-
mation technologies. “Digital Natives” were born after 1980, when social digital 
technologies came online. They carry mobile devices all times not just to make 
phone calls but also to send text messages, surf the Internet, and download music. 
They’ve been living with mobility, speed access to information, learning with 
media, participatory action, co-creation of value, etc. [110–112] In the shadow of 
the daily growth of the global population in general and particularly the digital 
native one [111, 113], digital identity would play major role in the next few years. 
Digital Natives live much of their lives comfortably online, without thinking of 
their digital identity and their real-space identity as separate things. They just have 
an identity, which is a representation in two, or three, or more different spaces. 
Digital Natives are constantly connected. Even as they sleep, connections are 
made online, in the background; they wake up to find them each day. They connect 
to social networks, IM, and share photos with friends all over the world. Digital 
Natives are creating parallel worlds on sites like Second Life. And after they do, 
they record parts of that world and post a video of it on YouTube or Daily Motion 

Table 2.1   Top Facebook usernames’ lists
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smith
924816 david 512312 jones
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in a ‘machinima’ art form. Digital Natives perceive information as something 
they can control and reshape in new and interesting ways. They edit a profile on 
MySpace or encyclopedia entries on Wikipedia, make a movie or online video, or 
download a hot music track—whether lawfully or not. Digital Natives can rework 
media, using off-the-shelf computer programs. Research means Google search 
and particularly Wikipedia before diving deeper into a topic. Most Digital Natives 
don’t buy newspapers ever but they get it in new ways and in a wide variety of 
formats. In the process of spending so much time in this digitally connected envi-
ronment, Digital Natives are leaving more traces of themselves in public places 
online. With every hour they log online, they are leaving more tracks for market-
ers—and pedophiles, for that matter—to follow. Digital Natives’ ideas about pri-
vacy, for instance, are different from those of their parents and grandparents but 
how? The repercussions of these changes in the near future will be profound for 
all of us. The Digital Natives has global culture in scope and nature whether physi-
cally based in different cities, countries and continents [111].

2.6.13 � Issues and Concerns Associated with Handling  
the Digital Afterlife

In his article preparing for the digital afterlife [114], Duncan Jefferies questions 
how should we handle digital legacy? How should we deal with online accounts 
such as Facebook and PayPal logs off for good? It might depend on the law, but by 
default digital assets are “the property of the estate, even if they’re property with 
no value”. Some assets, such as blogs and photographs, may also be subject to 
intellectual property law. “People aren’t very aware of what you might call their 
living online legacy—potential employers looking at their Facebook accounts, for 
example. The issue of what happens to that information after their death is an 
extension of that” says Yorick Wilks, a senior research fellow at the Oxford 
Internet Institute. Facebook puts the profile of deceased person into a memorial 
state upon notification of their death. Their status is removed, they are withdrawn 
from any groups and access is set to “friends only”. Couldn’t his descent being 
part of his social circle of friends? Donna Rawling lost her husband and she says: 
“I managed to wrap up his affairs, but the area that I was left with was his pres-
ence on the web”. Several companies aim to help people to better handle digital 
legacy by providing Digital deposit accounts playing the role of “electronic safe 
deposit box”, where people can easily upload login details for digital assets and 
specify who will receive them posthumously. Examples are LegacyLocker,27 
SlightlyMorbid28 and Deathswitch.29 Deathswitch provides an automatically 

27  http://legacylocker.com
28  https://www.slightlymorbid.com
29  http://www.deathswitch.com

http://legacylocker.com
https://www.slightlymorbid.com
http://www.deathswitch.com
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prompts people for their password on a regular basis. If nothing is received after 
several prompts, the system deduces that the user is already dead or critically disa-
bled, thus, messages are sent to pre-selected recipients. As they are large reposito-
ries of passwords, does the hacking community perceive these systems as a virtual 
El-Dorado? Could these systems not expire before its customers do? “People 
aren’t very aware of what you might call their living online legacy—potential 
employers looking at their Facebook accounts, for example. The issue of what 
happens to that information after their death is an extension of that”, says Yorick 
Wilks, a senior research fellow at the Oxford Internet Institute [114].

2.6.14 � Digital Identity, Online Reputation and Metadata

As data become more abundant, the main problem is no longer finding the infor-
mation but accessing it easily and quickly. What is needed is metadata, which is 
information about information, to organize the cornucopia of information provided 
by the internet. In Assyria around three millennia ago clay tablets had small clay 
labels attached to them to make them easier to tell apart when they were filed in 
baskets or on shelves. The idea survived into the 20th century in the shape of the 
little catalogue cards librarians used to note down a book’s title, author, subject, 
and so on before the records were moved onto computers. The actual books con-
stituted the data, the catalogue cards the metadata. Bar coded and RFID package 
labels are other examples of metadata. Today, metadata are undergoing a virtual 
renaissance since many companies are using it to organize information. Google’s 
search engine creates PageRank metadata to organize web pages by structuring 
the information, ranking it in order of its relevance to the query. Google handles 
around half the world’s internet searches, answering around 35,000 queries every 
second. Metadata are a potentially lucrative business. “If you can control the path-
ways and means of finding information, you can extract rents from subsequent 
levels of producers,” explains Eli Noam, a telecoms economist at New York’s 
Columbia Business School [115].

Metadata could directly affect the digital identity and online reputation since 
metadata are increasingly become available on the net. Photos uploaded to the 
website Flickr contain metadata such as when and often where they were taken, as 
well as the camera model, which could be useful for future buyers. But with the 
advent of Web 2.0, internet users tag web sites, documents, photos and videos 
helping to label unstructured information so it can be easily found through folk-
minds such as Delicious,30 Diigo,31 and Technorati.32 For any reason, such as for 
having fun or creating a buzz on the net, Internet users could also instead labeling 

30  http://www.delicious.com
31  http://www.diigo.com
32  http://technorati.com
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a photograph of Barack Obama as “president”, they might bookmark it “sexual 
harassment”. Thus, this phenomenon would have a negative side affecting the 
people’s digital identities and reputations [115].

2.6.15 � Digital Identity Issue with Cyborg Enhancement

Identity and privacy issues are immediately important with enhancing implant 
technology, even in the case of relatively straightforward identification devices.  
A ‘Cyborg’ is a cybernetic organism, part human, part machine, and is formed by 
the direct connection between human and technology. In 2002, an implant experi-
ment was carried out through an online collaboration between Columbia University 
and Reading University. It consists of linking the nervous system of a human with 
the internet. Intents and purposes the body of that individual does not stop as is 
usual, but rather extends as far as the Internet takes it. In this case, the human brain 
was able to directly control a robot hand on a different continent-the Cyborg body 
extended across the Atlantic Ocean. In this respect, by linking the mental function-
ing of a human and machine, a hybrid identity is created. By connecting the human 
nervous system with technology, this not only affects the nature of an individual’s 
identity but also raising questions as to a new meaning for ‘I’. Who are we if our 
brain/nervous system is part human part machine? Privacy issues are also pertinent 
when considering signals being sent into and out of the brain. Feelings, emotions, 
and even inter-thoughts could potentially be modified by electronic signals alone. 
Network hacking is far more serious if your brain is permanently connected into the 
network. Software viruses and biological viruses become, effectively, the same thing. 
Hence, security, screening and anti-viruses take on much more importance [116].

2.6.16 � Digital Identity in Big Data Era

Information has gone from scarce to superabundant and the quantity of information in 
the world is soaring and becomes astronomic. Joe Hellerstein, a computer scientist at 
the University of California in Berkeley, calls it “the industrial revolution of data”. 
Scientists and computer engineers have coined a new term for the phenomenon: “big 
data” [94, 117]. Authors provide many examples to illustrate the importance of data 
deluge. Headquartered in Hong Kong, Li and Fung Ltd.,33 a major global distribution 
service company, saw during 2008 one hundred gigabytes of information flow 
through its network each day; but today the amount has increased tenfold. During 
2009, US army’s aircraft flying over Iraq and Afghanistan sent back around 24 years’ 
worth of video footage. The same author predicted that new aircraft models that  

33  http://www.lifunggroup.com/front.html
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are being deployed in 2010 will produce ten times as many data streams as their 
predecessors, and those in 2011 will produce 30 times as many. He adds that accord-
ing to one estimate, mankind created 150 EB (billion gigabytes) of data in 2005 and it 
will create 1,200 EB in 2010 [94]. In 2000, the telescope of Sloan Digital Sky Survey 
SDSS collected more data in the first few weeks than had been collected in the entire 
history of astronomy. Today’s SDSS archive contains a whopping 140 TB (240 bytes) 
of information. A new generation of telescope, the Large Synoptic Survey Telescope, 
will acquire that quantity of data every 5  days. The retail giant Wal-Mart handles 
more than one million customer transactions every hour, feeding databases estimated 
at more than 2.5 PB—the equivalent of 167 times the books in America’s Library of 
Congress [117]. Photobucket, an online photo-sharing service, claims to host more 
than 4.7 billion digital photographs as of 2008. Facebook reports more than 3 billion 
photographs, less than 4 years into its existence [111], and reached to home  
40 billion photos in 2008 [117]. The author of the Economist article [93] explains that 
the amount of information is growing at a terrific rate. He adds that experiments at the 
Large Hadron Collider at CERN generate 40 TB every second and, in 2008, U.S. 
households were bombarded with 34  gigabytes per person per day [93]. YouTube 
manages video uploads of 5 h/min early in 2007 to more than 35 h/min in 2010 [118]. 
The author points that several reasons are driving digital information explosion. He 
estimates that amount of information increases tenfold every 5 years for the following 
main reasons: (1) technology is the obvious one. Digital devices soar such as sensors 
and gadgets are digitizing lots of information that was previously unavailable;  
(2) there are now many more people who interact with information. Between 1990 
and 2005 more than 1 billion people worldwide entered the middle class. As they get 
richer they become more literate, which fuels information growth [117].

Companies could prosper by gasping new opportunities around big data. The 
author says that companies could ‘pluck the diamond from the waste’ by exploiting 
big data opportunities. Analyzing data could help to spot business trends, prevent 
diseases, and combat crime. Effective data management could unlock new sources 
of economic value, provide fresh insights into science and hold governments to 
account. For instance, exploiting and mining crime figures, maps, details of con-
tracts and statistics that public services are putting into the public domain, or pro-
vide the tools for others to do so [94, 117]. Many businesses are providing services 
based on the access to government data, which recently are made available online. 
The state is a big generator, collector and user of data. It keeps records on every 
birth, marriage and death, compiles figures on all aspects of the economy and keeps 
statistics on licenses, laws and the weather. Until recently all these data have been 
locked tight and even if they were made publicly accessible they were hard to find, 
and aggregating lots of printed information is notoriously difficult. Today, things 
have changed “Government information is a form of infrastructure, no less impor-
tant to our modern life than our roads, electrical grid or water systems,” says Carl 
Malamud, the boss of Public.Resource Group34 that puts government data online. 

34  http://public.resource.org
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He was responsible for making the databases of America’s Securities and Exchange 
Commission available on the web during 1990s [119]. The author of the “Clicking 
for Gold” article [120] explains that the trail of clicks that internet users leave 
behind from which value can be extracted is becoming a mainstay of the internet 
economy. “What we are seeing is the ability to have economies form around the 
data” says Craig Mundie, head of research and strategy at Microsoft. Data are 
becoming the new raw material of business. Farecast,35 a part of Microsoft’s search 
engine Bing, can advise customers whether to buy an airline ticket now or wait till 
the price to come down by analyzing 225 billion flight and price records. 
Amazon.com is not only tracks the books the user purchases, but also keeps a 
record of the ones the user only browses in order to recommend other books to 
him. Information that would be gathered from Amazon’s e-book, the Kindle, is 
probably even richer, how long a user spends reading each page, whether he takes 
notes and so on [117, 120]. Business intelligence and analytics, which is perform-
ing statistical operations for forecasting or uncovering hidden correlations, may 
allow to firms to gain pay-offs by operating more efficiently, picking out trends and 
improving forecasting. “Torture the data long enough and they will confess to any-
thing” is a humorous quip made by statisticians to encourage making the most of 
data. A few years ago business intelligence technologies were available only to big 
companies, but today the technology has moved into the mainstream. This is due to 
the fall of the price and better performance of hardware, software and storage. In 
addition, companies are collecting more data, which in the past they were kept in 
different systems that were unable to talk to each other, such as finance, human 
resources or customer management. Now the systems are being linked, and compa-
nies are using data-mining techniques to get, “a single version of the truth”, which 
means a complete picture of their operations. Best Buy,36 an international electron-
ics retailer, found that 7 % of its customers accounted for 43 % of its sales, so it 
reorganized its stores to concentrate on those customers’ needs. The author high-
lights that data torture depends the accuracy of the information that companies 
hold. In a study by IBM, half of the managers that are quizzed did not trust the 
information on which they had to make decisions. Currently, many businesses are 
increasingly moving to capture accurate data by analyzing real-time information 
flows instead of stored information about past transactions. Two technology trends 
are helping to fuel these new uses of data: cloud computing and open-source soft-
ware. Cloud computing allows organizations to lease on-demand computing power, 
rather than having to acquire expensive equipment. A free programming language 
called R37 lets companies examine and present big data sets, and free software 
called Hadoop38 now allows ordinary PCs to analyze huge quantities of data that 
previously required a supercomputer.

35  http://www.bing.com/travel
36  http://www.bestbuy.com/site/index.jsp
37  http://www.r-project.org
38  http://hadoop.apache.org
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Two major issues/difficulties that faces data deluge: (1) information storage 
capabilities: the current situation is a result of a rapid collection of data in a short 
time and an amount of data that exceeds the available storage space. Based on the 
forecast of IDC, in 2011, global information will reach around 1,750 EB and avail-
able storage about 800  EB. The flood of data from sensors, computers, research 
labs, cameras, phones and the like surpassed the capacity of storage technolo-
gies in 2007; (2) analysis and extraction capabilities of useful information: Alex 
Szalay, an astrophysicist at Johns Hopkins University, notes that the proliferation 
of data is making them increasingly inaccessible and he points that we should be 
able to make sense of them. Only few industries have developed such capabilities. 
Credit-card companies monitor every purchase and can identify fraudulent ones. 
They found that stolen credit cards are more likely to be used to buy hard liquor 
than wine for many reasons such as it is easier to fence. Insurance firms combine 
clues to spot suspicious claims. They found that fraudulent claims are more likely 
to be made on a Monday, since policyholders who stage accidents tend to assemble 
friends as false witnesses over the weekend. Mobile-phone operators, meanwhile, 
analyze subscribers’ calling patterns to offer them customized attractive promo-
tions. Also, retailers, offline as well as online, can tailor promotions to particular 
customers’ preferences. The oil industry uses supercomputers to trawl seismic data 
before drilling wells [93, 94, 117]. In addition, another concern as the torrent of 
information increases is energy consumption. Processing huge amounts of data 
takes a lot of power. “In 2–3 years we will saturate the electric cables running 
into the building,” says Alex Szalay at Johns Hopkins University. “The next chal-
lenge is how to do the same things as today, but with ten to one hundered times less 
power”. The NSA in 2006 came close to exceeding its power supply, which would 
have blown out its electrical infrastructure. Both Google and Microsoft put some 
of their huge data centers next to hydroelectric plants to ensure access to enough 
energy and at a reasonable price [105].

Ensuring data security and protecting privacy is becoming harder as the infor-
mation multiplies and is shared widely around the world. According to Cisco, by 
2013, the amount of traffic flowing over the internet annually will reach 667 EB 
and the quantity of data continues to grow faster than the ability of the network to 
carry it all [117]. A researcher of the University of California in San Diego says: 
“information created by machines and used by other machines will probably grow 
faster than anything else”. He adds that “this is primarily ‘database to database’ 
information—people are only tangentially involved in most of it” [93]. The author 
of the article “new rules for big data: regulators are having to rethink their brief” 
[121] points that current information flows in an era of abundant data are changing 
the relationship between technology and the role of the government. He adds that 
many of today’s regulations are not brought up-to-date such as privacy laws, which 
they were not designed for networks, and rules for document retention presume 
paper records. Now information becomes interconnected and that’s why nations are 
increasingly in need of global rules. The same author mentions that new informa-
tion-related principles should cover the following broad areas: information privacy, 
security, retention, processing, ownership, and integrity to reduce risks posed by the 
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age of big data sets [121]. More details are given by the author [94] to explain the 
consequences of only two data deluge risks, which are identity theft and fraud, and 
privacy breaches. He explains that they are consequences of stolen databases, such 
as disks full of social-security data are missed, laptops loaded with tax records are 
left in taxis, credit-card numbers are stolen from online retailers. Privacy infringe-
ments are encountered in daily basis. For instance, we can witness the periodic 
fusses when Facebook or Google unexpectedly change the privacy settings on their 
online social networks, causing members to reveal personal information unwit-
tingly. A more sinister threat is encountered when governments compel companies 
to hand over personal information about their customers. In order to deal with the 
drawbacks of data deluge, the author suggests that people should have greater own-
ership, access, and control over their digital identity. For instance, Google allows 
users to see what information it holds about them, and lets them delete their search 
histories or modify the targeting of advertising. Secondly, organizations should be 
required to disclose details of security and privacy breaches to encourage manag-
ers to take information security and privacy more seriously. Finally, organizations 
should be subject to an annual digital identity and privacy audit to encourage organ-
izations to keep their security measures up to date [94].
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