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Abstract. IP Multimedia Subsystem (IMS) is an access-agnostic [P-based
technology to provide a wide range of real-time communication and multimedia
services for end-users. Security is one of the main challenges in large-scale
deployment of IMS. In this paper, we have focused on a particular security hole
in the authentication process in IMS. We introduce and discuss the application
scenarios of a new covert channel in Generic Bootstrapping Architecture
(GBA). GBA-based authentication is part of GAA standard based on shared-
secret published by 3GPP. It is demonstrated that this vulnerability can be
established to gain unauthorized access to unlawfully utilize the services.

Keywords: IMS - GBA - Covert channel - Authentication protocol - Boot-
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1 Introduction

IP Multimedia Subsystem (IMS) is an international standard aimed to replace outgoing
TDM-based technologies to provide multimedia communication and content on an
access-agnostic basis. It is to unify digital communication infrastructures regardless of
their access technologies (cellular, WiFi, PSTN and etc.) [2]. IMS is introduced in
3GPP release 5 to 8 in partnership with TISPAN as a realization of Next Generation
Networks (NGN) concept [1]. IMS is defined on top of IP networks and is widely
utilizing [P-based protocols published by IETF. Security is one of the main challenges
facing IMS deployments. User authentication is one of the basic services needed to
control user access to resources and services. A number of different approaches for
authentication are proposed. GBA is the standard-based authentication approach based
on shared secret used for authentication and key agreement.

Covert channel is a security threat where unauthorized information flow is estab-
lished between two participating parties in a single system or a network of connected
systems [5]. As the complexity of computer systems grows, various forms of covert
channel have been proposed, such as covert channel in IP, SIP, and other network
protocols [12, 13, 15].

Covert channel attacks can potentially create high security risk, because they create
an illegal communication channel between processes that are not allowed to commu-
nicate by the security policy. Although covert channel implementation in general is
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very difficult and sometimes quite complicated if implemented correctly it can lead to
severe information leakage [14].

Research in covert channels can be placed in three categories: detection and
explaining of covert channels, measuring the amount of information that is transferred
through these channels and mitigating covert channels effects [11]. Since the security is
one of the major challenges in IMS, therefore investigation of covert channels in these
networks will also be important. To best of our knowledge, research on covert channels
in IMS has so far been limited to IP and SIP protocols and other aspects of system
operation and in particular the authentication process is not investigated.

In this paper we introduce a new covert channel that uses the GBA authentication
process for transferring information. Unlike other covert channels, the GBA covert
channel uses the user authentication protocol to transfer data. We will explain a sce-
nario in which proposed covert channel has been used for impersonation, in order to
gain unauthorized access to services.

The rest of this paper is organized as follows. The concept and various categories of
covert channels are described in Sect. 2. In Sect. 3 we will take a glimpse to IMS and
its architecture. Section 4 will discuss the GBA, a method for authentication in the
IMS, components and reference points of it. We present the GBA covert channel, in
Sect. 5. Finally, the last section concludes the paper.

2 Covert Channels

Covert channel refers to any communication channel that can be used by a process
to illicitly transfer information that violates the system’s security policy. In most cases
resource sharing can be a potential vehicle to create a covert channel. There are many
threats that should be considered. One of these threats that have not paid enough
attention is covert channels [6]. The TCSEC defines two kinds of covert channels:
covert timing channels and covert storage channels. These types of covert channels are
further elaborated in the following sections.

2.1 Covert Storage Channels

Covert storage channel is a method of communication, in which one process writes in a
storage location and another process reads it, these actions can be done directly or
indirectly [4]. In other word, one process writes to a shared resource and another
process reads from it. Storage channels can be established between processes that
parties are in a single computer or networked computers [5]. Printer queue is an
example of this type of channel. Two processes are running, when a process with a
higher security level wants to sends 1 to a low level process fills up the printer queue,
and when it wants to sends 0 leaves the queue. The other process pulls the printer queue
to receive data [6].



Introducing the GBA Covert Channel in IP Multimedia Subsystem (IMS) 15

2.2 Covert Timing Channels

Covert timing channels is a method of communication in which a process sends
information to another process by timing modulation in its use of one resource, as such
the second process would gain the information by observing the changes in the timings
compared to the normal scenario [4].

3 IMS Architecture

In previous section we introduced covert channels. In this section we present IMS, its
different layers and architecture. Figure 1 gives an architectural overview of the IMS. IMS
has at least three different layers: transport, control and service. Each layer has a special
purpose and interacts with its adjacent layer through abstract standard interfaces [2].

Web Voice Video Messaging MMS
APPLICATIONS HTTP
S-CSCF

IP HSS I-CSCF
DNS P-CSCF

1 Service

CF

CF Control
= N

v||Z||=

sctp sip CSCF prep

\ SS7 0> P Transport
4 CDMA WiFi
Access IFSec TRANSPORT
Network
\ 5 ‘ m a PSTN & <‘:1Deme
5 ACCESS

Fig. 1. IMS architecture [2]

The transport layer abstracts the actual access network’s functions from the IMS
architecture, i.e., it (transport layer) is the intersection point of access layer and the IP
network layer. Every entity above the transport layer is based on IP, while the layer
below this layer is not based on IP and can uses every protocol. The control layer is
responsible for authentication, routing and distribution of IMS traffic between the
transport and the service layer. The majority of the traffic in control layer is Session
Initiation Protocol (SIP)-base. The main component of this layer is the Call Session
Control Function (CSCF) which simplifies the correct interaction among the applica-
tion server, media servers and the Home Subscriber Service (HSS). The HSS is a
database of subscriber and multimedia session control information. Application ser-
vices are provided by the service layer. New IMS-based service and applications are in
this layer, too. This layer is the final layer that gives the IMS architecture the power and
flexibility to develop new services.
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The power of IMS architecture is that, the transport and control layers can effec-
tively separate the provided services from the access networks, so the services can be
provided without concerning about the access network details or how the service
reaches the device. The IMS devices don’t need to know the service’s place and the
access network that currently is used, because, the service is easily accessible. This
disassociation is a key characteristic that give the next wave of IMS services the ability
to transfer to any device [2].

The focus of the IMS is S-CSCF control layer’s component that controls registration
process, routing, storing session status and service’s profiles. When a UE sends a
registration request to a S-CSCEF, it takes UE’s authentication information from HSS and
based on this information, produces a question for UE. The UE sends its answer to the S-
CSCEF. After verification of the UE’s response, the S-CSCF accepts the registration and
monitors UE’s registration status. Subsequently, the user can use the IMS services.

4 Authentication in IMS

Several authentication protocols have been introduced in IMS. The AKA protocol is
the main mechanism for authentication and key establishment in this network [3]. The
AKA mechanism is used in IMS known as IMS-AKA. IMS-AKA is performed through
the SIP protocol. GBA is another authentication method approved by 3GPP. GBA is a
mechanism that enables the authentication of a user if they own a valid identity in an
HSS. GBA is a generalization of IMS-AKA and supports arbitrary application proto-
cols (such as HTTP), while IMS-AKA only supports SIP. GBA authentication method
was introduced for services that do not support SIP. Some services might be available
over HTTP protocol. For example, it shall be possible to manage the data on
the Presence Service over the HTTP. Other services such as conferencing might
be available using HTTP. So access to services over HTTP can be done in a secure
manner [7]. GAA is a 3GPP solution to the growing need for authentication and key
agreement between the UE and the network and the GBA is one of possible ways to use
the GAA [17].

41 GBA

GBA performs authentication by creating a challenge and confirming that the UE
responses is same with the calculated values in the HSS. The GBA consists of four
entities: UE, NAF, BSF, and HSS, which are shown in Fig. 2 [8].

Network Entities of GBA. In this section we describe the network entities of GBA.

User Equipment (UE): UE is a device used by user to access services that supports
NAF-specific protocols. It is divided into two components: Mobile Entity (ME) and
Universal Integrated Circuit Card (UICC) [16].

Bootstrapping Server Function (BSF): BSF is hosted in a network element under the
control of a Mobile Network Operator (MNO). BSF, HSS, and UEs participate in
GBA in which a shared secret is established between the network and a UE by
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Fig. 2. Network entities of GBA

running the bootstrapping procedure. The shared secret can be used between NAFs
and UEs, for example, for authentication purposes [8]. The BSF will restrict the
applicability of the key material to a set of NAFs by using a suitable key derivation.
The lifetime of the key material is set according to the local policy of the BSF [9].
Network Application Function (NAF): NAF is hosted in a network element. The
UE requests a service by contacting a NAF. The NAF has the functionality to
communicate with the subscriber’s BSF. It should be able to acquire shared key
material established between the UE and the BSF during the bootstrapping pro-
cedure [9]. After the bootstrapping procedure has been completed, the UE and the
NAF can run some application specific protocol which the authentication of mes-
sages will be based on session keys generated during the bootstrapping procedure
between the UE and the BSF [8].

Home Subscriber Server (HSS): HSS is a database that stores GUSSs (i.e. user
authentication information).

GBA Reference Points. GBA’s interfaces are as follows:

Ub: The reference point Ub resides in between the UE and the BSF and provides
mutual authentication between them. It allows the UE to bootstraps the session keys
based on 3GPP AKA infrastructure.

Ua: The Ua interface provides the application protocol and has been secured using
the keys agreed between the UE and the BSF during the execution of bootstrapping
procedure over reference point Ub.

Zh: The reference point Zh is used between the BSF and the HSS. It allows the BSF
to fetch the required authentication information and all GUSSs from the HSS.
Zn: The reference point Zn is used by the NAF due to fetching the key material
exchanges between the UE and the BSF during the bootstrapping procedure over
the reference point Ub [8].

Zh and Zn Interfaces are based on the Diameter protocol and Ua and Ub Interfaces
are based on the HTTP protocol.
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5 Covert Channel in GBA

GBA can be divided into two procedures: Bootstrapping Authentication Procedure
(BAP) and Bootstrapping Usage Procedure (BUP). The BAP consists of authenticating
the client to the home network and deriving the key material. In the BUP, the UE
informs the NAF what key to use and the NAF then fetches this key from the BSF [10].

In the GBA’s covert channel, BUP is used in order to illegally transform infor-
mation. Obtaining information by the attacker calls for two steps: the first one is
running BAP, and the second one is using the values obtained during the BAP to get
confident information from the NAF.

5.1 Bootstrapping Authentication Procedure (BAP)

Bootstrapping Authentication Procedure (BAP) is as follows:

Before the UE and the NAF start their communication, they should decide whether
they want to use GBA or not. When the UE wants to interact with the NAF, starts a
communication on the Ua interface with the NAF (without GBA parameters). If the
NAF needs shared keys from GBA and UE’s request does not have them, the NFA,
responds with a bootstrapping initiation message.

When a UE wants to interact with a NAF and it knows a BAP procedure is
required, it should first perform a bootstrapping procedure. Otherwise, the UE will
perform the bootstrapping authentication, just if a bootstrapping initiation message has
been received or if the lifetime of the key in UE has expired [8]. The UE sends a HTTP
request to BSF and the BSF retrieves the complete user’s GUSSs and an AV
(Authentication Vector) from HSS (over the reference point Zh) [9].

After that, the BSF forwards RAND and AUTN to the UE in a 401 message
(without the CK, IK and XRES) [9]. It should be mentioned that, every AV includes
CK, IK, RAND, XRES and AUTN, as the following relation:

AV = RAND || AUTN || XRES |CK|| IK

Where RAND is a random challenge, AUTH is a network authentication token,
XRES is an expected authentication result, CK is a session key for encryption, and IK
is a session key for integrity.

The UE checks the AUTN to verify that it comes from an authorized network. The
UE calculates RES (user authentication result), IK and CK, too [17]. The result is two
session keys, IK and CK in the BSF and the UE. The UE sends another HTTP request
to the BSF containing the digest AKA response which is calculated using RES [9]. The
BSF authenticates the UE by checking the digest AKA response. The BSF creates Ks
by concatenation of CK and IK, it also produces B-TID which is used for binding
subscriber identity to the key in reference points Ua, Ub and Zn. After, the BSF sends a
200 OK message to the UE which contains a B-TID to indicate the success of
authentication and the key’s lifetime. The UE produces Ks by concatenation of CK and
IK. The BSF and the UE use Ks to create Ks-NAF which is used for securing the Ua
reference point [9]. The Ks-NAF is computed as follows:
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Ks-NAF = fyp(Ks, "gba-me", RAND, IMPI, NAF-ID)

fkp is the key derivation function and is implemented in the ME. Key’s derivation
parameters consist of the user’s IMPI, NAF-ID, and RAND. NAF-ID consists of the
full name of the NAF’s DNS concatenated with the Ua security protocol identifier. The
BSF and the UE should store Ks for future use until the Ks’ lifetime has expired or it is
updated [9].

5.2 Bootstrapping Usage Procedure (BUP)

BUP is the second procedure for using GBA and starts with TLS handshake between
the UE and the NAF. When NAF and UE decide to use GBA, whenever the UE wants
to interact with the NAF, it starts a communication with NAF on the reference point Ua
and sends B-TID to it. So, the NAF can receive related keys from the BSF. The NAF
starts a communication with BSF over the reference point Zn. The NAF requests the
key corresponding to the B-TID that the UE has sent to it. With this request, the NAF
also sends its public hostname to the BSF, and the BSF shall be able to verify that the
NAF is authorized to use that hostname.

The BSF creates the key required to protect the protocol used over the reference
point Ua, using Ks and key derivation parameters; Afterwards, the BSF sends the key
to the NAF for the requested key Ks-NAF, as well as the bootstrapping time and the
lifetime of the key. If the key identified by the B-TID is not available in BSF, the BSF
will notify NAF with its response and the NAF will send a request to the UE for a
bootstrapping renegotiation. NAF will continue its communication with UE by the
protocol used over the reference point Ua. When the run of the protocol over the
reference point Ua is complete, the purpose of bootstrapping is satisfied because it
allows the UE and NAF to use the reference point Ua in a secure way [9].

5.3 The GBA Covert Channel Operation

In the GBA covert channel, NAF sends information to UE illegally using the boot-
strapping usage procedure (BUP). This covert channel has two steps: First, a user
performs the bootstrapping usage procedure (BUP) and receives a B-TID from BSF.
Second, the user communicates with the NAF and receives information over covert
channel. The second step is as follows: the user sends an HTTP request with required
parameters for authentication, received in the first step, to the NAF. The NAF sends a
bootstrapping renegotiation message if it wants to transfer bit 1, and a “200 OK”,
which is used for success authentication, if it wants to transfer bit 0. Thus, the user can
send requests and receive responses to obtain information from the NAF.

5.4 A Simple Scenario for Using GBA Covert Channel

Suppose the following scenario shown in Fig. 3. User A is a typical user and has their
B-TID and Ks_NAF. To use services, if the user A has not been authenticated, they
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should perform the BAP and then send a request to the NAF to be authenticated.
We suppose that the user A has already performed BAP, and now wants to use
services. As shown in Fig. 3, in BUP, the user A sends a request to the NAF containing
B-TID. The NAF receives this request and communicates with subscriber’s BSF to
acquire shared key material (such as Ks_NAF) established between the UE and the
BSF during the bootstrapping procedure. At this point, the NAF has both A’s B-TID
and Ks_NAF. In the next step, the NAF sends an HTTP response with a “401
Unauthorized” status code to the user A and then receives and verifies the A’s response.
If the A’s authentication succeeds, the NAF provides the services to the user A and
stores A’s B-TID and Ks_NAF for future connections.

Suppose M is an attacker that communicates with the NAF through the covert
channel. The user M can use the covert channel to receive the A’s authentication values
from the NAF (Fig. 4). When the user M obtains the A’s B-TID and Ks_NAF through
the covert channel, they can use them for authentication and use of services. Now the
user M can use services which has been provided for the user A as the identity of user A.
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Appl Protocol, HTTPS Reg,
“3GPP GBA supported”, B-TID

o Authentication Request
(B-TID, NAF-name)
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401 Unauthorized
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A 4 \4 l'

Fig. 3. Obtaining A’s B-TID and Ks_NAF by NAF

5.5 Other Form of Covert Channel

The covert channel introduced in Sect. 5.1 can be done in other forms. In this sub-
section, another form of the GBA covert channel is introduced below:

The attacker (M) has two B-TIDs and their corresponding Ks_NAFs. One B-TID
has expired, and the other one has not. The attacker establishes two distinct connections
with NAF and sends the expired B-TID through the first connection and the other
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Fig. 4. Information transferring by covert channel

through the second. If the NAF wants to transfer bit 1, it sends an HTTP response with
a “401 Unauthorized” status code to the M through the first connection and nothing
through the other; and if the NAF wants to send bit O to the M, it will respond to the
second connection and discards the first one. Thus, NAF will send information to M
through the covert channel.

5.6 Elimination

One of the reasons that led to this covert channel is the lack of BSF in the user’s
authentication process between NAF and UE. On the other hand, for user authentication,
both B-TID and Ks_NAF are provided for NAF. A user that has these two values can
authenticate themselves to the NAF, so if the NAF sends B-TID and Ks_NAF to the
attacker in an unintended manner, the attacker can impersonate themselves as a typical
user. Therefore, if one of these values, which is probably Ks_NAF, is not provided for
the NAF, the NAF cannot send those values to an unauthorized user.

6 Conclusion

In this paper we described one of the authentication procedures in IMS and introduced
a new covert channel in the authentication process. This covert channel misuses the
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authentication procedure in GBA and sends information from one network’s entity to
another which can be done in different forms. We also designed a scenario that led to an
impersonation attack. There can be some other scenarios resulting in severe informa-
tion leakage which in turn causes other forms of attacks. Therefore, in order for the
information leakage to be prevented, some prevention methods should be considered.
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