Preface

The mobile Internet involves the ongoing convergence of fixed and mobile net-
works with other types of wireless next generation networks within an open and
dynamic environment, where the lack of a central mediator forces entities to interact
through collaboration and negotiation. Current computational approaches to trust,
based on the iterative exchange of personal knowledge such as digital credentials
and access control policies, are not feasible for wireless next generation networks
due to the limited power, bandwidth, and computational capabilities of mobile
devices. The lack of pre-authentication knowledge makes it difficult to establish
initial trust between strangers. Use cases from secure routing and secure key
management are used to illustrate the limitations of current computational trust
models, and to motivate the need for a new trust model that reflects human social
interaction and does not depend on personal knowledge of user identities.

A virtue-based trust model is proposed as an efficient and flexible version of trust
without identity based on the actions of an entity rather than on personal knowledge
of the actor. The trust model is influenced by recent contributions from virtue
epistemology and the intuition that the actions of an entity should be more efficient
to evaluate than the belief state of one entity regarding the intentions or future
actions of another entity. From a theoretical point of view, a virtue-based trust
model allows us to relate trust and rationality in a non-circular fashion by showing
how trust and reason are complementary cognitive mechanisms that guide our
rational conduct at an animal or instinctual level and at a reflective level respec-
tively. From a practical point of view, in addition to protecting confidentiality, a
virtue-based trust model can help ensure availability if used to support local
information sharing schemes. Furthermore, given its emphasis on virtue and
character as universal traits of trustworthiness and its moderating notion of
achieving balance or harmony in the trust relation, a virtue-based trust model can be
adapted to the intercultural context of the mobile Internet.

The trust model integrates the behavioral and cognitive dimensions of trust in a
nomological framework which includes both objective and subjective decision
structures. These decision structures correspond to a distinction between animal
knowledge and reflective knowledge respectively. Initial trust in other entities is
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established at the level of animal knowledge through innate competences called
basic trust dispositions that are rational but not reason-based. Basic trust involves
two pre-reflective and mutually dependent trust dispositions, self-trust and trust in
other people. The trust relation involves the mutual adjustment, moderation, and
self-control of one entity’s basic trust dispositions or reactions in response to
another entity’s actions with the goal of achieving balance or harmony in the trust
relation, whereby each entity accepts more or less the same degree of risk or
vulnerability. For most interactions, the trust relation can be evaluated according to
an objective decision structure using simple rules based on adapting actions and
adjusting actions. Whereas adapting actions increase the level of trust and facilitate
cooperation and collaboration through mutual adjustment, adjusting actions
increase the level of distrust and lead to selfishness and conflict through the
domination of one side by the other side. At the level of animal knowledge, the trust
model reflects how humans do what they do naturally.

When there is a violation of initial trust, the trust relation needs to develop from
basic trust toward full-fledged trust at the level of reflective knowledge. As the
awareness of risk or vulnerability in the trust relation increases, an entity needs to
justify its initial trust in another entity by establishing the reliability of the source. If
the level of trust falls below a minimum acceptable threshold, where selfish
behavior may lead to conflict, the trust relation needs to be evaluated according to a
subjective decision structure using more complex rules based on acts of intellectual
virtue that manifest the reliability or trustworthiness of an entity. At the level of
reflective knowledge, the trust model reflects how humans can do a better job of
what they do naturally by exercising reason-based competences such as intellectual
virtues which help them avoid being either too trusting of other entities or not
trusting enough of them.

A virtue-based trust model should be more efficient than identity-based, role-
based, or attribute-based trust models that depend on computationally expensive
methods. We need not evaluate the belief state of one entity regarding the intentions
or future actions of another entity based on personal knowledge of the actor.
Instead, we can evaluate the behavioral and cognitive performances of autonomous
rational agents, whether human or artificial. An apt behavioral performance can be
defined as an adapting action that enhances basic trust in other people and facilitates
cooperation and collaboration. In contrast, an apt cognitive performance can be
defined as an act of intellectual virtue that achieves balance or harmony in the trust
relation by moderating the basic trust dispositions in the presence of the awareness
of risk or vulnerability. Thus, we can evaluate the success of adapting actions in
achieving balance or harmony in the trust relation so long as there is no violation of
the trust relation. When a trust violation occurs, we can evaluate the success of acts
of intellectual virtue manifested by one entity in moderating its own basic trust
dispositions or reactions in response to the actions of another entity according to
whether the acts achieve balance or harmony in the trust relation.

Whereas the present work aims to develop a theory of trust that reflects human
social interaction, future work will need to define the methods of the theory and
illustrate their application in different areas of network security such as secure
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routing and secure key management. An ontology needs to be defined for orga-
nizing adapting actions and acts of intellectual virtue in a nomological framework.
Simple rules need to be formulated for distinguishing adapting actions from
adjusting actions in accordance with how successful they are in achieving the
socially valuable ends of cooperation and collaboration, while avoiding the socially
undesirable ends of selfishness and conflict. More complex rules need to be for-
mulated for determining whether an entity has manifested a certain intellectual
virtue or reason-based competence that is conducive to increasing the level of trust
in a given interaction. Finally, potential defeaters of the methods need to be con-
sidered. In particular, acts of intellectual virtue may not be sufficient for distin-
guishing atypical interaction scenarios such as malicious hacking versus ethical
hacking, since both actions involve the exercise of similar intellectual virtues and
we have to take into account the intention of the action.

The interdisciplinary nature of a virtue-based trust model should appeal to at
least two different groups of researchers. As the problem of developing more
efficient and flexible trust models for wireless next generation networks has become
more pressing in computer science, the nature of trust and its role in society have
emerged as topics of widespread interest in philosophy and the social sciences.
Thus, on one hand, computer scientists may benefit from the normative, socio-
logical, and cultural analyses of trust provided by philosophers and social scientists
in developing more efficient and flexible trust models that reflect the way humans
interact in social environments. Philosophers and social scientists, on the other
hand, may benefit from the empirical application of trust models in computer
science in understanding the practical limitations of their own theories and models
of trust. Consequently, a virtue-based trust model may best be seen as an example
of experimental philosophy that aims to make a small theoretical contribution to
computer science.

Pittsburgh, PA Michael G. Harvey
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