Preface

This volume consists of the selected revised papers based on the presentations at the
Cyber Security and Privacy (CSP) Forum 2014, collocated with The Annual Privacy
Forum conference, held in Athens, Greece, during May 21-22, 2014. This volume
builds on the experience of the volume of the CSP FORUM 2013 (published by
Springer, CCIS 182). It is edited with the intention and ambition to develop a “port-
folio” of European research. It aims to disseminate research outcomes beyond research
communities by proving a single access point for different stakeholders.

This volume captures ongoing research activities and results carried out within
European projects mostly funded within the EU’s framework research programs. The
conference program consisted of 15 different tracks involving a variety of presentations
and panel discussions covering the key challenges and strategies available to effectively
manage employee, citizen, and corporate trust. The conference provided an opportunity
for those in business, public sector, research, and government who are involved in the
policy, security, systems, and processes surrounding security and pri-vacy technolo-
gies. The papers collected in this volume highlight research conducted by the following
EU projects (in alphabetical order):

e A4Cloud
Accountability for Cloud and other Future Internet Services
FP7-317550

e ABC4Trust
Attribute-based Credentials for Trust
FP7-257782

e Aniketos
Project Full Title: Secure and Trustworthy Composite Services
FP7-257930

e FINESCE
Future Internet Smart Utility Services
FP7-604677

o FI-WARE
Future Internet Core Platform
FP7-285248

e IPACSO
Innovation Framework for Privacy and Cyber Security Market Opportunities
FP7-609892

e PRIPARE
PReparing Industry to Privacy-by-design by supporting its Application in Research
FP7-610613

e SecCord
SECurity and trust COoRDination and enhanced collaboration
FP7-316622
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¢ SECONOMICS
Socio-Economics meets Security
FP7-285223
e SECURED
SECURIity at the network EDge
FP7-611458
e TRESCCA
TRustworthy Embedded systems for Secure Cloud Computing Applications
FP7-318036

This two-day conference organized by the SecCord project invited presenters,
panellists, and exhibitors to contribute to this collection of selected papers. Two types
of papers were solicited to be published in the post-proceedings of the conference:

e Practical Experience Reports and Tools presenting in-depth description of practi-
tioner experiences, case studies, and tools

e Research Papers presenting recent original research results providing new insights
into the community.

Papers submitted were peer-reviewed by (at least two to three) Program Committee
members and experts. The peer-review process provided authors with valuable feed-
back in order to improve their papers. The selected papers grouped into thematic parts
of these proceedings capture just a snapshot of the two-day conference, which provided
an opportunity to present and debate ongoing cyber security and privacy re-search and
development in Europe. These proceedings intend to inform researchers, practitioners,
and policy-makers about research developments and technological oppor-tunities for
innovation in cyber security and privacy.

We would like to thank all the people who made the publication of these pro-
ceedings possible, in particular the authors, the Program Committee members and
reviewers, the conference organizers, and the supporting organizations.

August 2014 Frances Cleary
Massimo Felici
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