Chapter 2
Bio-inspired Evolutionary Sensory System
for Cyber-Physical System Security

Mohamed Azab and Mohamed Eltoweissy

Abstract Cyber-Physical Systems (CPS) promise advances towards smarter
infrastructure systems and services, significantly enhancing their reliability, perfor-
mance and safety. Current CPS Monitoring, Analysis, Sharing, and Control (MASC)
technologies offer disparate and largely inadequate services for the realization of
effective and efficient CPS security. Most current technologies did not consider that
cyber and physical convergence would need a new paradigm that treats cyber and
physical components seamlessly and pervasively. Further, information sharing was
severely curtailed by enforcing parameter defense to preserve the privacy of the sys-
tem to be secured, the Target-of-Security system (ToS). These limitations negatively
impact the quality, reliability, survivability, and promptness of security services. In
this chapter, we discuss the current challenges to CPS security, survey relebant solu-
tions, and present a novel system, CyPhyMASC, towards realizing pervasive MASC
for enhanced CPS security. CyPhyMASC is a bio-inspired intrinsically-resilient,
situation-aware system utilized by Security Service Providers (SSPs) to provision
MASC services to ToSs comprising numerous heterogeneous CPS components.
CyPhyMASC is unique in that it acts as a generic middle layer between the SSPs
and the ToSs creating a uniform interface that isolates ToS scale and heterogeneity
aspects from control and management aspects. Such isolation and uniform represen-
tation facilitate interoperable security services. CyPhyMASC intelligently mixes and
matches heterogeneous tools and control logic from various sources towards dynamic
security missions. CyPhyMASC is also elastic where situation-driven MASC solu-
tions can be dispatched using dynamic sets of sensor and effector software capsules
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circulating through the ToS rather than using pre-deployed MASC components. Such
approach provides evolvable, pervasive and scalable MASC services.

2.1 Introduction

Major physical infrastructure systems such as the water distribution systems and the
electric power grid are large-scale complex systems that are expected to be highly
reliable and trustworthy. Modern versions of these infrastructure systems go far
beyond simple measures to integrate intelligence and automated control into the
system through tightly coordinated and integrated cyber components constructing
large-scale Cyber-Physical Systems (CPS).

CPS safety and security are prerequisites to assure stability, reliability, and sur-
vivability of such mission-critical systems. Security services for CPS are highly
dependent on the promptness and accuracy of the Monitoring and Analysis (M&A)
mechanisms employed. Traditional M&A approaches do not treat sensing and effect-
ing for cyber components and physical components seamlessly. The current M&A
mechanisms were designed based on a set of assumptions that unintentionally neglect
the real-time interaction and the tight coupling between these converging compo-
nents. The assumption was that physical components were protected by isolation
and parameter defense while real-time response was not a primary factor for cyber
components. Further, they assumed that there is no need to employ privacy preser-
vation techniques as the Target of Security (ToS) privacy is implicitly protected by
cyber and physical parameter defense. Additionally, they assumed that resource het-
erogeneity and scale could still be resolved by a distributed set of heterogeneous,
pre-deployed platform-dependent defense tools with fixed resource profiles.

Research works in [1, 2] as well as our own have disputed the validity and correct-
ness of such assumptions as they lead to drastic problems and limitations negatively
impacting the quality and promptness of the CPS security service provisioning.
Current CPS Security Service Providers (CPS-SSPs) fail to provision trustworthy
robust and reliable monitoring and evaluation of the ToS components due to the use of
scattered, uncoordinated, uncooperative, unaware, isolated and heterogeneous moni-
toring tools, and reporting mechanisms. Such limitations increase the use of resources
due to redundancy, increase the risk of conflicts, and failures due to limited awareness
and coordination, lower the defense quality due to the poor, and boundary limited
feedback, increase the latency in security provisioning and in detecting attacks giv-
ing the attacker the advantage to spread the attacks through multiple networks, the
tool heterogeneity and uncooperative nature massively complicates automating its
management, the static nature of such tools complicates attempts to autonomously
adapting to changes in the surroundings.

The problem is not only at the monitoring and evaluation phase of the defense
provision process, but also at the analysis and investigation phase where the collected
feedback gets analyzed searching for attack signs and indications. When the network
scale grows exponentially, it becomes almost impossible to analyze the feedback from
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all the sensors, compile that feedback together, and extract valuable information from
it efficiently, and promptly. Additionally, due to the isolation between the monitoring
technology and the analysis technology, and the lack of computational power needed
to expand the sources of feedback, the current analysis technology does not have
enough data to be fully aware of what is globally happening in the network under
investigation. Having most of the conventional analysis mechanisms designed to
share the same host/host-network for the sake of protecting their privacy, lead to
serious limitations. The limited investigation search space, being easy to be targeted
by attackers, Can be used to cause a DoS attack, and cannot cooperate in analyzing
feedback or share information with out-of-perimeter nodes are examples of such
limitations.

In addition to the presented set of limitations in the field of monitoring and eval-
uation, and analysis of feedback, the control phase has another set of serious limita-
tions too. Control phase represents the stage where the defense system takes actions
regarding detected threats face a serious set of limitations.

Control related limitations are mainly the result of lack of cooperation and aware-
ness that limit the defense tools capability to resolve or even contain persistent fast
spreading attacks. For example, it is too hard for such uncoordinated, scattered tools
to marshal and coordinate task force to hunt down the attacks spreading all over the
network or a set of interconnected networks. The reason behind such complexity
is the difficulty in autonomously and promptly controls and coordinates both the
SSP, and the ToS tools and equipment to block attack access given the current cen-
tralized management technology. Further, without appropriate global control, and
situational awareness it is too hard to block the source of dynamic fast-changing
remote attacks. Such limitations can be utilized to cause DoS attack by keeping
the SSP busy treating infected files and strike more and more files. This chapter
presents an Evolutionary Sensory System (CyPhyMASC), designed to induce a new
paradigm for security service provisioning that intrinsically and comprehensively
addresses the aforementioned challenges facing conventional techniques. CyPhy-
MASC is a biologically-inspired, intrinsically-resilient, intelligent, situation-aware
sense and response system to effect biological-immune-system-like security pro-
visioning. We address ToS heterogeneity and scale by enabling dynamic security
resource elasticity.

CyPhyMASC is designed to separate the main security provisioning concerns;
the tool logic, management and control, delivery mechanism, and physical resources.
CyPhyMASC Utilize our smart, biologically inspired, resilient, adaptable, self and
situational aware, elastic, and autonomously managed building blocks (the Cell) to
construct mobile, dynamic, and runtime-reprogrammable defense carriers to perva-
sively distribute accurate, trustworthy, and prompt security services. CyPhyMASC
acts as a middle layer between the SSPs and the ToS creating a uniform security inter-
face that hides ToSs scale and heterogeneity concerns from control and management.

This uniform representation enables interoperable and cooperative defense.
Further, such isolation maintains security provisioning survivability in case of ToS
failure and DoS attacks. Additionally, CyPhyMASC autonomously and dynamically
profile ToS hosts and direct security services based on the host dynamic behavior and
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attachments. CyPhyMASC works on a biologically-inspired, intrinsically-resilient,
adaptable foundation based on the Cell Oriented Architecture (COA). The COA
provides intrinsic dynamic, distributed, resilient resource management and alloca-
tion needed to support CyPhyMASC pervasive M&A.

CyPhyMASC manages a vast number of elastic and intelligent containers (Cells)
to host/abstract cyber/physical sensing and effecting tools. The COA Cell (the con-
tainers) can be described as a micro virtual machine capable of hosting the code logic
of a single task. CyPhyMASC mimics the human blood stream circulation effect by
utilizing its adaptable infrastructure to circulate these context-driven, functionally
customizable sensor and effector Cells into the ToS body to pervasively monitor,
analyze and control the TOS components. CyPhyMASC sensors and effectors are
used to execute defense missions provisioned by SSP. A defense mission is a mix-
ture of sensing and effecting tasks involving information gathering, partial analysis,
control, and manipulation of the ToS elements.

CyPhyMASC can alternate/mix different defense/control missions from different
SSPs to provision security services to the same ToS in a process called vaccination.
The vaccination process involves sharing security experience and tools between
SSPs in terms of abstract missions, and sensing and effecting packages. Vaccines are
autonomously checked for privacy violations and maliciousness before utilization
or storage. It is exactly like in biological systems where antibodies can be extracted
from one immune body to another to create a healthy up-to-date defense community.

CyPhyMASCs main contributions presented in this chapter can be outlined as fol-
lows: Enable pervasive autonomously managed monitoring and analysis; Uniform
security service provisioning for heterogeneously-composed multi-enclave CPS sys-
tems; Enable trustworthy, interoperable multi organization cooperative, dynamic,
autonomous security; and Facilitate early failure/attack detection and resolution.

2.2 Attack Scenario

To further motivate our research and to illustrate the effectiveness of CyPhyMASC in
achieving its mission we utilize the following working scenario depicting a hypothet-
ical CPS attack named the BlackWidow attack [3]. The players are two competing
companies ABC which is the victim, and XYZ that recruited a resourceful attacker
to attack ABC.

The BlackWidow (BW) is designed to split into a set of code parts and spread in
different directions and locations to decrease the probability of detection. The dis-
tribution of parts and the interconnection between the parts in different hosts weave
a large web. This web is bi-directionally traversed to send any harvested data from
the attacked target and to update the malware with new tools and missions. The BW
is designed to be as generic as possible; it is not oriented to any specific application.
By constructing the BW web the attacker can start to task the BW towards its des-
ignated mission based on the attackers target. The tasks might be remotely assigned
through the Internet or preprogrammed in Internet-inaccessible locations (Fig.2.1).
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Fig. 2.1 Commercial security example

The attack is designed to be stealthy by hiding from the security system sensors
searching for attack signatures. The attack will target an intermediate host machine
that will contain the BW and command and control channel communications. In order
to do so, the BW is designed to not harm the host or change any of its settings that
might raise the Anti-Malware (AM) alerts. The malware will use minimal resources
and will work in a very slow fashion not to alert the network security systems by its
existence. The BW uses stolen digital certificates to authenticate its existence in the
host machine in the form of drivers. The only way to detect this malware is through
deep analysis of the logs of all the communicating nodes, which is computationally
very costly to the current systems that share the same host machines. This sharing
guarantees host privacy preservation, but limits the capabilities and the awareness of
the security tools. The attacker utilizes these limitations to his advantage as illustrated
later.

The malware is intended to be targeted, but due to the intentionally random deploy-
ment method, the code works in two modes as follows: (1) Benign mode where the
malware infects other machines that do not belong to the target space. The machines
might be used later in case of target change, or as a base for future attacks; and
(2) Malicious mode, where the BW works only on the target host systems. The
attacker feedback can determine the mode. The default will be benign unless the
attacker changes that or predetermined targets have been programmed.

Attacker assumptions

1. The security and management system shares the same network or host with the
target of attack/security system. [Note: security system might be exposed to attack
by compromising the ToS. Additionally, Stolen passwords can simply be used to
modify rules of IDS, routers, switches, firewalls, proxies, etc.]

2. The attack target security system, or major parts of it, uses COTS and signature
based security products 3. The system is computationally incapable of being fully
situation aware of all its components in a massive-scale network, in real-time.
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3. Security systems are not resilient against attacks, and have weak recovery mech-
anisms. [Note: most of them assume that they will not be the target of an attack
as long as they were able to secure their ToS.]

4. Cyber security is oblivious of and is not coordinated with physical security to
protect the target cyber-physical system. Human intervention is need to facilitate
such coordination. [Note: the attack can make them conflict with each other to
bypass both of them]

Attack procedure (on Air-gapped Target). The attacker uses phishing attack that
targets users emails and social network personal pages. The attacker uses social
networks as a source of information to generate more convincing phishing emails.
These emails will be directed from one of the closely related contacts to the victim.
The attacker selects a group of employees working in different branches of ABC.
These branches are distributed in various geographical locations, and the victims
that will be the malware couriers have no direct relation with each other. The BW
is programmed to search the user network for connected computers then it starts
using one of the zero days exploits to clone itself into these computers. The attack
victims will receive parts of the malware. Each of these parts will contain a fraction of
the designated mission and a simple communication module. The communications
module will be used to open a direct channel with the attacker and to search and
establish communication with other parts. Directions to other parts locations might be
sent by the attacker to minimize the search time. The attacker uses malware fractions
to construct logical executable entities in the form of mobile software agents targeting
different objectives. The first objective will be to search and infiltrate the network
for data stores. The malware will sniff network traffic searching for predetermined
signatures for such locations. The second objective will be to attack such data stores
using the zero day exploits and the stolen certificates to locate targeted industrial
secrets, and any available access keys to the protected area behind the air gap. The
malware will frequently update the attacker of its findings based on a predetermined
update methodology. After successful reception of this data, the attacker will use it
to generate legitimate keys to access the air gap. The attacker will use the malware
to locate the workstations controlling the surveillance cameras. The malware will
record periodic video feeds to be sent to the attacker. These videos with the help of
the attacker generated access keys will guide a recruited insider into infecting the
air gap with the BW. The malware controlling the cameras will make sure that this
process wont be recorded to protect the recruited insider. The air gap malware is
programmed to increase the operational hours of certain machines that use specific
raw materials manufactured by XYZ to increase XYZ profits. The malware can
easily identify such machines by searching a predetermined fixed identifier that
must be added to all the programming files targeting such machines. Further, the
attacker will use the stolen secrets and designs to equip the malware with the needed
logic to randomly manipulate the operational motors frequency in the production
machines to induce random defects in the output products to lower its quality. XYZ
shall benefit from ABCs loss due to its low quality products. Additionally XYZ will
maliciously gain both financially and more control over ABCs production lines by,
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for example, carefully adjusting the amount of consumed and supplied raw materials.
We will revisit this scenario to illustrate how CyPhyMASC secures the ToS against
such attack. Additionally we illustrate how CyPhyMASC invalidates the BW design
invariants and attacker assumptions.

2.3 CPS Attack Detection and Resolution Techniques

2.3.1 Malware Detection

A malware is malicious software designed to infiltrate or damage a Cyber system or
Cyber Physical System (CPS) without the owners informed consent [4]. There are
many malware types with different shapes and entry points. Most of these software
objects share similar purposes while they are expected to behave differently at time of
infection. Viruses, worms, botnets, wabbits, Trojan-horses, exploits backdoors, spy-
ware scumware, stealware, parasiteware, adware, rootkits, blended threats, evolving
threats, keyloggers, hoaxes are examples of the different malware types. Figure lists
the different types of attacks and the usability ration of each one of them [33].

Each malware group has its own way of being undetected. Modern malware
detection tools utilize multiple detection mechanisms to be able to detect multiple
malware categories as presented in Fig.2.2. Malware especially viruses are either
memory resident or non-memory resident. Non memory resident are simple attacks
that can easily be detected an entry point with a cleaver detection tool.

The memory resident attacks are more complex and efficient that stays in memory
and hides their presence from detection tools. These attacks are either fast infectious
aiming to infect as much files as possible locally within the infected host or remotely
through the host network, and network shares. The second category of memory
resident attacks is the slow infectors. Slow infectors are the most dangerous type of
malware as it uses stealth and encryption techniques to stay undetected as long as
it can. They are powerful attacks that can be a combination of multiple processes
working together towards certain objective. Malware detectors use signature based
detection techniques to detect known attacks. Signature based detection became
very efficient way of detecting known threats [5]. Finding a specific signature in
one of the executable codes can accurately identify any enclosed threats within such
code. Attack signatures are frequently updated and stored on the local anti-malware
database. Unfortunately this technique is inefficient if the attack has a malformed
signature either by the programmer or by a mutation engine.

Heuristic techniques are one the most efficient ways to detect such mutated attacks.
Heuristic and metaheuristic techniques are used to spot unknown or known attacks
with polymorphic behavior. By definition, heuristic technique is an informal tech-
nique to solve problems efficiently and in a way close to the optimal path [5]. Heuristic
techniques are commonly used to rapidly reach a solution that is somehow close to
the best possible solution. The metaheuristic technique is a heuristic method for
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Fig. 2.2 Classification of malware related attacks

solving many of the computational problems by combining user-given black-box
procedures in a hopefully efficient way [5].

Most of the modern malware detection techniques that use metaheuristics to detect
attacks utilize a set of isolated tools utilizing different techniques hoping in detecting
one of the attacks that there is no specific way to detect it. Most of these tools utilize
one of the following mechanisms, Pattern matching, automatic learning, environment
emulation, neural networks, data mining, byes networks, and hidden markov models.
There are other metaheuristics techniques but most of them are built based on one
or more of the aforementioned mechanisms.

The main concept of heuristic based detection techniques is to detect attacks
without knowing too much about its internal structure. Heuristic techniques mainly
focus on examining the behavior and the characteristics of the executing software to
anticipate whether it is acting maliciously or not. The most successful heuristic based
detection technique named as The Heuristic Scanning Technique utilizes a mixture
of multiple metaheuristic techniques such as pattern matching, automatic learning,
and environment emulation.

Heuristic scanning in the common sense uses pattern matching to examine the
assembly language instruction execution sequence, and qualifies them by their poten-
tial dangerousness. Heuristic scanning usually follows a set of built-in rules with pre-
assigned weight on each rule. In case of violation of any of any of the rules the weight
of the violated rule is added to the total violated rule by the same program or process.
The program is flagged as malicious only if the total sum of added weights exceeds
certain threshold. Figure 2.3 illustrated the idea of a single layer classifier with pre-
determined threshold. The feedbacks from the different scanners are fed into global
summarizing point that follows a certain metaheuristic mechanism as illustrated in
Fig.2.4. The overall result will decide whether to flag the scanned object or not.
As the detection techniques gets more cleaver, the modern attacks or malware also
emerge to more complicated attacks utilizing more sophisticated stealth techniques.
Such techniques give them the advantage of being invisible to traditional scanners.
Moreover the use of real-time encryption, and anti-heuristic sequences made them
looks totally harmless to traditional malware scanners.

Heuristic scanners that use single metaheuristic mechanism that focuses only on
monitoring the execution flow of the instructions of a certain program are deceivable
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by code obfuscation. Code obfuscation occurs by embedding some meaningless
instructions within a malicious code. The same technique deceives detectors uti-
lizing heuristic and signature scanning combined together. One of the successful
mechanisms to resolve the aforementioned problem is the use of artificial runtime
environment emulation. However, it is not a light weight detection mechanism, but it
has high success rates in detecting unknown attacks. Environment emulation utilizes
the idea of virtual machines; the malware detection tool provides a virtual machine
with independent and isolated operating system and allows malware to perform its
routines freely within the virtual environment. The execution behavior of the suspi-
cious application is being continuously examined while the malware is not aware.
Most of the stealth and anti-heuristic techniques are irrelevant in this case, as the
detection tools scan the behavior from outside the box with a clear vision of what is
really happening inside.

The main problem facing such technique is the massive resource consumption and
the expected delay needed to construct the virtualization environment, and infiltrate
the harmful instructions from being executed on the real machine. Another problem
that arises with using heuristic methods for detecting malwares is the possibility of
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false positives. A false positive event occurs when a benign program gets flagged
as malicious by the heuristic scanner. The problem occurs frequently specially with
noncommercial programs having suspicious routines through their encryption func-
tionalities.

The use of automatic learning is a good resolution of such problem, where the
detector learns from its mistakes. The main issue with this technique is it requires an
advanced user. In order to resolve such problem autonomically, detection scanners
have to increase their scanning depth, and combine feedback from multiple heuris-
tic mechanisms. Also external consultation is one of the most efficient techniques,
where an external resourceful node gets consulted for guidance related to suspicious
programs with weights that parley cross the threshold line. The only issue with that
solution is the possibility of privacy violation due to sending specifics about the
suspicious events.

Recently more complicated attacks were introduced that depends on infecting and
controlling multiple hosts creating an automated taskforce targeting multiple objec-
tives. Such attacks usually have dynamic objectives, and construction components.
Additionally, they are frequently and autonomically get updated using a dynamic
up/down link between the attacker and the malware itself. Detecting such attacks is
a very complicated task given the uncooperative nature of the conventional modern
detection tools, and the fact that they share the same host, or host network with their
ToS.

Sharing the same network or host with the ToS makes them an easy target for
attackers to deceive, or destroy [6, 7]. Additionally, the successfulness of the malware
detector depends mostly on the fast real-time, and deep analysis of the scanners
feedback. Such process, especially when it involved creating a runtime emulated
execution environment is a computationally costly process for a tool that shares the
ToS resources.

2.3.2 Standalone and Distributed Monitoring and Evaluation
Solutions

Defense services for CPS are highly dependent on the promptness and accuracy
of the Monitoring and Analysis (M&A) mechanisms employed. Traditional M&A
approaches do not treat sensing and effecting for cyber components and physical
components seamlessly. The current M&A mechanisms were designed based on a
set of assumptions that unintentionally neglect the real-time interaction and the tight
coupling between these converging components. The assumption was that physi-
cal components were protected by isolation and parameter defense while real-time
response was not a primary factor for cyber components. Further, they assumed that
there is no need to employ privacy preservation techniques as the Target of Defense
(ToS) privacy is implicitly protected by cyber and physical parameter defense. Addi-
tionally, they assumed that resource heterogeneity and scale could still be resolved by
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a distributed set of heterogeneous, pre-deployed platform-dependent defense tools
with fixed resource profiles.

Research works in [1, 2] as well as our own have disputed the validity and correct-
ness of such assumptions as they lead to drastic problems and limitations negatively
impacting the quality and promptness of the CPS security service provisioning.
Current CPS Defense Service Providers (CPS-SSPs) fail to provision trustworthy
robust and reliable monitoring and evaluation of the ToS components due to the use of
scattered, uncoordinated, uncooperative, unaware, isolated and heterogeneous moni-
toring tools, and reporting mechanisms. Such limitations increase the use of resources
due to redundancy, increase the risk of conflicts, and failures due to limited awareness
and coordination, lower the defense quality due to the poor, and boundary limited
feedback, increase the latency in security provisioning and in detecting attacks giv-
ing the attacker the advantage to spread the attacks through multiple networks, the
tool heterogeneity and uncooperative nature massively complicates automating its
management, the static nature of such tools complicates attempts to autonomously
adapting to changes in the surroundings.

Research presented in [8—11] attempted to resolve some of the problems result-
ing from such assumptions using more flexible sensing and control elements. They
devised a mobile multi-agent based attack detection system. The presented solutions
were situation unaware and offered limited defense-tools pervasiveness and coordi-
nation. Generally speaking, provisioning security services while sharing the same
host with the ToS exposes the ToS to DoS attacks, and limit the systems scalability
and interoperability.

Works in [11, 12] utilized a multidisciplinary approach to intelligently resolve
some of the presented limitations. They combined multiple artificial intelligence
techniques to build a complex smart attack detection system. Unfortunately, these
techniques were bounded by the available technology constraints; they were designed
to provision dedicated security service while sharing the ToS host or host network.
They were unable to overcome the curse of complex systems dimensionality. With
the increase of system complexity and numerousness of input features, the processing
time involved with clustering system events might badly affect system, and attack
detection timeliness. Time constraints may sometimes force the system to prune less
important features (dimensionality reduction) to maintain system timelines. How-
ever, the pruning approach is not always possible as it might compromise the detection
accuracy.

All the above mentioned approaches were mainly concerned with security service
provisioning for cyber components. The work presented in [13, 14] is a hardware
based static detection system capable of supporting the requirements of both cyber
and physical components. Using hardware based detection and analysis techniques
guarantee prompt, and resource efficient response for quickly spreading attacks.
A major disadvantage of technology is its limited flexibility, adaptability, interoper-
ability, and maintainability. These systems are designed to work for specific target
and cannot seamlessly adapt to match different targets. Multiple attack detection
solutions were presented utilizing mixtures of the abovementioned methodologies
employing different M&A techniques [15, 16], Unfortunately, none of these systems
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where capable of presenting a comprehensive, autonomous, interoperable, globally
situational aware and scalable solution that can guarantee adequate security
provisioning quality and promptness while maintain the ToS survivability, oper-
ability, and privacy. Up to our knowledge CyPhyMASC is the first solution that can
provide such features comprehensively and pervasively with low overhead.

2.3.3 CPS Related Control Solutions

In addition to the limitations presented in the previous two sections, in regards to
monitoring and evaluation, and analysis of feedback, the control phase; where the
defense system takes actions regarding detected threats face a serious set of limita-
tions [7]. The limitations are mainly due to the lack of cooperation and awareness that
limit the defense tools capability to resolve or even contain persistent fast spreading
attacks.

For example, it is too hard for such uncoordinated, scattered tools to marshal and
coordinate task force to hunt down the attacks spreading all over the network or a
set of interconnected networks as it is hard to control the SSP, and the ToS tools and
equipment to block attack access to the shared network. Further, without appropriate
global control, and situational awareness too hard to block the source of dynamic
remote attacks. Such limitations can be utilized to cause DoS attack by keeping the
SSP busy treating infected files and strike more and more files.

Research work has been focusing on presenting a resolution for some of the con-
trol problems in CPS environments. Researchers in [17] presented what is called
Autonomous Multi-agent Cooperative Problem Solving (TEAM-CPS), and success-
fully applied it on one of the critical CPS, the public telephone networks. They used
multi intelligent agents that were designed to work together to provide distributed
control for such system. Unfortunately, the system was not scalable enough to suit
large scale systems. The limitations against this approach and other agent passed
approaches like the work presented in [18, 19] is the high resource consumption
nature of the agents, and the fact that they are designed to share the host resources.
These limitations limit the approach capability to scale.

From another perspective, the use of intelligent agents lacks the support of the
physical part of the network. The used agents are not aware of the interactions
between the cyber and the physical parts of the system. Such unawareness increases
the chance of conflicts, errors, and failures.

A more advanced version of this line of research was resented by the work of
[7, 18] as they used multiple Al techniques to control a pool of mobile agents perform-
ing control tasks. The use of Al guided the management platform towards smarter
decisions. Unfortunately, they shared the same problem of their insisters, the lack of
situational awareness, and the inconsideration of isolating the control platform from
the host under control. Such limitations limited the scalability of such systems, and
their ability to suit CPS applications.
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2.4 Evolutionary Sensory System (CyPhyMASC)

2.4.1 Overview of the Cell-Oriented Architecture

The COA employs a mission-oriented application design and inline code distribution
to enable adaptability, dynamic re-tasking, and re-programmability. The Cell, is the
basic building block in COA, it is an abstraction of a mission-oriented autonomously
active resource. Generic Cells (Stem Cells) are generated by the host middle-
ware termed COA-Cell-DNA (CC-DNA for short), then they participate in vary-
ing tasks through a process called specialization. Cells are intelligent, independent,
autonomous, single-application capsules that acquire, on the fly, application specific
functionality in the form of an executable code variant through the specialization
process. Cells are also dynamically composable into larger structures Organisms
representing complex multi-tasking applications. An Organism is a dynamic struc-
ture of single or multiple Cells working together to accomplice a certain mission.
Figure 2.5 illustrates the different aspects and components of the COA. Applications
built over this COA are constructed as a group of cooperating roles representing a
set of objectives. An Organism represents a role player that performs specific mis-
sion tasks. Organisms are bound to functional roles at runtime. Note that different
Organism variants can be bound to the same functional role at the same time leading
to heterogeneous redundancy to support enhanced resilience.

2.4.1.1 The Cell

Conceptually, the Cell is the basic atomic active resource in a distributed computing
platform. Cells act as a simple, single application module capsules (virtualization
environment, or sandbox) isolating the executable logic from the underlying physical
resources. Cells acquire, on the fly, application specific functionality in the form of an
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executable code variant. COA Cells are equipped with multiple tools supporting their
intrinsic features regarding resilience, dynamic performance optimization, Cell self
and situation awareness, and online programmability and adaptability. Figure 2.6
illustrates an abstract view of a COA Cell at runtime. A single workstation can
host one or more Cells, providing a flexible way to share the physical resources
among multiple applications. The COA Cell encapsulates the running application via
elastic dynamic emulation of a suitable execution environment. Such encapsulation
isolates the running application from the host platform decoupling the executable
logic from the underlying physical resources. The COA Cell is designed to work on
a redundant copy of the applications critical data, while all the application critical
data are always saved in a remote safe warehouse. The intelligent COA management
platform described in [20] works on maintaining all the aspects related to these
operations seamlessly.

Decoupling data, logic, and physical resources enable the COA Cells to seam-
lessly move at runtime between different hosts regardless of their configuration
heterogeneity. A successful utilization of such mobilization for security objectives is
presented in [21]. CyPhyMASC also utilizes these features by employing the COA
Cells as security-service carriers. CyPhyMASC circulate these carriers through the
ToS network for host data collection and security service delivery as illustrated in
the next sections.

2.4.2 The Foundation

CyPhyMASC is an evolutionary sensory system designed to enable real-time per-
vasive monitoring and analysis towards autonomous context aware security service
provisioning. CyPhyMASC security provisioning platform is composed of three
main layers, the management layer, sensor and effector abstraction layer, and sensor
and effector tools layer as presented in Fig.2.8. The three layers are founded over
a COS based foundation. The management layer rules are played by a set of organ-
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isms composed of Cells. The abstraction layer uses COA Cells to encapsulate attack
investigation and resolution tools defined as binary code variants (APIs)
constructing a set of platform independent sensing and effecting capsules.
CyPhyMASC constructs a biological immune system like, defense environment by
circulating generic streams of such capsules into the (Target of Defense) ToS body
to induce a blood stream like effect. The following section illustrates and provides
more technical details about the defense-capsules creation process, and the security
provisioning methodology of CyPhyMASC.

2.4.2.1 CyPhyMASC Organisms and Capsules Composition

CyPhyMASC leverages the COA ability to abstract, encapsulate, and virtualize het-
erogeneous physical and logical resources into unified programmable objects Cells.
Cells are sandboxes internally construct a suitable working environment for hetero-
geneous tools. Externally, it is capable of changing its characteristics to work with
many targeted architectures. Regardless whether the sensing target was a computer
in a network, or a physical sensor with COA-ready digital interface COA Cells will
hide these differences from the enclosed sensing/effecting API.

CyPhyMASC uses the middleware (CC-DNA) installed on the ToS host machines
to instantiate, deploy, and host sensor and effector Cells. CyPhyMASC sensors and
effectors are a set of precompiled APIs with specific sensing or effecting tasks.
Sensors and effectors come with a detailed specification file describing the targeted
platform, estimated computational Wight, needed libraries to support it, possible
conflicts, ... etc.

CyPhyMASC defense mission (organism role) is defined using a custom-made
programming language used to generate scripts defining the structure, workflow, and
the set of tasks for the sensing and effecting organisms. Additionally, it also defines
the type of sensors and/or effectors needed to execute that mission.

Organism creation starts when the host CC-DNA receives the logic script.
CC-DNA interprets this logic to construct the organism sensor or effector Cells.
In COA, resources can easily be acquired when needed. CC-DNA might ask the
local or remote logic reservoir for any sensor or effector APIs that are required to
execute the designated sensing or effecting mission in case they were not already
available on the targeted host.

2.4.3 CyPhyMASC Security Provisioning Methodology

CyPhyMASC manages and controls sensing and effecting Cells based on specific
mission objectives provided by the SSP. CyPhyMASC works as a middle layer
between the SSP and the ToS as illustrated in Fig.2.8. CyPhyMASC leverages the
uniform abstract representation of sensing and effecting Cells to circulate sensors
and effectors intelligently throughout the ToSs. Additionally, CyPhyMASC leverages
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such features to enable security service interoperability; where different SSPs can
share in security provisioning for the same ToS in a privacy-preserving manner as will
be explained shortly. CyPhyMASC security provisioning includes two main modes, a
SSP-guided mode where CyPhyMASC blindly execute predetermined defense mis-
sions provided by the SSP; and an evolutionary-mode that involves evolutionary
sensing, and effecting. The SSP-guided modes use CyPhyMASC as a delivery plat-
form that executes certain commands blindly without being involved in the details of
the process. CyPhyMASC collects runtime commands and deliver real-time feedback
to the SSP. This mode is highly un-scalable and not recommended for large systems.
As this is a limited version of our Evolutionary sensory system, we will move for-
ward and illustrate more about the more generalized mode the evolutionary-mode
(Fig.2.7).

2.4.3.1 Overview and Initial Configuration

Evolutionary sensing aims to detect malicious abnormal behaviors without prior
knowledge of that behavior. In both modes, CyPhyMASC maintains minimum level
of security by maintaining the normal work mode of the currently-being-used tools
on the ToS. CyPhyMASC treats such tools as part of its sensing and effecting
arsenal. The Evolutionary sensing process involves analyzing and correlating differ-
entinformation feeds from multiple sources to magnify up-normal behavior deviation
identifying possible attack indications. Evolutionary effecting involves utilizing the
pervasive control feature of CyPhyMASC to autonomously deploy safe-resolution
tools “that doesn’t conflict with the running applications,” or to contain such attacks
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within certain perimeter while waiting for administrators to provide clear resolution
procedure to execute. The deployment or containment mechanism works based on
an intelligent and dynamic profiling mechanism.

The profiling mechanism works on the fact that attacks can be directed attacks
working towards certain objective, or undirected attacks that seek maximizing the
victim losses. Even for undirected attacks they can be considered as directed attacks
at certain levels. For example, at the operating system levels, windows based attacks
cannot infect Unix operating hosts, Java based attacks cannot infect C based software
packages, etc. The working environment of a certain host can significantly limit the
type of attacks infecting this host even for undirected attacks. Based on that, we
can easily classify attacks into groups based on certain classification protocol. Such
classification can be attributed with a set of parameters determining the likelihood of
having an attack under this class/group in one of the hosts within certain boundaries.

CyPhyMASC has a set of pre-deployed manually/automatically generated profiles
used to direct the sensor circulation and the basic deployment package for each host.
CyPhyMASC adapt such profiles all the time to maximize the efficiency and accuracy
of security provisioning. The dynamic adaptation of profiles adjusts the definitions
defining the needed type and density of defense missions within each profile. Each
profile is configured to match the host, host network, attached organization or enclave
settings.

2.4.3.2 Joining CyPhyMASC Network

Joining an CyPhyMASC-equipped SSP network procedure starts by installing the
CC-DNA on the host machines, registering the hosts’ physical IPs, hosts configura-
tions, and their security and privacy policies to the SSP host database, and classifying
the host based on one of CyPhyMASC Profiles. Usually the host follows the general
profile of the enclave/organization that it belongs to. However, CyPhyMASC can
assign a more fine-grained profile to a certain set of hosts within the same network
if they are supposed to behave differently at runtime. The configuration of such fine
grained profiles can change over time if the behavior of the host or the surrounding
changes.

The host configuration profile illustrates all the details regarding the host platform,
computational capabilities, the organization /enclave id(s) for that host if any, and
any special consideration regarding the applications running on it. The security and
privacy policy defines the needed security level, the scope of cooperation, and the
type of allowable sharing materials.

Upon registration of a new cyber/physical host, CyPhyMASC is notified to start
the initial evaluation of the host to determine the profile that the host will follow,
identifying the basic sensor deployment-package composition-profile. CyPhyMASC
interprets the host record in the SSP database to identify the appropriate types of
sensors and effectors APIs that match the host configuration-profile. CyPhyMASC
will deploy the evaluation-sensors package to initiate the initial checkup to verify
that the host the minimum requirements needed to join the SSP network. In case of
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any problems, CyPhyMASC will autonomously deploy the appropriate effectors to
resolve it.

CyPhyMASC frequently change the basic deployment-package by circulating
new sensors to replace old ones. The process is guided by the global sensing feedback
not only at the host but also through the network, and the security provisioning profile
that the hostis following. CyPhyMASC use a grading system to continuously evaluate
sensors on each host based on their success to detect up-normal behaviors. In normal
situations, at each evaluation-round, one of the new most successful sensors within
each profile replaces the least successful senor in the basic deployment-package of
the host. The details about sensor circulation are illustrated later.

2.4.4 Evolutionary Sensing and Effecting Framework

After joining CyPhyMASC Network, the host defense related aspects will be handled
by one of CyPhyMASC management units. The management unit works as a part of
CyPhyMASC sensing and effecting framework presented in Fig.2.8. CyPhyMASC
sensing and effecting framework is classified into three main layers management
layer, sensing and effecting abstraction layer, and the defense delivery tools as illus-
trated in Fig.2.8. The sensing and effecting tools layer is a set of logical sensing or
effecting APIs stored in the local reservoirs. These tools are autonomously abstracted
at runtime into uniform sensing and effecting Cells participating in the construction
of organisms playing certain defense missions. CyPhyMASC organisms are anony-
mously constructed, managed, and controlled at runtime by CyPhyMASC manage-
ment layer. This layer is responsible for collecting, correlating, and analyzing sensor
feedbacks. Additionally, this layer is responsible for taking decisions based on the
sensing feedback, previous historical events, and SSP guidelines. Such decisions
might involve composing more capable effecting defense missions for resolution or
new sensing missions for deeper investigation.

CyPhyMASC management layer is a tree-like hierarchical construction, where
hosts are connected to leaf-Brains “decision making organisms” to be monitored and
controlled as presented in Fig.2.5. Based on CyPhyMASC administrator settings,
each leaf-Brain manages a specific number of hosts. leaf-brains frequently reports
to their parents “Higher-level brains” for more comprehensive guidelines.

2.4.4.1 Feedback Management and Representation

CyPhyMASC Sensors feedback is a score-sheet like report that compares the behav-
ior deviation regarding the sensing target to a predetermined threshold. Sensors are
classified into different sets representing their targeted sensing objectives “ex, mem-
ory, communications, privacy, .. etc.” Thresholds are dynamically adjusted based
on the nature of each host, and the number of false negatives/positives reported by
the Sensor. Figure 2.9 illustrates the feedback analysis process. Score sheets from
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different sensors for the same host are sent to the leaf-brain to compose comprehen-
sive score-sheets to be checked against the defense rules database. Each defense rule
has a score-sheet attached to it. Rule-sheets have values for different objects “ex
memory, communication, .. etc” reflecting the behavior patterns “attack signature”
of each object in case of infection. Behavior pattern description can be discreet or
continuous. Rule description also includes the host sampling procedure. Sampling
procedure describes the needed number of samples per object and the duration of
each sample, and the sensors needed to takes such samples.

The leaf-brain checks the partial similarity between the sensor feedback “score-
sheet” and the existing rules-sheets to allocate the most useful rules for the next
deployment round. Based on that selection, the leaf-brain will compose a new organ-
ism, holding the list of sensors mentioned in the rule description, with a set of
preprogrammed tasks based on the rule sampling procedure. Based on the feedback,
threats might be detected, and the resolution mechanism described in the rule will be
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followed. The leaf-brain will compose a new effector organism with list of effectors
mentioned in the rule description and the execution workflow described in the rule.

Rules are under full time update by the parent-brains, and the SSP. Leaf-brain
experience is frequently reported to the parent-brains for further guidelines. Parent-
brains can construct a more comprehensive view of the whole network by correlating
the leaf-brain feedbacks. Such views can magnify certain behavior deviation across
the network, which will guide the composition of new defense roles to be executed
by the leaf-brains for further investigations.

2.4.4.2 CyPhyMASC Information Sharing (Vaccination)

At the higher levels of the hierarchy “the parent-brains”, the collected incident reports
with the rules, sensors, and effectors used are archived for sharing. The Clearing-
House Organism (CHO) role will be easy in this case, as it will check the ToS
privacy policy against sharing of such materials. As described before, the shared
materials carry no indications about the specific incident source. It is similar to
defense related tips that encourage SSP to apply a specific rule because it might
reveal certain threats. The reason that motivated SSP to share such information might
be the rule successfulness to detect a threat at one of her ToSs or it is a new rule
that was developed with promising results. However, the ToS privacy policy will be
checked in case it prophets even that level of information sharing.

The CHO role becomes more significant when the SSP asks cooperating SSPs to
provide a solution for a problem she has. In this case, the reported suspicious score-
sheet and the sensors used to extract it will be shared with other SSPs. CHO will check
that material to make sure that the information enclosed dose not contradict with the
ToS privacy policy. CHO rejected authorizations are reported to the administrator to
manually override or discard. CHO will also check the SSP feedback regarding such
requests, new rules, sensors, and guidelines might be provided as a resolution for the
problem. Authorized solutions will be deployed, and rejected ones will be reported
to the administrator for further guidelines. The details and the framework of defense
mission sharing will be described later.

2.4.5 CyPhyMASC Brain Architecture

Figure 2.10 illustrates CyPhyMASC brain architecture and composition of organ-
isms and the interactions between these organisms to achieve CyPhyMASC goals.
I will briefly describe each component and its dedicated task. The Analysis and
investigation organism is responsible of analyzing the continuous feedback from
the ToS deployed sensors. The analysis and investigation organism sends reports to
the Decision making organism to take decisions regarding composing new defense
missions, authorizing the use; selecting the type of the effectors if needed. The Role
composer organism will use the decision making organism guidance to compose new
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defense roles. The role composition is described using our custom made mission def-
inition language. The role script will be sent to the organism composer. The organism
composer is a part of the CC-DNA installed on the host. The organism composer
organism is responsible for the resource virtualization process. It will abstract the
host resources to compose the requested organism Cells. These resources might be
physical resources memory, processor, or logical resources in the form of conven-
tional defense tools, or any locally stored sensors or effectors. If any of the resources
needed to compose the cell did not already exist on the host, the cell composer will
acquire these resources from the Sensor and effector Reservoir. Upon generating
and testing new defense missions the decision making unit might decide to instruct
the Profiler to generate a profile for the mission with the used tools to be shared
with other cooperating SSPs. The sharing process is handled through the sharing
organism that will manage sending and receiving shared materials between SSPs.
Sharing or employing shared materials has to be authorized by the Clearing House
organism. The Defense missions repository organism will hold history of defense
mission usage either locally within the same SSP or globally through feedbacks from
other cooperating SSPs with an evaluation for such missions for future reference.

2.4.5.1 Information Sharing and Exchange Protocol Within CyPhyMASC

One of the main contributions of CyPhyMASC is the trustworthy information sharing
and exchange. CyPhyMASC share attack events and detection/resolution materials
between different management organisms locally within the same organization, and
globally between cooperation SSPs. Figure 2.11 illustrates CyPhyMASC defense
mission sharing protocol.
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Fig. 2.11 CyPhyMASC defense mission sharing protocol

As mentioned before, the security provisioning process is managed by a hierarchy
of management organisms. At the leaf nodes we have the management layer that
manages defense mission circulation and execution on the ToS hosts. Such layer
collects the sensor feedback, and the detected list of events that was sent to it through
the score sheet technique described before. The collected materials are forwarded to
one of the distributed routing organisms.

The routing organisms collect the incoming reports and send them identifying
the report-source to the higher layer management. Additionally, all reports that was
classified as important events by the report source is anonymized and checked for
privacy policy violation by the clearing house organism to be forwarded directly to
the others local management organisms. The clearing house organism, ask the local
broadcasting organism to handle this task. The broadcasting organism will remove
any duplicated reports regarding same event, or same defense mission and instruct the
leaf management units to raise the score of the missions related to the reported events
based on the severity of the event. Raising the score of a certain mission will increase
the chance of applying it in the next mission circulation round. At the upper level of
the management hierarchy, the collected reports from the lower level management
units are correlated and analyzed to be presented to the network administrator through
visualization software. Using such software will make it easier for the administrator
to visualize the attack activity, the security provisioning process, and to provision
manual override or further guideline if needed.

The higher management units will analyze the collected reports providing further
guideline to the lower layers. It is also responsible for generating new missions to
be stored in the missions repository. The upper layer management organisms layer
provides guidelines to leaf management organisms. The upper management layer
organisms can add a new package of sensing or effecting missions to be executed on a
specific or a set of ToS hosts at specific time event; or by prioritizing or de-prioritizing
in case of many false positives one of the missions already being used by this man-
agement unit. SSP level sharing is the responsibility of the higher management layers
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only. This level of sharing occurs upon the reception of a highly suspicious incoming
event. The management organisms mark such event and its relative defense mission
for sharing. A dedicated organism named as the sharing organism, anonymizes the
shared material, and authorizes it for sharing via the clearing house organism. If
the shared materials were not in violation of any of the ToS privacy policies, the
shared materials are sent to all cooperating SSPs either as an alert or asking for a
resolution guidelines. SSP attack alerts should include details about the attack and
detection/resolution methodology in terms of defense missions and sensing/effecting
tools. If the SSP was asking for an advice related to certain malicious activity, the
abstract information related to how such activity is identified and formalized as a
sensing only mission, all the tools needed to execute the mission is added to it to be
broadcasted to the cooperating SSPs.

Upon reception of such missions, the receptor makes sure that there are no privacy
violations. The mission is then tested in a controlled environment before applying it to
the SSP attached ToSs. If the request was for a resolution guideline, and the receptor
SSP has the resolution methodology, the resolution is composed in a defense mission
format attaching all the needed sensing and effecting elements to execute it and sent
back to the source. The source test the resolution tools in a controlled environment
after making sure that there is no privacy violations then based on the administration
opinion it might be deployed to resolve the reported attacks. Figure 2.12 represent
the defense mission life Cycle.
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2.4.5.2 Intelligent Attack Detection and Resolution

The main objective of any attack detection mechanism is to accurately and prop-
erly direct the correct defense tools towards matching attacks. Researchers proved
that accurately identifying attacks is an NP-Complete problem [22], while others
proved that it might be considered as an NP-hard problem as well [23]. The con-
clusion is that the problem cannot be solved in realistic time as the problem space
expands exponentially over time. The use of Heuristics is always considered to be a
good solution for such problems [24]. The most successful malware detection mech-
anisms uses heuristic scanning and signature based mechanisms to detect attacks.
Heuristics scanning in its basic form is an implementation of three metaheuristics
mechanism, the pattern matching, automatic learning, and environment emulation.
Due to the high computational cost of running such heuristics based techniques,
modern anti-malware techniques that are usually shares the same host or the host
network of their ToS use a limited set of the available metaheuristics techniques. The
reason behind that is to save the computational resources and to speed the process of
classifying the executable tasks without interrupting their execution. CyPhyMASC is
designed to work in total isolation of the ToS, and to isolate the main design concerns
of malware detection and resolution, sensing, effecting, and control logic. Working
in isolation from the ToS enabled CyPhyMASC to use more heuristics techniques
and increase the depth of learning and investigation of such techniques without any
negative impact on the ToS performance, or resources. Most of the workload on the
analysis and investigation is waved to the SSP platform, and the ToS participates
only in hosted sensing and effecting elements for a limited time frame. As presented
before separating the security provisioning design concerns enabled CyPhyMASC
to optimize the process of sensing and effecting saving more of the ToS resources.
CyPhyMASC intelligent sensor reuse mechanism uses the same sensor to feed mul-
tiple heuristic techniques, to save a considerable amount of the computational power
of the ToS. The next sections illustrate the sensor circulation, selection and reuse
mechanisms of CyPhyMASC.

2.4.5.3 Profile-Guided Sensor Circulation

CyPhyMASC circulates its sensors and effectors to execute defense missions. The
sensor circulation protocol depends on the tool requesting sensor deployment. The
security provisioning process involves cooperation between multiple detection and
resolution tools. Each tool submits a sensor deployment request to the sensor repos-
itory to deploy the requested sensors. The requests pass through optimization unit to
remove sensors that were recently deployed before. Figure 2.13 illustrates the sensor
selection and deployment procedure.

Classification based on profiles
As mentioned before, CyPhyMASC attach hosts to certain profiles based on the
host engagement with its organization and enclave, host configuration, behavior,
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usage pattern, etc. some of these profiles are static and preloaded with CyPhy-
MASC management units, and we call them the coarse grained profiles. Such pro-
files focusses on static classification aspects, like organization id, enclave id, platform
configuration, network protocols, etc. this profiles determine the general security pro-
visioning pattern for the host. The second type of profiles is a fine grained dynamic
profile that determines the usage behavior of the host and mostly reflects the user
behavior using the host. The type of applications being frequently used, the hours
of operation are good examples for the aspects controlling such level of profiling.
This profile type is dynamically adjusted based on changes on the usage behavior.
CyPhyMASC uses host resident sensors to monitor such changes. The main objective
behind using such profiling system is to optimize the utilization of security provi-
sioning tools by directing only tools with high success ratio. Attacks are somehow
targeted, either from the application-objective perspective, or from the technical per-
spective. CyPhyMASC circulates defense missions while favoring the activation of
defense tools targeting attacks that match the host profile. CyPhyMASC do not limit
tool activation to only those who match the host profile to cover any unexpected out
of profile attacks. Using profiles to guide tool activation minimize the search space,
enhance the detection accuracy and promptness and optimize resource usage on the
host and on the SSP. The detection mechanism relays on multiple control techniques.
Signature based technique is used by the resident unit to maintain minimum level
of security at all times. The evolutionary sensing mechanism use heuristic technique
to guide and control sensor circulation and to analyze sensor feedback to detect
unknown attacks, or to identify maliciously acting components.

Identifying unknown threats

The utilization of heuristic / metaheuristics is necessary to enable attack prediction,
and detection of unknown attacks. CyPhyMASC utilizes its ability to isolate the
main security provisioning concerns sensing, effecting, and control logic to extract
abstract, privacy friendly information regarding running processes. The feedback
is safely sent to remote analysis units to apply whatever logic is needed to detect
attacks. The selected logic metaheuristics technique determines the type of sensors to
be used, execution pattern for such sensors, sample collection protocol. Additionally,
that logic is the one responsible for processing the feedback coming for such sensor
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mechanism-id) Select-mechanism( last used, weight, severity level)
Sensor-list, activation-protocol) Activate (mechanism-id, suspicious-item, item-type)
deployment-package) Call optimization-unit ((Sensor-list, activation-protocol)
feedback) Call deploy-sensors (deployment-package)

{res) Process-feedback (feedback, mechanism-id)

f res=threshold

fire-alert (item-type, mechanism-id, deployment-package, feedback)

else

if res < Dynamic(10)% threshold

:{mechanism-id) Select-next-mechanism( last used, weight, severity level)
Repeat process

Else

Discard event

Fig. 2.14 Example of the hubristic mechanism selection procedure

to determine whether the host is safe or not. The process starts when the selection
mechanism selects the metaheuristics technique to be used for the next detection
round.

Metaheuristics selection mechanism
CyPhyMASC can use single metaheuristics technique or multiple metaheuristics
technique at the same time to investigate certain issue. The selection of how many
techniques to be used and the type of techniques used depend on the severity of the
situation under investigation. The default is the use of only one technique, while if the
last utilized technique reported high level of attack certainty that is close, but do not
cross the required safety threshold, the system use other techniques to enhance the
quality of calculation. In CyPhyMASC, metaheuristics techniques are ordered and
have weights assigned to each one. The metaheuristics technique selection mech-
anism always prefers techniques with highest weight value. When an additional
mechanism is needed the next highest value technique is selected. The weights for
each technique is not fixed, it is dynamic and gets assigned based on the success or
failure of each technique to detect attacks, and the number of false positives or neg-
atives of each technique. This evaluation occurs independently at each management
unit within CyPhyMASC framework.

Figure 2.14 presents a simple representation of the metaheuristics technique selec-
tion process.

2.4.5.4 Sensor Reuse

CyPhyMASC optimize ToS resource usage by minimizing the number of deployed
sensors and effectors on the host. CyPhyMASC utilize it ability to separate the main
concerns and the availability of abstract sensing and effecting elements to remove
any duplication of sensor deployment requests. The separation between the tool and
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the control behind it enabled CyPhyMASC to reuse previous sensor feedback within
a certain time frame to feed multiple control components.

For example, let us assume that the selection protocol at time (t) selected pattern
matching metaheuristics technique to investigate events occurring on host (h1). The
investigations focused on suspicious memory behavior of a certain process. The sen-
sors are selected based on that objective, and the sampling protocol is automatically
generated using the predetermined syntax. The list and the protocol selected are sent
to the optimization unit. The optimization unit checks if there was any previous valid
match for that request. If any, it removes it and report the recorded feedback directly
to the analysis unit. If not, the list is sent to the reservoir to program and deploy the
sensors. The feedback is sent back to be analyzed by the pattern matching algorithm
to determine whether there was an attack or not.

The optimization unit applies certain aging policy to determine the validity dura-
tion for a certain senor feedback to be reused. The expiration date is dynamic and
adjusted automatically based on the ToS host workload, nature, types of application,
level of changes, amount of data flowing from and into it, number of application
reinstalling, deployment, .. etc. If the requested sensor list contain any sensor that
was used before with a valid expiration date and compatible deployment protocol
measurement sequence, time, sampling rate, etc. then it will not be deployed again,
and the old feedback will be reused. Doing so, is expected to save a considerable
amount of host resources.

2.5 Example of CyPhyMASC Security Mission

The task of each CyPhyMASC component is further illustrated through a discussion
of one of CyPhyMASCs automatically composed security missions that search for
memory behavior deviation within a predetermined timeframe, and the dispersion of
such deviation through the ToS host networks.

Goals

Detect massive deviation in memory usage

Locate the area under suspicion

Collect information about processes with suspicious memory usage
Identify critical and non-critical processes

Resolve the problem.

A

Tools

1. Memory usage monitoring sensors
2. Processes information collection crawler sensors
3. Process killing effectors.
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2.5.1 Detection and Resolution Scenario

This synthetic scenario illustrates the event of using X123 to secure organization
ABC. ABC is a large organization composed of multiple enclaves. The following
incident happened in enclave E1. On the regular inspection round on E1 hosts, with
an active heuristic mechanism X, the feedback collected by the deployed sensing
organisms and analyzed by the analysis organism indicated an unidentified strange
behavior in host A. The decision-making organism calculated the weights from the
score sheets and followed the heuristic rules and the comparison between the calcu-
lated weights exceeds the threshold. The decision-making organism sent its guide-
lines to the role-composer based on the analysis reports with the list of high similarity
rules to the reported feedback score-sheet. The role-composer composes new secu-
rity mission that mixes the sensing part of all the similar rules. X123 was the newly
generated mission that was built to investigate possible memory-related behavior
deviations within E1. X123 have three main roles played by three organisms, sens-
ing, analysis, and effecting. The sensing organism uses the memory scanning Cells
to take multiple snapshots of the memory usage within host A for a certain period.
The analysis organism applies some predetermined statistics to evaluate the detected
behavior deviation that will be evaluated and compared against certain threshold to
determine the next step. Based on the result, further investigations might be needed.

These investigations will be handled by the sensing organism that will deploy
processes-information-crawler sensor Cells. Crawlers will collect information about
processes with high memory usage. The collected data will be sent to the analysis
organism that will generate a comprehensive report to the decision-making organism.
The decision-making organism will decide whether to discard the incident, or to
activate effector organisms on X123 to resolve the situation.

The decision-making organism might decide to share the mission profile with
other SSPs asking for external feedback, or deploy X123 locally for further investi-
gations. Based on the sharing command search-scope and the clearinghouse permis-
sions X123 will be re-deployed. The deployment scope might be limited to only the
hosts within enclave E1, allover ABC enclaves, or globally between SSPs searching
for similar behavior deviation pattern. If the decision was to activate X123 effecting
organisms for quick resolution, X123 will be instructed to kill some of the suspicious
non-critical processes and re-evaluate the situation. If the redeployment came-out
with multiple incoming alerts for the same memory behavior deviation, the decision-
making organism will raise the severity level of the situation indicating global wide
spreading attack. Based on that, commands will be issued to the role composer to
customize a new containment mission based on the attack reported parameter. Mean-
while CyPhyMASC will be applying resolution effectors of X123. The containment
effectors will be deployed over host A, other hosts in communication with host A,
and the intermediate communication elements routers, switches, etc. to construct a
quarantine area around the malicious host. After successful containment and resolu-
tion the whole process will be profiled and stored in the security mission repository
for future reference. These profiles will hold details about the containment, and res-
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olution methodology, and all the sensors and effectors API used to compose the used
missions. Sharing authorizations and scope of these profiles will depend on the local
clearing-house decision.

2.5.2 CyPhyMASC Addressing the BW Attacker Assumptions

In this section we discuss the BW attack design invariants and attacker assumptions
that were mentioned in earlier illustrating how CyPhyMASC adequately invalidates
them. CyPhyMASC is designed to work in total isolation from the ToS, invalidating
assumption (1). CyPhyMASC acts as a buffer between the SSP and ToS. Neither
CyPhyMASC nor the SSP share the network or the hosts of the ToS. The security
services are delivered to the ToS in an isolated network that connects the ToS to
CyPhyMASC. The security delivery vehicles are secured using our Moving-target
defense (ChameleonSoft) described in [22], which invalidates assumption (4).

CyPhyMASC is an active defense system founded over a smart foundation man-
aged by our automated management system (CyberX) described in [21] and secured
by ChameleonSoft [22]. One of the main tasks of ChameleonSoft as is monitor and
secure the COA based foundation against threats and attacks. Having ChameleonSoft
and CyberX handling such details waves this workload away from CyPhyMASC giv-
ing it more space to focus on provisioning security services to the ToS. Additionally,
CyPhyMASC is designed to support large scale systems and computationally expen-
sive tasks. CyPhyMASC design supports distributing the tasks over a hierarchy of
independent management entities composed of fine grained components managed
by CyberX. The fine granularity of such components and the isolation between its
logic, data, and physical resources enabled CyberX to fractionize large tasks over
multiple hosts constructing a cloud like platform with virtually infinite resources.
With that unique feature, CyPhyMASC invalidates assumption (3).

CyPhyMASC uses signature based detection tools as a part of its arsenal, while
the major part of that arsenal relay on an evolutionary sensory system. CyPhyMASC
utilizes multiple intelligent mechanisms to detect unknown attacks based on moni-
toring suspicious activities and up normal behavior. Further, CyPhyMASC is not a
commercial product available for conventional users. Even though, the foundation of
CyPhyMASC is highly dynamic and autonomous inducing high level of dissimilarity
between identical copies of the same system, and that invalidates assumption (2).

One of the main objectives of CyPhyMASC is to promote the security system
situational awareness of the different ToS components and to isolate the platform
composition heterogeneity enabling seamless security provisioning. CyPhyMASC
pervasive monitoring and analysis, and the intrinsic trustworthy sharing and cooper-
ative security enhance the situational awareness all ToS components. CyPhyMASC
collect events from different entities of the ToS, correlate the collected information to
generate a global image of the entire system to be analyzed by high management units.
Doing so, enables CyPhyMASC to detect slow moving attacks, and attacks using
remote bots to lunch attacks on remote hosts. The aforementioned aspects success-
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fully invalidate assumptions (3 and 5). By invalidating all the attacker assumption,
we surmise that it is virtually impossible for the BW attack to succeed in attacking
an CyPhyMASC protected system.

2.6 Conclusion

In this chapter, we presented CyPhyMASC whose unique construction and function-
alities provide pervasive, seamless and scalable MASC services to enable interoper-
able and dynamic security employing situation-appropriate tools; early failure/attack
detection and resolution; and trustworthy scalable cooperative security amongst het-
erogeneously composed and interacting targets like CPS. CyPhyMASC is built upon
our novel Cell-oriented architecture and acts as a trustworthy elastic intelligent
middle layer uniformly interfacing SSPs and ToSs. There are several interesting
challenges that remain to be addressed. These include formalizing the sensing and
effecting autonomous management and mission generation framework; autonomous
inspection and profiling of security vaccines; correlating sensors feedback into com-
prehensive real-time global views; and optimally adjusting sensors circulation based
on the dynamic changes of these views.
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