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Abstract

Organizations are faced with increasing complexity, uncertainty and enhanced threats from

a wide range of forces. Depending on how this situation is handled, it can become risk or

opportunity to erode or enhance business value. In addition, organizations have to meet

most different stakeholders’, legal and regulatory risk management requirements. Thus,

comprehensive enterprise risk management has become key challenge and core compe-

tence for organizations’ sustainable success. Given the central role of information security

management and the common goals with enterprise risk management, organizations need

guidance how to extend information security management in order to fulfill enterprise risk

management requirements. Yet, interdisciplinary security research at the organizational

level is still missing. Accordingly, we propose a systemic framework, which guides

organizations to promote enterprise risk management starting from information security

management. The results of our case studies in different small and medium-sized

organizations suggest that the framework was useful to promote enterprise risk manage-

ment in an effective, efficient, cost-effective and sustainable way. New insights for practice

and future research are offered.
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Introduction

Starting Situation

Uncertainty and risks are growing due to increased dynamic,

complex and interrelated economy and enhanced threats

from a wide range of forces, such as financial instability,

political movements and terrorism, societal requirements,

extreme nature events due to climate change, product recalls

over more levels of the supply chain, pandemics, technical

failures, frauds, espionage, sabotage, cyber-attacks and

others. In the last years there were different low-probability

and high-impact events, Black Swan events [1], which are

almost impossible to forecast (e.g., drought, earthquake,

floods, cyber-attacks). Depending on how uncertainty is

handled, it can become opportunity or threat [2]. Thus,

organizations have to meet most different stakeholders’

risk management requirements to promote trust and long-

term organizations’ success. More and more organizations

are reducing their business risks by seeking assurance that

their supplier and partners are properly managing their risks.

In the last years the number of certificates for information

security management accordingly ISO/IEC 27001, for

example, was growing worldwide over 20 % per year and

for food safety accordingly ISO 22000 more than 34 % [3].

Since more than 10 years regulatory and legal authorities

require increased corporate responsibility [4] with a broad
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focus on most different risks [5] (e.g., Sarbanes-Oxley Act

(SOX), SEC Rule 33-9089, the King Reports in South

Africa, the EU company directives [6] and national laws

[7]). The major ratings agencies have integrated enterprise

risk management into their financial reviews and company

ratings [8, 9].

Thus enterprise risk management—the generic, systemic

approach to identify and manage all the risks facing an

organization related to their strategic objectives—has

become key challenge and opportunity for modern

organizations. It is a key differentiator for competitive

advantages and sustainable organizations’ success (cf.

[10–12]). Enterprise risk management is a new topic overall

for nonfinancial companies [2]. It has become core topic in

management accounting. Nevertheless, many organizations

treat enterprise risk management as compliance exercises

and hinder their performance and flexibility [13]. Effective

and coherent managed uncertainty across the whole organi-

zation enhances risk information and awareness [8],

decreases uncertainty (e.g. stock price volatility [9]), reduces

expected costs of external capital [14], facilitates informed

decisions [4] and resource allocation [8], promotes perfor-

mance in business operations [8, 15], ensures accountability,

transparency and governance [4] and improves strategic

planning, reputation and organizations’ value [8–10].

Purpose of the Article

Traditionally, organizations managed risks in “silos” [9, 16],

such as finance, market, compliance, regulation, infrastruc-

ture security, product safety, quality, health and safety, reli-

ability and capacity of the production or service, global

supply chain and logistics, litigation, governance, informa-

tion security, environmental impacts, human resources,

intellectual property rights, innovation and others. But risks

interrelate in a cybernetic way (e.g. necessary health data to

reduce safety risks or economic information to reduce finan-

cial risks can be critical for data protection). Recently

organizations adopt more comprehensive approaches and

aggregate the results of the different risk assessments into

an organization-wide risk profile [17]. The Committee of

Sponsoring Organizations (COSO) of the Treadway Com-

mission and the International Standard Organization by ISO

31000 issued generic frameworks for enterprise risk man-

agement. Apart from larger organizations in sectors with

tradition in risk assessment (e.g., banking, assurance), enter-

prise risk management is still in the early stages of develop-

ment and implementation [4, 18].

Given the central role of knowledge, information and

supporting technologies, information security—the avail-

ability of all essential assets, confidentiality, data integrity

and legal/regulatory compliance—is one of the most

important challenges for today’s organizations [19]. At the

end of 2010 more than 15,600 organizations worldwide were

implementing information security management and

obtained certification accordingly ISO 27001 [3]. Several

best practices (e.g., COBIT, ITIL) and national guidelines

(e.g., NIST 800-53, German IT Security Guidelines) for

information security management are widely used in prac-

tice. Despite the common goals of information security and

enterprise risk management, they provide no guidance to

promote enterprise risk management by information security

management. Accordingly Ashby’s Law of Requisite Vari-

ety [20] the given complexity and dynamic requires a sys-

temic approach. Thus, organizations need a meta-model,

which integrates the different parts to a whole. This offers

great advantages to identify those areas where efforts return

most value. Since some years there are calls for more inter-

disciplinary security research [21, 22] and for studies at the

group and organizational level [21]. Despite these, we found

no systemic framework for extending information security

management to enterprise risk management.

Research Question and Approach

How can we extend information security management

accordingly IEC/ISO 27001 to fulfill enterprise-specific

stakeholders’, business and legal/regulatory enterprise risk

management requirements? We expect, that our systemic

framework guides organizations to promote enterprise risk

management by security management in an effective,

efficient/cost-effective and sustainable way. The framework

was implemented and tested in different small and medium-

sized organizations. The case study results were collected by

established process and system measurement methods and

by interviewing managers and collaborators.

Structure of the Article

Firstly we review previous approaches, describe the

requirements for enterprise risk management (section “Pre-

vious Research and Requirements for Enterprise Risk Man-

agement”) and present the core requirements of information

security management accordingly ISO/IEC 27001 (section

“Core Requirements of Information Security Management

Systems”). Our integrated framework for enterprise risk

management based on information security management

(section “Integrated Framework”) and its implementation

(section “Implementation”) are presented. We report about

the case study results in different small and medium-sized

organizations (section “Project Experiences and Results”)

with the achievement of project objectives (section “Achiev-

ing the Project Objectives”) and discuss obtained findings,
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limitations and implications for practice and research (sec-

tion “Findings, Limitations and Implications”). We conclude

by summarizing our experiences (section “Conclusion”).

Previous Research and Requirements

Previous Research and Requirements
for Enterprise Risk Management

For a long time, information security was seen as a technical

job and an integral part of the IT department [23].

Corresponding frameworks start at the process level and go

down through all technical levels accordingly an IT enter-

prise architecture approach (e.g., [24–26]). But there are

huge potential threats and organizations need to invest secu-

rity efforts effectively. Governance oriented frameworks

integrate or align the security strategy to the organizational

and IT strategy and deduce policies, standards and

procedures for the tactical and operational level. Operational

measurement data are reported back to middle and top man-

agement (e.g., [27–29]). Due to the great impact of human-

caused incidents recently a lot of research regards people-

oriented issues, such as awareness, policy compliance, trust

and others (cf. [21, 22]). Several best practices (e.g., COBIT,

ITIL) and national guidelines (e.g., NIST 800-53, German

IT Security Guidelines) are widely used in practice.

COSO provides a strategic-aligned, generic framework,

which requires to: align risk appetite and strategy, enhance

risk response decisions, reduce operational surprises and

losses, identify and manage multiple and cross company

risks, seize opportunities and improve the deployment of

capital [30]. ISO 31000 provides principles, a framework

and a process for managing risks [11].

Based on research results, COSO and ISO 31000 the main

success factors of enterprise risk management are to create

value, be committed by board management, become integral

part of all organizational processes and decision making,

address explicitly uncertainty, be systematic, structured

and timely, base on best available information, be tailored

to the organizations’ specific context, take into account

human and cultural factors, be transparent and inclusive,

respond to changes in a dynamic, iterative and responsive

way and facilitate the continual improvement of the organi-

zation [8, 11, 18, 30]. Organizations typically concentrate on

managing known risks, which prevent them from seeing new

risks [31]. Thus, the continual communication and consult-

ing with internal and external stakeholders and the ongoing

monitoring and improvement are essential success factors

[11, 18, 30]. Enterprise risk management requires an inter-

disciplinary risk management team with collaborators of all

levels [4, 11, 18, 30]. Insider threats (such as theft, fraud,

violation of intellectual property) have caused the majority

of economic losses and they are still growing [32]. Tools,

processes, methods, technology and risk culture must be

optimally harmonized, aligned with corporate objectives

and continually improved [11, 30–34].

Core Requirements of Information Security
Management Systems

The ISO/IEC 27001 family for information security man-

agement requires following core principles [35]:

• The defined corporate security policy regards legal/regu-

latory requirements and is approved by the management.

• A risk assessment must be conducted to establish the risk

treatment plan in order to reduce risks to acceptable

levels of risk. For the identified remaining risks the busi-

ness continuity plan must be developed, implemented,

maintained, tested and updated regularly.

• The needed resources must be determined and provided.

All collaborators must be competent to perform their

tasks. They must be aware of their activities’ security

impact and how they can contribute to achieve

established objectives.

• The effectiveness, adequacy and compliance of the man-

agement system must be continually improved using

measurements, monitoring, audits, management reviews

and by applying corrective and preventive actions in

sense of a PDCA (plan, do, check, act) cycle.

The management system must be systematically

documented, communicated, implemented and continually

improved.

Integrated Framework

Based on previous research, the requirements of enterprise

risk management and the presented core requirements of

ISO/IEC 27001 (see section “Previous Research and

Requirements”) we developed an integrated framework in

order to fulfill enterprise-specific stakeholders’, business and

legal/regulatory enterprise risk management requirements

by extending information security management:

• The security policy is extended by risk management

aspects to an integrated corporate policy (see top of

Fig. 1). Thereby the requirements of all stakeholders, as

well as legal and regulatory requirements are regarded.

Appropriate corporate risk objectives and strategies are

established.

• Risk assessments are conducted to establish the risk treat-

ment plan in order to reduce risks to acceptable levels of

risk. For the identified remaining risks, potential emer-

gency situations and accidents business continuity and

emergency plans accordingly adequate standards, such
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as ISO 22320 and ISO 22301 are developed (see the text

under the top of Fig. 1).

• For all business processes risk objectives are deduced

from corporate objectives by regarding business, legal

and regulatory requirements and contractual obligations,

specific conditions, uncertainties, threats, infrastructures

and supporting services or technologies. The processes

are analyzed and optimized accordingly these objectives

(see middle of Fig. 1: main business processes start from

the first contact with the customers and their requirements

and end with the delivery of the products/services and the

satisfaction of the customers). Thereby the identified risk

treatments, business continuity and emergency plans are

suitably integrated into the operational processes. They

are implemented, maintained, tested and updated regu-

larly to ensure effectiveness. The process description

establishes for all process steps the associated responsible

and accountable function and relevant risk management

requirements. Thus, clear and traceable roles and

responsibilities are assigned.

• The resource management deduces specific competence

objectives from corporate and process objectives for all

organizational functions and partners of the supply chain.

Appropriate trainings or other actions are taken to

achieve and maintain these objectives. Their effective-

ness is evaluated. In that way the collaborators’ aware-

ness for risk management is constantly identified and

improved. The organization defines, plans and provides

the necessary resources, tools and instruments to obtain

and improve the established objectives (see bottom

of Fig. 1).

• The effectiveness and adequacy of the established enter-

prise risk management and the achievement of the

objectives are evaluated periodically by suitable methods

for monitoring and measurement (see the circle in Fig. 1).

It is improved continually in accordance to established

processes in sense of a PDCA cycle.

• A main success factor for enterprise risk management is

adequate risk awareness of all collaborators and partners.

Risk management must become part of corporate culture

(see right of Fig. 1).

Implementation

Policy, Objectives and Strategies

Starting from internal and external stakeholders’ and legal/

regulatory requirements, key drivers and trends, contractual

obligations, the characteristics of the business, the organiza-

tion with its values, beliefs, ethic, culture, capabilities, capi-

tal, people, structures, its environment (culture, politic,

finance, economic, nature, market and competition),

resources, assets/ technology and all other particulars and

requirements we extend based on Quality Function Deploy-

ment [36] the information security policy to the comprehen-

sive corporate policy including risk aspects. The policy is

elaborated with all key decision makers, stakeholders’

representatives, if possible, and depending on the corporate

culture preferably with collaborators of all levels and

functions in an interdisciplinary approach. Based on the

balanced scorecard [37] we define the priorities for

conflicting interests and deduce enterprise risk management

objectives and strategies from corporate policy. Depending

on the size of the organization, we restrict the scope of

enterprise risk management and define necessary

boundaries. By establishing the policy, objectives and

strategies we consider especially uncertainty and societal,

legal/regulatory risks and requirements for all markets. Thus

the entire organization is focused on enterprise-specific

stakeholders’, business and legal/regulatory enterprise risk

management objectives.

Risk Assessment, Risk Treatment and Business
Continuity Plan

Risk assessments for all relevant risk categories are

conducted to establish risk treatment plans in order to reduce

risks to acceptable levels of risk. Based on the established

corporate policy we define the required risk criteria and risk

levels for all relevant different sources of risk. After we

identify for the specific organization the potential threats

and risks for achieving established objectives, the likelihood

of events, the areas and impacts of this events, the controls

currently implemented, estimate the levels of remaining

risks regarding the implemented controls (required level *

likelihood * impacts) and elaborate for the remaining higher

risks adequate risk treatments. Thereby we apply a systemic

Policy
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Fig. 1 The integrated framework
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approach and regard the risks’ interrelations. The board

management approves whether the risks are acceptable or

further risk treatments are to propose. For the established

risk treatments control objectives and controls are selected

and approved. Based on scenario analysis we define low-

probable and high-impact events, the black swans. For the

black swans and the identified remaining risks integrated

business continuity and emergency plans are developed

accordingly ISO 22320 and ISO 22301.

Process Analysis and Process Improvement

The management process, all business processes including

supporting processes, resources processes and optimization

processes are analyzed bottom up by interviewing the

concerned collaborators. Based on process reengineering

[38] all processes are optimized to meet deduced strategic-

aligned risk objectives, as well as process-specific enterprise

risk management requirements and uncertainties. In that way

enterprise risk management is coherently and effectively

integrated into all processes. The established measures

from the risk treatment and business continuity/emergency

plans are suitably integrated into relevant operational pro-

cesses. We integrate, for example, appropriate risk

assessments in sales processes and suppliers’ selection, ade-

quate health and safety and environmental measures into

information security controls, recurring maintenance

programs and plans into technical and infrastructure

services. In that way we regard enterprise risk management

by the development or change of products/services, pro-

cesses, procedures, regulations, organizational structure,

infrastructures, sites, supply chain, logistics, markets and

others. Thus risk treatments, continuity and emergency

measures are implemented, maintained and updated regu-

larly to ensure that they are effective. Their efficacy follow-

ing incidents or critical accidents is periodically tested.

Function profiles and required competences are deduced

from the established roles to the different functions at the

single process steps. In that way clear and traceable roles and

responsibilities are assigned to all collaborators and partners.

Resource Management

The organization determines and provides and improves

necessary resources, infrastructures, tools and instruments

to meet the established enterprise risk management

objectives. Appropriate infrastructures and resources pro-

mote ongoing adequate enterprise risk management for

long-term organizations’ success. Training and competence

objectives are planed and implemented in accordance to the

defined human resource processes. Thus the risk awareness

and necessary competences of all collaborators and partners

are promoted systematically and structured. The effective-

ness is evaluated and when necessary, corrective actions are

taken.

Corporate Culture

It is important to understand the culture of the organization,

which influences profoundly employees’ behavior [39]. We

need an organizational culture that encourages employees to

take ownership of risks and weight their potential rewards

and hazards [32, 34]. Executives are responsible or have

great impact for communicating the right risk culture [40].

They must lead by example and have to encourage/evaluate

the collaborators and partners in following these principles.

The extensive research for an adequate information security

culture (cf. [21, 22]) provides guidance.

Continually Improvement

The achievement of deduced process’s risk objectives is

controlled by measurement methods and targets. When

they are not achieved, corrective and eventually preventive

actions are taken. Accordingly ISO/IEC 27001 all corrective

actions, improvements or changes are elaborated by the

interdisciplinary risk team. They are documented, approved,

communicated, implemented and their effectiveness is

evaluated. Collaborators’ ideas, the results of periodically

internal and external audits and stakeholders’ feedbacks

provide further improvements. Thus enterprise risk manage-

ment is constantly evaluated and when necessary adjusted

and improved.

System Documentation

In accordance to ISO/IEC 27001 the established corporate

policy, objectives, strategies, processes, risk assessment and

risk treatment plan, business continuity/emergency plan,

function profiles, templates, checklists, policies, procedures

and others are documented and communicated traceably to

concerned collaborators/partners in order to become part of

corporate culture (see section “Corporate Culture”).

Project Experiences and Results

The integrated framework for enterprise risk management

based on information security management (ISM) was

implemented in different small and medium sized

organizations (from 25 to 200 collaborators). To summarize,
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the integrated framework was easy to understand and

adaptable for organizations’ specific requirements. It was

useful and appreciated by all organizations to meet in com-

mon enterprise-specific stakeholders’, business and legal/

regulatory enterprise risk management requirements.

Achieving the Project Objectives

The following case study results were collected by

established process and system measurement methods and

by interviewing managers and collaborators [38, 41]:

• Effectiveness: the fulfilment of established objectives is

periodically controlled by defined measurement methods.

When necessary, appropriate corrective/ preventive

actions are implemented and their effectiveness con-

trolled. The organizations met their planned objectives

in average more than 92 %. The risk of non-payment, for

example, could be reduced constantly over 6 years from

0.8 to 0.4 %.

• Efficiency and cost reduction: Integrating enterprise risk

management into existing ISM uses synergies and

reduces the efforts and costs about 10–20 %. The

advantages are still higher during implementation, when

additionally only the risk assessment is continually

adopted and improved.

• Sustainable enterprise risk management: The strategi-

caligned, tight integration of enterprise risk management

into all programs, projects and measures, the

collaborators’ involvement and the continual controlling

of the objectives’ accomplishment enhances sustainable

risk management. In addition it is ongoing promoted by

the ideas, optimizations and suggestions of the

collaborators and further structured, systematic

improvements (see section “Continually Improvement”).

The awareness for risks and opportunities was ongoing

maintained. Potential opportunities are recognized early

and transformed to competitive advantages for sustain-

able organizations’ success.

Findings, Limitations and Implications

The discussions in the cross-functional team during the

extension of the ISM increased severely the risk awareness

of the involved collaborators. Our case study results under-

line the importance of an adequate corporate culture and

the essential role of executives (see section “Corporate

Culture”). Due to the central role of legal/regulatory

requirements and the impact of regional culture the imple-

mentation of the framework should be analyzed in other

countries and multinational concerns. Further studies are

needed also in large organizations.

All relevant legal and regulatory requirements are analyzed,

implemented and maintained by the defined improvement

processes. The reduced liability by increased legal/regulatory

compliance and transparency, and the enhanced risk informa-

tion for informed decisions were especially appreciated by

board managers and CEOs. The collaborators appreciated the

increased performance in business operations, for example by

reduced outstanding payments.

The extension of ISM for enterprise risk management

requires a suitable adapted security management. It must

be ongoing and effectively implemented. Due to continual

changing of the internal and external context an effectively,

strong strategic-aligned implementation and the continual

improvement are essential success factors.

Extending and concurrently simplifying processes, risk

measurement/controlling (consistent with Gates et al. [8])

and overall maintaining ongoing risk awareness were great

challenges for the organizations. Based on the results from

the literature research and these challenges we call for more

interdisciplinary, systemic information security and enter-

prise risk management research in most different directions.

This integrated framework can be used as meta-model to

structure the research streams and to promote interdisciplin-

ary research at the organizational and inter-organizational

level.

While Delarosa [42] describes the large efforts for enter-

prise risk management, our integrated, systemic framework

uses synergies to introduce enterprise risk management effi-

ciently, resources carefully and promptly. In addition, it can

be implemented successively by integrating ongoing more

risk disciplines. Thus, it provides an optimal enterprise risk

management approach, overall for small and medium-sized

organizations.

Sufficient and appropriate resources (e.g., personnel

resources, infrastructures) and technology (e.g., production

systems, technical equipment, IT systems) are important

success factors to maintain ongoing the risk level accord-

ingly established risk objectives in order to convert uncer-

tainty into opportunities for long-term organizations’

success.

This integrated, systemic comprehensive risk manage-

ment framework requires from the information security

manager profound risk assessment skills and basic under-

standing in the different other risk disciplines and

corresponding legal/regulatory requirements. Teaching and

trainings should regard these comprehensive competences’

requirements.

Due to the excellent project experiences organizations

should extend enhanced security management to enterprise

risk management in accordance to this integrated framework

in order to fulfill enterprise-specific stakeholders’, business

and legal/regulatory risk requirements for sustainable

organizations’ success.
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Conclusion

Due to increased complexity, uncertainty and threats from a

wide range of sources and enhanced stakeholders’ and legal/

regulatory requirements enterprise risk management has

become key challenge and core competence for

organizations’ sustainable success. Based on our case stud-

ies’ results the systemic framework guides organizations to

enhance enterprise risk management starting from informa-

tion security management in an effective, efficient, cost-

effective and sustainable way. Thus, it offers great

opportunities, overall for small and medium-sized

organizations, operating in innovative, volatile markets

with high strategic, financial, operational and technical

risks. We call for more interdisciplinary information security

and risk management research in most different directions

and at all organizational and interorganizational levels.
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