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Abstract. Revocable Hierarchical Identity-Based Encryption (RHIBE)
is a variant of Identity-Based Encryption (IBE), which enables the
dynamic user management; a Key Generation Center (KGC) of a usual
IBE has a key issuing ability. In contrast, in a RHIBE, a KGC can revoke
compromised secret keys and even delegate both key issuing ability and
revocation ability.

Recently, Seo and Emura proposed the first construction for RHIBE
(CT-RSA 2013) and then refined the security model and the construction
for RHIBE (CT-RSA 2015). Nevertheless, their constructions achieve
only a slightly weaker security notion, called selective-ID security, in the
sense that the adversary has to choose and declare the target identity
before she receives the system parameter of target RHIBE scheme.

In this paper, we propose the first RHIBE construction that achieves
a right security notion, called adaptive-ID security. In particular, our
construction still has the advantages of the Seo-Emura RHIBE schemes;
that is, it is scalable and achieves history-free update, security against
insiders, and short ciphertexts. We employ the dual system encryption
methodology.

1 Introduction

Revocable Identity-Based Encryption: Revocation is one of the impor-
tant issues in the context of Identity-Based Encryption (IBE). Boneh and
Franklin [3,4] considered the first (non-scalable) revocation method in the IBE
context, where for all non-revoked identities ID at a time period T, secret keys
are computed for ID||T. The first scalable IBE with revocation, which we call
RIBE, is proposed by Boldyreva, Goyal, and Kumar (BGK) [1] where a Key
Generation Center (KGC) broadcasts key update information kup at time T,
and only non-revoked users at T' can compute their decryption keys dkip r by
using their (long-term) secret key skip and kurp. It is worth noting that the
size of kur is O(Rlog(N/R)) by using the Naor-Naor-Lotspiech (NNL) frame-
work [8] called Complete Subtree (CS) method, where R is the number of revoked
users and N is the total number of users, whereas that of the Boneh-Franklin
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scheme is O(N — R). Though the BGK scheme is selective-ID secure, Libert and
Vergnaud (LV) [7] proposed the first adaptive-ID secure RIBE scheme. Next,
Seo and Emura [10,12] considered a new security threat called decryption key
exposure resistance. They show that the Boneh-Franklin RIBE scheme is secure
against decryption key exposure attack but the BGK and LV schemes are vul-
nerable against this attack, and proposed the first scalable RIBE scheme with
decryption key exposure resistance.

RIBE with Hierarchical Structures: Seco and Emura [9,11] proposed the
first Revocable hierarchical IBE (RHIBE) scheme with O(¢?log N)-size secret
key, where £ is the maximum hierarchical level. However, in their construction
a low-level user must know the history of key updates performed by ancestors
in the current time period. This history-preserving update methodology makes
the scheme very complex. Moreover, the ciphertext size depends on the depth of
the hierarchy (i.e., O(¢)). In addition to this, the security model only considered
outsiders, where an adversary is not allowed to access to state information used
by internal users of the RHIBE system.

Recently, Seo and Emura [13] proposed a RHIBE scheme which implements
(1) history-free updates where a low-level user does not need to know the history
of the key updates of ancestors, (2) security against insiders where an adversary
is allowed to obtain internal state information, and (3) short ciphertexts where
the size of ciphertext is constant in terms of the hierarchical level. Moreover,
they considered decryption key exposure attack [10,12]. Their scheme is based
on the Boneh-Boyen-Goh (BBG) HIBE scheme [2], i.e., they proved that the
Seo-Emura RHIBE scheme is secure if the BBG HIBE is secure.

Motivation: There is a room for improvement of the Seo-Emura RHIBE
scheme [13] because it achieves selective-ID security, where an adversary is
required to declare the challenge identity before the system setup phase. We
remark that the RHIBE scheme in [9,11] also selective-ID secure. Though Tsai
et al. [14] proposed an adaptive-ID secure RHIBE scheme, this scheme is not
scalable, i.e., the size of key update linearly depends on N.

The Seo-Emura contrcution [13] is a kind of conversion from HIBE to RHIBE
since their construction and security proof are based on the (non-revocable) BBG
HIBE scheme. Basically, the selective-ID security of the Seo-Emura construction
comes from the underlying BBG HIBE scheme, which is also proven in the
selective-ID security model only. Therefore, one may think that if one changes
the underlying HIBE with the adaptive-ID secure HIBE such as [6], one can
directly obtain the first adaptively secure RHIBE construction. Unfortunately, In
the security proof of Seo and Emura [13], the reduction algorithm itself requires
the challenge identity before the setup phase so that we can easily see this
trivial approach ends in failure. Therefore, we need a different technique for the
adaptive-ID secure RHIBE scheme.

Contribution and Methodology: In this paper, we propose the first scalable
and adaptive-ID secure RHIBE scheme which has the advantages of the Seo-
Emura RHIBE scheme [13]. In the contrast to the previous approaches [9-13],
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we propose a scalable scheme and then directly prove its security. To this end, we
modify the Lewko-Waters HIBE scheme [6] appropriately and then directly prove
its adaptive security by employing dual system encryption methodology [15].

In the (usual) dual system encryption, a normal ciphertext can be decrypted
by using either a normal decryption key or a semi-functional decryption key,
but a semi-functional ciphertext cannot be decrypted by using a semi-functional
decryption key. Since a decryption key is computed by key update information
and a secret key in the RHIBE context, we need to check whether a decryption
key is semi-functional or not when it is generated by normal/semi-functional key
update information and a normal/semi-functional secret key. Especially, in the
security proof of the Lewko-Waters HIBE scheme, in order to prevent that the
simulator B attempts to test itself whether key is semi-functional by creating
a semi-functional ciphertext and trying to decrypt, B is required to compute
a “nominally”semi-functional key only which still works for a semi-functional
ciphertext. Since there are many routes for generating decryption keys in the
RHIBE context, in the security proof we need to guarantee not only a decryption
key is nominally semi-functional but also a decryption key generated by key
update information and a secret key is nominally semi-functional.

2 Preliminaries

In this section, we give the definitions of complexity assumptions. Let G be a
group generator which takes as input the security parameter A\, and outputs
(n = p1paps3, G,Gr,e), where G and Gr be cyclic groups with order n, p1, pa,
and ps are distinct prime numbers, and e : G Xx G — G is an efficient, non-
degenerate bilinear map. We denote the subgroup of G with order m as G,,.
Here, for all X; € Gp, and X; € G, (i,j € {1,2,3}), e(Xs, X;) = 17 holds if
i £ 7.
Definition 1 (Assumption 1 [6]). Let (n,G,Gr,e) & G(1MN), n = pi1p2ps,
g & Gyp,, and X3 & Gp,- Set D := ((n,G,Gr,e),9,X3). We say that
Assumption 1 holds if for all probabilistic polynomial-time (PPT) adversaries
A, |Pr[A(D,Ty) = 1] — Pr[A(D, Ts) = 1]| is negligible, where Ty & Gpip, and
$
TQ — Gpl .

Definition 2 (Assumption 2 [6]). Let (n,G,Gr,e) & G(1"), n =

pipeps, 9.X1 & Gy XY & Gy, and X3V & Gy, Set D =
((n,G,Gr,e), g, X1 X2, X3,Y2Y3). We say that Assumption 2 holds if for all PPT

adversaries A, | Pr[A(D,Ty) = 1]-Pr[A(D, Ty) = 1]| is negligible, where T} Rl
and Ty & G, p,

Definition 3 (Assumption 3 [6]). Let (n,G,Gr,e) & G(1MN), n = pi1paps,
a, s & L, g & Gp,, X2,Y2, 2 & Gp,, and X3 & Gp,. Set D =
((n,G,Gr,e),g,9%Xo, X3,9°Ys, Z5). We say that Assumption 3 holds if for all
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PPT adversaries A, |Pr[A(D,Ty) = 1] — Pr[A(D,T) = 1]| is negligible, where
T =e(g,9)*® and Ty & Gr.

Next, we introduce the KUNode algorithm [1] which implements the CS
method. If v is a non-leaf node, then v; denotes the left child of v. Similarly,
v, is the right child of v. We assume that each user is assigned to a unique leaf
node. If a user, which is assigned to v, is revoked on time T, then (v,T') is added
into the revocation list RL.

KUNode(BT, RL,T) :
XY« 0
For ¥(v;,T;) € RL, ifT; <T, then add Path(v;) to X;
For W € X, ifv; € X, then add v; to Y;
if v,. € X, then add v,. to Y;
If |IRL| = 0, then add root to Y;
Return Y;

3 Revocable Hierarchical Identity-Based Encryption

In this section, we introduce the definition of RHIBE given by Seo and Emura [13]
as follows. In order to achieve history-free updates, Seo and Emura pointed out
that the following two situations are equivalent; (1) a user ID is not revoked at
time T, and (2) the user can generate the decryption key dkip r, and re-defined
the syntax of RHIBE from that of [9,11].

Definition 1 [13]. RHIBE consists of seven algorithms Setup, SKGen, KeyUp,
DKGen, Enc, Dec, and Revoke defined as follows.

Setup(1*, N, ¢): This algorithm takes as input the security parameter 1*, mai-
mum number of users in each level N, and mazimum hierarchical length ¢,
and outputs the public system parameter mpk, the master secret key msk,
initial state information sty, and empty revocation list RL. We assume that
mpk contains description of message space M, identity space I, and time
space T . For simplicity, we often omit mpk in the input of other algorithms.

SKGen(stpy,_,, ID|x): This algorithm takes as input stip), _, and an identity ID|y,
outputs the secret key skyp), , and updates stipj, _, .

KeyUp(dkp|, _,,7>Stip|,_,» RLip|,_,,T): This algorithm takes as input the revo-
cation list RLpy, _,, state information stp|, _,, the decryption key dkip, _, T,
and a time period T'. For k =1, we set dkjp|, _, 7 to be msk disregarding T'.
Then, it outputs the key update kujp, _, -

DKGen(skjpy,, kuipj,_,,7): This algorithm takes as input skipj, of ID|x and
kupp|, 7, and outputs the decryption key dkip, v of ID| at time T if ID|y
is not revoked at T by the parent.
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Enc(M, ID,T): This algorithm takes as input a message M, ID and the current
time T and outputs the ciphertext CT.

Dec(CT,dkjp,7): This algorithm takes as input CT and dkip 1, and outputs the
message.

Revoke(/D|y, T, RLp),_,): This algorithm takes as input ID|y and T, updates
RLp|,_, managed by ID|x_1, who is the parent user of ID|y, by adding
(D} T).

For any output Setup(1*, N, £) — (mpk, msk), any message M € M, any iden-
tity ID|, € Z where k € [1, /], any time T € 7, all possible states {stip|, }ic[1,5-1]
and all possible revocation lists { RLip|, }ic[1,k—1], if ID|x is not revoked on time
T, the following probability should be 1; ¢ is initialized by 1. While i € [1, k],
repeatedly run

SKGen(st.D‘Fl, |D|1) — SkID\ﬁ

KeyUp(dkip),_, 7, stip|,_,» RLip|,_,) — kuip|,_,,7;

DKGen(sk.Dh, kUID|i,1,T) — deD|i,T;

1— 1+ 1;
Finally, compute Enc(M, ID[;,T) — CT and Dec(CT,dkp|,,7) — M'. The per-
fect correctness requires that the probability that M = M’ to be 1, where the
probability is taken over the randomness used in all algorithms.

Next, we give the security model for RHIBE defined by Seo and Emura [13].

It is worth noting that the SKGen oracle returns not only skip but also stp.
So, security against insider is considered. They also considered decryption key
exposure resistance [10,12]. In this paper, we additionally consider adaptive-ID
security.

SKGen(+): The oracle takes as input ID, and outputs skp and stp.

DKGen(-,-): The oracle takes as input ID and T', and outputs dkp 7.

KeyUp(+,-): The oracle takes as input ID|;_1 and T, and outputs kupp|,_,,r- If
k = 1, it means that A asks the key updates for the first level users generated
by the KGC.

Revoke(+, -): The oracle takes as input ID|;, and T, and adds a pair (ID|x,T’) into
RLpj,_,, where ID|;_; is the parent of ID|.

Given a RHIBE scheme RHIBE = (Setup,SKGen, DKGen, KeyUp, Enc,
Dec, Revoke) and an adversary A = {A;, A2}, we define an experiment
Expg}?}%lgpr(IA, N, ¢; p), where p is a random tape for all randomness used
in the experiment. Let O be a set of oracles (SKGen(-), DKGen(-,-), KeyUp(-, ),

Revoke(:, ).

Expruzse s (AN, 6p)

(mpk, msk) < Setup(1*, N, ¢); (ID|}.., Mg, My, state) — AL (mpk);

b < {0,1}; CT* — Enc(M;, ID[5., T*); b — AS(mpk, CT*, state);
{ 1if b =" and the Conditions are satisfied

Return

0 otherwise
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1. Mg and M7 have the same length.

A has to query to KeyUp(-,-) and Revoke(-,-) in increasing order of time.

3. A cannot query to Revoke(-,-) on time T if it already queried to KeyUp(-,-)
on time 7.

4. If ID|}, is queried to SKGen(-) on time T, where k¥’ < k* and 7" < T, then A
must query to revoke the challenge identity ID|}. or one of its ancestors on
time TV <T" < T.

5. A cannot query decryption keys dk|D|;,,T* of the challenge identity or its

N

ancestors on the challenge time T™*, where k' < k*.

The advantage is defined as

1
Advrifigpa (N0 = | PriBxpRyzie s (W N bip) = 1] = 5
Definition 2 (IND-RID-CPA). We say that RHIBE is IND-RID-CPA
secure if for any polynomials N and ¢ and probabilistic polynomial time algo-
rithm A, the function Adv%NI?jgg?ACPA(/\,N, ) is a negligible function in the
security parameter .

4 Proposed Adaptive-ID Secure RHIBE

In this section, we give the proposed RHIBE scheme based on the Lewko-Waters
HIBE scheme. A decryption key dkip|, 7 can be computed from a (long-term)
secret key skip|, and kujp|,_, 7 if ID| is not revoked at T skip|, is the same as
that of the Lewko-Waters HIBE scheme, except that g% is replaced to Py for a
history-free construction as in the Seo-Emura RHIBE scheme [13]. That is, the
secret key generation algorithm does not require any secret information from the
ancestors but skip|, is necessary to compute a decryption key, namely P, called
msk-shade, plays the role of a delegation key.

In the description, if k& = 1, then skyp|, , means msk, BTp|,_, means BTy,
and kuip,_, 7 means kugr. We remark that kug 7 in [13] has the special form
such that kugr = {(P; 'gS(u'Th"), g'*)}e, i.e., no g™ part is contained. We
explicitly define IDy = |y as the identity of KGC and add the g™ part to kug r in
order to fix the form of key update information. This is necessary for employing
dual system encryption since it is not guaranteed that a decryption key generated
by semi-functional kug 7 is also semi-functional if kug 7 has a special form.

Setup(1*, N, ¢): Run G(1*) — (n = p1p2p3, G, G, e). Choose random elements

g, h,v,ug,uy ... ug,u’ b & Gyp,, X3 & Gp,, and a random integer o & Loy,
Publish
mpk = {ga ha U, ULy - -+, Ug, e(g’g)a’ul, h/,XB}

and keep msk = « in a secure storage.
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SKGen(stip|,_,,ID[x): The state information stp|, ,, which is kept by ID[y_1,
contains the binary tree BTp|, _,. For ID[x = (lo, l1,...,Ix), assign a random
leaf node of BTp|,_, to ID|;. For each @ in path(ID|;) C BTpj,_,, recall

Py if it is stored. Otherwise, choose Py & Gp, using g, assign and store
it in the corresponding node in the tree. For each 6 € Path(ID|;) choose
Rg79,R379,R;€+179,...,Rg,g & Gy, using X3 and 7y & Z,. Compute and
output skip|, defined as

| 7 / T T 7
Py(ulo - ul*h) e RL 5, 9" Ry 9, u"® Rklg...u"RM} )
{( ( 0 k ) 3,00 0 U 14Vk+1,0, )y Uy , ) 6Path(ID )

KeyUp(msk, stg, RLg, T'): The state information sty contains the binary tree BTy.
Compute a set KUNode(BTy, RLg,T). For each 8 € KUNode(BTy, RLg,T)
recall msk-shade Py if it is defined. Otherwise, a new msk-shade at 6 is

chosen such that Py & Gy, using g, and store it in the corresponding node
in the tree. Finally, the key update kug r is generated as follows: Choose
r9,tg & Z,, and 33797R379,Rg’0,R179,...,R[ﬂ & Gyp, using X3 for each
0 € KUNode(BTg, RLg,T) and compute kug 7 as follows.

(P g™ g by W) Ro0, g™ Ry g, 9" RS g i Rug - i Rea) }
where the set is for every 6 € KUNode(BTo, RLo, T).
DKGen(SIﬂle, kP|D|k_1,T2: Let Ile = (IQ7 ey Ik) Parse kU|D|k_1,T = {Zloﬁ,

aig, G20, brg,...,beotoes and skp), = {(ao,0,01,0,br41,0,---,b0,0)}0es,
where S and S’ are sets of nodes. If (ID|x,-,-) € RLp|,_,, then there should
be at least one node 6 in Path(ID|;) N'S. For such 6, compute

(A07 A17 A2) Bk-‘rl,'-')Bé)

~ 7 . - ~ ~
= (0,0 - Go,0 b p, @10 a1,0, G2,0, k1,0 Okt1,0,-- -5 D00 - beo).

Finally, re-randomize the result and output it as dkjp|, 7. We explain how
to re-randomize it later.

KeyUp(dkp),_,,7stio,_,» BLipy,_,> T):
For each § € KUNode(BTp|, ,,RLip|,_,,T), recall Pp if it is stored.

Otherwise, choose Py & Gp, using g and store it in the correspond-
ing node in the tree. Let dkip|,_, 7 be (Ao, A1, Aa, By, ..., By). For each
¢ € KUNode(BTp|,_,, RLip|,_,,T), re-randomize the decryption key with

$ .
fresh randomness 74,%0,50,0, 51,6, 52,0, 5% 9,--+>519 — ZLpn so that obtain

(a0,6,a1,0,02,0,bk,0,---,bep). Finally, kuip|,_, r is generated as

—1
{(Pg ao,6, a1,6, 42,6, bk,o,---,be,e)} .
9€KUNode(BTpp|, ,,RLibj,_,:T)

Enc(M,ID|x,T): Let ID| = (lo,-..,lx). Choose an integer s & Z,, at random
and compute

CT = (M -e(g,9)*, g° (ug---uph)®, (WTh)*).
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Dec(CT,dkp|,,7): Let ID|[x = (lo,...,lx). Parse CT = (C’,Co,C1,C>) and
dk|D|k,T = (AQ, Al, AQ, Bk+17 . ,Bg). Output c - W
Revoke(ID|x, T, RLp),_,,Stip|,_,): Find a leaf node (p|,, associating with ID|,

in BT\p|,_,. Update RLip|,_, by adding a triple (ID|x, T’ {ip|,)-

Correctness: From the shape of the ciphertext for ID|y and T, we
can easily see that if dkpj, p is of the form (g (ug ~~~u|k"'h)’“(u’Th’)t .
g"R3, 'Ry, bpr1Ri+1,...,bRy), then the DKGen algorithm correctly outputs
the plaintext with probability 1. We show that dkp), 7, which is obtained by &
times repeatedly performing SKGen, KeyUp and DKGen, is of the desired form
(9% (ug - uph)" (WTh') Ry, g"Rs, ¢'RY, uj, i Ryi1,...,ujRy) for some r and
t. Then, it is sufficient for the perfect correctness. To this end, we will use the
mathematical induction; for the first level ancestor, skip|, and kup,r are respec-
tively defined as

P lo |1hr9R/ , TR , 7‘9R e ?“eR } and
{( o (ug uy' h) 3,009 113,60, Ug" 112,09 ug” Rep) 0cPath(ID|;) "

{(Pglgo‘(ug’h)ré (u'Th)" R 9, gTé R§737gt9]§g79, ugé Rig,... mZéRLg)}g,
where ¢ € KUNode(BTy, RLg,T'). For 6 € Path(ID|;) N KUNode(BTg, RLg, T),
dkip), is equal to

(9“(“:)%'11}1)””;’ (u ') ( é,eR/:s,ele,e), 9T9+T;’Rs,97 9" Rs. 9,

! — ’ —
uy’ " (Ro g Ra ), .. uy (Rz,eRz,e))

and later it is re-randomized. Thus, dkp|, is of the desired form. As in the similar
confirmation, we can check the case of k > 2 under the assumption that dkipj, _,
is of the above form.

Decryption Key Re-randomization: The decryption key for ID|, =
(lo,...,1x) at T has the form (¢*(u®---uph)"(WTH)'Ry,  g"Rs,
g'RY, uj Rpy1,...,ujRy). Since uy’s, h, g, v/, b’ and X3 are publicly available,
anyone can re-randomize dkp|, 7 := (ao, a1, a2, bx41,...,br) by computing

| | T o IT Nt ys "'y t' ys
(ao(uoo--ﬂk’“h)r (W™ R X3°, a19” X3, axg" X532,
r Sht1 35
bk+1uk+1X3 7...,b[uZ X3

. $
/ / / /
with randomly chosen ', ', s0, 81,52, 8}, 1+, 8) < Zn.

Theorem 1. The proposed RHIBE scheme is IND-RID-CPA secure under
Assumptions 1, 2, and 3.
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Before giving the proof, we explain our strategy. In particular, how to apply
dual system encryption methodology to R(H)IBE. In dual system encryption,
normal ciphertext can be decrypted by using either normal decryption key or
semi-functional key, but semi-functional ciphertext cannot be decrypted by using
semi-functional decryption key. In R(H)IBE, a decryption key dkip 7 is computed
from a secret key skp and key update information kup. So, in our strategy, we
newly define normal key update information/secret key and semi-functional key
update information/secret key.

— From a normal secret key and normal key update information, a (non-revoked)
user can compute a normal decryption key.

— From a semi-functional secret key and normal key update information, a (non-
revoked) user can compute a semi-functional decryption key.

— From a normal secret key and semi-functional key update information, a (non-
revoked) user can compute a semi-functional decryption key.

— From a semi-functional secret key and semi-functional key update information,
a (non-revoked) user can compute a semi-functional decryption.

Due to the functionality of RHIBE, we further need to consider the cases that
key update information is generated by decryption keys.

— From a semi-functional decryption key, the KeyUp algorithm outputs semi-
functional key update information.

Remark: It is particularly worth noting that, in the security proof of the Lewko-
Waters HIBE scheme, the simulator B is compelled to be able to only create a
“nominally” semi-functional key, which still works for a semi-functional cipher-
text, in order to prevent that B attempts to test itself whether key is semi-
functional by creating a semi-functional ciphertext and trying to decrypt. Since
there are many routes to create decryption keys in the RHIBE context, we need
to guarantee that still B can only create a nominally semi-functional key regard-
less of the decryption key generation route.

Semi-functional Ciphertext: Let g be a generator of G,,, and let
(C',Cy,C1,Ch) be a ciphertext generated by the encryption algorithm.
Choose z, 2, & Zy, and set (C",C{,C1,Ch) = (C',Chgs, Crg57, Ch).

Semi-functional Secret Key: Let {(agg,a} 5,0} 1 ,---,b59)}0 be a secret

key skip|,_, by the SKGen algorithm. Choose zj & Z., and for each 6
3

choose Y9, zit1,0,- -, 200 < Zn, and set {(aop,a1,0,kivr6,---,keo)to =

{(afO,OggSZkaal,@g;97ki+1,ag;6 1+1=97 ey kf,@gge 1{‘6)}9-

Semi-functional Key Update Information: Let {(ag,a) g,a5,
~§+179, . .,12;2,9)}9 be key update information kuip,_, 7 by the KeyUp
algorithm. Choose z, & Z,, and for each 6 choose g, zi11,6,.--, 20,0 & /.
and  set  {dog,a1,0,a2,0, kiv10,--- Keote = {(ah 093", a) 095",

~/ 7/ Y6Zi+1,6 71 YoZe,6
s 95 kii1.092 IEEEERTN1D) )}
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Semi-functional Decryption Key: Let (Af, A}, A5, Bi ,...,B)) be a
decryption key generated by the DKGen algorithm. Choose
3
’yvzkvzi+17~~~7zf — Zna and  set (AOaA17A27Bi+17“~7BE) =
Zi
(46927 Arg3: Ay, Bioaga ™™ Bygs™).

Semi-functional CiphertextxNormal Decryption Key: Let a semi-
functional ciphertext be CT = (M - e(g,9)**, ¢°¢%, (u---ul h)s 57c,
(w'Th')*) and and a normal decryption key be (g®(ug ---uih)"
(u'Th )RS, g"R3,g' RY ,biy1 Rit1, - -.,beRy). Then, the Dec algorithm com-
putes

e(g" Ry, (ug -~ ui'h) g5 )e(g'RY, (WTH)*) 1
e(g” (%"---u h)" (wTh')' Ry, g°g5) e(g,9)*°

Therefore, the Dec algorithm normally works.

Semi-functional CiphertextxSemi-functional Decryption Key Let a
semi-functional ciphertext be CT = (M - e(g, 9)**, ¢°¢%, (ul? -- u h)s “‘,
w'Th')*) and a semi-functional decryption key be (g*(uf ---uih)"
0
(u'Th ) Rygy™ 9" Ragy, g' Ry, bit1Riv199 ', ... byRegy™). Then, the Dec
algorithm computes

el o (- 105" el B (W) _ elgn, )

e(ga( . ) ( ’Th')thggz’“,gsg%) e(g,g)o‘s

That is, as in the Lewko-Waters HIBE scheme, when a semi-functional key is
used to decrypt a semi-functional ciphertext, the Dec algorithm will compute
the blinding factor multiplied by the additional term e(gs, go)*Y(*=%). If
Ze = 21, then the decryption still works and we say that the decryption key
is nominally semi-functional.

Organization of the Proof: In the following security proof, first the challenge
ciphertext is changed to be semi-functional. Next, a decryption key is changed
to be semi-functional one by one. We remark that key update information gen-
erated by a semi-functional decryption key is also semi-functional. That is, we
need to consider the following case: A issues a decryption key query for ID|; and
the simulator B sends a normal decryption key. Later, A issues a decryption
key query of its ancestor’s identity, say ID|;—1, and B sends a semi-functional
decryption key. Moreover, A issues a secret key query of this identity ID|;—; and
B sends a normal secret key. Then, A can compute key update information from
the semi-functional decryption key, and therefore can compute a decryption key
of ID|; by myself. Then, a decryption key is semi-functional. So, we need to guar-
antee that all decryption keys appeared in the games are normal or nominally
semi-functional regardless of its generation routes.

Next, key update information is changed to be semi-functional one by one.
Though each kujp,r contains O(Rlog(N/R))-size subkeys, we replace all subkeys
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simultaneously since the differences of subkeys are randomness part only. As in
the previous games, we need to guarantee that all decryption keys appeared in
the games are normal or nominally semi-functional regardless of its generation
routes.

Next, a secret key is changed to be semi-functional one by one. Though each
skip contains O(log N)-size subkeys, we replace all subkeys simultaneously since
the differences of subkeys are randomness part only. Finally, the plaintext of the
challenge ciphertext is replaced as a random value.

As the most different point between HIBE and RHIBE, an adversary is
allowed to obtain the secret key of the challenge identity (or its ancestors).
In the scheme, for history-free update, no ancestor’s secret value is contained
in secret keys. Moreover, the simulator can choose state information Py directly
(which helps us to prove insider security). Therefore the simulator can gener-
ate the secret key of the challenge identity (or its ancestors) directly. So, in the
following all games, B chooses Py and stores it as state information.

Let Game,..,; be the real security game. The next game, Game,¢stricteq 1S the
same as Game,.,; except that the adversary is not allowed to issue key generation
queries for identities which are prefixes of the challenge identity modulo pa.

Lemma 1 ([6]). Suppose there exists an adversary A such that
GamereqtAdv 4 — GamerestrictedAdv g = € Then, we can build an algorithm
B with advantage > €/2 in breaking Assumption 2.

The next game, Gamey is the same as Game,.¢s¢ricteq €xcept that the challenge
ciphertext is semi-functional.

Lemma 2. Suppose  there  exists an  adversary A  such  that
GameyestrictedAdv 4 — GamegAdv 4 = € Then, we can build an algorithm B
with advantage € in breaking Assumption 1.

Proof. First, Bis given (g, X3,T). B chooses a, ag, . . ., ag, b & Z,, and sets g = g,
u; = g% (i € [0,4]), and h = g*. Moreover, BB guesses T* (with success probability

at least 1/|7), and chooses ¢, d & Z,, and sets v’ = ¢¢ and I’ = '~ ¢%. B
sends public parameters mpk™"W = {n, g, h,ug, ..., up, e(g, 9)% v, h', X3} to A.
For a key query ID|; = (lg,...,l;), B generates a normal secret key key as

$
follows. B chooses rg,ts, ws,vj, 6, - - .,V < Zp for each 0, and computes

{(Patuly -y Xy g7 X0 X0 X

Since B knows «, B can answer all key update information, secret key, and
decryption key queries. B generates normal values for these queries.

A sends two messages My and M; and the challenge identity ID

ke =
(155 -+, 1j-) to B. B chooses b i_ {0,1}, and computes C" = M, - e(T, g)*,
Cy = Tolottawliatb 0y = T and Cy = T? Here, the G,, part of T
is implicitly set g° and the G,, part of T is implicitly set (u’T h')s if B’s
guessing is correct. If T € Gy, p,, then this ciphertext is semi-functional with
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ze = a1l] + -+ ap<lj. + b. If T € Gp,, then this ciphertext is normal. So, B
uses the output of A for breaking Assumption 1. ]

For the number of decryption key queries gq, Gameik (k € [1, qu]) is the same
as that of Gramezk_1 except that the first k& decryption keys are semi-functional
and the rest of the keys are normal. We remark that GameS* = Game.

Lemma 3. Suppose there exists an adversary A such that Gamegl:lAdvA —

GamezkAdvA =€ Then, we can build an algorithm B with advantage € in break-
ing Assumption 2.
Proof. First, B is given (g, X;Xo, X3,Y2Y3,T). B chooses a,ag,...,asb &
Zp and sets ¢ = g, u; = g% (i € [0,4]), and h = g° Moreover, B
guesses T* (with success probability at least 1/|7|), chooses ¢, d & Zp, and
sets v/ = ¢° and A = u’fT*gd. B sends public parameters mpk™W =
{n,g,h,ug,...,up,e(g,g9)* u',h', X35} to A. Since B knows «, B can answer all
key update information and secret key queries. B generates normal values for
these queries.

For the i-th decryption key query (ID|;,T) where ID|; = (lo,...,l;)
and ¢ < k, B generates a semi-functional decryption key. B chooses

rztw,w, zig, .. 2 & Z,,, and computes
| I T ’
(9% (ug - ujh)"(u" W) (YaY3)*, g"(YaY3)", g' Xy,
’U/§+1(Y2Y3)ZJ+17 oo 7UE(Y2Y3)ZZ)'
For ¢ > k, B generates a normal decryption key by using «. For i« = k, B
sets z = aglo +- - -+ a;l; +b, chooses t,w, w', wji1,...,wy & Z,,, and computes
dkip),, 7 = (g~ (u’Th’)th”,T, th;',TaHng’f“,. . ,TWX;:”_). T € Gp,pss
then this key is normal where the G,, part of T is set as g". If T' € G, this key

is semi-functional.
A sends two messages My and M; and the challenge identity ID

k=
(1§, .., 1%.) to B. B chooses b & {0,1}, and computes C' = M, - e(X1 X2, 9)%,
Co = (X1 Xp)®lotFanli-tb 0 — X, X, and Cy = X{. Here, X is implicitly
set ¢° and 2. = aoly+- - +ag-15. +b. If T € G, p,, then B has properly simulated
Game$* |. If T € G, then B has properly simulated Gameg*.

If B tries to test whether the answer of k-th decryption key query dkip|, v
is semi-functional or not by computing a semi-functional ciphertext, B can only
create a nominally semi-functional decryption key with 2z = z.. The answer of
k-th decryption key query dkip|, r is nominally semi-functional since z; = z. So,
we have to consider the case that key update information kuip|, 7 is generated
by this dkip|, 7 (then kup|, 7 is semi-functional), and dkp),,, r is computed by
kuip|;,7 and a normal secret key skip|,, ,. kup|, 7 is represented as

{(Pe—lgaTzk (ulog N uljg h)re (u/Th/)t+t9X§U+SO,6’ TgTQX;I,G’ gt+t9X;U/+s2,9,
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! ’
Paj41,,T0 Wi+1+85110 Fag, re yWetSee
T4 gl Xy s T4y’ X ) ,
$ .
where g, tg, 50,9, 51,0, 52,0 53‘+1 s+ Sy < Ly are chosen for each 6. Then since
a normal secret key skip|,,, is represented as

| lit1\7) ot r g g
{(PG(UOO”'UJ‘J+1h) "R5 9,9 R30,u% 1 Rjv1,0,- -, u," Rey) o
the first component of dkip|,,, 7 is represented as

gaT2k+aj+1|j+1 (ulé’ L ulgj-rll h)r9+r/9+r' (u/Th/)t+zg+z’(X;0,9+(wj+1+s}+1,9)|j+1+80 Réyg)
where r',t', s € Z,, are for re-randomization. As we can see, dkip|,,, T preserves
the form with 2} := z; + a;411;41 and therefore, dkip|;,,,7 is nominally semi-
functional.

From the above estimations, we confirmed that even if B tries to test, B can
only create a nominally semi-functional decryption key. So, B uses the output of
A for breaking Assumption 2. O

For the number of key update information queries gy,, Gamel” (k € [1, gcu]) is the

same as that of Game',‘c”_1 except that the first k key update information are semi-
dk

functional and the rest of these are normal. We remark that Gamef" = Game, .

Lemma 4. Suppose there exists an adversary A such that Game';‘ilAdvA -

Gamel,;”AdvA =€ Then, we can build an algorithm B with advantage € in break-
ing Assumption 2.

Proof. First, B is given (g, X1 X2, X3,Y2Y3,T). B chooses a,ag,...,azb &
Zn and sets g = g, u; = g% (i € [0,4]), and h = g°. Moreover, B
guesses T* (with success probability at least 1/|7|), chooses ¢, d & Zy, and
sets v/ = ¢¢ and W = u’_T*gd. B sends public parameters mpk™W =
{n,g,h,ug,...,use(g,9)* v, h', X3} to A. Since B knows «, B can answer all
secret key and decryption key queries. B generates normal secret keys. Moreover,

B computes semi-functional decryption keys of (ID|;,T) where ID|; = (lo, ..., ;)

as folows. B chooses r, z,t, w, W', zj41,0, - .-, 20,0 & Z.,, and computes
I T /
(g™ (ug - wlh)"(u” W) (YaY3)?, g7 (YaYs)", ' X3,

wi g (YaY3)% 40 up (YaY3)).

For the i-th key update information query (ID|;,T") where ID|; = (lo,...,1;)
and i < k, B generates semi-functional key update information kup|, 7 as follows.

3
B chooses 19, 29, to, Wo, Wy, Zj 41,0, - - -, 20,0 < Ly for each €, and computes

(P gl o e () (VX)o7 (YY), gl Xy,
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u;il(yvz}/s)zﬁl,e’ . 7u29 (5@}/3)2@,9)}9.

For i > k, B generates normal key update information by using «. For i = k, B

3
sets z = aglo + - - - + a;l; + b, chooses vy, tg, wo, Wy, Wjt1,9,...,Wee — Ly, and
computes kuip|, 7 as

{(rtge o=y Xye, T, gt xy,

Treassr xWit1o TW@XWS)} .

3 R 3 0

If T € Gy, ps, then this key is normal where the G,, part of T7¢ is set as g"®. If
T € G, this key is semi-functional.

A sends two messages My and M; and the challenge identity ID

ke =
(1§, ..., Iz) to B. B chooses b & {0,1}, and computes C' = M, - e(X; X2, 9)%,
Cy= (X1X2)‘10'3‘*""'*'“’6"‘':*'H’7 Cy = X1Xs, and Cy = X{. Here, X; is implicitly
set ¢° and 2. = aoly+- - +ap-15. +b. If T € G, ,,, then B has properly simulated
Gamei‘il. If T € G, then B has properly simulated Gamezu.

As in Gamef’, we can easily check dkip|,,, 7 is a nominally semi-functional
decryption key in the case that dkip|, , r is computed by kuip|, 7 and a normal
secret key skipj,,,. So, B uses the output of A for breaking Assumption 2. [

For the number of secret key queries g, Gamezk (k € [1, gsk]) is the same as that

of GameS* | except that the first k secret keys are semi-functional and the rest
ku

of keys are normal. We remark that Game§* = Game,, .

Lemma 5. Suppose there exists an adversary A such that GamezkflAdvA —
GameZkAdvA = € Then, we can build an algorithm B with advantage € in break-
ing Assumption 2.

Proof. First, B is given (g, X1 X2, X3,Y2Y3,T). B chooses «,ag,...,asb &
Zn and sets ¢ = g, u; = g% (i € [0,4]), and h = g° Moreover, B

guesses T* (with success probability at least 1/|7|), chooses ¢, d & Z,, and

sets w' = ¢g¢ and A = u’fT*gd. B sends public parameters mpk™W =
{nagv ha Ugs - - -, Ug, e(gag)avulv hleB} to A.
For a decryption key query (ID|;,T) where ID|; = (lo,...,l;), B computes a

semi-functional decryption key dkpj; 7 as follows. B sets 2, = aglo+---+a;l;+b,

$
and chooses 7, z,t, w,w’, zj41,0, ..., 20,9 < Ly, and computes

(g% (ug - uf h)" (/TR (YaY5)*%, g7 (YaYs)"™, g' XY,

u§+1(Y2Y3)Zj+IZk’ cee 7UZ(YQY3)ZMI€)~

Similarly, for a key update information query (ID|;,T) where ID|; =
(lo,---,1;), B computes semi-functional key update information kuip, 7 as
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follows. B sets z, = aglo + --- + a;l; + b, and chooses 79, 25, tg, wo,

Wy Zj41,0, -+ - » 20,0 & Z,, for each 8, and computes
{(Pe—lga(ugo . u']J h)’l"g (U/Th/)tg (Y2}/3)Zé’2k, gr9 (}/2)/3)11)97;;‘,’ gth;Ué7

W (YY) e L (VoY) o) }

For the i-th secret key query ID|; where ID|; = (lo,...,l;) and i < k, B generates
a semi-functional secret key skip|; as follows. B sets 2 = aolo + -+ + a;1; + b,

chooses 1y, zg, tg, Wy, w{97 Zj41,0, -5 20,0 & Z,, for each 0, and computes
P lo Ijh ) /Thl to Y Y 292k T Y Y W 2k to Xwé
( O(UO"'UJ' ) (U ) (2 3) ) 9 ( 2 3) y g 3

W (VaYa) 5o (YY) )

For ¢ > k, B generates normal secret keys. For ¢ = k, B sets z = aglo + -+ +

$
a;l; + b, chooses g, to, wg, Wy, Wjt1,0,--.,We,0 < Ly, and computes skip|, as
_ T _ r_ ) . _
{(Paos (w0, gt XG0 Toome X L T ) |

If T € Gy, ps, then this key is normal where the G,, part of T7¢ is set as g"°. If
T € G, this key is semi-functional.
A sends two messages My and M; and the challenge identity ID

k=
(1§, ..., I5) to B. B chooses b & {0,1}, and computes C' = M, - e(X; X2, 9)%,
Cy= (X1X2)00'3+'“+%*'Z*+b7 Cy = X1Xs, and Cy = X{. Here, X; is implicitly
set ¢° and z. = agl§+- - -+ag-15. +b. If T € Gy, ,,, then B has properly simulated
Game* . If T € G, then B has properly simulated Game$*.

If B tries to test whether the answer of k-th secret key query skip|; is semi-
functional or not by computing a semi-functional ciphertext, B can only create
a nominally semi-functional decryption key with zp = z.. Let us consider the
case that a decryption key dkip|, r is computed by semi-functional key update
information kuip|,_, 7 and skip|,, where kuip|,_, 7 is defined as

{(Pe—lga (u:)o . uljj—_ll h)ré (u/Th/)tg (Y2Y3)Zézk, gte X;U;’7

w (VoY) 507, up? (VoY) ™0 |,

For some 6, the first component of dkip|; 7 output by the DKGen algorithm
is represented as

gaT'ygzk (uz)o L u‘ljj h)rg+r9 (u/Th/)t;+t9 (YQYg)Zk (z9+25,0l5)

That is, the G, part of this value can be represented as g5 * for some v € Z,,.
Therefore, dkip|, 7 is a nominally semi-functional decryption key.
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Similarly, we have to care about the case that ku|D‘j71’T is computed a semi-
functional decryption key dkip|,_, r, and dkyp|, 7 is computed by kuip|,_, 7 and
skip|,- Since kujp|,_, 7 is computed by multiplicating Pgl to dkip|;,7 and the
re-randomization process is independent of the Gy, part, dkp|, 7 is a nominally
semi-functional decryption key.

From the above estimations, we confirmed that even if B tries to test, B can
only create a nominally semi-functional decryption key. So, B uses the output of
A for breaking Assumption 2. O

The next game, Gameyfinq is the same as Gaumeflk except that the challenge

ciphertext is semi-functional of a random message (not one of the challenge
messages).

Lemma 6. Suppose there exists an adversary A such that Game S Advg —
GamefingAdv 4 = € Then, we can build an algorithm B with advantage € 1n
breaking Assumption 3.

Proof. First, B is given (g, g% Xo, X3,9°Ys, Zo,T). B chooses aq, ..., as,b h L,
and sets g = g, u; = g% (i € [0,4]), h = ¢°, and e(g,9)* = e(9*X2,9).
Moreover, B guesses T* (with success probability at least 1/|7|), chooses
c,d & Zn, and sets v/ = ¢¢ and b/ = u’fT*gd. B sends public parameters
mpk™W = {n g, h,ug, ..., uselg,g)% u',h', X3} to A.

For a secret key query ID|; = (lp, ..., 1;), B generates a semi-functional secret

3
key as follows. B chooses cg,79,t0,Ws, 20, 2j4+1,0, - - - 2,6, Wj+1,05 - - -, We,0 < Ly
for each 0, and computes skp|, as

{(PGZSG(UIUO"'UIJ?}L)TBXS vgreZQZG 367

79 ZZJ+1 SXU’J+1 .0

ro 72,0 v We,0
i, o 25Xy )

0

For a key update information query (ID|;,7") where ID|; = (lo,...,l;),
B generates semi-functional key update information as follows. B chooses

$

! !

€o,T0,t0, Ty, Wo, Wy, 20, Zj41,0 - - - 20,0, Wj41,0,---,Wpe < 2Ly for each 60, and
computes kup|, 7 as

{(Pe—lgaXQde (u:)o o h)” (u/Th/)tane’ g"e Z;"Xte, gteX“’e

79 ZZJ+1 SXwJ+1 .0

ro 72,0 v We,0
e, o 25Xy )

0

For a decryption key query (ID|;,T) where ID|; = (lop,...,l;), B
generates semi-functional decryption key as follows. B chooses c,r,t,t', w,

3
/
W2, 2y ey 20, Wit 1, -+ o We < Ly, and computes dkip; T as

(0% C IJ T T w T z / w’
(9 XQZQ(UI(?"'“J‘ h)" (' h’)th, g ZQX?t,a th3 )
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T Zj+1 Yy Wi+1 T r7Ze YWy
uli g Zy T Xy 25 XS ).

A sends two messages My and M; and the challenge identity 1D

"
k*
(1§, ..., 1%) to B. B chooses b & {0,1}, and computes C' = M, - T, Cy =
(g°Yo)®lot-tarliatb O — 5V, and Cy = (¢°Ya)® If T = e(g,9)®*, then
C" = Mye(g, g)**. Therefore, this is a semi-functional ciphertext of M. If T is
a random element of G, then this is a semi-functional ciphertext of a random
message. So, B uses the output of A for breaking Assumption 3. O

5 Conclusion

In this paper, we propose the first adaptive-ID secure and scalable RHIBE
scheme. Moreover, our construction has the advantages of the Seo-Emura RHIBE
scheme [13]; that is, it has the history-free update, security against insiders,
short ciphertexts, and decryption key exposure resistance. Since our scheme is
constructed over composite order bilinear groups, it is a natural open problem to
construct adaptive-ID secure RHIBE scheme over prime order settings. Lewko’s
technique for prime-order construction [5] might be useful for this problem.
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