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Abstract. Delegation of access control (i.e. transferring access rights on a
resource to another tenant) is crucial to efficiently decentralize the access control
management in large and dynamic scenarios. Most of the delegation methods
available in the literature are based on the RBAC or ABAC models. However,
their applicability can be hampered by: (i) the effort required to manage and
enforce multiple roles for each delegatee (i.e. access roles and delegated roles)
and (ii) the efforts required to specify constraints for the enforcement of the
delegated roles or policies. Moreover, the performance of these methods
decreases proportionally as the number of users increase. To tackle these issues,
we propose an ontology-based delegation framework that enhances the standard
XACML delegation profile by modeling the delegation logics in an ontological
way. By means of the ontology, the operations of delegation, verification and
revocation of access rights can be performed on the workflow generated by
instantiating the ontology classes and their interrelations according to the entities
involved in the delegation. By exploiting these workflows, we propose a
cost-effective algorithm that performs delegation operations without involving
any human intervention.

Keywords: Security - Access control - Delegation - ABAC - XACML -
Ontology

1 Introduction

In the field of information security, access control management is a method to manage
the access to the resources based on the identity of the users [1]. Delegation is one of the
mechanisms to manage access control in a flexible way [2], wherein, users can transfer
their access rights to other entities on a particular resource. Most of the delegation
mechanisms are based on the role-based access control (RBAC) model [3], where access
rights are delegated in the form of roles. Few models rely on the attribute-based access
control (ABAC) model [4] for delegation, where delegation is managed by using
policies instead of roles.
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XACML delegation profile [5] is one of the delegation mechanisms that is based on
the ABAC model. In this mechanism, access rights on the resources are delegated in the
form of policies. In the XACML profile, reduction is a process that is performed to
validate the authenticity of the issuer of the policy. In this process, a graph of policies is
generated as a result of each access request for a resource, which contains the hierarchy
of the delegated policies. To generate a policy graph, the attributes of the access request
are searched (i.e. the delegatee and requested resource) within the policy delegated to the
requester and, then, edges between that policy and its delegated policy nodes are created
by matching the attributes of the entities within the hierarchy of the delegated policies
(attributes are the delegatee and its delegator). Then, the path of the graph, which
connects the owner of a resource and the requester with all the intermediate delegators,
is checked in order to verify the authenticity of the delegated policy of the requester. As
a result, decisions are made in the form of permit or deny access to the resource.

In this approach, the method to evaluate an access request, that is, generating a
policy graph and finding attributes within all policies for each access request, is a costly
solution in terms of performance. Figure 1 illustrates a graph generated as a result of
access request. The connection between the delegated policies represents the flow of the
delegation, whereas the edges determine the delegation decision, that is, the policy
permits (PP) the delegation or denies (DP) it to the other policy.

Policy 3 Policy 4
QO
R

Palicy 2

l-PP,DP

Policy 1
Trusted

Fig. 1. XACML delegation graph [5]

In the XACML delegation profile, the delegated policies defined by the delegators
on a common resource are maintained in a policy set. Thus, to process an access request
for a resource, this policy set is searched to find the required policies in order to generate
a flow of delegation in the graph of policies. This can result in a serious performance
overhead in a large scale environment dealing with a large number of delegatees during
the following actions: (i) searching within a large number of delegated policies on an
access request, and (ii) generation of the graph on each access request. Moreover, the
delegation graph is connected to the trusted policy, which differentiates with other
policies with the omitted policy issuer element, and there is no mechanism to validate
this trusted policy as the fields can easily be forged.
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1.1 Contributions

To tackle these issues, in this paper we propose an ontology-based delegation frame-
work that enhances the standard XACML delegation profile by modeling the delega-
tion logics in an ontological way. In contrast to previous methods [6-8], the
specification of constraints or authorization rules for each delegator and delegatee to
enforce delegation is not required; instead the proposed system automatically manages
delegation by using suitable algorithms (i.e. delegation and verification). This is
attained by a formal representation of the delegation workflow, which is made by
instantiating an ontology modeling the entities and their interrelations that are involved
in the delegation process. Moreover, it does not require generating rules or policy
graphs for each access request for a resource; instead the request is validated through
the interrelations of the entities. Furthermore, in order to build trust, each workflow of
the delegation is originated by the trusted policy that is digitally signed by the owner of
the resource. We next summarize the main contributions of our work:

e We propose an ontology that models the entities involved in the delegation process,
which includes subjects (i.e., delegators or delegatees), objects (resources or ser-
vices), policies (document that translate delegated privileges) and their interrela-
tions. This ontology facilitates to keep a track of who is delegating, what privileges
on a resource are being delegated and also provides an intuitive solution to verify
the attributes of the actors involved in the delegation.

¢ In contrast to the methods that verify the delegator’s authority through roles [9], our
system automatically verifies the authority through the attributes of the entities and
the policy of the delegator by following the interrelations of the entities (represented
as instances of the ontology) that lead to the trusted policy.

e Contrary to [8, 10], our system does not require the specification of rules, but it
automatically enforces delegation and verifies the delegated authority by using a
simple algorithm. In addition, our proposal does not require any additional rules to
implement the delegated policies; instead, it automatically implements a delegated
policy that combines the normal access policy and the delegated policy and also
resolves possible policy conflicts.

The rest of the paper is organized as follows. Section 2 presents our ontology-based
delegation framework. Section 3 provides a discussion on the scalability and perfor-
mance of the proposed system. Section 4 includes related works. Finally, Sect. 5
provides the conclusions and presents some lines of future work.

2 Ontology-Based Delegation Framework

We have extended the XACML delegation profile by modeling and incorporating an
ontology to model the access control and delegation workflow; this provides two main
benefits: (i) it is easy and intuitive to implement, since it clearly defines the semantics
(i.e. knowledge) of the delegation process, and (ii) the relations between the entities can
be defined and interpreted in an automatic way [11]. This ontology models the
knowledge related to the delegation process according to the entities involved in it
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(i.e. delegators, delegatees and resources) and their interrelations. According to this, the
actual entities involved in a particular delegation process are instances of the generic
classes modeled in the ontology and their interrelations represent the workflow of the
delegation. Therefore, to evaluate an access request for a resource, the authority of
the delegator, who has issued a policy to the requester, is verified by examining the
instance interrelations (which include the delegators’ hierarchy, the delegatee and the
delegated resource) instead of finding entities within the policies. With this mechanism,
the request attributes are only matched with the instances of the entities and their policy
is checked just once to get their related rules. By doing so, it avoids the overhead of
repeatedly examining each policy set (in order to find entities involved in the dele-
gation) and then generating a policy graph for each access request (as done in the
XACML profile). Moreover, it is also an intuitive way to validate the attributes of a
policy with the attributes of the entity instances (attributes can be the identities of the
delegator and the delegatee and their privileges).

In our model, a user can be assigned two types of policies (as shown in Fig. 2):
(i) an access policy (a policy defined for a particular user in order to allow or deny the
access to a given resource) and (ii) an administrative policy (a policy that enables a user
to issue access policies or delegated policies to other users). For example, in the access
policy defined in Fig. 2(a), the administrator allows user Alice to use the services of
printer-1, whereas in the administrative policy in Fig. 2(b), the administrator also del-
egates the possibility to issue policies on the same resource (access or administrative
policies) to the users of the employee category. In the rule attribute, the delegator can
define limitations on the delegation in order to grant a limited access on a given resource.
Moreover, the owner of the resource can limit the delegation (i.e. the number of times or
levels a resource can be delegated) by setting a value of an attribute of the policy, which
is reduced at each delegation level and added to the policy set of the delegatee. The
access rights cannot be further delegated if the attribute value reaches zero.

Policy lssuer: Admin Policy Issuer: Admin
Yy Al Subject: Employee
Subject: Alice o A
o Resource: Printer-1 Subject: Alice
Resource: Printer-1 . X !
N N Action: Print Resource: Printer-1
Action: Print . . N
. Delegatee: Alice Action: Print
Condition: Any - )
. Delegation Level: 5
Rule: Permit .
Rule: Permit
a) Access Policy b) Administrative Policy c) Access Request

Fig. 2. Examples of policies and access request

The policies defined by the delegator for the different users on the same resource are
managed in a document called a policy set. A policy set is a document written by an
issuer, which contains several policies (access or administrative policies) and may have
different rules for users on a common resource. In the XACML profile, a policy set is
maintained with respect to the resource that contains the policies of all the delegators
sharing privileges on a common resource. In contrast to XACML, in our model, each
beneficiary of the delegation maintains a separate policy set for its resource in a
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distributed way. As a result of an access request, only those policies are checked
according to the interrelations that are managed by the required delegators. For example,
if a delegator Alice is managing two resources, then she maintains two policy sets of the
delegated policies; as a result of an access request by the delegatee, only Alice’s policy
set (managed for intended resource) will be examined. The benefits of this approach are:
(i) decentralizing the policy sets, (ii) incorporating delegation for distributed environ-
ment, and (iii) improving the process of verification of the delegation authority.

2.1 Modeling ABAC as an Ontology

In ABAC, there are three main entities that are involved in managing access control:
subjects, objects and policies. Subjects are the owners of the resources and can control
the access to their resource objects (e.g. data, services, applications or network
resources) by writing access policies for other users. In these policies, the access rights
on the resource objects are managed by defining policy rules for other subjects. The
subjects and the objects are identified by their attributes, which are also used for taking
authorization decisions in order to manage access rights. During the authorization, the
policy rules are evaluated against the attributes of the subjects and the objects, and
access decisions are taken based on this evaluation. In order to automatically manage
the workflow of the delegation process, the attributes of the policies (shown in Fig. 2(a)
and (b)) can be used to create interrelations within the entities by modeling them as
ontology classes and their properties.

In the same way, subjects can delegate their access rights to others by using
attributes of the entities and by defining delegation policies. Therefore, we can define a
delegation workflow between subjects, objects and policies by modeling them in the
ontology and, based on the workflow, we can also make delegation and authorization
decisions. Hence, in our ontology, the entity types are represented as classes. The
relationships among the entities are represented by directed edges that show a
dependency between classes that are either a subclass or a property of the classes.
Figure 3 depicts the proposed ontology that models the knowledge of the delegation
process (i.e., entities and interrelationships).

The entity abstract class is the root of the ontology, which has three subclasses:
subject, object and policy. A subject is an entity that may require access to the resource
in order to accomplish her task; in general, that entity can be an organization, an
employee, a department, or it can be any software-computing service. Therefore,
subjects can be generally classified into two subclasses i.e. user and service. The user
class models all types of subjects (mentioned above) except services, which are
modeled in the service class. The attributes of the user class may vary depending on the
type of the subject. For example, if a subject is an organization, then attributes can be
the identifier of the organization, the organization name etc.; for a department, the
attributes can be the department identifier, the department name or the organization it
belongs to. Similarly, the services provided are modeled in service class. A service is a
subclass of the subject class because it may also require resources in order to deliver its
services and these services are identified and managed by their attributes (e.g. the
service identity, the name of service or the provider of the service).
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Resource

Fig. 3. Ontology representing the entities and interrelationships involved in delegation

Subjects (e.g. users or services) can have or can define access rights on resources,
which are modeled as objects. The relationship between the subject and the object
classes are defined as ontological properties. Objects can be hardware resources (e.g.
storage space, servers, etc.) or software resources (e.g. a web application, web service,
etc.). Hardware resources are modeled as resources and they are managed by subjects,
who are the owners. On the other hand, software resources are modeled as services that
are also a subclass of the object class. Thus, service is a class that is inherited by both of
the subject and the object classes, because, a service is treated as subject when it
requires an access to the resources in order to accomplish its task and it is treated as an
object when a user requires it as a service. The system can easily manage service
instances according to their classification (i.e. as subject or object) from their attributes
and their related policies, because a policy contains information about who is dele-
gating to whom and what resources.

The subject and the object classes are linked to the policy class through their
respective properties. In order to control the access, the subject defines policies for
others to manage access rights on their resources (i.e. object). In practice, the attributes
of subjects and objects are used in the policy class, and the access rights are delegated
by defining related rules. The attributes of the policy class are same as mentioned in
Fig. 2. The policy of the owner is different from the policies of other delegators, that is,
this policy contains an attribute that is digitally signed by the owner and considered a
trusted policy, which can be verified during the access request.

Ontology-Based Representation of the Delegation Workflow. The ontology pre-
sented in Fig. 3 can be instantiated to represent the workflow of the delegated access
rights. To do so, instances of the entity classes (i.e. delegators, delegatees and their
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policies) are created, and the delegation interrelations are managed based on their
properties. In order to delegate access rights, each instance of the subject class, pro-
vided that it has delegation privileges, maintains a separate policy set that is stored in
the local repository of the delegator and it is represented with the policy instance and
linked to the instances of the delegatee objects.

An example of the delegation workflow generated through the proposed ontology is
presented in Fig. 4. In this example, a Dept! (i.e. an instance of the user subclass) is the
owner of two services (Service-1 and Service-2) that are the instances of the object
subclass Service. Deptl delegates its privileges on both services to the users Alice, Bob
and Alex (who are also subjects) by defining policy sets P and P2 respectively. Alice
and Bob share access rights on Service-1 and have a common policy set P/, whereas
Dept] maintains a separate policy P2 for the user Alex with who shares access rights on
Service-2. The policy set PI contains an access policy for Alice and an administrative
policy for Bob, whereas, the policy set P2 only contains an access policy for Alex. As a
result of the access policies, Alice and Alex can only access Service-1 and Service-2
respectively (but cannot further delegate access rights); on the contrary, Bob is
authorized to access and also to further delegate access rights to other users (due to
administrative policy). In another level of delegation, Bob further delegates the access
rights on Service-1 to the users Ted and Fred by specifying a policy set P4.

For each delegation, the system creates instances of the entities involved in the
delegation and links them automatically with each other as it is shown in Fig. 4. From
this representation, the privileges of each accessing entity can be verified. In addition,
the privileges of the delegation authority, who has issued her access policy, can also be
validated from the delegation workflow.

Subject

Object

Policy

Fig. 4. Ontology-Based representation of the delegation workflow
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2.2  Workflow of the System

As shown in the previous section, during each delegation, instances of the involved
entities are created together with the interrelations between the delegator and the dele-
gated resource according to the knowledge modeled in the ontology; this forms a graph
like workflow among the instances (as shown in Fig. 4). Then, as a result of a user’s
access request, the user’s privileges are assessed and the authenticity of the issuer of the
policy (who has issued the user’s access policy) is verified through the workflow gen-
erated from the ontology. To do so, the attributes of the access request, as shown in
Fig. 2(c), are validated with the attributes of its immediate access policies through the
policy instance linked with the requestor. If the attributes are matched, the system initiates
an administrative request and the authenticity of the issuer of the policy is verified. To do
s0, the attributes of the issuer are verified from the delegator instances that are linked with
the target access policy. Then, a chain of the administrative policies is generated at each
level of the delegation to verify the authority at each level from the workflow graph
(because each policy is issued by its predecessor delegator that also needs verification).
As aresult, a permit response is generated and access to the resource is granted in case the
flow of the delegation is originated from the owner of the resource and a denial of access
otherwise. Moreover, a policy is considered authentic if the hierarchy of policies leads to
the trusted policy (a policy that is digitally signed and verified by the owner of the target
resource or service) and there are no further policies connected to it in the workflow.

In the same way, a delegator, at any level of delegation, can revoke delegated
privileges by generating a simple revoke request. Consequently, a chain of policies is
verified (backward chaining beginning from the request initiator) and, if the request is
genuine, all subsequent delegations are revoked by simply deleting instances from the
workflow generated from the ontology.

Algorithm 1: AccessRequest (subject requestor, object resource)
subject instance <« subject requestor
delegator verified=false
while owner of object resource is not found do
get policy instance written for subject instance
read policy rule -
if rule is ‘permit’ then
subject instance <« get delegator instance that de-
fined policy instance

SOk wN R

8: delegator verified= true;

9: else

10: Deny Access

11: delegator verified=false

12: if delegator verified is ‘false’ then
13: end iteration in line 3

14: end if

15: end if

16: end while

17: if owner found and delegator is verified then

18: signature « verify owner’s signature using her public key
19: if signature is valid then

20: Grant Access

21: else Deny Access

22: end if

23: else Deny Access

24: end if
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The above process is formalized in Algorithm-1, which is invoked to verify the
access rights of the requestor and to validate the delegator’s authority that has granted
the access rights. Line 1 determines the instance of the requestor from the workflow.
Then, the access privileges of this requestor are determined (in line 5) from the policy
stored locally in the database through the policy instance determined in line 4. Once the
requestor has privileges (line 6), represented in the form of policy rule on the requested
resource, then the authority of the delegator is verified. To do so, line 7 determines the
instance of the delegator from the workflow. The same process is repeated (lines 3-14)
for the chain of delegators until the owner of the resource is found in the workflow.
Then, the signature of the owner is verified in lines 18-22 and access is granted to the
resource provided the owner has digitally signed the policy and the delegator is verified.

2.3 Policy Conflicts

In the studied scenario, there can be the following situations in which two policies
contradict the rules of each other:

1. A user has access policies issued by two different subjects on a common resource,
where one policy permits the access to the resource while the other one denies it.

2. A user has two policies issued by two different subjects on a common resource,
where one policy contains an access policy that only allows her to access to the
resource, whereas the other policy contains an administrative policy that delegates
access rights to issue policies on the same resource.

The policy conflicts mentioned above are automatically handled by the system
without requiring any additional constraints or rule specifications. Conflict resolution is
achieved by comparing the precedence of the issuers of the policies, that is, the del-
egation precedence of the conflicting delegators is determined from the delegation
workflow. The preceding delegator is given a higher priority for the implementation of
her policy because the upper level entities delegate privileges and can revoke them for
the subsequent delegators. In case the delegators have same precedence level, the
strictest rule of the policies of the delegators is implemented (e.g., denial dominates
over permit). Notice that the determination of the precedence of the policy issuers does
not incur any extra cost, since it can be determined from the delegation level attribute
(discussed in Sect. 2) of the policies of the delegators.

3 Performance Analysis

As mentioned in Sect. 2, the proposed model improves the XACML delegation profile in
following three ways: (i) better management of the policies, (ii) intuitive ontology-based
generation delegation workflows (iii) more efficient policy search while processing an
access request. In order to quantify the efficiency improvement of the policy search, in this
section we analyze and compare the computational complexity of the standard XACML
profile with respect to our proposal.
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In the XACML profile, on each access request, the system searches all the policies
in a given policy set to get the policy of the requester and, in order to verify the
authority, the credentials of the access request are matched with the elements of the
policies. Therefore, in the worst case, the search requires to compare M policies (i.e. O
(M)) and the verification of the authority requires matching M policies to generate the
policy graph, which is also O(M); thus, the overall cost of this process is O(2M).

In contrast, our system can directly get the policy of the requester from the dele-
gation workflow (which associates policies with the corresponding requester instance),
which is a constant cost (O(Z)). Then, the authority of the delegator can be verified by
following the workflow that, in the worst case, would take log,, N matches, where 7 is
the number of delegator nodes who have delegated policies to the instance being
verified, and N is the number of delegators in the delegation chain of the resource. As a
result, the cost of our proposal is O(log, N). Thus, as the number of delegators
increases, this N becomes smaller then M, which proves that the proposed system
results in performance gain over the XACML profile.

4 Related Work

Several researchers have addressed the issues of access control management by pro-
posing solutions that rely on delegation mechanisms. Most of these solutions [6—8, 12]
have extended the role-based access control (RBAC) model [3] to incorporate dele-
gation, wherein roles are delegated to other users in order to grant access privileges. In
contrast, few models [13, 14] rely on attribute-based access control (ABAC) model [4]
for delegation, where delegation is served by using policies instead of roles. ABAC is a
better model than RBAC in terms of scalability (i.e. number of users), flexibility (i.e.
easy to implement in a large scale environment) and better access control management
(i.e. delegation by simply associating attributes to other users) [15, 16].

In the following, we discuss delegation frameworks that rely on the ABAC model,
and specifically on the XACML profile, for delegation of access privileges. Xu et al.
[13] proposed a delegation model based on the XACML standard and also extended this
standard by introducing roles as the attributes of the users (by using roles as attributes of
the policy extends ABAC with the capabilities of the RBAC model). In this method,
roles are assigned to the delegators in order to enable them to delegate privileges that can
further be delegated to other users. In this mechanism, the authority of delegators is
verified from the role hierarchy that is generated as a result of each resource request,
which can be an expensive solution in terms of performance (i.e. searching each role and
plotting their graph on each request). In XACML based approach [14], a delegator can
delegate limited privileges by defining a policy, and the system creates a new policy by
updating an existing policy of a delegatee. In order to enforce delegation, a locally
maintained system performs authorization of delegated policies. However, this system is
customized for a specific application (i.e. account management) and cannot serve in
large scale environment that has a large number of users.

Even though ontologies have been used to manage access control, ontology-based
delegation of access rights have not been properly considered so far. For example,
Choi et al. [17] proposed ontology-based context-aware access control model that
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manages context information of the users in an ontological way. The access decisions
are made through the semantic analysis of the access rights of the service provider and
the users. In this model, the access request of the user is analyzed and the access
decision is made based on the context information of user’s authentication and its
access rights managed in form of security policy for a given resource. In this approach,
separate policies are maintained for the administrator (i.e. service provider) and the
user. However, this may not be feasible for the delegation of access rights as a dele-
gatee will have to maintain two policies, which are administrative policy being dele-
gator of inherited access rights and the delegated policy being delegated. This may
result in policy conflict, which will require special handling.

5 Conclusions and Future Work

In this paper, we proposed an access control delegation framework that enhances the
XACML delegation profile by intuitively modeling the delegation process as an
ontology-based workflow. Contrary to the XACML profile, the policies of the delegators
are self-managed. As a result, only those policies that are related to the intended dele-
gators and delegatees are analyzed, thus reducing the cost of searching entities within the
policies. Moreover, it does not require generating a graph on each access request because
the delegation workflow is automatically generated (by instantiating the ontology classes
for the subject, object and policy) on each transfer of privileges by the delegator.

As future work, we plan to implement this framework in real and complex systems in
which the delegation of access control has a prominent importance. For example, Cloud
computing, in which the access to the outsourced resources should be managed for het-
erogeneous entities located at different places, and Social Networks, where users can
delegate the access to their resources (e.g. messages, images, etc.) according to the attri-
butes of their contacts and to revoke them accordingly. For this purpose, our general
ontology can be extended to incorporate the entities and attributes involved in those plat-
forms and delegation management algorithms can be tailored to implement their casuistry.
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