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Abstract. Online surveillance, especially of open sources such as social media
(OSINT/SOCMINT), has become a vital source of information for decisions made
by public institutions such as law enforcement agencies. This keynote discusses the
concept of online surveillance awareness (OSA) as a possible long-term threat to the
quality of OSINT-relevant online sources. An interdisciplinary research agenda to
systematically investigate the links of OSA to the reliability and validity of OSINT
sources and thus the quality of OSINT more generally is outlined.
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1 Introduction

Open source Intelligence (OSINT) is increasingly being utilized by Law Enforcement
Agencies (LEAs) and public authorities in order to enhance a wide range of their func‐
tions. These include investigative capabilities, situation awareness, the management of
public disorder, responses against criminal threats, responses to crises, as well as under‐
standing public perceptions of security and safety [1–3].

Examples of OSINT applications by LEAs can be found in their public announce‐
ments, news broadcasts and in the professional literature. Most prominent amongst them
are cases such as the ‘Arab spring’ in 2010–2011, the riots in London and other English
cities in summer 2011, the 2012 London Olympics, FBI-hostage negotiations in
Pittsburgh in 2012, the murder of British soldiers in the streets of London in 2013 or the
abduction of Nigerian girls from their school by Boko Haram in early 2014. These events
have seen a considerable reliance on the processing of OSINT, and more specifically
social media intelligence (SOCMINT) by LEAs, security agencies and public authorities
in particular. OSINT can support tasks such as the creation of situational awareness,
intelligence gathering, sentiment analysis and communication with and from the public.

LEAs gathering information from open sources depend on the monitoring, collection
and analysis of often very large amounts of data. These are activities, which happen
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generally unbeknownst to the producers of the data, i.e., the citizens using the internet.
However, since the Snowden revelations knowledge about online surveillance has
become ubiquitous. Our question is what happens, when internet users are aware of the
presence, type and degree of online surveillance? In what way does this influence their
behaviors and in which ways and to what degree does this impact the quality of OSINT
sources, if at all?

Issues in the quality, i.e., reliability and validity of open data sources, threaten the
dependability, effectiveness and efficiency of decisions made using it. These may result
in critical mistakes for deployment of resources and actions by LEAs and other authori‐
ties, for instance, during a criminal investigation or the management of crises. We argue
that online surveillance awareness (OSA), i.e., the knowledge or at least assumption of
users that their behavior and information online is monitored, collected and analyzed,
threatens the quality of OSINT and OSINT-based decisions. This issue has so far received
little attention in discussions of OSINT, and even less empirical efforts have been under‐
taken to systematically investigate the concrete effects of OSA on OSINT quality for
LEAs. In this keynote we will reduce introduce the concept of online surveillance aware‐
ness presenting a research framework and agenda to investigate the links of OSA to the
reliability and validity of OSINT sources and thus the overall quality of OSINT.

2 Online Surveillance and OSINT Effectiveness

Surveillance of online behavior is a vital aspect of efforts to fight crime as well as in the
response to and management of crises. We argue that two elements affect the quality of
OSINT: (1) awareness of online surveillance and (2) public attitudes towards surveillance.

A first indication for this link can be found in a recent study by Marthew and Tucker,
which investigated the shift in Google search patterns prior compared to after the
Snowden revelations in ten different countries [4]. As they demonstrated, in most coun‐
tries keywords became less ‘contentious’, i.e., users avoided searches “they believe
might get them in trouble with the [U.S.] government” [4]. Although the study does not
allow a direct causal link, it provides strong indications of OSA and subsequent modi‐
fications of online user behavior. In our own research, we have investigated assumptions
of online surveillance and the tendency for falsification of personal information [5]. We
found that OSA in the form of online surveillance assumptions increased the acceptance
of falsification in others as well as the propensity to falsify our own personal information.

Our study on information falsification introduces two possible contingencies to the
effect of OSA on OSINT: perceived usefulness and acceptance of online surveillance
and type of organization conducting the surveillance (in our case state agencies versus
private companies). On a conceptual level this leads a possible Effects Model of OSA
for falsification of personal information, which links online surveillance with falsifica‐
tion moderated by usefulness perceptions and user trust in the organizations conducting
online surveillance (see Fig. 1).

Together these studies provide first empirical indications that OSA can change user
behavior on a large scale. This link between OSA and changes in online user behavior
creates not only social, legal and political implications but also critical practical
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implications for LEAs and other organizations basing operational decisions on OSINT,
starting with the design and development of relevant tools and platforms. Similarly,
OSA is also likely to affect citizens’ acceptance of the tools and applications put forward
by LEAs for use during situations such as natural disasters or help and advice services
(e.g., “ask the police” applications).

As the debates and reactions in the aftermath of the Snowden revelations demon‐
strate, online surveillance awareness threatens citizens’ trusts in state authorities and
LEAs. Critically, trust is one of the main factors that determine whether citizens use
online services provided by LEAs [6]. In our opinion, it is thus crucial to systematically
investigate the impact of online surveillance awareness on the multitude of sources and
information types LEAs use in OSINT-based analyses and operations. In the following,
we put forward a road map and agenda for future research efforts into this area.

3 A Research Road Map and Agenda

In order to further explore the relationship between OSINT quality and online surveil‐
lance awareness and to create a ‘reference architecture’ for the development of future
OSINT applications, we sketch a research road map outlining possible topics and meth‐
odologies. Our agenda is based on the generic framework presented in Fig. 2.

As demonstrated in Fig. 2, several areas require investigation to understand the link
between OSA and possible implications for OSINT quality. Firstly, the features of online

Fig. 1. Suggested effects model for the link between online surveillance and falsification of
personal information based on [2]
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surveillance (e.g., type of information collected, implicated organizations, and collection
process) may influence how intrusive or problematic online surveillance is perceived. We
hypothesize that the more problematic the surveillance is considered, the stronger the rela‐
tionship between OSA and behavioral changes will be. Connected to this is the perceived
usefulness of the surveillance [5], which will also depend on personal variables such as
perceived vulnerability to the threats address in the surveillance (cyber-grooming, finan‐
cial fraud, terrorism, crises, etc.). Moreover, features of the individual may play a role in
shaping the relationship between OSA and behavioral changes, for instance, in terms of
gender, online experiences, political orientations, etc. For example, men seem more crit‐
ical about online surveillance than women, while less experienced internet users seem less
critical than users with longer online experience [5]. Individual features may also play a
role in determining the impact of surveillance features on the OSA-behavioral link, in that
demographics, personalities, national contexts, etc. may influence judgments about the
what, who and how of the surveillance process. Of course the behavioral changes are only
relevant in as far as they impact OSINT-relevant information. It is therefore also vital to
determine which relevant behaviors may be more or less influenced by OSA.

Our research agenda combines elements of big data analytics with psychological,
organizational and criminological perspectives. We thus envision research on OSA-
impacts as an interdisciplinary endeavor. Accordingly, methodologies will span the range
from observations and experimentation to sentiment analysis and behavioral modelling.
These methodologies will be adapted depending on the specific parts of the model under

Fig. 2. Generic research framework for the link between online surveillance, online user
behaviours and OSINT quality
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investigation (e.g., investigation inter-individual differences versus investigating impacts
of behavioral changes on different quality parameters).

We propose this research framework as a possible road map to inform newly estab‐
lished, but also existing research projects. Below we use an example from the context
of crises management to illustrate how it may be integrated into more traditional research
efforts on OSINT applications.

4 Application Scenario: OSINT Quality in Crises Management

One of the key elements for the management of crises is a clear understanding of the
situation to enable decision makers to take appropriate actions in often volatile condi‐
tions. OSINT is one of the channels which can act as information source for decision
makers. To avoid wrong decisions during fast developing critical situations, the relia‐
bility and validity of information is of special concern.

The use of OSINT in crisis response and management is addressed in several research
projects, among them the EU-security project ATHENA. ATHENA explores how the
huge popularity of new communication media, particularly web-based social media such
as Twitter and Facebook, and the use of OSINT can be harnessed to provide efficient
and effective communication and enhance situational awareness during crises. Its aim
is to enable and encourage users of social media to contribute to the security of citizens
in crisis situations by developing a suite of software tools to enhance the decision-
making capabilities of LEAs, crisis management command and control centers, first
responders, and citizens during and in the aftermath of crises (‘ATHENA platform’) [7].
Athena outputs will then feed into a Command and Control Centre for decision making
authorities (e.g., LEAs and emergency planners).The effectiveness of the ATHNEA
platform relies heavily on the quality of its source information, which is obtained from
open sources in the public space [8]. Its success further depends on the trust between
citizens, LEAs and other organizations involved in crisis management efforts.

As part of our research agenda we will investigate the proposed framework (see
Fig. 2) during the live exercise of Athena in collaboration with UK and European LEAs
and other crisis management authorities. Amongst others, these exercises can focus on
investigating in more detail the role of OSA for the willingness of citizens to provide
information on social media during crises, the quality of this information (e.g., level of
detail) and the role of trust in these situations.

5 Challenges to be Addressed in Current and Future Research
on OSA-OSINT Links

While we firmly believe that systematic research into the costs and benefits of online
surveillance awareness is a vital addition to current discussions of OSINT-use and
application design. In addition there are also challenges to develop a unified research
agenda as suggested in this paper. We have identified the following closely interlinked
challenges for the development and deployment of the research agenda:
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(1) The speed of technological change
(2) The evolution of internet regulatory, societal and technological frameworks, which

are and may remain scattered across EU and international regions and institutions
(3) The lack of a clear strategy to address the multi-disciplinary dimension of online

surveillance by member states and authorities. The OSINT domain is addressed by
many different organizations, research disciplines and approaches. The dialogue
among these stakeholders remains too localized and needs to be coordinated in
order to identify consensus on what is consider to be OSINT from ethical and legal
standpoints.

(4) A lack of a common terminology across disciplines, which hampers the develop‐
ment of a multidisciplinary approach.

All these challenges explain the need for a comprehensive, multidisciplinary
research agenda elaborated through a citizen centered multidisciplinary and multifaceted
methodological approach. Research on OSINT needs to evolve towards concrete solu‐
tions governed by citizens’ rights to freedom of speech and the full spectrum of ethical
concerns while maintaining national security of each country. In this context we believe
that the consequences of online surveillance and the awareness of online surveillance
for citizens’ online behaviors and the relationships with each other as well as state
authorities are of vital concern. In our research agenda we aim for a systematic inves‐
tigation of these effects to create actionable knowledge for LEAs, designers of OSINT-
tools and platforms, and decision makers relying on the quality of their data.
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