
Contents

Contributing Authors ix

Preface xvii

PART I THEMES AND ISSUES

1

A Tale of Two Traces – Diplomatics and Forensics 3

Fred Cohen

2

Notions of Hypothesis in Digital Forensics 29

Segen Tewelde, Stefan Gruner and Martin Olivier

3

Using Yin’s Approach to Case Studies as a Paradigm for Conducting
Forensic Examinations

45

Oluwasayo Oyelami and Martin Olivier

4

An Information Extraction Framework for Digital Forensic Investigations 61

Min Yang and Kam-Pui Chow

PART II INTERNET CRIME INVESTIGATIONS

5

A Graph-Based Investigation of Bitcoin Transactions 79

Chen Zhao and Yong Guan

6

Profiling and Tracking a Cyberlocker Link Sharer in a Public Web
Forum

97

Xiao-Xi Fan, Kam-Pui Chow and Fei Xu



vi ADVANCES IN DIGITAL FORENSICS XI

7

A Privacy-Preserving Encryption Scheme for an Internet Real-Name
Registration System

115

Fei Xu, Ken Yau, Ping Zhang and Kam-Pui Chow

8

A Logic-Based Network Forensic Model for Evidence Analysis 129

Changwei Liu, Anoop Singhal and Duminda Wijesekera

PART III FORENSIC TECHNIQUES

9

Characteristics of Malicious DLLs in Windows Memory 149

Dae Glendowne, Cody Miller, Wesley McGrew and David Dampier

10

Determining Trigger Involvement During Forensic Attribution in
Databases

163

Werner Hauger and Martin Olivier

11

Using Internal MySQL/InnoDB B-Tree Index Navigation for Data
Hiding

179

Peter Fruhwirt, Peter Kieseberg and Edgar Weippl

12

Identifying Passwords Stored on Disk 195

Shiva Houshmand, Sudhir Aggarwal and Umit Karabiyik

13

Fragmented JPEG File Recovery Using Pseudo Headers 215

Yanbin Tang, Zheng Tan, Kam-Pui Chow, Siu-Ming Yiu, Junbin Fang,

Xiamu Niu, Qi Han and Xianyan Wu

PART IV MOBILE DEVICE FORENSICS

14

Forensic-Ready Secure iOS Apps for Jailbroken iPhones 235

JayaprakashGovindaraj, RashmiMata, RobinVermaandGauravGupta

15

A Framework for Describing Multimedia Circulation in a Smartphone
Ecosystem

251

Panagiotis Andriotis, Theo Tryfonas, George Oikonomou and Irwin

King



Contents vii

PART V CLOUD FORENSICS

16

A Trustworthy Cloud Forensics Environment 271

Shams Zawoad and Ragib Hasan

17

Locating and Tracking Digital Objects in the Cloud 287

Philip Trenwith and Hein Venter

PART VI FORENSIC TOOLS

18

A Tool for Extracting Static and Volatile Forensic Artifacts of
Windows 8.x Apps

305

Shariq Murtuza, Robin Verma, Jayaprakash Govindaraj and Gaurav

Gupta

19

Criteria for Validating Secure Wiping Tools 321

Muhammad Sharjeel Zareen, Baber Aslam and Monis Akhlaq

20

Do Data Loss Prevention Systems Really Work? 341

Sara Ghorbanian, Glenn Fryklund and Stefan Axelsson



http://www.springer.com/978-3-319-24122-7


	Contents



