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Abstract. As we move towards the Internet of Things (IoT), the num-
ber of sensors deployed around the world is growing at a rapid pace.
There is a huge scope for more streamlined living through an increase of
smart services but this coincides with an increase in security and privacy
concerns, therefore access control has been an important factor in the
development of IoT.

This work proposes an authorization access model called SmartOr-
BAC built around a set of security and performance requirements. This
model enhances the existing OrBAC (Organization-based Access Con-
trol) model and adapts it to IoT environments. SmartOrBAC separates
the problem into different functional layers and then distributes process-
ing costs between constrained devices and less constrained ones and at
the same time addresses the collaborative aspect with a specific solution.
We also apply SmartOrBAC to a real example of IoT and demonstrate
that even though our model is extensive, it does not add additional com-
plexity regarding traditional access control model.

1 Introduction

Today we are seeing a shift in our conception of Internet towards a global network
of “smart objects”, which we can call the Internet of Things (IoT). This shift is
expected to accelerate during the coming years [1,2] due to a fall in hardware
costs, internet’s technological maturity and the swift development of communi-
cation technology. This will lead to a smooth assimilation of these smart objects
into the Internet, which will in turn enable mobile and widespread access. Areas
that are expected to be directly affected include healthcare [3,4], supply chain
management [5], transport systems [6], agriculture and environmental monitor-
ing [7,8], life at home and more, as we move towards “smart homes” [9-11] and
the next generation of “smarter cities” [12].

This extension and proliferation of technology will certainly change our live,
but will also present security and privacy challenges [13-15], since unexpected
information leaks and illegitimate access to data and physical systems could have
a high impact on our lives. Moreover, malicious modifications or denial of service
may also cause damage in the context of IoT. This is why the implementation
of an access control mechanism that respects both the character of and the
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constraints on, smart objects in the IoT environment, is imperative. In this
paper we address one of the most relevant security issues — authorization and
access control — in the context of distributed, cross-domain systems that consist
of resource constrained devices not directly operated by humans. In particular,
we focus on the problem where a single constrained device is communicating with
several other devices from different organizations or domains. Based on OrBAC
[16] access control model, our “Smart OrBAC” proposal is specifically designed
for IoT environments. It in fact takes the main features of IoT into account and
facilitates a distributed-centralized approach where authorization decisions are
based on local conditions, and in this way offers context-aware access control.
The reminder of the paper is organized as follows. Section 2 gives an overview
of the literature and discusses the important access control models currently
existing in the IoT environment. Afterwards Sect.3 presents the background
needed to understand our new work. The SmartOrBAC access control model is
then detailed in Sect. 4 followed in Sect. 5 by a brief description of the implemen-
tation. Finally, in Sect. 6, we conclude the paper and present our perspectives.
The main contributions of this work can be outlined as follows:

— Abstraction layers design regarding the specificities of IoT devices.

— SmartOrBAC, our access control model for IoT.

— Collaborative protocol managing in IoT.

— Applying SmartOrBAC to an [oT case study and showing that it does not
present additional complexity.

2 Related Work

Zhang and Gong proposed in [17] the UCON model taking into consideration
flexibility and heterogeneity in an IoT distributed environment. However, UCON
is a conceptual model only, and thus it does not give details on the implemen-
tation of the monitoring process. This approach is still not practical.

The CAPBAC model is implemented in a centralized approach in [18] where
the proposed framework is based on a central Policy Decision Point (PDP) which
handles authorization decisions. Whereas the implementation of capability-based
access control in ToT is considered in [19] with an entirely distributed approach
without intervention of central entities. The limits of both a purely centralized
approach and fully distributed approach will be detailed later on in this paper
(see 3.2 Main architectures for IoT access control).

The Capability-based Context-Aware Access Control (CCAAC) [20] is a del-
egation model based on a federated vision of IoT [21], where a central entity
in each domain is in charge of authorizing a delegation request from a delega-
tor, and making the decision about granting it to the delegate. However, this
vision does not make use of technologies specifically designed for constrained
highly context dependent environments such as IoT. Furthermore, the technical
requirements in the constrained environment of the different actors involved in
the proposed delegation mechanism are missing from this study.
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Seitz et al. present in [22] an authorization framework based on XACML
[23]. Evaluating XACML policies is too heavy-weight for constrained devices;
therefore most of the authorization process is externalized. In order to convey
the authorization decision from the external point to the device, an assertion is
encoded in JSON [24] and is sent to the end-device (i.e., sensor or constrained
device). The end-device takes responsibility for local conditions verification.
However, this study does not give information about the central component
involved neither about its management within the organization. Also, this pro-
posal is bound to the use of XACML, which is not specifically designed for use
in constrained devices.

3 Background

In this section we provide a brief description of some of the core concepts that
make up our scheme. First of all, we give in this section an overview of the OrBAC
access control model and its benefits over other commonly accepted models. We
then propose an overview of the main approaches and trends to provide access
control process in IoT scenarios based on the architecture taxonomy proposed
in [25].

3.1 Organization-Based Access Control Model (OrBAC)

The Organization-Based Access control model (OrBAC) introduces the concept
of organization as a structured group of active entities, in which subjects play
specific roles. An activity is a group of one or more actions, a view is a group of
one or more objects and a context is a specific situation.

Actually, the Role entity is used to structure the link between the Sub-
jects and the Organizations. The Empower (org, 1, s) relationship (or predicate)
means that org employs subject s in role r. In the same way, the objects that
satisfy a common property are specified through views, and activities are used
to abstract actions.

In security rules, permissions are expressed as Permission (org, r, v, a, c),
obligations and prohibitions are defined similarly. Such an expression is inter-
preted as: in the context ¢, organization org grants role r the permission to
perform activity a on a view v.

As rules are expressed only through abstract entities, OrBAC is able to spec-
ify the security policies of several collaborating and heterogeneous organizations.
Moreover, OrBAC takes the context (e.g., specific situations, time and location
constraints) into account. However, despite the several advantages of OrBAC, it
is not completely adapted to IoT. In particular, OrBAC is not able to manage
collaboration-related aspects. In fact, as OrBAC security rules have the Permis-
sion (org, r, v, a, ¢) form, it is not possible to represent rules that involve several
independent organizations. Furthermore, it is impossible to associate permissions
to entities belonging to other partner-organizations (or to sub-organizations).
As a result, if we can assume that OrBAC provides a framework for expressing
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the security policies of several organizations, it is unfortunately only adapted
to centralized structures and does not cover the distribution, collaboration and
interoperability needs when it comes to cross-domain services as it is the case in
IoT scenarios.

In order to overcome the limitations listed above, we suggest, on one hand,
to extend OrBAC to include collaboration-related and context aware concepts,
and on the other hand, we construct an IoT adapted framework with a new
architecture articulated around four functional layers. The resulting framework
is called “SmartOrBAC”.

3.2 Main Architectures for IoT Access Control

This section gives an overview of the most commonly used approaches to provide
access control in IoT scenarios highlighting their main advantages and draw-
backs:

— Centralized Architecture: The access control process is externalized into
a central entity responsible for the authorization processing and thus, the
end-devices (i.e., sensors, actuators) play a limited role and the access control
process is located within a non-constrained entity. It follows that the use
of standard security protocols normally used in the traditional Web is not
restricted. Nonetheless, in IoT scenarios, contextual information is of great
importance, while in a centralized architecture, access control decisions are
not based on such local information related to the end-device.

— Distributed Approach: The access control process is located in the end-
devices. An advantage of this approach is that end-devices act smartly, and are
autonomous. Moreover it allows real time contextual information to become
central to the authorization decision. However, this approach means that each
device must be capable of handling authorization processes and having ade-
quate resources which makes it inappropriate for resource-constrained devices.

— Centralized-distributed Approach: The end-devices participate partially
in the access control decisions. This approach is motivated by the importance
of taking into account the context of the end-device while making the decision.
It allows the use of standard technologies to perform the authorization process.
Nevertheless the transmission of the contextual information to a central entity
may cause delays and the value acquired by the end-device will not be the
same at the time of making the authorization decision.

In our proposal, we choose to design our access control based on the
centralized-distributed approach. But unlike other proposals that use this app-
roach, each separate group of components will have a central authorization
engine (rather than just having one of these engines centrally performing all
the authorization processes). The selection process that determines which entity
will act as this engine depends on the contextual properties of the nodes in its
group. The aim of this is to make the access control mechanism more time effi-
cient by facilitating a smoother exchange of information between the end device
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and the authorization engine (see Fig.1). This vision is made possible by the
fact that in a constrained environment, not all the devices are at the same level
of constraint [27-31]. In almost every WSN; less constrained nodes exist, and
thus the central authorization server in charge of an area can be implemented
on one of them. For more understanding, the next section gives an overview of
the different actors involved in the proposed architecture and their properties.

4 SmartOrBAC

This section provides a detailed description of the key aspects of our proposal.
We begin with an explanation of the most relevant features of our abstraction
layers design followed by an overview of the main aspects of our collaborative
solution. Then we present our version of the distributed-centralized architecture
and give a structured expression of the context concept. Finally we apply our
proposal on a typical IoT healthcare scenario.

Before going into details, we first identify the following actors [26]:

— Resource Server (RS): an entity which hosts and represents a Resource
that might contain sensor or actuator values or other information;

— Resource Owner (RO): the principal that owns the resource and controls
its access permissions;

— Client (C): an entity which attempts to access a resource on a Resource
Server;

— Client Owner (CO): the principal that owns the Client and controls per-
missions concerning authorized representations of a Resource.

Consequently, in a basic scenario, C' wants to access R located on RS. It
follows logically that, C'and / or RS are constrained.

4.1 SmartOrBAC Abstraction Layers

The SmartOrBAC architecture proposes, among others, a model based on a
partitioning of the access control process into functional layers depending on
the capabilities offered on each one. This approach is directly inspired by the
fact that each device is constrained to a different level; they are in fact not all
uniformly constrained. Note that the term “constrained node” is used according
to the RFC 7228 [27].

While processing access control related tasks each layer assists the one below
when needed. Note that the authentication process details are out the scope of
this study. Only authorization aspects are treated. Four layers are introduced:

Constrained Layer. One or both of C'and RS are presumed to be located in
a constrained node, but despite this, must perform access control related tasks.
We thus consider that either of them may be unable to manage complex tasks
while processing authorization requests. In addition, nodes do not always have
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permanent network connectivity. That’s why both of C'and RS are considered
to be constrained layer actors.

In order to address the limitations present in this layer, a less constrained
device is associated to each area of constrained devices. This centric entity is
defined by the upper layer called less-constrained layer (see Fig. 1).

Less Constrained Layer. To relieve constrained layer actors from conduct-
ing computationally intensive tasks, another layer is introduced. Each group of
constrained layer actors is bound to a less constrained layer actor that belongs
to the same security domain (see Fig.1). This link is configured by the entity
in charge of the device (see below Organization layer). We call this central ele-
ment the “Client Authorization Engine” (CAE), on the client side, and Resource
Authorization Engine (RAE) on the resource side.

The CAE belongs to the same security domain as C. It assists C'in determin-
ing if RS is an authorized source for R by obtaining authorization information
and supporting C'in handling the authorization process.

The RAFE belongs to the same security domain as R and RS. It assists RS
in determining the correct permissions of C on the requested resource R. RAFE
obtains authorization information and supports RS in handling the authorization
process.

Organization Layer. In the real world, C'and R are under the control of some
physical entities. These entities are commonly called ROr “Resource Organi-
zation” and COr “Client Organization” (see Fig.2). In order to keep close to

Less constrained
level

The Resource
Authosization
engine RAE

The Client
Authaorization
engine CAE

Authorization suppant and)
Contextual informations

Authorization support and
Centextual infermations

Fequest resaure]
provide rasource

Fig. 1. Constrained and less constrained layers defined according to a centralised-
distributed approach
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Fig. 2. Management of cross domain requirement in IoT environment

reality and to the OrBAC environment, we represent this entity by Organiza-
tions. Thus, each organization specifies the security policy for its devices and
structures them in security domains.

The client organization COr is in charge of the entity proceeding to the
resource request and thus, must specify security policies for C, including with
whom C'is allowed to communicate. This means that COr has to define autho-
rized sources for a resource R. COr also configures C'and CAF in order to make
them belong to the same security domain.

The resource Organization ROr belongs to the same security domain as R
and RS. ROris in charge of R and RS and thus, must specify the authorization
policies for R and decides with whom RS is allowed to communicate. That means
that ROr has to configure if and how an entity with certain attributes is allowed
to access R. ROr also configures RS and RAFE in order to make them belong to
the same security domain.

Subsequently, on the client side, COr defines authorized sources for R, and
on the Resource side, ROr configures if and how an entity can access R. In
orders to do this, ROr and COr must have already agreed on the terms of such
a service and on how to organize and structure this collaboration. An agreement
is passed between the two entities before this interaction takes place (see below
Collaboration layer: a cross domain access control).

Collaboration Layer: A Cross Domain Access Control. As seen
above, the OrBAC access model does not handle the collaborative interaction
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aspects. To overcome this limitation, we suggest enhancing OrBAC with new
collaboration related concepts. This issue is addressed at the organization layer,
by making a prior agreement between the involved organizations (as shown in
Fig.2) where the access rules to a given resource are jointly defined according
to the OrBAC format by organizations that interact.

In order to manage this new agreement, we will use the entity, located in
the Organization layer, called Principal Authorization Manager “PAM”. From
the RS point of view, this agreement, which is interpreted in terms of access
rules, will be treated just like all the other rules concerning local interactions.
The complexity of the external interaction authorization management is hidden
from the end constrained device, which keeps the same authorization processing
no matter the nature of the client. This abstraction is made possible by the
establishment of a fourth layer that manages the cooperation between different
organizations.

Basically, SmartOrBAC begins with the publication and negotiation of col-
laboration rules as well as the corresponding access control rules. First, each
organization determines which resources it will offer to external partners, and
then references them into the PAM. At this point, other organizations can con-
tact it to express their wish to use these specific referenced resources. To do
that, the COr and the ROr negotiate and come to an agreement concerning the
use of the resource R. Then, they establish a contract and jointly define security
rules concerning access to R. The COr’s and ROr’s exchange format and the
contract aspect will be discussed in a future paper. In the rest of this section,
let us focus on access control rules. These rules are registered — according to an
OrBAC format — in the PAM of both organizations. Parallel to this, COr creates
locally a “virtual resource” called R_image which represents (the remote) R in
the client organization side. Then COr adds a rule in its OrBAC policy base to
define which entities can invoke R_image (see Figs.2 and 3).

4.2 Enhancing OrBAC for Context Awareness

Unlike traditional services where the concept of context is limited to a finite set
of use cases, in the IoT environment, the concept is getting wider by taking on an
ambient character in order to allow services taking into account the contextual
information collected in real time by the different sensors [20]. The Context
used in defining the SmartOrBAC rule is a set of contexts (Cs,t) with different
types (CType). The type of context can be a concrete property such as time or
location, but also security related context such as authentication and trust level.
In order to take the context into account in the access control decision, each of
the context types has to be evaluated with a certain constraint (Coonst)-

The overall context definition in SmartOrBAC can be expressed with the
following notation:

TYPES € {authLevel, trustLevel, time, location . ..} (1)

CSet = {CType(1)7 CType(Q)a BREE) CType(n)} (2)
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Where CType(l)7 CType(Q), ey CType(n) in TYPES (3)
CConst =< CType(i) > < OP > < VALUE >

where OP is a logical operator, i.e., OP € {>,<,>,<,=,#}, and VALUE is a
specific value of Cryp.. Finally, we define C as a set of context constraints Ccoonst

C= {CConst(l)u CC'onst(2)7 ceey CConst(n)} (4)

4.3 Scenario

In order to illustrate SmartOrBAC, we apply the different concept detailed above
in a typical healthcare scenario [28,29].

Assume that John, a man with a heart condition, has opted for an assisted
living service that is provided by a medical center. John uses a device that moni-
tors his heart rate and his position; his home is also equipped with multiple sen-
sors and actuators (temperature sensor, humidity sensor, luminosity sensor...).
In case of a cardiac arrest the heart monitor automatically sends an alarm to an
emergency service, transmitting John’s current location.

A doctor, who monitors John’s health remotely from the medical center,
receives an alarm that John has fainted. An ambulance is instructed to go to
assist John. A smart driving application is used by the ambulance to reach John’s
home as quickly as possible.

The situation requires the interaction of the following organizations: “smart
home of John”, “the medical center”, “the ambulance”, and “the police depart-
ment for traffic jams monitoring”.

First of all, each of these organizations determines which device’s re-sources it
will offer to external partners. At this stage, we find in the PAM of John’s smart
home’s organization resources such as the heart monitor resource. The medical
center organization makes an inquiry to the PAM. As soon as the target resource
is found, the negotiation phase begins between the ROr of the smart home and
the COr of the medical center. The resulting contract is then transcript in terms
of authorization rules regarding the OrBAC format for both of the medical center
and smart home of John. More precisely, if the agreement between the two
organizations is: “Assigned doctor from medical center have the permission to
remotely actuate the implanted cardioverter defibrillator from the heart monitor
device in the heart attack emergency context”, the ROr of Smart home should:

— have (or create) a rule that grants the permission to a certain role (e.g.,
Doctor) to actuate the heart monitor: Permission(smart home, Doctor, vital
equipement, Actuating, Cheart_attack_Emergency). Note that, from John’s
smart home’s point of view, every user playing the “Doctor” role will have
this permission;

— create a “virtual user” noted v_user_doctor that represents the medical center
for its use of the implanted cardioverter defibrillator (see Fig. 3);

— add the following Empower(smart home, v_user_doctor, Doctor) association
to its rule base. This rule grants the user medical center’s doctor the right to
play the Doctor role.
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In parallel, the COr of the medical center creates locally a “virtual object”
heart_monitor_image which represents the (remote) implanted device (the
resource made available by John’s Smart Home), and adds a rule in its OrBAC
base to define which of the medical center’s roles can invoke heart_monitor_image
to use the real heart monitor. Let’s assume that the assisted living dispositive
is a set of different devices (sensors and actuators) with different capabilities.
We also assume that the specific device RS of heart monitoring that the medical
center tries to access is located in the constrained layer, such as the client device
C used by the doctor in the medical center. The link between the RS and its
corresponding RAFE located in the less constrained layer has already been con-
figured by the ROr of John’s smart home. The same applies for the CAFE and C
that have been already configured by the C'Or of medical center.

Before the doctor’s device C'in the medical center sends an actuating request
to the heart monitoring device RS, it asks the corresponding CAFE in the
medical center for assistance in order to determine if the local image of RS
(heart-monitor_image) is an authorized source.

At this moment, CAFE starts evaluating the authorization policy rules, using
as object the heart_monitor_image. Note that at this level, the external nature
of the heart monitor device is unknown. Then, if information about policy rules
is needed, a request is sent to the PAM of the medical center. Once this process
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is completed, if RS is an allowed source, an actuating request is directly sent to
the heart monitoring device.

Once the request is received, the authorization decision process begins on
the smart home organization side. For that, the device sends an authoriza-
tion process request, with contextual information, to the corresponding RAFE
in John’s smart home. The latter evaluates the authorization decision regarding
authorization rules in John smart home’s PAM especially those detailed above
where the subject is v_user_doctor. The result is sent to RS which, in turn, sends
an access response to the doctor’s device.

5 Implementation

The transmissions between the different entities included in our Framework
(C/RS, C/CAE, RS/RAE) are done via the CoAP [30] protocol (Constrained
Application Protocol), which is a specialized Web transfer protocol that is
intended for use in resource-constrained Internet devices. Like HTTP, CoAP
is based on the wildly successful REST model: servers make resources available
under a URL, and clients access these resources using methods such as GET,
PUT, POST and DELETE.

Since the XML representation is too verbose for efficient transmission over
limited channels, we use JSON-based notation for our authorization requests and
responses. In fact JSON [24] (JavaScript Object Notation) is a lightweight data-
interchange format that efficiently reduces the size of the transmitted messages
between C and RS devices and optimizes the processing time.

The device part of our framework (especially C and RS) was implemented
on an example platform: the Arduino Mega 2560 board3. This board features
a 16 MHz processor, 256 kB of Flash Memory, 8 kB of SRAM, and 4 kB of
EEPROM. We choose this board in order to test our approach on the lowest
performance of the end constrained devices. The board was programmed in Java
using a custom implementation of the CoAP protocol stack and the assertions
were wrapped in JSON format using the standard Java API (javax.json.*).

6 Conclusion

Our SmartOrBAC access model is specifically designed for the IoT environment
and it is conceived through an abstraction layer design that makes use of a deep
understanding of the IoT paradigm as it is used in the real world. For these smart
services, contextual information is a leading element in decision making therefore
only a real-time consideration of this information will achieve smartness. For this
reason, we enhanced the “context” notion (originally present in OrBAC) in order
to fit the IoT requirements.

Understanding that users belonging to an organization need to dynamically
access resources controlled by other organizations we also extended our model
with specific collaborative mechanisms where the same OrBAC security policy
can be used for local as well as external access. In this way, SmartOrBAC
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improves the management of the security policy and reduces considerably its
complexity.

In our future work, we will explore how to make the SmartOrBAC model

more effective and we will go deeper in the study of the negotiation process and
the e-contract format. Finally, another relevant research line related to this work
is the consideration for additional privacy enhancement through techniques such
as the use of pseudonyms or anonymous assertions.
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