
Chapter 2
Energy Cost Minimization for Internet Data
Centers Considering Power Outages

Abstract With the adoption of smart grid, some cyber-related vulnerabilities may
also be introduced. When cyber attacks are launched, the power grid may become
unstable and ultimately power outages may occur. In this situation, backup generators
would be scheduled to support the operation of Internet data centers. Since the gener-
ation cost of backup generators are far higher than the average price of electricity in
main grids, higher energy cost for Internet data center operators would be incurred.
When power outages caused by cyber attacks occur frequently, the increased energy
cost of Internet data center operators would be very large. Thus, it is necessary to
consider the operation of Internet data centers in power outage environment. Since
Internet data center operators can reduce energy cost by fully utilizing the spatial and
temporal diversities of renewable energy in smart microgrids when there are power
outages, we consider a scenario that running Internet data centers in smart microgrids
and propose an efficient algorithm to minimize the long-term energy cost.

Keywords Smart microgrid · Internet data centers · Energy cost · Energy storage ·
Power outages

2.1 Introduction

The past decade has witnessed tremendous growth of online applications and ser-
vices. Together with the recent trend of cloud computing, massive Internet data
centers (IDCs) are deployed for reliability, management, and cost benefits. For IDC
operations, a critical issue is the energy consumption. According to a recent study,
many IDC operators (e.g., Microsoft and Google) spend more than $30 million on
their annual electricity costs, which contribute to a large portion of IDC operational
expenditure [1, 2].

On the other hand, electrical power system is evolving toward smart grid, which
has come to describe a next-generation electrical power system that is typified by
the increased use of communications and information technology in the generation,
delivery, and consumption of electrical energy [3]. Due to its efficiency and potential,
lots of research has been done to run distributed IDCs in smart grid environment
[4–6], and the benefits are manifold: (1) smart grid technologies (e.g., distributed
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generation and distributed electricity storage) can provide energy efficiency savings
in IDCs [7]; (2) by accessing smart grid’s real-time states (e.g., power price, power
demand, power availability), the spatial and temporal variations of electricity price
and renewable energy could be exploited to reduce energy cost [8].

With the introduction of smart grid, some cyber-related vulnerabilities may also
be created if no appropriate security control is deployed [9]. Therefore, when cyber
attacks are launched, power grid may become unstable due to the cyber-power inter-
dependencies in smart grid [10], which may ultimately lead to power outages [11–13].
When power outages occur in main grids to which distributed IDCs are connected,
the energy cost of distributed IDCs would increase. The reason is that: (1) fewer
spatial and temporal diversities of electricity price could be utilized; (2) backup gen-
erators (typically, diesel generators are adopted) in IDCs have to run for a long time
(usually several hours [12]) when local renewable energy is in shortage or uninter-
ruptible power system (UPS) capacity is limited. Since the generation cost of backup
generators is far higher than the average real-time electricity prices [14–16], higher
energy cost would be incurred. When power outages caused by cyber attacks occur
frequently, the increased energy cost of IDC operators would be very large. There-
fore, it is necessary to consider power outages when running the distributed IDCs in
smart grid environment.

To reduce energy cost caused by power outages, it is possible to operate distributed
IDCs in smart microgrids (SMGs, which are evolved from microgrids in smart grid
environment [17]). The reason is that IDC operators can still exploit the spatial and
temporal diversities of renewable energy to reduce energy cost, even if there are
power outages in main grids. Specifically, by scheduling workload to the SMGs
with abundant renewable energy, the dependence on backup generators in the SMGs
with inadequate renewable energy could be reduced, resulting in lower energy cost
(i.e., spatial diversity is utilized). On the other hand, energy storage devices can
be scheduled to store excess renewable energy and to discharge energy when IDC
demands are high, leading to reduced reliance on backup generators and lower energy
cost (i.e., temporal diversity is utilized).

As motivated, we study the problem of minimizing the energy cost of distributed
IDCs in SMGs considering power outages. Specifically, we consider an IDC operator
having some IDCs geographically distributed in several of its own SMGs, which are
located in independent electric regions (ERs). Moreover, the IDC operator needs to
meet the power demand of IDCs using backup generators, renewable energy sources,
and energy storage devices in SMGs and the power purchased from main grids in
case of no power outages. The objective of the IDC operator is to minimize the long-
term energy cost by deciding the service request distribution, the number of active
servers, the operation of energy storage devices, the schedule of backup and renew-
able generators, as well as the power transactions between SMGs and main grids.

To achieve the above target, the challenge is how to effectively manage the oper-
ation of energy storage devices in SMGs [18–20]. Since energy storage devices can
bring the time coupling effects to the system, the formulated optimization problem is
very difficult to solve. In existing work on data centers [21, 22], several schemes
have been developed for exploiting energy storage devices based on Lyapunov
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optimization technique [23], which can operate without any statistical information
about future uncertain parameters. However, the existing works do not consider run-
ning IDCs in SMGs and power outage environment. Thus, new design and analysis
are required for an operation algorithm.

The main contributions of this chapter are summarized below:

• By taking SMGs and power outage into account, we formulate a stochastic pro-
gram problem to minimize the long-term energy cost of distributed IDCs, which
captures the service request distribution, server provisioning, battery management,
generator scheduling, power transactions between SMGs and main grids.

• We design an operation algorithm to solve the problem based on Lyapunov opti-
mization technique by jointly considering the use of renewable and backup gener-
ators, battery management, and electricity purchasing/selling. Moreover, the pro-
posed algorithm can operate without requiring any statistical information about
system dynamics.

• We provide the performance guarantee of the proposed algorithm when future
random parameters are independent and identically distributed (i.i.d.) over slots.
Theoretical analysis shows that the proposed algorithm enables an explicit tradeoff
between energy cost saving and battery investment cost.

• Extensive evaluations based on real-world data show the effectiveness of the pro-
posed operation algorithm.

The rest of this chapter is organized as follows. Section 2.2 describes the sys-
tem model. Problem formulation and algorithm design are conducted in Sect. 2.3.
Section 2.4 gives the algorithmic performance analysis and simulations. Finally, con-
clusions are made in Sect. 2.5.

2.2 System Model

We consider an IDC operator with some SMGs located in some independent ERs as
shown in Fig. 2.1, where these SMGs are connected to main grids in corresponding
ERs. IDCs act as the load in SMGs, while a front-end server acts as a load balancer
that receives incoming service requests and dispatches them to IDCs for processing.
The architecture of SMG under study is given in Fig. 2.2, where several parts could be
highlighted, i.e., generators, loads, storage banks, and energy management system.
Generators include backup generators (typically diesel generators) and renewable
generators (e.g., solar panels or wind turbines). In this chapter, diesel generators and
wind turbines are considered. Diesel generators are fast-responding and dispatch-
able, and they are typically incorporated in data centers for reliability considerations
[2, 24]. By contrast, wind turbines are nondispatchable and their generation outputs
depend on weather conditions. Loads in Fig. 2.2 denote IDCs, while storage bank
denotes battery. SMGs have two operation modes, i.e., grid-connected and islanded.
When there are power outages in main grids, SMGs can isolate themselves from
main grids and supply their IDCs using energy storage devices, renewable energy
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Fig. 2.1 System model
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Fig. 2.2 SMG architecture under study

sources as well as backup generators. In the grid-connected mode, power transactions
between SMGs and main grids can be conducted.

2.2.1 Models Related to Front-End Servers
and Internet Data Centers

2.2.1.1 Workload Allocation Model

We consider an IDC operator having N IDCs geographically distributed in N inde-
pendent ERs, and each IDC acts as the load in an SMG connected to a main grid,
i.e., N SMGs and N main grids are considered. For simplicity, we use the common
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index i for IDCs, SMGs, and main grids, where 1 ≤ i ≤ N . In this chapter, we mainly
focus on delay-sensitive workloads (e.g., “request-response” type web services [5]).
Suppose IDC i have Mi homogeneous servers and mi(t) of them are turned on to
process service requests at slot t. Define m(t) = (m1(t), . . . , mN (t)) as the active
server vector. Moreover, mi(t) is assumed to be unchanged at slot t due to the relia-
bility considerations [25]. We denote the arrival rate of requests at front-end server f
(1 ≤ f ≤ F) as Rf (t). Let R(t) = (R1(t), . . . , RF(t)) be the workload arrival vector,
where F is the total number of front-end servers. Let λf ,i(t) be the workload that is
assigned from front-end f to the servers at IDC i at slot t. λ(t) = (λf ,i(t), ∀f , i) is
denoted as the service request distribution. In order to assure that all service requests
would be handled, we have

N∑

i=1

λf ,i(t) = Rf (t). (2.1)

2.2.1.2 Service Delay Model

To satisfy the quality of service requirements, the average response delay for incom-
ing service requests should be limited within a certain range that is specified in
service level agreement (SLA).1 Otherwise, penalties would be incurred. In this
chapter, the M/M/n queueing model is adopted to process the incoming workload as
in the previous work [4]. Note that the queueing model is not necessarily the most
accurate for the practical workload, but it will not affect the nature of the energy
cost minimization problem and the proposed operation algorithm. Adopting some
general queuing models (e.g., G/G/n as in [26]) would be considered in future work.
Let Dmax

i be the threshold that identifies the revenue/penalty region at IDC i, μi be
the average service rate of servers in IDC i. To avoid penalty, the average response
delay constraints should be satisfied, i.e.,

1

mi(t)μi − ∑F
f =1 λf ,i(t)

+ 1

μi
≤ Dmax

i , (2.2)

0 ≤ mi(t) ≤ Mi. (2.3)

2.2.1.3 Power Consumption Model

The energy efficiency of an IDC is always measured by power usage effectiveness
(PUE), which is defined as the ratio of the total power consumption at an IDC to the
power consumption at IT equipment. Currently, the typical value of PUE is 2 [1].
Let PUEi be the PUE of IDC i, Pidle

i and Ppeak
i represent the idle power and peak

power of a server in IDC i, respectively. Let Ui(t) be the average server utilization at

1 Here, a simple SLA is adopted as in [26]. Other more complicated SLAs could also be incorporated.
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slot t, which is equal to λi(t)/(mi(t)μi). Denote the total power consumption of IDC
i at slot t as Pi(t) and P(t) = (P1(t), . . . , PN (t)) as the power consumption vector.
Following the models in [1], Pi(t) can be estimated by

Pi(t) = mi(t)(ϕiUi(t) + γi), (2.4)

where ϕi � Ppeak
i −Pidle

i , γi � Pidle
i +(PUEi −1)Ppeak

i . Note that servers in each IDC
are assumed to be homogeneous in the above model. For more general situations,
the corresponding model can also be incorporated easily.

2.2.2 Models Related to Smart Microgrids

2.2.2.1 Power Supply Model

Suppose that each SMG has a wind farm comprising several identical wind tur-
bines. Then, the total output of the wind farm is the summation of power outputs
at different points of the spatial field. Let Gr

i(t) be the available wind energy in
SMG i at slot t, which can be approximated by the model in [27]. Let Gr(t) =
(Gr

1(t), . . . , Gr
i(t), . . . , Gr

N (t)) be the vector of available wind energy at slot t.
As in [28, 29], the piecewise linear production cost model is adopted to model the

energy cost of diesel generators in SMGs. Suppose piecewise linear production cost
curve has NB segments, each segment b (1 ≤ b ≤ NB) introduces a binary variable
Zg

i,j,b(t) and a continuous variable Qi,j,b(t), where 1 ≤ j ≤ Nd
i , Nd

i denotes the total
number of diesel generators in SMG i. If the energy produced by the diesel generator j
in SMG i at slot t falls into the range [gmin

i,j,b, gmax
i,j,b], Zg

i,j,b(t) = 1; Otherwise, Zg
i,j,b(t) =

0. Qi,j,b(t) denotes the specific energy quantity when the energy generation of the
diesel generator j in SMG i at slot t fall into the range above. Then, we have

Zg
i,j,b(t) ∈ {0, 1}, (2.5)

NB∑

b=1

Zg
i,j,b(t) ≤ 1, (2.6)

gmin
i,j,bZg

i,j,b(t) ≤ Qi,j,b(t) ≤ gmax
i,j,bZg

i,j,b(t), (2.7)

where gmin
i,j,b and gmax

i,j,b are the lower and upper limit of energy generation of the
diesel generator j in SMG i corresponding to the segment b of the piecewise linear
production cost model, respectively.

Let Ga
i (t) be the total power produced by diesel generators in SMG i at slot t.

Then, Ga
i (t) is given as

Ga
i (t) =

Nd
i∑

j=1

NB∑

b=1

Qi,j,b(t)/ΔT , (2.8)
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where ΔT is the duration of a slot. Let Hi,j,b and αi,j,b be the slope and Y-intercept of
the segment b associated with the diesel generator j in SMG i. Then, the total energy
cost of diesel generators in SMG i during time slot t is given by2

Ki(t) =
Nd

i∑

j=1

NB∑

b=1

(Hi,j,bQi,j,b(t) + αi,j,bZg
i,j,b(t)). (2.9)

2.2.2.2 Battery Model

Gg2
i (t) and G2g

i (t) represent the power purchased from and sold back to the main grid
i at slot t, respectively. Gb2

i (t) and G2b
i (t) are the discharging and charging power for

the battery in SMG i at slot t. To balance the power supply and demand in SMG i,
we have

Ga
i (t) + Gr

i(t) + Gg2
i (t) + Gb2

i (t) = Pi(t) + G2b
i (t) + G2g

i (t). (2.10)

To indicate whether SMG i is buying or selling power or not at slot t, two binary
variables are adopted, i.e., Zg2

i (t) and Z2g
i (t). Specifically, Zg2

i (t) = 1 if SMG i

is purchasing power from main grid i at slot t; Otherwise, Zg2
i (t) = 0. Similarly,

Zg2
i (t) = 1 if SMG i is selling power back to main grid i at slot t; Otherwise,

Zg2
i (t) = 0. Since it is not reasonable to purchase and sell energy on the market at

the same time, we have

Zg2
i (t), Z2g

i (t) ∈ {0, 1}, (2.11)

Zg2
i (t) + Z2g

i (t) ≤ 1, (2.12)

0 ≤ Gg2
i (t) ≤ Gbmax

i Zg2
i (t), (2.13)

0 ≤ G2g
i (t) ≤ Gsmax

i Z2g
i (t), (2.14)

where Gbmax
i and Gsmax

i denote the maximum purchasing power from main grid i
and maximum selling power to main grid i, respectively.

Let Ei(t) be the energy level of the battery in SMG i at slot t. Then, Ei(t) is
bounded by the following constraints,

Emin
i ≤ Ei(t) ≤ Emax

i , (2.15)

2 For diesel generators, its minimum on/off periods could be regarded as zero and ramping-up/-
down rate could be assumed to be ∞ [30]. Thus, some constraints about minimum on/off periods
and ramping-up/-down rate are neglected. In addition, due to the lack of public knowledge about
startup cost of diesel generators, we also neglect such cost.
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where Emax
i ≥ 0 is the maximum capacity, and Emin

i ≥ 0 is the minimum capacity,
which may be set by the battery deep discharge protection settings. As in [21], we do
not explicitly consider some practical issues, such as energy leakage in the battery
or DC/AC conversion loss, which can be readily incorporated. Then, Ei(t) has the
following dynamics at SMG i:

Ei(t + 1) = Ei(t) + ΔT(G2b
i (t) − Gb2

i (t)). (2.16)

To indicate whether the battery in SMG i is charging or not at slot t, two binary
variables are introduced, i.e., Zbc

i (t) and Zbd
i (t). Specifically, Zbc

i (t) = 1 if that
battery is charging; Otherwise, Zbc

i (t) = 0. Similarly, Zbd
i (t) = 1 if that battery

is discharging; Otherwise, Zbd
i (t) = 0. Without loss of generality, we assume that

charging and discharging cannot be done simultaneously [2]. Then, we have

Zbc
i (t), Zbd

i (t) ∈ {0, 1}, (2.17)

Zbc
i (t) + Zbd

i (t) ≤ 1, (2.18)

0 ≤ G2b
i (t) ≤ Gcm

i Zbc
i (t), (2.19)

0 ≤ Gb2
i (t) ≤ Gdm

i Zbd
i (t), (2.20)

where Gcm
i and Gdm

i are the maximum charging and discharging power for the battery
in SMG i, respectively.

2.2.3 Models Related to Main Grids

2.2.3.1 Power Outage Model

Power outages could be planned or unplanned. Reasons for unplanned power out-
ages are manifold, for example the faults of transformers and transmission lines
caused by environmental or maintenance issues [31], the failures of protective relay-
ing and SCADA caused by cyber attacks [11, 12]. In this chapter, we mainly consider
the power outages caused by cyber attacks. Note that the naturally occurring out-
ages could also be incorporated [13]. To analyze the impacts of cyber attacks, RICA
approach had been proposed in [12], where power outages caused by cyber attacks are
mainly measured by two parameters, i.e., the interval between successful attacks and
the time needed to recover from outages, which can be modeled using an exponential-
distributed random variable and selected mean time to attack (MTTA) and mean time
to recover (MTTR). Let Zp

i (t) be an indicator variable that takes the value one when-
ever there is no power outage in main grid i at slot t, and takes the value zero otherwise.
Let Zp(t) = (Zp

1 (t), . . . , Zp
N (t)) be the power outage vector. Since power transactions

between SMG i and main grid i are not allowed when there is power outage, we have

0 ≤ Zg2
i (t) + Z2g

i (t) ≤ Zp
i (t). (2.21)



2.2 System Model 21

2.2.4 Energy Cost Model

Let C(t) be the total energy cost of IDC operators at slot t. Then, C(t) is composed
of several parts, i.e., the energy cost (revenue) associated with buying (selling) elec-
tricity, the cost caused by the negative effect of the charging and discharging power
[21], and the generation cost of diesel generators in SMGs. That is, C(t) is given by

C(t) =
N∑

i=1

{Gg2
i (t)Si(t) − G2g

i (t)Wi(t)}ΔT +
N∑

i=1

Ki(t) +
N∑

i=1

(Zbc
i (t) + Zbd

i (t))ρb
i ,

(2.22)

where ρb
i denotes the cost incurred by battery charging and discharging per time,

which are assumed to be the same [2, 21]. Si(t) and Wi(t) denote the price for
purchasing and selling electricity from and to main grid i at slot t, respectively. Let
S(t) = (S1(t), . . . , SN (t)) and W(t) = (W1(t), . . . , WN (t)) be the purchasing and
selling price vector, respectively. We suppose that Si(t) ∈ [Smin

i , Smax
i ], Wi(t) ∈

[Wmin
i , Wmax

i ], which are announced by the utility markets at the beginning of each
slot and remains constant in the slot [32].

2.2.5 Some Discussions About Models

Battery Model: Gbmax
i and Gsmax

i are determined by the capacity of transformers
and power transmission lines [32]. For simplicity, we assume that the transmission
loss is negligible and the capacity of transformers and power transmission lines is
large enough [32], i.e., Gbmax

i ≥ max
t

{Pi(t) + G2b
i (t)} and Gsmax

i ≥ max
t

{Ga
i (t)

+ Gr
i(t) + Gb2

i (t)}.
Power Outage Model: (1) In RICA approach [12], RICA attack model assumes cer-
tain characteristics about the adversary that may not adequately characterize the entire
attacker spectrum. For more attacker types, RICA approach needs to be extended
[13]; (2) For simplicity, power grid states (i.e., with/without power outages) are
assumed to be constant during a slot, but they can change over slots. The assumption
is reasonable since the duration of outages caused by cyber attacks is usually several
hours [12], which is far larger than ΔT (e.g., 15 min or 1 h).
Energy Cost Model: (1) We ignore all fixed costs associated with wind generation
(e.g., capital expenditure and fixed operational and maintenance cost) in the energy
cost model since these parts would not affect the optimization results of the formu-
lated problems P2.1–P2.4. Moreover, according to [33], the variable operational and
maintenance cost of wind turbines is negligible. Therefore, the generation cost of
wind energy can be assumed to be zero; (2) We assume Si(t) and Wi(t) are inde-
pendent of the amount of energy to be purchased or sold at slot t. In addition, we
suppose Si(t) ≥ Wi(t) for all t [32]. That is, SMG cannot make profit by greedily
purchasing energy from the market and then selling it back to the market at a higher
price simultaneously.
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2.3 Problem Formulation and Algorithm Design

In this chapter, we are interested in minimizing the time-average expected energy
cost (i.e., the expected energy cost averaged over the infinite time horizon). Com-
pared with existing works on energy cost reduction for data centers [2, 21], we
formulate the minimization problem (i.e., P2.1) by taking SMGs and power outage
into account. Specifically, the formulated problem jointly consider the renewable and
backup generators, battery management, electricity purchasing and selling, as well
as power outage.

(P2.1) min lim sup
T→∞

1

T

T−1∑

t=0

E{C(t)}, (2.23a)

s.t. (2.1)−(2.3), (2.5)−(2.7), (2.10)−(2.21), (2.23b)

where the expectation above is with respect to the stationary distribution of {S(t),
W(t), R(t),Gr(t), Zp(t)} and possibly random control decisions that are made in
reaction to the observed {S(t), W(t), R(t), Gr(t), Zp(t)}. Specifically, these control
decisions are m(t), λ(t), G(t), Z(t) and Q(t). The definitions of G(t), Z(t) and Q(t)
are given as follows:

G(t) = {Gg2
i (t), G2g

i (t), G2b
i (t), Gb2

i (t)}, (2.24)

Z(t) = {Zbc
i (t), Zbd

i (t), Zg
i,j,b(t), Zg2

i (t), Z2g
i (t)}, (2.25)

Q(t) = {Qi,j,b(t)}. (2.26)

There are two challenges to solve P2.1. First, the future parameters are unknown,
including workload, electricity price, renewable generation output, and power out-
age state. Second, the constraints on the energy level of battery bring the “time
coupling” property to P2.1, which means that the current decision can impact the
future decision. Previous methods to handle the “time coupling” problem are usually
based on dynamic programming, which suffers from the “the curse of dimension-
ality” problem. In this section, we design an operation algorithm based on Lya-
punov optimization technique. Because of the time-coupling constraint (2.16), we
first consider a relaxed problem, which fits into the framework of Lyapunov opti-
mization. Then, we design our algorithm base on the insights provided by the relaxed
problem.

2.3.1 Relaxed Problem

In this subsection, a relaxed problem of P2.1 is considered. Defining the time-average
expectation of charging and discharging power of the battery at IDC i under any
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feasible control policy of P2.1 as follows,

G2b
i = lim sup

T→∞
1

T

T−1∑

t=0

E{G2b
i (t)}, (2.27)

Gb2
i = lim sup

T→∞
1

T

T−1∑

t=0

E{Gb2
i (t)}. (2.28)

Since battery energy levels update according to (2.16), summing over all t ∈
{0, 1, 2, . . . , T − 1}, taking expectation of both sides and dividing both sides with

T and letting T → ∞, we have G2b
i = Gb2

i . Then, a relaxed problem is given as
follows, called P2.2.

(P2.2) min lim sup
T→∞

1

T

T−1∑

t=0

E{C(t)}, (2.29a)

s.t. (2.1)−(2.3), (2.5)−(2.7), (2.10)−(2.14), (2.17)−(2.21), (2.29b)

G2b
i = Gb2

i . (2.29c)

Let y∗ and yrel be the optimal solution of P2.1 and P2.2, respectively. As mentioned
before, any feasible solution to P2.1 is also a feasible solution to P2.2. Therefore,
we have yrel ≤ y∗. Obviously, P2.2 is easier to solve than P2.1 due to the removal of
“time coupling” property. From the framework of Lyapunov optimization [23], we
have the following Theorem for the solution to P2.2:

Theorem 1 If {S(t), W(t), R(t), Gr(t), Zp(t)} are i.i.d. over slots, then there exists
a stationary and randomized policy that takes control decisions (i.e., m̂(t), λ̂(t),
Ĝ(t), Q̂(t) and Ẑ(t)) every slot t as a pure (possibly randomized) function of the
observed {S(t), W(t), R(t), Gr(t), Zp(t)} while satisfying the constraints of P2.2
and providing the following guarantees.

E{Ĝ2b
i (t)} = E{Ĝb2

i (t)}, (2.30)

E{Ĉ(t)} = yrel, (2.31)

where the expectation operations above are with respect to the stationary distribution
of {S(t),W(t),R(t), Gr(t), Zp(t)}, and randomized control decisions. Ĉ(t) denotes
the value of (2.22) under the stationary and randomized policy.

The proof can be obtained according to Theorem of Optimality over ω-only
Policies in [23]. Thus, it is omitted for brevity. To obtain such a control policy,
we need to know the statistical distributions of all combinations of {S(t), W(t),
R(t), Gr(t), Zp(t)}, which may be unknown and difficult to obtain. Moreover, the
control policy may be infeasible for the original problem P2.1 as it could violate
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the constraint (2.15). However, the existence of such a control policy can help us to
derive the performance guarantee of the proposed operation algorithm as shown in
the part 3 of the Theorem 2.

2.3.2 Proposed Operation Algorithm

The key idea of the proposed operation algorithm is described as follows:

• transforming P2.2 into a queue stability problem according to the framework of
Lyapunov optimization technique;

• obtaining the drift-plus-penalty term according to the theory of Lyapunov opti-
mization technique;

• minimizing the R.H.S. of the upper bound of the drift-plus-penalty term.

Note that the decisions of the proposed operation algorithm do not necessarily satisfy
the constraints of P2.1, therefore, we should check the feasibility of the proposed
operation algorithm, which would be given in Sect. 2.4.

According to the above key idea, first, we introduce battery virtual queues Xi(t)
in order to transform P2.2 into a queue stability problem, where

Xi(t) = Ei(t) − Emin
i − Vθmax

i − ΔTGdm
i , (2.32)

where θmax
i = max{Smax

i , Wmax
i , Hmax

i }, Hmax
i = maxj,b{Hi,j,b}. V ∈ [0, Vmax] is a

constant for the tradeoff between minimizing expected energy cost and ensuring the
stability of virtue queues. The constant Vmax is carefully selected to ensure that the
evolution of the battery energy levels satisfies the constraints in (2.15). Continually,
we have

Xi(t + 1) = Xi(t) + ΔT(G2b
i (t) − Gb2

i (t)). (2.33)

Then, according to the framework of Lyapunov optimization in [23], P2.2 can be
equivalently transformed to a queue stability problem as follows, named P2.3

(P2.3) min lim sup
T→∞

1

T

T−1∑

t=0

E{C(t)}, (2.34a)

s.t. (2.1)−(2.3), (2.5)−(2.7), (2.10)−(2.14), (2.17)−(2.21), (2.34b)

Queues Xi(t) are mean rate stable. (2.34c)

To solve P2.3, we would develop an operation algorithm based on Lyapunov
optimization technique. First, we define a Lyapunov function as follows,

L(t)
Δ= 1

2

N∑

i=1

(Xi(t))
2. (2.35)
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Then, the one-slot conditional Lyapunov drift is given by

Δ(t) = E{L(t + 1) − L(t)|X(t)}, (2.36)

where X(t) = (X1(t), . . . , XN (t)), the expectation is taken with respect to the ran-
domness of workload, electricity price, renewable generation output, and power
outage rate, as well as the randomness in choosing the control decisions. We define
χi(t) = G2b

i (t) − Gb2
i (t), then

L(t + 1) − L(t) = 1

2

N∑

i=1

[
(Xi(t + 1))2 − (Xi(t))

2] ≤
N∑

i=1

[
ωi + Xi(t)ΔTχi(t)

]
,

(2.37)

where ωi � (ΔT max{Gcm
i ,Gdm

i })2

2 . Thus, we have

Δ(t) ≤
N∑

i=1

ωi +
N∑

i=1

E{Xi(t)ΔTχi(t)|X(t)}. (2.38)

Continually, following the Lyapunov optimization framework, we add a function
of the expected energy cost over one period (i.e., the penalty function) to (2.36) to
obtain the drift-plus-penalty term as follows,

ΔY(t) = Δ(t) + VE{C(t)|X(t)} ≤
N∑

i=1

ωi + E
{ N∑

i=1

Xi(t)ΔTχi(t) + VC(t)|X(t)
}
.

(2.39)

Note that the proposed operation algorithm intends to minimize the R.H.S. of the
upper bound of the drift-plus-penalty term subject to the constraints in P2.3, which
is equivalent to minimize P2.4 based on the observed system states at the begin-
ning of slot t. Consequently, the proposed operation algorithm can be described by
Algorithm 1.

(P2.4) min
N∑

i=1

{Xi(t)ΔTχi(t)} + VC(t) (2.40a)

s.t. (2.1)−(2.3), (2.5)−(2.7), (2.10)−(2.14), (2.17)−(2.21), (2.40b)

Algorithm 1 : Operation Algorithm for IDC Operators
1: For each slot t do
2: At the beginning of slot t, observe system states: Xi(t), Wi(t), Rf (t), Si(t), Gr

i(t) and Zp
i (t);

3: Choose control decisions m(t), λ(t), G(t), Q(t), and Z(t) as the solution to P2.4;
4: Update Xi(t) according to (2.33);
5: End
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2.3.3 Solution

To solve P2.4, which is a MILP, its certain structure can be exploited, i.e., by fixing
the integer variables first, the resulting problem becomes convex for continuous
variables. Therefore, Benders’ decomposition [34] can be adopted to solve P2.4 in
this chapter, which can decompose P2.4 into two problems, i.e., master problem and
subproblem. In addition, considering that there are huge number of servers in IDCs
and a large fraction of them are active, we can relax the integer constraint on mi(t)
without significant energy cost penalties [4].

Before giving the algorithm to solve P2.4, we define some problems in the fol-
lowing part.

Let x � Z(t) and z � {m(t),λ(t), G(t), Q(t)}. If x is fixed to feasible integer
configuration x � Z(t), then, P2.4 can be reduced to P2.5 as follows,

(P2.5) min
z

∑

i

{Xi(t)ΔT(G2b
i (t) − Gb2

i (t))}

+
∑

i

{V(Gg2
i (t)Si(t) − G2g

i (t)Wi(t))ΔT}

+
∑

i

∑

j

∑

b

VHi,j,bQi,j,b(t) (2.41a)

s.t. Γ (z) ≤ 0, (2.41b)

where Γ (z) is obtained by fixing the discrete parameters in (2.1)–(2.3), (2.7), (2.10),
(2.13), (2.14), (2.19), (2.20) with x.

Let P2.6 be the dual of the P2.5, and the objective function of P2.6 is denoted as
Υ (x,φ), the constraints of P2.6 are described by Λ(φ) ≤ 0. Then, P2.6 is given by

(P2.6) max
φ

Υ (x,φ) (2.42a)

s.t. Λ(φ) ≤ 0. (2.42b)

Continually, the Benders’ subproblem can be defined as follows (P2.7, which is
a linear programming problem and can be solved in polynomial time),

(P2.7) Ψ ∗ = max
φ

∑

i

V(Zbc
i (t) + Zbd

i (t))ρb
i + Υ (x,φ)

+
∑

i

∑

j

∑

b

Vαi,j,bZg
i,j,b(t) (2.43a)

s.t. Λ(φ) ≤ 0. (2.43b)

We define the Benders’ master problem below (called P2.8, which is a 0–1 integer
programming problem and could be solved by a pseudo-polynomial time algorithm)

(P2.8) Ω∗ = min
x

Ω (2.44a)
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s.t. Ω ≥
∑

i

V(Zbc
i (t) + Zbd

i (t))ρb
i + Υ (x,φk2)

+
∑

i

∑

j

∑

b

Vαi,j,bZg
i,j,b(t), 1 ≤ k2 ≤ K2, (2.44b)

Υ (x,φk1) ≤ 0, 1 ≤ k1 ≤ K1, (2.44c)

(2.5), (2.6), (2.11), (2.12), (2.17), (2.18), (2.21), (2.44d)

where the Benders’ optimality cut (4b) and the Benders’ feasibility cut (4c) are incor-
porated when the Benders’ subproblem P2.7 is bounded and unbounded, respectively.
K1 and K2 are the number of feasibility cut and optimality cut, respectively. φk1 and
φk2 are the unbounded rays and the extreme points, respectively, where the method
to obtain the unbound rays can be found in [35].

Based on above optimization problems, an iterative algorithm based on Benders’
decomposition to solve P2.4 is proposed in Algorithm 1. Since K1 and K2 are finite,
the iterative algorithm is expected to converge to the optimal solution within a finite
number of iterations.

Algorithm 2 : Procedures of solving P2.4
1: Input: An initial feasible solution x1

and a convergence tolerant parameter ε >0
2: Output: An optimal solution x∗ and z∗
3: {Initialization}
4: Given initial feasible integer solution x1

5: LB1:=−∞
6: UB1:=∞
7: q=1, K1=0, K2=0;
8: for iteration q do
9: {solve subproblem P2.7}
10: if unbounded then
11: Get unbounded ray φK1+1, K1=K1+1
12: Add feasibility cut Υ (x,φK1 ) ≤ 0 to P2.8
13: else
14: Get extreme point φK2+1, K2=K2+1
15: Add optimality cut Ω ≥ ∑

i
V(Zbc

i (t) + Zbd
i (t))ρb

i + ∑
i

∑
j

∑
b

Vαi,j,bZg
i,j,b(t) + Υ (x,φK2 )

to P2.8
16: UBq:=min{UBq−1, Ψ ∗}
17: end
18: {solve master problem P2.8}
19: LBq:=Ω∗
20: if LBq + ε > UBq then
21: Obtain the optimal x∗
22: Solve P2.4 to recover solution by fixing x with x∗
23: return optimal solution x∗ and z∗
24: else
25: q = q + 1
26: end
27: end
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2.4 Analysis and Simulations

As explained in Sect. 2.3.2, we need to check the feasibility of the proposed oper-
ation algorithm. In this section, we present a lemma about the operation of battery.
Then, based on the lemma, we give a theorem about the feasibility of the proposed
algorithm, i.e., the proposed algorithm can operate without requiring any statistical
knowledge. Moreover, we provide the performance guarantee of the proposed algo-
rithm when {S(t), W(t), R(t), Gr(t), Zp(t)} are i.i.d. over slots. Note that algorithms
developed based on Lyapunov optimization technique are also robust to non-i.i.d.
and non-ergodic behaviors of the stochastic processes (e.g., [23]). Therefore, per-
formance evaluations in next section are conducted based on practical data without
any specific distribution assumption, which shows the robustness of the proposed
operation algorithm.

2.4.1 Analysis

First, we present a Lemma that is useful for the analysis of algorithmic performance.

Lemma 1 Let θmin
i = min{Smin

i , Wmin
i , Hmin

i }, Hmin
i = minj,b{Hi,j,b}, The optimal

solution to P2.4 has the following properties:

1. If Xi(t) < −Vθmax
i , the optimal solution always choose Gb2

i (t) = 0,
2. If Xi(t) > −Vθmin

i , the optimal solution always choose G2b
i (t) = 0.

Proof

1. For each SMG i, suppose that Xi(t) < −Vθmax
i and Gb2

i (t) > 0, then, we have
G2b

i (t) = 0. Let Γ1(t) denote the optimal value of the objective in P2.4, which
is the summation of Γ1,i(t) at all IDCs. To prove that the above decision is not
optimal, we choose G̃b2

i (t) = 0, and G̃2b
i (t) = 0. Let Γ2(t) denote the value of

the objective in P2.4, which is the summation of Γ2,i(t) at all IDCs. Given the
power demand Pi(t), the decisions about power supply for IDCs can be divided
into the following cases:
Case 1: If Gg2

i (t) = G2g
i (t) = 0, we set G̃g2

i (t) = Gg2
i (t), G̃2g

i (t) = G2g
i (t), then,

Ga
i (t) + Gb2

i (t) = G̃a
i (t). Continually, we have

Γ1,i(t) − Γ2,i(t) ≥ −(Xi(t) + VHmax
i )ΔTGb2

i (t) + Vρb
i > 0. (2.45)

Case 2: If Gg2
i (t) >0, G2g

i (t) = 0, we set G̃2g
i (t) = G2g

i (t), G̃a
i (t) = Ga

i (t). Then,

Gg2
i (t) + Gb2

i (t) = G̃g2
i (t). Continually, we have

Γ1,i(t) − Γ2,i(t) ≥ −(Xi(t) + VSmax
i )ΔTGb2

i (t) + Vρb
i > 0. (2.46)
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Case 3: If Gg2
i (t) = 0, G2g

i (t) > 0, we set G̃g2
i (t) = Gg2

i (t), G̃a
i (t) = Ga

i (t). Then,

G2g
i (t) − Gb2

i (t) = G̃2g
i (t). Continually, we have

Γ1,i(t) − Γ2,i(t) ≥ −(Xi(t) + VWmax
i )ΔTGb2

i (t) + Vρb
i > 0. (2.47)

Taking three cases into consideration, we know that when Xi(t) < −Vθmax
i , the

optimal decision always choose Gb2
i (t) = 0.

2. Similar to the part 1 of Lemma 1, part 2 can be proved. Thus, the proof of this
part is omitted for brevity.

Then, we analyze the feasibility and performance guarantee of the proposed oper-
ation algorithm in the following Theorem.

Theorem 2 Suppose the initial battery energy level Ei(0) ∈ [Emin
i , Emax

i ]. Imple-
menting the proposed operation algorithm with any fixed parameter V ∈ (0, Vmax],
we have the following properties:

1. The battery energy level Ei(t) is always in the range [Emin
i , Emax

i ] for all slots.
Moreover, queues Xi(t) are mean rate stable.

2. The decisions of the proposed operation algorithm are feasible to P2.1, i.e.,
the proposed operation algorithm can operate without requiring any statistical
knowledge about system dynamics.

3. If {S(t), W(t), R(t), Gr(t), Zp(t)} are i.i.d. over slots and ω = ∑
i ωi, then the

time-average expected energy cost under the proposed operation algorithm is
within bound ω/V of the optimal value: lim sup

T→∞
1
T

∑T−1
t=0 E{C(t)} ≤ y∗ + ω

V .

Proof

1. To show Ei(t) ∈ [Emin
i , Emax

i ], according to the definition of Xi(t), it is equivalent
to show that for each IDC i,

Xi(t) ≥ −Vθmax
i − ΔTGdm

i , (2.48)

and

Xi(t) ≤ Emax
i − Emin

i − Vθmax
i − ΔTGdm

i . (2.49)

As Emin
i ≤ Ei(0) ≤ Emax

i , the above inequalities hold for t = 0. We prove
that the constraints are satisfied for all periods by induction. Suppose the above
inequalities hold for slot t, we need to prove that they also hold for slot t + 1.

• If −Vθmax
i − ΔTGdm

i ≤ Xi(t) < −Vθmax
i , then, according to Lemma 1,

the optimal decision would choose Gb2
i (t) = 0. Thus, Xi(t + 1) ≥ Xi(t) ≥

−Vθmax
i − ΔTGdm

i . If −Vθmax
i ≤ Xi(t) < Emax

i − Emin
i − Vθmax

i − ΔTGdm
i ,

then, according to the dynamics of Xi(t), Xi(t + 1) ≥ −Vθmax
i − ΔTGb2

i (t) >

−Vθmax
i − ΔTGdm

i .
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• If −Vθmin
i < Xi(t) ≤ Emax

i − Emin
i − Vθmax

i − ΔTGdm
i , then, According to

Lemma 1, the optimal decision would choose G2b
i (t) = 0. Thus, Xi(t + 1) ≤

Xi(t) ≤ Emax
i − Emin

i − Vθmax
i − ΔTGdm

i . If −Vθmax
i − ΔTGdm

i ≤ Xi(t) ≤
−Vθmin

i , then, Xi(t + 1) ≤ −Vθmin
i + ΔTGcm

i ≤ Emax
i − Emin

i − Vθmax
i −

ΔTGdm
i , where we have used the following condition,

V ≤ Emax
i − Emin

i − ΔT(Gcm
i + Gdm

i )

θmax
i − θmin

i

. (2.50)

Continually, the upper bound of parameter V is given by

Vmax = min
i

Emax
i − Emin

i − ΔT(Gcm
i + Gdm

i )

θmax
i − θmin

i

, (2.51)

where θmin
i = min{Wmin

i , Smin
i , Hmin

i }, Hmin
i = minj,b{Hi,j,b}. Since lim supT→∞

1
T E{|Xi(T)|}= 0, we can know that queues Xi(t) are mean rate stable.

2. The proposed operation algorithm can make decisions to satisfy all constraints in
P2.4 and update Xi(t) normally (i.e., update Ei(t)). Meanwhile, taking the part 1 of
Theorem 2 into consideration, we know that all constraints in P2.1 can be satisfied
by the decisions of the proposed algorithm. That is, the proposed algorithm can
operate without requiring any statistical knowledge.

3. By plugging the policy mentioned in Theorem 1 into the R.H.S. of drift-plus-
penalty term, then, we have

ΔY(t) ≤ ω + VE{Ĉ(t)} ≤ ω + Vy∗. (2.52)

Taking the expectation of both sides, using the law of iterative expectation,
we have

E[ΔY(t)] = E[Δ(t)] + VE[C(t)] ≤ ω + Vy∗. (2.53)

Then, summing the above equations over t ∈ {0, 1, 2, . . . , T − 1}, we have

V
T−1∑
t=0

E{C(t)} ≤ ωT + VTy∗ − E{L(T)} + E{L(0)}. (2.54)

Dividing both side by VT , and taking a lim sup of both sides. Let T → ∞, and
using the facts that E{L(0)} is finite and E{L(T)} is nonnegative, we arrive at the
following performance guarantee,

lim sup
T→∞

1

T

T−1∑

t=0

E{C(t)} ≤ y∗ + ω

V
. (2.55)
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It is worth noting that the choice of V controls the optimality of the proposed
operation algorithm. Specifically, a larger V leads to a tighter optimality gap.
However, according to the definition of Vmax, we know that larger V requires
larger investment on battery capacity, which would result in larger investment
cost since batteries are very expensive currently. Therefore, there is a tradeoff
between energy cost saving and battery investment cost.

2.4.2 Simulations

In this section, we evaluate the performance of the proposed operation algorithm
based on real-world traces. Our purpose is twofold: (1) to show the effectiveness of
our proposed operation algorithm under power outage environment; (2) to show the
tradeoff between energy cost saving and battery investment cost.

2.4.2.1 Real-World Traces and Experimental Setup

System Parameters. We consider a scenario that the total workload from one front-
end web portal server is forwarded to two back-end IDCs located in two independent
ERs, i.e., F = 1, N = 2. Some parameters about servers in IDCs are set as follows:
Ppeak

1 = 250 W, Ppeak
2 = 240 W, Pidle

1 = 175 W, Pidle
2 = 168 W, PUE1 = 2.5,

PUE2 = 2.4 [1], M1 = 22, 000, M2 = 35, 000, μ1 = 2 requests/s, μ2 = 1.75
requests/s, Dmax

i = 0.7 s, ΔT = 1 h [2]. In this chapter, we assume that generators
in each IDC have the capacity to power the whole IDC, which is quite common in
industry. Specifically, each IDC has 10 diesel generators with model TP-C2000-T2-
60 (2 MW) and 5 diesel generators with model TP-C100-T1-60 (100 kW) [14], where
the parameters Hi,j,b and αi,j,b can be estimated as in [29, 36]. According to the recent
empirical experiments, we assume that the limits of battery charging/discharging
rates are Pcm = Pdm = 0.5 MW, and charging/discharging cost is ρb

i = 0.1 dollars
[21]. In addition, we set V = Vmax.
Wind Energy Data. The wind speed information is obtained from the dataset pub-
lished by the National Renewable Energy Laboratory.3 Based on the 1 min raw data,
we calculate the average wind speed during the disjoint hour. We adopt the V90 wind
turbine model in this chapter.4

Electricity Price Data. The real-time electricity price traces of the U.S. NYISO and
ERCOT markets in 2012 are used. Based on the traces, we calculate the average
electricity price during the disjoint hour. Moreover, we set Wi(t) = 0.9Si(t) [37].
Workload Data. The real-world workload data is taken from FIFA’s 1998 World
Cup web traces between June 10 and June 30, 1998.5 Considering the increase of

3 http://www.nrel.gov/midc, Sept. 2013.
4 http://www.vestas.com/en/wind-power-plants/, Sept. 2013.
5 http://ita.ee.lbl.gov/html/traces.html, Sept. 2013.

http://www.nrel.gov/midc
http://www.vestas.com/en/wind-power-plants/
http://ita.ee.lbl.gov/html/traces.html
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Fig. 2.3 CDF of energy levels with varying V

Internet traffic in the past decade, we modify the original workload by enlarging 60
times6 and repeat it to get a 365-day workload trace.
Power Outage Data. Power outage process in each ER is modeled using an
exponential-distributed random variable and some selected MTTA and MTTR [12].
We set MTTA1 = MTTA2 = 876 h, MTTR1 = MTTR2 = 8 h, where MTTA-i and
MTTR-i are the parameters associated with the main grid i. The method of generating
the power outage process can be found in [13].
Benchmark. To show the effectiveness of the proposed algorithm, we adopt a bench-
mark called cost-aware dynamic provisioning (CDP) based on the scheme proposed
by Rao et al. [5]. Note that CDP can exploit the spatial diversity of electricity price
by traffic routing. However, renewable energy and battery are not considered in [5].
For more fair comparison, renewable energy is adopted in CDP, which intends to
minimize the total energy cost in each slot based on the observed system states.

2.4.2.2 Experimental Results

Figure 2.3 illustrates the cumulative distribution function (CDF) of energy levels
under the proposed algorithm and varying control parameter V . It can be observed

6 E.g., the average workload is smaller than 2 million requests/h, while the average workload of
Google search is 121 million requests/h.
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Fig. 2.4 Energy levels at different IDCs

that the proposed algorithm is feasible since the energy levels are fluctuating in their
normal ranges. As shown by Fig. 2.4, smaller V would lead to more frequent discharg-
ing or charging process since the proposed algorithm at this time put more weight
on maintaining the energy queue stability rather than energy cost minimization.

As depicted in Fig. 2.5, larger V would lead to lower energy cost under the
proposed algorithm, which validates the algorithmic performance in the part 3 of
Theorem 2. Though the part 3 of Theorem 2 holds when {S(t), W(t), R(t), Gr(t),
Zp(t)} are i.i.d. over slots, the simulation results based on real-world traces (without
any specific distribution assumption) show that the proposed algorithm is robust to
non-i.i.d. and non-ergodic cases (note that the theoretical basis for such robustness
can be found in [23]).

In addition, it can be seen that power outages would lead to the increase of total
energy cost under two schemes. Specifically, the increased energy cost is 59,097
dollars and 55,067 dollars under the CDP and the proposed algorithm, respectively.
It is expected that the increased energy cost would become larger as MTTA decreases
and MTTR increases. Compared with the CDP, the proposed algorithm achieves the
better performance and the performance gap between the proposed algorithm and
the CDP is larger as V increases. The reason is given as follows: larger V means
larger battery capacity, which can better utilize the spatial and temporal diversities
of electricity price and wind energy. In contrast, CDP can merely exploit the spatial
diversities of electricity price and wind energy. The same reason can be used to
explain the phenomenon in Fig. 2.6, i.e., the profit under the proposed algorithm is
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increasing as V increases. In addition, it is obvious that the profit due to electricity
selling is lower when there are power outages since power transactions under the
above situation are not allowed.

2.5 Summary

In this chapter, we studied the problem of minimizing the long-term energy cost of
distributed IDCs in smart microgrids considering power outages. At first, we for-
mulated the problem as a stochastic program by taking SMGs and power outage
into consideration. To solve the problem, an operation algorithm was designed based
on Lyapunov optimization technique. Moreover, we provided the algorithmic per-
formance guarantee when random parameters are i.i.d. over slots. In addition, the
proposed algorithm enables an explicit tradeoff between energy cost saving and bat-
tery investment cost. Finally, extensive evaluations based on real-world data showed
the effectiveness of the proposed algorithm.
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