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Abstract In wireless sensor networks, user authentication scheme is a critical and 
important security issue to prevent adversary’s illegal approach to wireless 
sensors. After Das introduce a user authentication scheme for wireless sensor 
networks, various studies had proceeded to proposed more secure and efficient 
authentication scheme but many schemes had security problem on smart card 
attack. So Chem et al. suggested a secure user authentication scheme against smart 
card loss attack using symmetric key techniques but this scheme does not still 
resolve some security vulnerability. So by the cryptanalysis, this paper shows that 
Chem et al‘s scheme has problems on perfect forward secrecy, session key 
exposure by gateway node, anonymity, and the password check. 
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1 Introduction 

Recently, wireless sensor networks (WSNs) have been substantially investigated 
by researches. It can observe various hazardous conditions, such as volcanic 
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temperature, battlefield surveillance[1]. To use more secure and efficient 
communication on WSNs, various studies on user authentication had progressed 
from previous times. Das introduced a two-factor user authentication scheme 
firstly using password and smart card[2]. Since then, various researchers analyzed 
Das’s authentication scheme and showed the problems of the scheme, and 
proposes more secure and efficient user authentication scheme for WSNs. Nyang 
and Lee[3] pointed out that Das’s scheme has vulnerability on an offline password 
guessing attack and node compromise attack. Khan-Alghathbar showed Das’s 
scheme is insecure to gateway nodes bypass attack[4]. After analyzing Das’s 
scheme and Khan-Alghathbar’s scheme, Vaidya et al. point out that they have 
security problem attacks such as smart card loss attacks[5].  

To resolve the smart card attack such as offline password guessing attack, Yuan 
proposed biometric-based authentication scheme[6], and Yeh et al. improve 
Yuan’s scheme[7] and Choi et al. proposed security enhanced scheme using 
elliptic curve cryptography for WSNs to solve Yuan and Yeh et al.’s security 
problem[8].  

Chen et al. proposed a secure user authentication scheme against smart card 
loss attack for WSNs using symmetric key techniques. This scheme improves the 
security using only password and symmetric key algorithm without biometrics and 
public key crypto-system[9]. But we review and analyze Chen et al.’s scheme and 
found out various security problems on this scheme. 

The remainder of this paper is organized as follows. Section 2 briefly reviews 
Chen et al.’s authentication scheme while Section 3 provides a detailed security 
analysis on perfect forward secrecy, session key exposure by gateway node, 
anonymity, and password check problem of Chen et al.’s scheme. Section 4 
concludes this paper.  

2 Review of Chen et al.’s Authentication Scheme 

In this section, we describe the phase of Chen et al.’s scheme. This scheme is 
divided into three phase: the registration phase, password updating phase, and 
authentication phase. Figure 1 shows the authentication phase of Chen et al.’s 
scheme. Gateway node GW has secret values ܽݔ and ݏݔ, and share h(ݏݔ‖SID݊) with 
sensors node Sn[9]. 
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Fig. 1 Authentication phase of Chen et al.’s scheme 

[Registration phase] (1) User ܷ݅ selects identifier ID݅ and password PW݅, 
generates a random number ܾ, and computes ܲ ୧ܹ = ℎ(PW݅ ‖ ܾ). Then ܷ݅ sends 
ID݅ and ܲ ୧ܹ to the gateway node GW over a secure channel. (2) GW computes ܰ݅ 
= ℎ(ID݅ ‖ ܽݔ) ⊕ ܲ ୧ܹ. GW stores {ID݅, ܰ݅, ℎ(⋅)} into a smart card and sends it to ܷ݅. (3) After ܷ݅ receives the smart card, ܷ݅ inputs ܾ into smart card and finishes the 
registration phase. 
[Password updating phase] (1) ܷ݅ inserts smart card into the terminal and enters 
ID݅, old password PW݅, new password PWi

*. (2) ܷ݅’s smart card verifies the 
entered ID݅ using stored value IDi. If ID݅ is accurate, then ܷ݅ is approved to change 
the password. (3) ܷ݅’s smart-card calculates ܲ ୧ܹ = ℎ(PW݅‖ܾ), ܹܲ∗୧=ℎ(PWi

*‖ܾ), 
and ܰi

*=ܰ݅⊕ ܲ ୧ܹ ⊕ܹܲ∗୧ and then replaces old value ܰ݅ with new value ܰi
*, 

and finishes this phase. 
[Authentication phase] (1) ܷ݅ inserts smart card to terminal and ID݅ and PW݅. Smart 
card computes ܲ ୧ܹ = ℎ(PW݅‖ܾ), ݇ = ℎ1((ܰ݅⊕PW݅)‖ܶ1), ܶ1 is current timestamp of ܷ݅. 
The smart card generates random number ܴ1∈{0, 1}݈, computes ݇ܧ = ݅ܣ(ID݅‖ܴ1‖ܶ1), 
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 GW verifies ܶ1. If (ܶ’1− ܶ1) ≤ Δܶ, then GW continues to the next step, Δܶ .{1ܶ ,݅ܣ ,ID݅} to GW. (2) GW receives {1ܶ ,݅ܣ ,ID݅} with symmetric key ݇. Then it sends (⋅)ܧ means that “∗” is encrypted by (∗)݇ܧ ;is asymmetric key cryptography function (⋅)ܧ
denotes expected time interval for the delay. GW computes ݇=ℎ1(ℎ(ID݅‖ܽݔ)‖ܶ1) and (݅ܣ)݇ܦ = {ID݅, ܴ1, ܶ1}, where ݇ܦ(∗) means that “∗” is decrypted by the key ݇. Then 
GW checks whether decrypted messages ID݅ and ܶ1 are equal to received ones. GW 
computes SK=ℎ1(ID݅‖ ℎ(ݏݔ‖SID݊)‖ܶ2), ܤ  ݅= ℎ1(ℎ(ݏݔ‖ SID݊)‖SK‖SID݊‖ID݅‖ܶ2), SK is 
the session key between ܷ݅ and ܵ݊. Then the GW sends the message {ID݅, 2ܶ ,݅ܤ} to 
the sensor node ܵ݊. (3) ܵ݊ validates ܶ2, computes the SK = ℎ1(ID݅‖ℎ(ݏݔ‖SID݊)‖ܶ2). ܵ݊ 
computes ܤi

* = ℎ1(ℎ(ݏݔ‖ SID݊)‖SK‖SID݊‖ID݅‖ܶ2) and then checks whether ܤi
 ݊ܵ .݅ܤ =*

computes ݅ܥ= ℎ1(ℎ(ݏݔ‖ SID݊) ‖SK ‖ ID݅‖SID݊‖ ܶ3). ܵ݊ sends the message {3ܶ ,݅ܥ} to 
GW. (4) GW first verifies ܶ3, computes ܥi

*=ℎ1(ℎ(ݏݔ‖ SID݊)‖SK‖ID݅‖SID݊‖ܶ3) and 
then checks whether ܥi

 then sends ,(ID݅‖ SID݊‖ SK ‖ܴ1‖ ܶ4) =݅ܦ GW computes .݅ܥ = *
the message {4ܶ ,݅ܦ} to ܷ݅. (5) ܷ݅ computes (݅ܦ) = {ID݅, SID݊, SK, ܴ1, ܶ4}; then ܷ݅ 
checks whether the decrypted messages ID݅, ܴ1, and ܶ4 are equal to the previous ones. 
If it is same, user ܷ݅ establishes trust on GW and establishes SK with sensor node ܵ݊. 

3 Cryptanalysis of Chen et al.’s Authentication Scheme 

3.1 No Perfect Forward Secrecy 

Chen et al.’s authentication scheme does not provide the perfect forward secrecy. 
Perfect forward secrecy means that a session key derived from a set of long-term 
keys will not be compromised if one of the long-term keys is compromised in the 
future [8,10]. So an adversary can compute the session key sk between the Ui and 
Sj  if the adversary knows the one of long-term key ℎ(ݏݔ‖SID݊) in future. Figure 2 
describes the lack of perfect forward secrecy on Chen’s authentication scheme. 
Adversary can get IDi and T2 in public communication. If adversary know one of 
user’s long-term secret ℎ(ݏݔ‖SID݊), the adversary can compute the session key SK 
= ℎ1(ID݅‖ ℎ(ݏݔ‖SID݊)‖ܶ2). Moreover, the adversary can get the previous 
information IDpi and Tp2. Then, the adversary can compute all of previous session 
key SKp between user and sensor node. 
 

 
Fig. 2 Lack of perfect forward secrecy on Chen et al.’s scheme 
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3.2 Session Key Exposure by GW node 

In Chen et al.’s scheme, session key is used for secure communication between Ui 
and Sn after authentication phase. It is important matter that anyone cannot 
compute SK with the exception of Ui and Sn even if GW node is trust node. 
However, Chen et al.’s scheme is vulnerable to this problem. Figure 3 describes 
the session key exposure by GW on Chen et al.’s scheme. GW can have ID݅, ݏݔ, 
SID݊ and ܶ2, so GW can compute session key SK=ℎ1(ID݅‖ ℎ(ݏݔ‖SID݊)‖ܶ2). 
Therefore, GW can compute all of session key between Ui and Sn. It means that 
GW decrypts the secret message between Ui and Sn so GW can gain all of the 
important information between every Ui and Sn.  

 

 
Fig. 3 Session key exposure by GW node of Chen et al.’s scheme 

3.3 Lack of Anonymity 

Figure 4 describes the problem due to the lack of anonymity on Chen et al.’s 
scheme. User Ui sends own IDi to GW using public communication, and GW 
sends IDi to the sensor Sn without any protection. So an adversary can easily 
acquire IDi from public communications. Therefore the adversary can get various 
information using user’s IDi. For observing GW’s receiving communication, the 
adversary can obtain how many users are registered to GW. Moreover, the 
 
 

 
Fig. 4 Lack of Anonymity on Chen et al.’s scheme 
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adversary can get to know which users communicate with Sn, in other words, 
which users obtain the data by accessing to Sn. the lack of anonymity in Chen et 
al.’s scheme cause various problem so it need to be addressed by providing user 
anonymity through various ID protection technique.  

3.4 Lack of Password Check 

Chen et al.’s scheme cannot provide the password check in user’s smart card 
therefore various problems occur in authentication phase and password updating 
phase. Figure 5 describes the problems due to the lack of password check on Chen 
et al.’s scheme.    

 

 
Fig. 5 Lack of Password Check on Chen et al.’s scheme 

In authentication phase, user’s smart card cannot recognize user’s wrong 
password so encrypts the data using kD, which is made by wrong password. 
Moreover, Ui sends the faulty authentication messages <IDi, AiD, T1> to GW. In 
password updating phase, smart card cannot discontinue the phase even if Ui 
inputs wrong old password. Therefore, smart card computes wrong values such as ܲ ୧ܹୟ, ܹܲ∗୧ୠ, and ܰi

* = ܰ݅ ⊕ ܲ ୧ܹୟ⊕ܹܲ∗୧ୠ, then replace ܰ݅ with wrong ܰi
*. 

This problem causes that user cannot execute authentication phase due to wrong ܰi
* even if Ui inputs normal new password.   
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4 Conclusion 

To solve various problems such as smart card loss attack, Chen et al. proposed a 
secure user authentication scheme using symmetric key techniques for WSNs but 
it still has some problems. In this paper, we first review Chen et al.’s scheme and 
analyze this scheme using the cryptanalysis. So we have identified that Chen et 
al.’s scheme designed for WSNs is vulnerable to: lack of perfect forward secrecy, 
session key exposure by GW node, lack of anonymity, lack of password check. 
This study on cryptanalysis analysis can be used to make more secure 
authentication scheme. 
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