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Abstract Security aspects currently play a vital role in software systems. As secu-
rity managers have to operate within limited budgets they also have to patch up the
increasing number of software security vulnerabilities. They need to perform a risk
evaluation in order to determine the priority of patching-up vulnerabilities. The use of
quantitative security assessment methods enables efficient prioritization of security
efforts and investments to mitigate the discovered vulnerabilities and thus an oppor-
tunity to lower expected losses. Elsewhere, Extraction Transformation Load (ETL)
processes, known as a core, development of WeBhouse. Securing these processes is
highly important and helps in mitigating security defects in decisional system. For
this purposes, this paper adopts the Common Vulnerability Scoring System (CVSS)
and proposes a Meta model for security measure in Web ETL processes enabling
security manager to asset anticipated vulnerabilities.

1 Introduction

WeBhouse represents a new form of data warehouse that collects data from the web,
which presents a large source of information, in order to integrate the data from
several sources. Due to sensitive data contained in the DW, it is important to assure
the security of the decisional system from the early stages of the life cycle of its
development. In the Web context, the mega-volumes of data, the increasing number
of users and the heterogeneity of requirements increase new challenges, as the nature
of data, the lack of control over the sources, and the frequency of changes on data.
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Besides, the main challenge in this field is how to integrate heterogeneous and safety
data in the WeBhouse when some or most data sources reside on the Web.

Indeed, the use of Internet in a storage process (acquisition, storage and access)
increases the risk of attacks that can affect decisional system and make it more
vulnerable. An improper disclosure of such data represents a risk to the system.
These drawbacks lead us to consider that security is a key factor for a WeBhouse. In
addition, the security needs are not considered at the earliest designing phases of data
warehouses; also most design methods do not integrate them. An engineer who does
not have a complete description about security requirements and the way of securing
data will treat these aspects at the closing stages of the WeBhouse development.

Note that the Extraction-transformation-loading (ETL) processes play an impor-
tant role in WeBhouse architecture because they are responsible for integrating data
from heterogeneous data sources. But, works dealing with ETL processes secu-
rity are few and far from proposing a complete approach to secure the ETL web
process. They are focused mostly on the extraction process although the transforma-
tion process covers major complex operations. Also, the loading process requires a
protected network to charge data in the WeBhouse. It is therefore widely recognized
that the appropriate design and security of the ETL processes are key factors in the
success of WeBhouse projects.

At the design and implementation stages of WebHouse life cycle, vulnerabilities
are inadvertently introduced and result from defects or weaknesses. They can be
exploited by attackers to harm the system. Therefore, security needs to be consid-
ered and measured from the early stage of the development life cycle. To evaluate
the security and safety level inWEB ETL processes, we define a secure Meta model.
Our meta enriches the Meta-model of UML activity diagram defined by OMG [1] by
adding security classes based on the metric groups of the CVSS (Common Vulner-
ability Security Score) [2]. Our approach enables us to verify the safety of the data
source before the extraction process, to detect vulnerability and define for each one
the suitable preventions and solutions and to secure the inter-phase transition. The
proposed solutions integrating security needs are melted in the CVSS factor metric
groups values, thus enabling to asset the severity impact of vulnerabilities. This mea-
suring allows us to prioritize vulnerability and reduces the impact of vulnerabilities
on the ETL process because the most severe will be the first remedy. Our proposition
is applied to a case study for the Web ETL processes of an online banking system,
due of the risk that may come across this system and the sensitivity of the data that
they process.

This paper is organized as follows: Sect. 2 surveys ETL process security and
security measurement related works. Section3 presents our secure Web-ETL Meta-
model integrating vulnerabilities specification. Section4 depicts our secure web-
ETL case study instantiating our meta model in banking WeBhouse ETL processes.
Section5 concludes the paper with some pointers to future directions.
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2 Related Work

2.1 ETL Process and Security

2.1.1 Multidimensional Integration of Web Data

The proposed Web Warehouse architecture in [3] is composed of two parts: a repos-
itory of functional characteristics of a data warehouse and a repository of Web click-
streams describing the data. Before data extraction, the approach requires the verifi-
cation of the accuracy of data sources from the Web. Web logs are unified in [4] the
proposed approach is to represent the raw data log file in a model that conforms to
a meta-model of generic Web log. Once this model is designed, a multidimensional
conceptual model is obtained automatically through the transformation language
QVT (Query/View/Transformation). Based on the SOA architecture, [5] discusses
the real-time data analysis and they design the real time data warehouse architecture.
In the proposed architecture, a multilevel real-time data cache is introduced to facil-
itate the realtime data storage. Reference [5] combines the Web services and data
warehouse by using theWeb service to capture real-time data and make the real-time
data capture and load easily.

However, to summarize the current literature, we note that all the work deal with
Web inputs. We find that the treatment of ETL processes which present an important
task for designing the WeBhouse is infrequent or absent. In addition, non-functional
security requirements are not addressed in any design approaches with the exception
of work [6] which has emphasized the need to verify the accuracy of data sources.
Therefore, in the next section, we present the few works studying the safety of ETL
processes.

2.1.2 ETL and Security

Although there are conceptual proposals for themodeling of ETL processes, there are
few proposals that support safety issues. The complexity of the ETL system arises as
the sources use different data formats, which has to be cleaned, transformed, aggre-
gated and loaded into the data warehouse as homogeneous data. Consequently and
with the emergence of the web, different security problems are triggered and a secu-
rity approach for the ETL process becomes a urgent need. Reference [7] proposes
a simulation model for the extraction of secure data during the ETL process. To
accomplish the conceptual modeling of Secure Data Extraction in ETL processes,
they extend the UML uses case and sequence diagrams. An algorithm is proposed
based on the users authentication, the encryption of the extracted data, the verifica-
tion of data corruption. This work is extended in [8] where authors analyze the ETL
process under two security metrics: vulnerability index and security index. A frame-
work for securing any phase in the ETL process has been suggested together with a
methodology for assessing the security of the system in the early stages. Reference
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[8] develops a simulation tool SeQuanT which quantifies the security of the system,
in a general context. An object-oriented approach to model the ETL process embed-
ding privacy preservation is proposed in [9] the researchers present a class diagram
for ETL embedding Privacy Preservation. The main components of this diagram are
Data Source, retrieval component, source identifier, join, PPA and DSA. The PPA
is the most important and major component of this architecture, its task includes
cleaning and transforming data followed by privacy preserving attributes.

There are few research papers on ETL security. These researches do not take into
account non-functional security needs of ETL processes in the Web business level
and they do not address the vulnerabilities between processes of Web ETL.

2.2 Security Measurement

To secure a system, we must identify and assess vulnerabilities. So we need to pri-
oritize these vulnerabilities and remediate those that pose the greatest risk. Several
research papers addressing topics of measuring information security have been writ-
ten in the last few years. National Institute of Standards and Technology have pub-
lished Special Publications dealing with topics of RiskManagement and Information
Security Metrics [10–12].

Several studies are based on the CVSS which is an adopted standard that enables
security analysts to assign numerical scores to vulnerabilities according to severity
to measure security [13]. In [14], authors propose the novel approaches of handling
dependency relationships at the base metric level, and aggregate CVSS metrics from
different aspects. A CVSS risk estimation model is presented in [15]. The proposed
model estimates a security risk level from vulnerability information as a combination
of frequency and impact estimates derived from the CVSS.

3 The Meta Model Proposed for Secure WEB ETL

To model our secure Web ETL processes, we extend the Web ETL meta model
presented in [16], based on the activity diagram Meta model UML OMG [1] and
we enrich it with our security Meta classes. Because we cannot improve what we
cannot measure, [17, 18], measuring security in Web ETL process is an essential.
By applying security metrics, we can judge the relative effectiveness of our proposal
[13]. The CommonVulnerability Scoring System (CVSS) is an adopted standard that
enables security analysts to assign numerical scores to vulnerabilities according to
severity [13]. It calculates the vulnerability score using attributes grouped into three
metric groups: base, temporal and environmental. ACVSS score is a decimal number
in the range (0.0, 10.0), where the value 0.0 has no rating (there is no possibility
to exploit vulnerability) and the value 10.0 has full score (vulnerability easy to
exploit). The base metric group (mandatory) quantifies the intrinsic characteristics
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Fig. 1 CVSS metrics groups

of vulnerability in terms of two sub-scores: (i) exploitability subscore; composed
of access vector (AV), access complexity (AC) and authentication instances (Au),
and (ii) impact subscore to confidentiality (C), integrity (I) and availability (A) [14]
(Fig. 1).

Scoring equations and algorithms for the base, temporal and environmental metric
groups are described below. The base equation is the foundation of CVSS scoring.
The base equation is:

BaseScore = ((0.6 × Impact) + (0.4 × E)1.5) ∗ f (Impact) (1)

With:

Impact = 10.41 × (1 − (1 − C) × (1 − I) × (1 − A))

Exploitability = 20 × AV × AC × Au

f (impact)

{= 0 if impact = 0
= 1.176 otherwise

The temporal (optional) equation will combine the temporal metrics with the base
score to produce a temporal score ranging from 0 to 10. Further, the temporal score
will produce a temporal score not higher than the base score and it is composed
of Exploitability (E), Remediation Level (RL) and Report Confidence (RC). The
temporal equation is:

TemporalScore = (BaseScore × E × RL × RC) (2)

The environmental (optional) equation will combine the environmental met-
rics with the temporal score to produce an environmental score ranging from 0
to 10. The environmental equation is with CDP (CollateralDamagePotential), TD
(TargetDistribution), (CR/IR/AR) security requirement respective to Confidential-
ity/Integrity/Availability.
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EnvironmentalScore = ((AT + (10 − AT) × CDP) ∗ TD) (3)

With:

AdjustedTempora(AT) = TemporalScore recomputed with the Base Scores

Impact subequation replaced with the AdjustedImpact equation

AdjustedImpact = min(10, 10.41 × (1 − (1 − C × CR) × (1 − I × IR)

× (1 − A × AR)))

In our Meta model, we represent the Environmental Metric Group in a Meta
Class while the Temporal Metric Group factors are represented in the vulnerability
catalog. Some of the Base Metric Group factors are presented as Meta class like
Access, Security Aspect, others are presented as Meta class association like the
Authentication, the Access Complexity.

In order to consolidate the anticipated vulnerabilities in theWEBETL process, we
define a Metaclass VulnerabilityCatalog. This Meta class contains the most critical
vulnerability that can be detected during the three WEB ETL processes (Extraction,
Transformation, Loading) and we take into account the vulnerabilities encountered
between processes. Themeta classVulnerability inherits all theVulnerabilityCatalog
attributes and has the state attribute having values: detected, corrected, expected. This
categorization minimizes the probability that vulnerability happens by proposing
preventive actions and enables to define a secure environment. Also, it accelerates
the remediation actions since the security manager knows from the beginning the
most of the vulnerabilities that can be detected and he has already prepared the
appropriate remediation solutions.

As mentioned previously, our Meta model is composed of two packages: the Web
ETL Meta model and the security Meta model. In the following part, we describe
the Web ETL Meta model represented in Fig. 2:

• Steps inherit from “ActivityGroup” class. It models the extraction, transformation
and loading processes. Each “Step” is composed of “Activities”.

• Sons and Parents inherit respectively from the “inputPin” and the “outputPin”
classes.

• Xml Buffer, Log file, Website and Relational DB inherit from the DataStoreNode
class are used as storage means.

• XML Dimensional is an XMLBuffer class. It represents a dimensional structure
(fact, dimension, attributes ...).

The security Meta Model is presented with blue color in Fig. 3 and described as
follow:

• Security Need represent user requirements that must be satisfied in our security
approach.
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Fig. 2 Web ETL meta model

Fig. 3 Web ETL meta model
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• Risk is security problems preventing the achievement of security goals.
• Vulnerability Catalog is the anticipated vulnerability having as attribute the three
factors of the temporal Metric.

• Group: confirmation of the technical details of vulnerability, the remediation sta-
tus of vulnerability, and the availability of exploiting code or techniques. Since
temporal metrics are optional, they include a metric value that has no effect on the
score. This value is used when the user feels that the particular metric does not
apply and wishes to skip over it.

• inherits from the Vulnerability Catalog Meta class.
• Access present the type of access to the data (local, adjacent network).
• Security Aspect are Confidentiality, Integrity, Availability.
• Environmental Metric Group captures the characteristics of vulnerability that are
associated with a users IT environment.

• Impact is an association class between the Security Aspect and the Vulnerability
and measures the impact value.

• Affect is an association class between the Access and the Vulnerability and mea-
sures the Access Complexity.

• Damage is an association class between the Steps and the Vulnerability and
presents the authentication metric.

4 Scoring Security Measure in Banking WeBhouse ETL
Processes

Our proposition is applied to secure theWeb ETL processes of a banking system.We
focus on each process activity and define for it vulnerabilities that can affect quality
and safety of data. To achieve this purpose, our Meta model, covering ETL process
and CVSS vulnerabilities, is instancied. The first step in our work is the definition of
non-functional requirements depicted by SecurityNeed. Next, we search and set, for
the defined requirement the major risks that threaten the meeting of these needs. This
work leads us to set vulnerabilities and categorize them. So, for each vulnerability we
identify the affected activity during the process (Extract, transform, load), the access
type, the security aspect that it affects, the environmental and temporal factor. All
these parameters enable us to calculate theCVSS score and to set the safe remediation
solution.

4.1 Extraction Process

At the Extraction phase, some specific activities are defined to integrating severalweb
sources, especially log files and websites [16]. This step consists of extracting data
from log files (stored in web servers), websites and sources (relational DB, XML ...).
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Table 1 Security risks in the WEB extraction process

Risk Vulnerability

Improper input Violation of customer private information

Erroneous and incorrect URL data

Entrusted Website

Entrusted data (virus, malware)

Lack of integrity controls

Missing encryption of sensitive input

Administrator identity problem Unprotected transport credentials

Weak cryptography of password

Inssufficient verification of data authenticity

Improper autorisation

Lack of access control

Cybercrime: Phishing

Themain objective of this step is to unify these sources, into a single format to be used
later. Our task consists in controlling the safety of source and to secure the extracted
data. In Table1 presents the majority of security problems intended in the Extraction
phase. Two risks are defined and for each one the corresponding vulnerabilities are
specified.

In the next paragraph, we will give an example of how to present security in the
activity diagram ‘Log file structuring’. Structuring log file is an essential activity
that allows structuring and organizing a log file in an XML form. We study two
vulnerabilities which can be detected in this step and calculate the CVSS score.

Unprotected Transport of Credentials

Figure4 presents ‘LogFileStructure’ activity describing the log files structuring
process enriched by the security problem that can decrease the process quality. To
measure the vulnerability Unprotected transport of credentials, we set values for each
factor of the three metric groups of CVSS: base metric, environmental metric and
temporal metric. For the base metric, this vulnerability affects greatly (AC: 0.35)
the access by an AdjacentNetwork (AT: 0.646).). It does not damage the authentic-
ity (Au: 0). It affects completely Confidentiality (C: 0.660), and has no impact on
Integrity (I: 0) and availability (A: 0).

As an environmental factor, the detected vulnerability increases the collateral
damage (CDP: 0.5) and the target distribution (TD: 1). It affects security requirements
by increasing confidentiality and reducing integrity and availability ([CR/IR/AR],
[1.51/0.5/0.5]). For the temporal factor, this vulnerability has a Proof of concept
Exploitation value (E: 0.99) i.e. the code or technique is not functional in all situations
and may require substantial modification by a skilled attacker. It has a Workaround
Remediation Level (RL: 0.95) i.e. there is an unofficial solution available and it has
an Uncorroborated Report Confidence (RE: 0.95). Based on the defined factors value
in Fig. 4, we calculate the Base, Temporal and Environmental score.
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Fig. 4 ‘Unprotected transport of credentials’ security factors in the “Log File Structure” activity
diagram

BaseScore = 4,58
Temporal Score = 3,72

Environmental Score = 2,93

Violation of Customer Private Information

In Fig. 5, we present the same activity but the security need protection of the authen-
tication parameters is treated. The CVSS score are calculated based on the corre-
sponding CVSS factors value. As shown in Fig. 5, we have specified the respective
factor for the vulnerability ‘Violation of customer private information’ and set values
for each factor of the three metric groups of CVSS. We note that this vulnerability
affects a lot (AC: 0.35) the Network (AT: 1). It has no impact in Confidentiality (C:
0), but affects completely Integrity (I: 0.660) and partially Availability (A: 0.275).
It keeps the same values as the previous vulnerability at the temporal factors. At
the environmental factor, we notice that this vulnerability does not damage system
(CDP: 0) and has a medium distribution (TD: 0.75). It affects security requirements
by augmenting integrity completely and availability partially and has no impact in
confidentiality ([CR, IR, AR], [0.5/1.5/1]). With these values, we will calculate the
Base, Temporal and Environmental score.

BaseScore = 5,89
Temporal Score = 5,27

Environmental Score = 3,87
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Fig. 5 ‘Violation of customer private information’ security factors in the “Log File Structure”
activity diagram

Knowing that the base metric group is the mandatory score in CVSS, we compare
the two calculated results. The base score of Violation customer private information
is greater than the base score of ‘Unprotected transport credentials’. This observation
leads us to consider that the first vulnerability is more severe and it impact highly the
process. It should be treated quickly and strict and relevant security solutions should
be proposed to avoid any attempt to attack private information of bank’s customer.

4.2 Transformation Process

In ETL design process, the transformation step is an important and complex task.
There are a set of web transformation activities specific to web sources. These activi-
ties take as input web data sources structured in the Extraction process. At this level,
the data should be protected from intrusion and undesirable access. These risks affect
the data quality and safety. In Table2, we define and categorize the anticipated vul-
nerability of the transformation process.
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Table 2 Security risks in the WEB transformation process

Risk Vulnerability

Network problem Lack of access control between process

Risk of loss data

Problem of downtime during the treatment
and/or the transfer of data

Data corruption during the transmission to the
Loading process

Risk of losing business data (Customer Private
data, Accounts number,...)

Data safety Joining erroneous data with incorrect values or
misspelled attribute

Missing encryption of accounts information

Missing encryption of customer private
information

Improper autorisation

Transmission of sensitive data to the loading
process without encryption

Erroneous business web data

Missing encryption of sensitive data

Cybercrime: Phishing

This table represents a catalog helping the security manager to find the anticipated
vulnerabilities and to define for each one the corresponding security remediation.
This goal is achieved by relying the CVSS factors value prioritizing vulnerability
and facilitating the choice of the security solution.

4.3 Load Process

Finally, a secure environment should be available to the loading process which loads
the processed data to the WeBhouse. In this stage, many problems are detected and
should be remediated to assure the WeBhouse data safety. In Table3, we list some
security problems which can be detected in the loading process.

Table 3 Security risks in the
WEB Loading process

Risk Vulnerability

Data safety Risk of loss data

Downtime problem during the data loading

Unprotected DSA
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5 Conclusion

An early detection of security requirement has an impact on the further design deci-
sions providing better security specifications and final products. Security constraints
should be considered in the whole development process from early stages to final
tools. Because the ETL processes present the first stage in the WebHouse devel-
opment and it treats an important volume of data coming from heterogeneous and
uncontrolled sources, our challenge is to secure the WEB ETL processes and offer
a safe environment to modulate the extracted data. In this paper, we propose an
approach to secure Web ETL processes by describing the anticipated vulnerabilities
for each step and measuring the Score of each one based on the CVSS factor. This
measuring prioritizes the critical vulnerabilities and helps the security manager to
define the suitable solutions. Our future work consists in the implementing of our
proposal and defining a tool helping designer from meta to model while treating
non-functional security requirements from the business level.
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