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    Chapter 2   
  A Multinational Survey on Users’ Practices, 
Perceptions, and Awareness Regarding Mobile 
Phone Security                     

    Abstract     In this chapter, we will present some interesting fi ndings from a large- 
scale empirical study. It was conducted in a sample of 7172 students studying in 17 
Universities of 10 European countries, in order to assess users’ levels of security 
feeling and awareness in regard to mobile phone communications. As this study 
revealed, there are categories of users who face increased security risks due to their 
self-reassuring feeling that mobile phones are per se secure. These users feel that 
mobile phone communication is secure and tend to be less cautious in their security 
practices. There was also a statistically backed correlation of an array of demo-
graphics and usage characteristics and practices to the overall security level of the 
user. As such, specifi c profi les of users were extracted according to their mobile 
phone objective and subjective security level.  

  Keywords     Empirical study   •   Security survey   •   User awareness   •   Security aware-
ness   •   Security perceptions   •   Mobile phone security   •   Security practices   •   User pro-
fi ling   •   Mobile downloading   •   Ciphering indicator  

2.1             Introduction 

 Mobile phones have become a vital part of daily life for billions of people around 
the world. Their presence is ubiquitous and most users report that their cell phone 
makes them feel safer, even sleeping with their phone on or right next to their bed 
[ 1 ]. As described in the previous chapter, this dependence on mobile phones is not 
free from security risks. In this chapter, we will present some interesting fi ndings 
from a large-scale empirical study. It was performed in order to assess users’ levels 
of security feeling and awareness in regard to mobile phone communications and 
the results were published in various academic conferences [ 2 – 7 ]. 

 As this study revealed, there are categories of users who face increased security 
risks due to their self-reassuring feeling that mobile phones are per se secure. These 
users feel that mobile phone communication is secure and tend to be less cautious 
in their security practices. Moreover, there was a statistically backed correlation 
of an array of demographics and usage characteristics and practices to the over-
all security level of the user. This way, specifi c profi les of users were extracted 
according to their mobile phone objective and subjective security level. 



16

 These categories of users need proper training and education; otherwise, a 
 security incident will soon follow, harming in the long term the network opera-
tors too. They must be protected from unauthorized third party access to their 
data and from economic frauds.    It is unquestionable that since users fail to 
secure their phones, reinforcing their security level should become a critical 
imperative.  

2.2     Methodology 

 A very useful evaluation method for surveying user’s practices is the use of multiple- 
choice questionnaires (i.e. in person delivery or e-mail questionnaires) [ 8 ,  9 ].    This 
empirical survey was conducted in the fi rst half of 2010 using in-person (face to 
face) delivery technique, with a total of 7172 respondents participating (students in 
17 Universities of 10 European countries). 

 This method was selected from other alternatives because it is more accurate and 
has a bigger degree of participation from the respondents (e-mail questionnaires 
usually are treated as spam mail from the respondents plus there is the risk of mis-
understanding some questions). Indeed, the approximate ratio of participation was 
80 % since the researchers were able to answer the questions of participants regard-
ing the scope and the purpose of the survey. There was also a pilot study, conducted 
in the University of Ioannina, Greece, before the questionnaire was administered to 
the sample, to ensure the reliability and validity of the questionnaire [ 10 ]. At this 
point, it is interesting to note that there are not available already validated question-
naires for the subject. 

 The target group of the survey was university students from ages mostly 18–26, 
incorporating both younger and older youth segments because these ages are more 
receptive to new technologies. Given the fact that nowadays a very high percentage 
of young people is studying, the sample is not deemed limited and can be consid-
ered as representative of a large percentage of general youth population. Furthermore, 
since they are still studying, it would be easier to participate in security education 
programs, possibly implemented in Universities. 

 The English questionnaire was prepared, containing 22 questions, including the 
demographic ones. It was divided into two parts. In the fi rst part, participants were 
asked demographic questions including gender, age, and fi eld of studies as well as 
some economic data including mobile phone usage, connection type, and budget 
spent monthly on phone service. In the second part, specifi c questions related to 
their practices and security  perceptions   regarding mobile phones’ security issues 
were researched. The questionnaire was translated to the corresponding languages. 
The translated text was reviewed by a third native language user to spot any transla-
tion errors or cultural misunderstandings. Data entry, fi nally, took place using cus-
tom software [ 11 ] while processing was done with SPSS. 

2 A Multinational Survey on Users’ Practices, Perceptions…
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 Answers in specifi c questions were correlated to the answers in question: “Are 
you informed about how the  options and technical characteristics   of your mobile 
phone affect its security?” which had the following possible answers: “A Very 
Much, B Much, C Moderately, D Not too much, E Not at all”. Apart from the 
statistical interpretations, a simple mathematical formula was also developed in 
the analysis of the security knowledge to produce numerical values from the mul-
tiple choice questionnaires. Responses were weighted with these weights: Very 
Much: 4, Much: 3, Moderately: 2, Not much: 1, Not at all: 0 and then divided by 
the number of occurrences, in order to get a mean value that was called “ Mean 
Security Feeling Value (MSFV)”.   

 In addition to  MSFV   which was based on subjective answers, another, objective, 
metric was introduced, the “ Mean Actual Security Value (MASV)”.   MASV was 
calculated by adding one point for each of the following practices, which are objec-
tively correct: Having IMEI noted down, knowledge of lack of encryption icon, 
having SIM PIN enabled, using a screensaver password, having Bluetooth disabled, 
not lending the phone, not downloading software to the phone, using antivirus, not 
saving passwords in the phone, and not saving personal data in the phone. The 
maximum score would hence be 10, since there  were   10 specifi c questions. 

 Similarly, an objective awareness metric was introduced, the “Mean Actual 
Awareness Value-MAAV”. For this one, one point  was   added for each “I do not know” 
in the answers. The maximum score would hence be 7 denoting a highly lacking 
awareness profi le while 0 would be the mostly security aware score (negative scale).  

2.3     Results 

2.3.1     In General 

 In the next sections we present the results of categorizing users in regard to their 
security knowledge using the correlation and the simple formula described earlier. 
All of the fi ndings presented are statistically signifi cant at the Pearson’s Chi-Square 
test  p  < 0.001 level. As was found, there are many statistically signifi cant correla-
tions between the following  parameters:  

•    Security feeling and awareness to {sex, age, fi eld of study, brand, operating sys-
tem of phone, monthly bill}  

•   Country to {downloading, security awareness, feeling, practices}  
•   Storing personal data to {security awareness, feeling, practices}  
•   O/S type (advanced or not) to {downloading, security awareness, feeling, practices}  
•   Bluetooth usage to {demographics, security practices}  
•   Downloading to {demographics, security awareness, feeling,    practices}.    

 These fi ndings are thoroughly presented in papers [ 2 – 7 ].  

2.3 Results
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2.3.2     Demographics 

  Among the 7172 participants of Table  2.1 , 53 % were females and 47 % were males 
while most of the respondents were aged 18–26 (75 %). The subjects were studying 
various sciences and were generally equally distributed.

   Regarding mobile phone usage,    almost 67 % of them are using daily a single 
mobile phone, with some 24 % using two phones regularly. Nokia is the favorite 
brand, reaching 39 % of students followed by Sony-Ericsson (25 %) and Samsung 
(15 %). Apple’s iPhone seems to be scarce among students with less than 4 % of 
penetration. It is immediately apparent that focusing on Nokia and Sony-Ericsson 
phones, a security awareness campaign would immediately target almost 2/3 of 
users yielding a very high return of investment. The brand itself however is not 
enough to categorize attack vectors and practices, since there is also the feature of 
the specifi c operating system running on each phone. 

 The Mean Security Feeling Value  MSFV   was 2.26 in the scale 0–4 (0 not at all, 
4 very much), with minimal differences among genders. Correspondingly, the Mean 
Actual Security value MASV was calculated to be just 3.55 out of maximum value 
10. The MSFV was found to be somewhat higher in younger ages. Examining the 
fi eld of study, we discovered that soon to be medical doctors are feeling the most 
secure (MSFV 2.69). Mathematics and Natural Science students with MSFV 1.89 
were in the other end of spectrum the most worried ones. Engineers were in the 
middle of the range, with MSFV 2.24.   

2.3.3     Economics 

  Proceeding to  economics,   participants were asked whether they are using a prepaid or 
post-paid (contract) mobile phone connection. 42.4 % of students are using a contract-
based subscription, a rather high percentage, while 13.6 % have both prepaid and post-
paid SIMs (Subscriber Identity Module). Users having both types of connection seem 
to be more worried about security issues. Answering how much money they spent 
monthly, student mobile phone users had a wide range of fi nancial capabilities. The 
leading 36.7 % spends 11–20€ (currency converted) monthly while 30.5 % spend less 
than 10€. Only 9 % spend 31–40€ and some 6.3 % spend more than 40€ per month. 

 The MSFV shows an interesting trend. It progressively gets lower as the bills get 
higher, from 2.33 (≤10€ bill) to 2.05 (31–40€ bill). Then, for users who spend more 
than 40€, it grows a little to 2.12. This is quite logical, since the more users spend, 
the more are concerned about the security of communication and possible fraud. 

 Following with a question of both security and economic importance, almost half 
of participants (47 %) do not download any software at all. There is also a 19 % that 
actively downloads ringtones or logos while some 16 % do not know whether their 
phone is able to download or not. The combined  downloading   mean including 
Ringtones/Logos, Games, and Applications is around 37 %. Of course, getting 
familiar with downloading users is being more vulnerable to downloading and using 
unauthorized software that can harm their phone.   

2 A Multinational Survey on Users’ Practices, Perceptions…
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2.3.4     Security-Specifi c Questions 

 Our fundamental research question was how “secure” users feel that mobile phone 
communication is. The majority (36.9 %) replied “ moderately”   followed by 28.6 % 
“much” (Fig.  2.1 ). On the other hand, some 21.36 % felt not too much or not at all 
sure they are secure. Using the simple formula described in Sect. 2.2 the mean secu-
rity feeling value (MSFV) was 2.26, in the 0–4 scale (0 not at all, 4 very much).

   In addition, students answered whether they are informed about how the options 
and the technical characteristics of their mobile phones affect the security of the 
latter and whether they are taking the necessary measures to mitigate the risks. The 
majority (30.8 %) states that they are “moderately” informed while a large 15.8 % 
believes that they are “not at all” informed (Fig.  2.2 ).

   Correlating  MSFV   value to awareness feeling (Fig.  2.3 ), an almost linear relation-
ship between them manifested. Users who feel very much informed believe that com-
munication is very much secure. On the other end, users who do not feel informed are 
afraid that communication is not at all secure. At this point, one can argue that exces-
sive confi dence can lead to “relaxation” of security practices. In addition, a campaign 
to enhance the security knowledge of users would lower their fear of communication 
insecurity, probably leading to greater phone usage and profi ts for the operators.

   There was an even better (negative) linear association between the subjective 
security feeling and the objective mean actual security value (Fig.  2.4 ). Users who 
believe that mobile phone communication is very much secure have the lowest 
Mean Actual  Security    Value   MASV (3.44). That shows a clear discrepancy between 
user opinions on security and actual security practices. The association grows lin-
early to the highest MASV of 3.84 for those that believe that communication is not 
secure at all. This group employs the most best practices, bit still fails in more than 
half (c.f. Methodology, where the maximum value of MASV is theoretically 10)
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  Fig. 2.1    How secure do you consider communication through mobile phones?       

 

2 A Multinational Survey on Users’ Practices, Perceptions…



40

30

20

10

0

P
er

ce
n

t

Not at allNot too muchModeratelyHighHighly

8.51%

22.60%

30.76%

22.38%

15.76%

  Fig. 2.2    Knowledge of mobile phone security aspects       
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  Fig. 2.3    Mean security feeling value vs. security feeling       
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   Further correlating the responses to the type of  operating   system (advanced or 
not) proved that students owning phones with an advanced operating system believe 
they are more secure than those who actually own a phone without advanced 
O/S. There was also a clear connection between increased backup frequency and 
security feeling. 

 At the same time, knowledge of the existence of the special icon that informs the 
user that his/her phone encryption has been disabled  increased   the safety feeling of 
users. In short, when A5 encryption is switched off or not supported, there is provi-
sion for handsets to display a special icon informing the user about the situation (it 
will be further explained in Chap.   3    ). Such an occurrence can be attributed either to 
network’s lack of encryption capability or to temporary failure/overloading. The 
same icon can appear when a malicious attacker is launching a man in the middle 
attack, impersonating network’s base stations to deceit the handset into connecting 
with the fake base station instead of the legitimate one. The fraudster can then channel 
the communication through his own equipment, effectively intercepting it [ 12 ]. This 
fi nding is a clear explanation of how better User Interfaces can help enhance the 
subjective security feeling via an objective method.   

2.4     Related Work 

 Although there have been quite many theoretical studies concerning mobile ser-
vices and mobile phones, a signifi cant means for investigating and understanding 
users’ preferences is asking their opinion via specifi c questioning techniques. The 
vast majority of these surveys indicate the growing importance of mobile phones in 
everyday life and the increased popularity of new  features   [ 1 ,  13 ]. In addition, with 
the apparent omnipresent availability of wireless devices, mobile services have a 
very promising prospect [ 13 ]. However, the success of those services (namely, 
m-commerce and m-payment) depends much on the security of the underlying 
mobile technologies [ 14 ], and mobile ubiquitous services pose great security chal-
lenges [ 15 ] Furthermore, users are interested in mobile services adoption only if the 
prices are low and the security framework is tight enough [ 16 ,  17 ]. 

 A study of mobile users focusing on their awareness and concerns related to 
security threats, from security vendor McAfee, indicated that more than three quar-
ters of respondents do not have any security at all [ 18 ]. In other words, despite 
acknowledging the wealth of threats—ranging from phishing scams to viruses—
that could impact them (including concerns about losing or having their phone or 
personal data stolen [ 19 – 21 ]), users do not see security strengthening of their phone 
as a critical concern. 

 In any case, the security of mobile phones is proven not to be adequate [ 12 ,  22 ]. 
Several survey studies exist that indicate in this direction. Some of these surveys 
studies focus on mobile phone’s security issues [ 23 ] while others on mobile phone 
services, mentioning also security issues [ 16 ,  17 ,  24 ]. Modern smart phones, spe-
cifi cally, are vulnerable to more security risks [ 25 ]. 

2 A Multinational Survey on Users’ Practices, Perceptions…
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 As previous work has shown [ 2 ,  26 ], users exhibit different levels of knowledge 
in regard to security. Starting from the young age, they are not receiving proper 
cyber security and training education from schools [ 27 ], and they are lacking the 
security awareness and proper etiquette [ 28 ]. A method to pinpoint specifi c user 
categories and present them the right amount of information and dialogs [ 29 ] is 
needed in order to restore their security level. 

 In regard to  awareness   systems, there have been efforts to create a sense of 
accountability in a world of invisible services that we will be comfortable living in 
and interacting with [ 30 ] as well as mechanisms for managing security and privacy 
in pervasive computing environments [ 31 ] but they still focus mostly in privacy 
issues and not actual security enhancement through education. In any case, there are 
also signifi cant legal questions as presented in [ 32 ]. 

 In addition to the above, mobile security is not considered a critical priority by 
companies. Cell phone security for enterprise devices is seriously lacking, and a 
little misunderstood as well [ 33 ], while the majority of companies do not have a 
security policy that addresses mobile devices [ 34 ]. However, some initiatives are 
taken in the direction of protecting mobile phones against threats including policies, 
tools, and recruiting technically skilled personnel [ 35 ].  

2.5     Conclusion 

 The fi ndings of the survey that were briefl y presented support the hypothesis that 
users can be grouped in well-defi ned categories according to the subjective state-
ment of how secure they feel mobile phone communication is. These categories 
exhibit different values of a metric named “mean security feeling value”. Further 
introducing a “mean actual security value”, “good” security practices they follow 
were counted. Comparing this (objective) value to their subjective security feeling 
revealed interesting results. There was a clear negative connection between feeling 
secure and actually being secure. Users that feel that mobile phone communication 
is secure, tend to be less cautious in their security practices, being actually less 
secure than they feel. This discrepancy between user opinions on security and actual 
security practices is a fact that should be addressed in order to minimize vulnerabili-
ties and user exposure. 

 In regards to awareness, users that feel they are very much informed believe that 
communication is very much secure. On the other end, users that do not feel 
informed are afraid that communication is not at all secure. Excessive confi dence 
could lead to “relaxation” of security practices while excessive fear certainly hin-
ders technology adoption and especially mobile downloading. 

 It is more than clear that the mobile security area is going to be the next battle-
ground since mobile security is an emerging discipline within information security 
arena and security levels are not high enough [ 36 ]. Users themselves are critically 
affected by security and privacy threats, and play a key role in protecting them-
selves and others. Since they do not actively follow most of security best practices, 

2.5 Conclusion
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academia and industry should focus their security awareness campaigns and efforts 
in order to combat the false sense of security that users have. In the following chap-
ters of this book, we will hopefully help toward this direction, highlighting specifi c 
practical security problems. 

 Moreover, given the growing usage of mobile phones to access the Internet, it is 
of paramount importance to enhance the overall users’ security levels that were 
found to be alarmingly low. This presents a vast opportunity for carriers and service 
providers too. They can play a proactive and strategic role in protecting their sub-
scribers, both through education and through the security software they should 
deploy across their networks. 

 Manufacturers on the other hand should proceed to better designed interfaces 
and mobile phones generally, richer in security features. Special software could 
help users mitigate the security risks offering embedded encryption options for data 
stored in the phone as well as automated backup features and options. 

 Since users exhibit different levels of security feeling in regard to mobile phone 
communications, and since there are categories of users that face increased security 
risks due to their self-reassuring feeling that mobile phones are secure per se, 
research proposed in [ 37 ] describes a system that pinpoints and informs mobile 
phone users that have a low security level, thus helping them protect themselves. 
The system would consist of software application, installed in mobile phones as 
well as of software and data bases, installed in the mobile telephony operators’ serv-
ers. Mobile telephony providers (by adopting this application), as well as manufac-
turers (by pre-installing it in their phones), could help mitigate the increased security 
threats effectively protecting the end users. 

 Software could help users mitigate the security risks associated with the usage 
of mobile phones. An array of tools could be implemented offering embedded 
encryption options for data stored in the phone as well as automated backup fea-
tures and options. Of particular importance would be the implementation of soft-
ware to inform the users about the encryption state of the phone, a task that seems 
to be a “taboo” in the mobile phone security ecosystem as we will further see in 
next chapter. Such software could be written either in Java, for lower-end mobile 
phones or in full SDK environments for the smart phones. It is also possible to 
 collaborate with providers and implement solutions embedded in the SIM cards, 
using STK (SIM toolkit). The users of such a system can benefi t from the following 
educational goals:

•    Engagement and active participation in the mobile phone security fi eld  
•   Understanding of the lurking dangers  
•   Learning how to assess the security level of the mobile phone  
•   Providing the tools to mitigate the dangers  
•   Promotion of security best practices  
•   Encouragement of supplying feedback  
•   Suggesting security actions to restore the security level    

 As Fig.  2.5  depicts, the system would consist of an application installed in mobile 
phones, and software and data bases installed in mobile operators’ main servers. 
These applications communicate through the mobile telephony network in a 

2 A Multinational Survey on Users’ Practices, Perceptions…
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ciphered way. The mobile phone installed application (with minor differences in the 
array of services offered) would be able to function in all kinds of devices that have 
an advanced operating system (e.g. Windows Mobile, Symbian, Android, iOS). A 
lighter version could also be implemented for older and simple devices using J2ME 
(Java 2 Micro Edition).

   Three main functions would be performed by the system. The fi rst function 
allows pinpointing users, who have a low security level in their mobile phone, for 
whatever reason. The second function automatically suggests the proper methods, 
actions, and best practices the user has to follow in order to restore security in a 
higher level. Finally, the third function allows the encrypted communication and 
data exchange between mobile devices and provider’s servers. 

 The device’s security level evaluation function could be implemented automati-
cally, manually, or with a combination of the two. Using the automatic method, the 
application transparently examines the device settings and informs the user about 
those that are in a state possessing security risk. In addition, by addressing questions 
to the user, the manual method can check aspects of his behavior that do not refl ect 
directly to the device settings. 

 Furthermore, the user would be asked for his subjective opinion on how secure 
he feels his mobile is. As it is mentioned earlier, users can be grouped in specifi c 
security categories, based on demographical and other behavioral elements as well 
as on the way of using their mobile phones. Results from both the manual and the 
automatic method are transferred to the applications in the server, where using arti-
fi cial neural networks and rules, conclusions would be extracted for the specifi c 
combination of user—mobile phone. Respectively, the answers to proper questions 
that examine the security practices that users follow can lead to a security behav-
ioral prediction model of the users. It is also possible to record the hour where 
changes of security infl uencing settings take place, as to provide one more element 
that can help the security model. 

  Fig. 2.5    System architecture       
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 The system would maintain data bases from studies in large user categories that 
provide the proper body for the system’s training. These data bases would con-
stantly be updated with the results and the metrics from the system’s operations. 
Finally, a very important function is the comparison of automated metrics to the 
user’s answers. As it was previously mentioned, part of user’s answers can be cross-
checked from the data extracted automatically. Moreover, the system could com-
pare the subjective security awareness and feeling (according to answers for 
questions fi fteen (15)—sixteen (16)), with the objective indicators MAAV and 
MASV. In this way, the user can be protected from a false perception of security 
that he probably has, believing that he is secure, while in reality is not. These two 
methods, the automatic detection of settings and the conclusions extraction based 
on user’s answers, complete the fi rst stage of evaluating the security level. 

 At the second stage, the system would implement the functionality of informing 
the user. Examining the current state and user’s profi le, the application suggests 
proper methods, actions, and best practices the user has to follow in order to restore 
(if needed) the security in a higher level. 

 If the device allows it and if the user accepts it, device settings could automati-
cally be changed. Depending on the device functionality, instructions are presented 
to the user, either as simple text documents or as multimedia material. The user can 
also confi gure different graphical user interface and setup elements. 

 For the proper operation of the system, encrypted communication and date 
exchange between the device’s application and the servers of the provider’s network 
would take place. This communication is essential for off-loading the resource inten-
sive neural network classifi cation to the servers, instead of running it in the mobile 
device. In that way, the mobile device only records settings and the whole process 
takes place in the servers. Moreover, this communication allows not only the disposal 
of new multimedia material whenever is available but also the enrichment of the 
manual evaluation method with new questions when new scientifi c data are presented. 
It could also upgrade the application itself so that it can examine and locate a greater 
array of mobile phone’s settings that refl ect to its security. In any case, the communi-
cation would take place in a ciphered way so that interception is not possible.     
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