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Abstract. Achieving a balance between the quality characteristics that need to
be addressed during the development of a software product may determine the
success of a software project. However, few software organizations deal with
interactions between the quality characteristics that could be present in a soft-
ware project. In order to support organizations, we have developed a process
framework, SQIMF, which can be used to manage this type of interactions. In
this work we describe one of the SQIMF processes - that which is employed to
monitor product quality requirements - in order to support software organiza-
tions as regards identifying interactions between quality requirements, in addi-
tion to characterizing them and identifying relevant contextual factors. An
exploratory case study was conducted in order to initiate the validation of the
proposed process, as the result of which we found interactions between usability
and security during the inception phase of a software project.

Keywords: Software product quality � Interaction between quality
characteristics � Process for monitoring quality characteristics interactions �
Interaction between quality requirements � SQIMF framework

1 Introduction

One of the main goals of software engineering is to deliver high-quality software
products and systems. The identification and specification of both functional and
non-functional requirements (NFRs) are important activities as regards establishing a
baseline that can be used to assess software quality. Quality requirements, as a subset of
the NFRs [1], are closely related to both making decisions about selecting imple-
mentation technologies and driving the process used to design software architecture [2].
However, dealing with quality requirements during software development is difficult
because they are hard to define, they are described vaguely, and they might influence
each other [3]. Software developers might therefore select a design option that com-
promises some requirements in order to achieve others [3].
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The interaction between requirements is described as a situation in which the
satisfaction of one requirement may influence the satisfaction of another [4]. In this
work, we are interested in the interactions between quality requirements, particularly
the negative interactions, or the conflict between quality requirements. For instance,
negative interactions between usability and security requirements could occur when the
implementation of a means to provide access to a software system requires the users to
memorize long strings of illegible data.

There is a need to develop methods which support the goals of eliciting and
analyzing customers’ quality requirements, including negotiation approaches with
which to resolve conflicting interactions [5]. In industrial practice, software organi-
zations that overlook conflicting interactions between quality requirements may con-
front issues related to increasing development costs and decreasing stakeholder
satisfaction [3, 6]. The poor management of interactions between quality requirements
could also be considered a causal factor in the failure of some projects [7–9].

Fig. 1. SQIMF framework.
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Several methods with which to deal with interactions between quality requirements
have been proposed, particularly negotiation approaches and prioritization methods
[10]. However, the goals of these approaches and their application scope cover only
specific processes as those described in ISO/IEC 12207 [10]. Interactions between
quality requirements are relevant to other stages of the software development life-cycle,
such as software architecture and software testing [2]. Software organizations therefore
require methodological support in order to address the identification and documentation
of interactions between quality requirements and the resolution of negative ones. This
support should cover all the stages of the software development life cycle.

In order to provide a possible solution to the issue of managing interactions
between quality requirements throughout the software development life cycle, we take
into account two essential ideas; first, that the software process influences the quality of
a software product, and second, that a product quality model, such as ISO/IEC 25010,
can be used to generalize the quality requirements through the different processes of
software development (Table 1 depicts the main quality terms used in this paper). We
implemented the first idea by reviewing several process models and the literature
concerning improvement initiatives. As a result, we found that few process models
explicitly address quality characteristics [11, 12] and that they mention quality char-
acteristics in processes related to eliciting and analyzing quality requirements [12]. The
second idea was based on the ISO/IEC 25010, since it can be used to specify, measure
and evaluate software product quality throughout the stages of the software develop-
ment life cycle.

The main goal of this research, which uses process support as a basis, is to provide
a process that can be used to monitor interactions between quality requirements when
considering the quality characteristics described in ISO/IEC 25010. This process is part
of the Software Quality Interaction Management Framework (SQIMF) (Fig. 1) which
was presented in Garcia-Mireles et al. [14]. In this paper we detailed the process ‘P4.

Table 1. Definition of some quality-related terms.

Term Definition

Quality
requirement

A requirement that a quality attribute which is present in software [13]

Quality
characteristic

Category of software quality attributes that have a bearing on software
quality [13]

Quality model Defined set of characteristics, and the relationships between them, that
provides a framework in which to specify quality requirements and
evaluate quality [13]

Target quality
goals

A description of relevant quality characteristics and their respective
expected values that an organization is attempting to attain in a software
product

Interaction
model

A matrix-based description of interactions between quality characteristics
that shows the influences of one quality characteristic on the others

Attribute Inherent property or characteristic of an entity that can be distinguished
quantitatively or qualitatively by humans or by automated means [13]
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Monitoring product quality requirements’ (P4 process in Fig. 1) and described the
approach used to identify interactions between quality characteristics. The activity ‘A2.
Check potential interactions between quality requirements’, which is a part of this
process, was validated by conducting an exploratory case study. As an additional
proposal, we included a process with which to carry out trade-offs when negative
interactions occur (P5 in Fig. 1).

The paper has seven sections. Section 2 shows an overview of the main approaches
used to deal with interactions between quality requirements and depicts an overview of
the SQIMF. The process with which to manage interactions between quality require-
ments is presented in Sect. 3 while Sect. 4 presents both the exploratory case study
design and its main outcomes. Section 5 presents a discussion of the results and threats
to validity, while a summary of the process used to resolve conflicting interactions is
provided in Sect. 6. Finally, our conclusions and future work are addressed in Sect. 7.

2 Related Work

Software requirements analysis and requirements negotiation are the main activities
within the analysis stage of software development process during which stakeholders
may discover conflicting interactions between quality requirements. According to
Dahlstedt and Persson’s notion of interaction [6], the conflicting interactions between
quality requirements occur when one quality requirement constrains the design or
coding options of another quality requirement. In general terms, the conflicting inter-
actions are resolved by employing trade-off methods.

Barney et al. [15] carried out a mapping study in order to identify approaches with
which to perform trade-offs. They found a variety of methods, such as the Analytical
Hierarchy Process, the Architectural Trade-off Method, Quality Function Deployment
and algorithmic approaches, among others. As a conclusion, they pointed out that the
field is immature and more research is needed to address software quality tradeoffs. The
articles that [15] had categorized into both the requirements and process stage were
then reviewed in order to classify them as regards their goals and the main process that
the methods contained therein support. As a result, the methods were classified as either
prioritization approaches if they seek only to assign a weight to each quality charac-
teristic or negotiation approaches when the method provides a means that stakeholders
can use to discuss their alternatives [10]. In addition, we found that methods with
which to carry out trade-offs can be used in several processes, including those related to
quality assurance.

Several methods are based on the modeling approach. For instance, the
Non-Functional Requirements Framework [16] considers requirements to be goals, and
more particularly quality requirements to be softgoals. Software developers should
build a graph in order to describe the potential interactions between goals and the
extent to which design mechanisms and components contribute to achieving those
goals. Other researchers rely on both ontologies and literature surveys to model
interactions between quality characteristics. The catalog of conflicting interactions can
be used to identify potential interactions in new software projects [17, 18].
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Our proposal for dealing with interactions is process-based. In order for a software
process to contribute toward improving product quality, it should include appropriate
practices [19]. Traditional software process models (such as CMMI [20], or ISO/IEC
12207 [21]) currently lack the appropriate support needed to improve product quality
when it is assessed with a product quality model [12]. Indeed, there is a lack of
mechanisms with which to integrate the methods required to support quality charac-
teristics [22]. These facts and the need to support the management of interactions
between quality requirements are some of the reasons why we were motivated to
develop the SQIMF framework [14].

The SQIMF framework provides a set of five processes that together contribute
toward identifying and documenting interactions in addition to resolving the conflicting
interactions which occur during the software development process [14]. The ISO/IEC
25010 [13] product quality model was used to derive specific quality models for
usability, maintainability and security. These specific models were then used to identify
potential interactions between quality characteristics. The interactions identified in
literature surveys were documented in interactions models, which describe the kind of
relationship between quality characteristics (e.g. positive, negative, and independent)
[23]. The SQIMF framework also includes a process that software organizations can
use to review the practices that may be included in a particular software project in order
to improve a product quality characteristic. These types of proposals are based on a
mapping between practices targeted toward improving a particular quality characteristic
and a software process model (please see, for example, [24]).

The processes included in the SQIMF framework can be applied at both project and
organization level. At organizational level, there are two processes whose respective
main goals are tailoring the product quality model to the settings in which software
organizations develops software and developing an improvement initiative in order to
introduce practices with which to enhance the desired product quality characteristics.
At project level, three processes are aimed at: promoting a strategy which ensures that
all project team members understand the quality terms, seeking interactions between
quality requirements and resolving negative interactions through the use of trade-off
studies. However, the processes are described only in terms of purpose and outcomes
[14]. In this paper we describe two processes related to the identification of interactions
between quality characteristics (P4. Monitoring interactions between quality require-
ments process) and the resolution of negative interactions (P5. Software quality
trade-offs process). The first process (P4) also includes the design and outcomes of an
exploratory case study.

3 Process for Monitoring Interaction Between Quality
Requirements

We use the SPEM 2.0 notation [25] and the EPF composer version 1.5 (https://eclipse.
org/epf/) to describe the process employed to monitor interactions between quality
requirements (Fig. 2). The process description includes the process objectives, work
products (inputs and outputs), roles, activities and an activity diagram.
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The monitoring quality requirements process relies on the interaction model to
uncover potential negative interactions (or conflicts) between quality requirements.
Several conditions may have a tendency to lead to the appearance of interactions
between quality requirements, such as clashes among stakeholders’ quality require-
ments, the selection (or design) of software components based on quality requirements,
and strict targeted values for quality requirements. When a conflict between quality
requirements is identified it should be described in the interaction profile for further
analysis. The main outcome of this process is the interaction profile, but it is also
possible to update quality requirements and the interaction model.

3.1 Process Objectives

The objectives of the monitoring quality requirements process are the following:

• A review of the consistency of quality requirements with target quality values.
• A verification of the potential interactions between quality requirements by means

of the quality characteristics.
• An update of the appropriate interaction model using the interactions discovered.

3.2 Inputs and Outputs

The work products required in this process are: product quality requirements and
related product components, a tailored product quality model, target product quality

Fig. 2. Activity diagram used to monitor product quality requirements process.
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goals, and an interaction model. The output artifacts are: a prioritized list of quality
requirements, an interaction profile and a summative report containing the interactions
found.

3.3 Roles

The roles participating in this process are presented in Table 2.

3.4 Activities

There are three main activities in this process: classify quality requirements, check
potential interaction between quality requirements and review incidents. While the
project is in progress, the activities classify quality requirements and check potential
interactions that can be carried out when the process allows review sessions. We
suggest that the last activity be performed when the project is at the closing stage in
order to evaluate the impact of the conflicting interactions and the degree to which
alternatives have resolved the problem.

• A1. Classify quality requirements activity. With regard to the tailored quality
model, the RE classifies the product quality requirements. If each review session
addresses changes that must be made as regards quality requirements, this activity
needs to be carried out in order to update the classification of quality requirements.

• A2. Check potential interactions between quality requirements activity. Catego-
rizing quality requirements in their respective quality characteristic allows the
reviewer to identify potential interactions between quality requirements since the
interaction model includes data about interactions between quality characteristics. If
an interaction is identified, the Reviewer therefore needs to describe it in the
interaction profile template.

• A3. Review incidents. PQE and PQT review the interaction profile reported in the
software project. The analysis focuses on the characteristics of the reported

Table 2. Roles participatingin the process.

Role name Description

Product Quality
Team (PQT)

A group of participants who have a diversity of quality interests in a
particular software product. They can describe quality goals and
apply appropriate methods to introduce and assess product quality

Product Quality
Expert (PQE)

A participant who has the knowledge needed to adapt a product
quality model in the context of organizational needs

Requirements
Engineer (RE)

A participant responsible for eliciting, analyzing, specifying and
validating requirements who can also categorize quality
requirements using a product quality model

Reviewer (R) A role responsible for detecting potential interactions between
categorized quality requirements which can also create an
interaction profile when a negative interaction is discovered

A Process Support with Which to Identify Interactions 27



interactions in order to evaluate its impact on both the software project and the
artifacts of the SQIMF framework (e.g., interaction model). The actions derived
from this review are documented and stored in the organization’s knowledge base.

4 Exploratory Case Study

4.1 Case Study Design

In order to validate the activity ‘A2. Identify potential interactions between quality
requirements’ which is a part of the process ‘P4. Monitoring quality requirements’, we
decided to conduct an exploratory case study. The purpose of the study was to
understand how practitioners identify interactions between quality requirements and
how they can be described. The study was conducted at a small software firm that we
named Company A, and which was selected opportunistically since we needed an
organization that was aware of how software quality can be implemented in software
projects.

Company A is currently certified as a testing laboratory with the ISO/IEC 17025
standard. The company provides consulting services based on software process
improvement initiatives or using the ISO/IEC 25010 to enhance product quality. Two
people from Company A participated in the interviews.

We performed the case study by breaking down the activities into two groups. The
first group of activities focused on the design of materials required to characterize the
contextual factors that needed to be taken into account. The second group of activities
was carried out a week after the first part of the study. Its main purpose was to identify
and describe the profile of an interaction in a current project.

Table 3. Terms related to contextual factors.

Term Description

Contextual
factor

An aspect from the environment that influences either the way in which
software is developed or the resulting software product

Contextual
facet

A coherent set of contextual factors

Product facet This includes contextual factors such as maturity, quality, size, system
type, customization and programming language [26]

Process facet This describes the work-flow of the development. It includes activities,
work-flows, and artifacts [26]

People facet This includes aspects related to project participants’ skills and experience
in addition to the assigned (project/organization) positions’ jobs and
roles

Organizational
facet

This includes the organizational structure, organizational unit, certification,
and distribution [26]

Market facet This represents the customers and competitors. The market facet includes
number of customers, market segments, strategy and constraints [26]
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In the first part of the case study, we developed an interaction profile template
whose goal was to characterize an interaction between quality requirements. The lists
of factors employed to describe an interaction were extracted from Robinson et al. [4],
while the context facets [26] were used to identify factors that contribute to the
occurrence of an interaction. Table 3 describes the factors used in the interaction profile
template.

The first version of the interaction profile template was reviewed by two
researchers. Minor details concerning the interpretation of the factors were found,
which were resolved by improving their explanations. The corrected version of the
template was used to support semi-structured interviews.

The managing director and the quality leader, both of whom were employees at
company A, were informed about the aims of this study and the need to record
interview sessions. They agreed to an audio recording and also to filling in the tem-
plates and questionnaires. Both interviewees had been working with process
improvement initiatives and enhancing product quality with ISO/IEC 25010 for more
than four years. The main data source was based on their experience of working in the
quality assurance field.

The data collection procedures required notes to be taken during the interview
sessions. The notes were verified with audio files. The interactions between the quality
characteristics identified by both interviewees were compared in order to gather suit-
able evidence for this research. Data triangulation was applied to data regarding con-
textual factors in order to identify relevant contextual factor for this company.

The second part of the exploratory case study was focused on the application of
the activity ‘A2. Check potential interactions between quality requirements’ to a
software project being developed by the company. The purpose of this was to
understand the extent to which it would be feasible to use the process, including the
artifacts, in industrial settings. A questionnaire was developed in order to obtain
information about the feasibility of using the process.

4.2 Interviews Results

Company A decided to apply the process for monitoring interactions among quality
requirements in a new project they were working on. The software to be delivered was
a web application which supports an organization as regards providing web information
content for a target audience that includes the visually impaired. The exploratory case
study was conducted at the conception stage of this web project.

The interaction profile includes a section that addresses the interaction model. In
this case, it was developed in order to determine the type of relationships between
security and usability sub-characteristics. The interviewees used their own experience
and the features of the software project under study as a basis on which to establish the
type of interaction. For instance, Table 4 shows an interaction model between security
and usability filled in by one of the interviewees.

Positive interactions are marked with the sign (+) while negative interactions are
marked with (-). The sign (O) is used when the interviewee does not have sufficient
information to ensure that there is an influence between the quality sub-characteristics
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under review. In this case study, the interviewees reported positive interactions between
availability and user error protection. They also reported two negative interactions
between the pairs authenticity – operability and authenticity – accessibility.

After identifying an interaction between quality requirements, the next step was to
characterize the relevant factors that foster it. The interviewees used the contextual
facets to report factors related to the product and process facet.

The main factors within the product facet are quality and application type. Quality
refers to usability and security requirements that the project should address. The needs
of a particular set of targeted users constrain both the design and implementation
options of security mechanisms, since they are visually impaired people. In addition,
the application type influences the security mechanisms that can be implemented.
Moreover, the characteristics of the screen sizes and interaction mechanisms also need
to be considered when designing the web application.

With regard to the process facet, one of the interviewees suggested that the review
of software increments at the end of a software development process iteration might be
an appropriate means to identify potential interactions between quality requirements.
The executable version of software can be used to evaluate the quality requirements.
In the light of the testing results, the customer can make decisions concerning how
quality requirements were achieved. The use of this review approach allows both the
software firm and its customers to negotiate negative interactions between quality
requirements. Although the study was focused on identifying interactions between
quality requirements, the interviewee also requested methods, tools or practices that
support the management or resolution of negative interactions. He also suggested that
software developers need training if they are to manage conflicting interactions.

Table 4. Interaction model filled in by an interviewee.
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Autenthicity O O - O O -

Confidentiality O O O O O O

Conformance O O O O O O

Attack detection O O O O O O

Availability O O O + O O

Integrity O O O O O O

Non-repudiation O O O O O O

Traceability O O O O O O
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With regard to the organizational facet, Company A works by means of projects.
For this web application the team consisted of four team members. However, these
factors were not relevant as regards describing an interaction. With regard to the market
facet, the interviewees did not consider that any of its factors might contribute to the
occurrence of an interaction. In the case of the person facet, the interviewees did not
consider that people’s knowledge and skills were potential influencing factors. How-
ever, since the interviewees provide consulting to improve software quality, their
knowledge may be a relevant contextual factor as regards identifying interactions.

The interviewees determined a negative interaction between accessibility and
authenticity. They found particularly difficult to provide access support for all types of
users, including those suffering from blindness. As an argument they commented that
“a common approach employed to register users in a web system is that of using
CAPTCHAs, but they distort a label as regards differentiating between a real user and a
bot.” However, this mechanism requires an in-depth study in the context of this web
application owing to the profile of intended users.

In summary, the negative interaction only occurs with a particular group of users
when the application should display appropriate information (resources) for each type
of user. This signifies that the quality requirements for a web application are the main
contextual factors that contribute to the occurrence of a negative interaction.

The interviewees additionally highlighted positive interactions between a pair of
quality characteristics. They reported that integrity (security) has a positive influence on
user error protection (usability). The rationale for this relation is that the security
mechanisms implemented ensure that only the user with modification access can
change data records. This interaction relies on their previous experience in developing
and assessing systems.

The interaction profile template was therefore a feasible instrument with which to
characterize a negative interaction between quality characteristics. The interaction
model serves as a guideline to determine the type of interaction between quality
characteristics. The main contextual facets that were relevant for Company A in the
project under study were both the product and process facets. However, the person
facet needs to be studied in great depth in order to determine to what extent the
participants’ skills contribute toward identifying and characterizing negative
interactions.

The second part of the exploratory case study was focused on studying the feasi-
bility of using the monitoring quality requirements process in a software firm. Our main
goal was to characterize the interactions between quality requirements. We developed
guidelines for the use of the interaction profile template and the activity diagram. After
the participant had finished the tasks in the process, we asked him to answer a ques-
tionnaire developed to understand the suitability of the process.

With regard to the template for the interaction profile, the participant was clearly
able to fill in identification data: project id, date, reviewer, type of software and artifacts
analyzed. With regard to the interaction model, it can serve to identify both positive
and negative perceived interactions between quality sub-characteristics. When the
participant filled in the factors that characterized the interaction, his responses were
based mainly on his previous experiences in developing software and assessing soft-
ware quality. Since the project under study was at a conception stage, this may explain
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why there are few references to specific means or requirements used to describe the
interaction and its potential impact. Table 5 shows paraphrased responses for relevant
factors.

The analysis of the questionnaire filled in by the participant showed that process
objectives, roles, descriptions and work products are clearly described. However, the
process tasks and the interactions profile could be improved to support the identifi-
cation of interactions. With regard to the understandability of process elements, the

Table 5. Responses to diverse factors used to describe an interaction profile.

Factor Response

Basis In this project, adding security requirements
may have a negative influence on
accessibility and operability since the
software features are only available to
certain types of users

Which quality requirements are involved in
an interaction? Do the contextual factors
have an influence on a given quality
requirement?

Criterion New security components affect system
structure.Which reasons are considered to lead to these

interactions?
Establish the degree of the interaction Application type and target users might

impact on the degree of interaction
between quality characteristics.

What is the scope of the interaction between
quality requirements? What features,
components or users’ categories are
involved?

The stakeholder’s experience in the security
field may influence the quality of security
requirements.

The expert’s knowledge can be used to
establish a security mechanism to reduce
the influence of highly secure mechanisms
on accessibility or operability.

Probability of occurrence The interactions occur during the software
development under the constraints
considered.

What is the probability of a conflicting
interaction occurring?

Impact of the interaction The main effect: Application does not meet
basic quality requirements. Unsatisfied
users and application cannot be delivered
to target users.

What is the effect of the interaction on the
software project? For instance:
Catastrophic, inconvenient, system failure,
system reboot, unsatisfied users.

Type of interaction Perceived interaction
What is the type of this interaction? It is a
perceived interaction when it is described
at requirements level. It is an
implementation interaction when it is
based on the analysis of implementation
means

Context Main contextual factors: Application users
and application type.What contextual factors influence the

interaction between quality characteristics?
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questionnaire answers depicted that process objectives, description of roles, work
products and templates are easy of understand. The process elements of the tasks
should, however, be improved.

When asked to state the extent to which process objectives are easy to apply, the
participant marked the disagree option. The comments written in the instrument
showed that there is a lack of information with which to understand how the interac-
tions can be identified when software quality measures and indicators are used. With
regard to this last comment, the experience of previous software quality assessment can
be used to identify interactions between quality characteristics. Moreover, the quality
goals should be linked to specific practices in order to evaluate whether the practices
contribute toward resolving negative interactions.

5 Results and Discussion

The exploratory case study has provided evidence about the potential usefulness of the
SQIMF. The interaction matrix and the characterization of interactions using the
contextual facets were relevant as regards establishing a profile of the conflicting
interactions between security and usability.

The interaction matrix was provided in order to determine the type of relationships
that occur between the sub-characteristics of usability and security. The case study
participants found it easy to fill in the matrix. One reason for this is that this company is
focusing on evaluating the quality of software products from the process and product
perspective. Although they could be considered expert practitioners in the field of
software quality, this case study was the first time that they had addressed the topic of
interactions between quality characteristics.

Several studies have reported interactions between software quality characteristics,
including security and usability [1], but few empirical studies address the interaction
issues by taking into account the sub-characteristic which belongs to each quality
characteristic. This is therefore an important finding to be considered when dealing
with interactions.

The purpose of the interaction profile is to characterize the interaction between
quality characteristics using the contextual facets. The evidence gathered through this
case study showed that the relevant factors that influence the interaction between
usability and security requirements are the user’s quality needs, user’s profiles, and the
type of application. The type of application is a factor that determines the type of
quality attributes to be addressed in a software project [3, 27]. With regard to the
process facet, the interviewees believed that a customer can participate in evaluating
software increments. At the end of each iteration, the customer can review the software
execution in order to identify any conflicts with the initially established quality
requirements.

The interviewees did not consider the remaining context facets, such as people,
organization, and market, to be factors that identify conflicting interactions between
quality requirements. One reason for this is that the project was at its conception stage
and the final set of requirements to be addressed in the software project had not as yet
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been specified. The identification of interactions is therefore based on the interviewees’
perceptions and the main factors were the stakeholders’ quality needs and product type.

The exploratory case study has shown that the process for monitoring product
quality requirements can help in the identification of interactions between quality
requirements and that it can be used in the conception stage of a software project. The
activity ‘A2. Check potential interaction between quality requirements’ is useful as
regards identifying and characterizing conflicting interactions between quality
requirements. However, the tasks related to this activity need some refinement for use
in industrial projects. Furthermore, it is necessary to validate the other activities in this
process: A1. Classify quality requirements and A3. Review incidents.

In order to mitigate the effects of threats to validity, we followed the guidelines of
Runeson et al. [28]. As regards the external validity, the exploratory case study carried
out cannot be generalized to other companies. Nevertheless the characterization of the
organization and the outcomes related to conflicting interactions between usability and
security can provide useful insights into the development of a theory with which to
characterize interactions at the conception stage of a software product. Moreover, we
identified interactions between quality sub-characteristics that can be generalized to
their respective quality characteristics considering the hierarchical structure of the
quality models. This result is thus consistent with reports of conflicting interactions
between usability and security [1, 8].

The research was kept under control through the application of the template
approach, because it allows the design of instruments and the a priori establishment of
how the instruments can contribute to the research [28]. Furthermore, in order to
improve the reliability of the artifacts designed, all of them were checked by two
researchers. Moreover, we used findings obtained from different sources to apply data
triangulation when identifying evidence [28].

Since this was the first time that Company A had worked with interactions between
quality requirements, the first part of the case study addressed the contextual factors.
These were commented on with the interviewee in order to clarify the terms.

With this action, we thus attempted to mitigate the effects of construct validity. In
addition, the guidelines used in the case study included descriptions in order to support
participants when filling in the templates. However, it was not possible to interview the
participants about whether these materials were useful as regards identifying interac-
tions between quality characteristics.

6 Towards Resolving Negative Interactions Between Quality
Characteristics

We propose that the software quality trade-off process (Fig. 3) can be used to resolve
conflicting interactions between quality characteristics. The purpose of the software
quality trade-off process is to make decisions concerning the best resolution alterna-
tive when conflicting interactions between quality requirements appear during software
development. The process employs a rationalistic approach based on criteria defined in
order to evaluate the potential resolution alternatives, and also considers the appropriate
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methods with which to analyze the alternatives used to resolve conflicting interactions
between quality characteristics.

The process starts when an interaction profile is created and the software devel-
opment team wishes to resolve the conflicting interaction that has been discovered. The
main outcome of executing this process is a set of solution alternatives that are then
evaluated in order to recommend that which satisfies the decision criteria. Furthermore,
as a result of applying this process the interaction model can be updated.

6.1 Process Objectives

The software quality trade-off process can be used to attain the following:

• A systematic approach can be applied to analyze conflicting interactions and to
provide a recommended solution.

Fig. 3. Activity diagram for software quality trade-offs process.
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• The set of alternatives can be built using appropriate methods.
• Both the recommended solution and the interaction profile can be used to update the

interaction model.

6.2 Inputs and Outputs

The work products required in this process are: tailored product quality model (pub-
lished), target product quality goals and interaction profile. Moreover, the interaction
model is an input to be updated during the implementation of this process. The process
outcomes are the following work products: the decision to carry out a further analysis
of the interaction profile, the prioritized criteria used to assess alternatives, the set of
alternatives and the resolution report. The interaction profile can additionally be
updated during the implementation of this process.

6.3 Roles

Table 6 depicts the roles that participate in this process.

6.4 Activities

The process consists of three activities: review interaction profile, build alternatives and
evaluate alternatives. These are described in the following paragraphs.

• A1. Review interaction profile. The PQE and the PQT review the interaction profile
in order to determine further activities as regards conflicting interactions between
quality requirements. The review is enriched with the DE´s opinions with regard to
the specific quality characteristics and process under study. The outcome of the
review is a decision concerning the relevance of additional activities in order to
recommend a solution.

• A2. Build alternatives. The DE builds a set of potential alternatives with which to
resolve the interactions that have arisen between quality requirements in the context

Table 6. Roles participating in the software quality trade-off process.

Role Description

Product Quality
Team (PQT)

Described in Table 2.

Product Quality
Expert (PQE)

Described in Table 2.

Discipline Expert
(DE)

This role has the knowledge and skills needed to deal with product
quality characteristics in the context of the process under study.
The role’s responsibilities include the construction of alternatives
with which to resolve a conflicting interaction in addition to
selecting and applying methods with which to analyze proposed
alternatives.
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of the software process in which they emerge. The methods used to assess alter-
natives are additionally documented and used to determine the extent to which each
alternative achieves the assessment criteria previously established.

• A3. Evaluate alternatives. The PQE and the PQT roles review alternatives and the
results of the assessment methods. The alternatives are assessed by considering the
assessment quality criteria and procedures established to carry out the assessment.
The resolution report should include the means used to resolve the conflicting
interaction and how the selected means could be implemented in the software
project. The interaction model is also updated with the interaction profile infor-
mation and with the recommended solution.

7 Conclusions

Software organizations need appropriate support to manage interactions between
quality requirements. In order to support them, in this paper we have described a
process with which to monitor interactions between quality requirements. An
exploratory case study has also been conducted to validate the activity ‘A2. Check
potential interactions between quality requirements’. This resulted in the main con-
textual factors that contribute to the identification and characterization of an interaction.
Furthermore, we have presented a summary of a process that can be used to resolve
conflicting interactions.

Although we prepared a template and guideline to support the exploratory case
study participants as regards understanding interactions and contextual factors, we
found that interactions between quality requirements were reported as a perceived
interaction because the project under study was at the conception stage. However,
without explicit reference to the potential impact of the interaction on the software
project it is difficult to understand to what extent it may influence software develop-
ment activities or project success. The identification of perceived interaction is a first
step toward understanding and characterizing an objective interaction, but it is nec-
essary to include other approaches in order to uncover the real impact of the interaction
on the software project. For instance, a risk-based technique would provide information
about the impact of the interactions.

With regard to the validation of the monitoring product quality requirements pro-
cess, the results showed that it can be used for a software organization which deals with
product quality, but some tasks should be improved. With regard to the artifacts used in
the exploratory case study, the participants stated that the interaction profile is easy to
use and apply. They also suggested taking into account indicators and measures of
software product quality in order to establish a mechanism with which to identify
interactions between quality characteristics.

As future work, it will be necessary to validate the process used to monitor
interactions between quality characteristics in other stages of the software development
life cycle and also to consider both other organizational contexts and application
domains. A software tool currently provides information about interactions between
quality characteristics, but it needs to be improved so as to address the information used
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to characterize an interaction. The process employed to resolve negative interactions
should also be validated by means of empirical studies.
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