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Abstract Nonfunctional properties such as dependability and performance have
growing impact on the design of a broad range of systems and services, where
tighter constraints and stronger requirements have to bemet. Thisway, aspects such as
dependencies or interference, quite often neglected, nowhave to be taken into account
due to the higher demand in terms of quality. In this chapter, we associate such aspects
with operating conditions for a system, proposing an analytical framework to evaluate
the effects of condition changing to the system quality properties. Starting from
the phase type expansion technique, we developed a fitting algorithm able to catch
the behavior of the system at changing points, implementing a codomain memory
policy forcing the continuity of the observed quantity when operating conditions
change. Then, to also deal with the state-space explosion problem of the underlying
stochastic process, we resort to Kronecker algebra providing a tool able to evaluate,
both in transient and steady states, nonfunctional properties of systems affected by
variable operating conditions. Some examples from different domains are discussed
to demonstrate the effectiveness of the proposed framework and its suitability to a
wide range of problems.
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1 Introduction

Current research trends move toward new technologies and solutions that have to
satisfy tight requirements raising the quality standards and calling for adequate tech-
niques, mechanisms, and tools formeasuring, modeling, and assessing nonfunctional
properties and parameters. Aspects so far coarsely approximated or neglected alto-
gether must now be taken into account in the quantitative evaluation of modern
systems. This encompasses a wide range of phenomena, where it is often neces-
sary to consider the relationships among different quantities in terms of aggregated
metrics (e.g., dependability, performability, sustainability, and quality of service).

A particularly interesting aspect that often emerges while dealing with the contin-
uously growing complexity of modern systems is the fallouts on observed quantities
due to changes. The notion of change that we consider in the present work takes into
account both the interdependencies among internal quantities, parts, or subparts,
and the external environment interactions. Workload fluctuations, energy variations,
environmental phenomena, user-related changing behaviors, and changing system
operating conditions are only few examples of such aspects that can no longer be
neglected in quantitative assessment [1, 2].

When non-exponentially distributed events are associated with system quantities,
an important issue to address is the memory representation. In fact, in presence
of changes, a wide class of phenomena requires that the quantity distribution may
change its behavior still preserving its continuity. More specifically, the stochastic
characterization at changing points, where the distributions governing the underlying
phenomena affecting the observed quantity could change, is strategic to have a good
and trustworthy representation of the actual system through a model. Stochastic
processes more complex and powerful than Markov models are necessary in order
to model this kind of memory, such as semi-Markov processes [3] or those deriving
from renewal theory [4], but these techniques are sometimes not able to cover some
specific aspects. Other modeling formalisms, such as fluid models [5], can deal
with more complex phenomena but their analytic solution cannot always be easily
automated, thus often requiring simulation [6].

In this chapter, we collect the results obtained in some previous works dealing
with the above discussed aspects and phenomena, thus proposing a detailed problem
analysis, a well-established analytical framework, as well as a comprehensive set
of case studies with examples coming from ICT areas (network, Cloud, IoT) and
science (physics).

The key aspects of the proposed modeling technique are: (i) the stochastic char-
acterization of the observed quantity in different working conditions; (ii) the spec-
ification of the working condition process governing the corresponding variations;
(iii) the modeling of the behavior of the observed quantity at changing points.

In particular, at changing points, the quantity distributionmay change its behavior,
preserving, under specific assumptions, its continuity. In order to implement the
continuity constraints imposed by the changing working conditions in the presence
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of non-exponential distributions,wepropose a solution techniquebasedonphase type
distributions, providing an ad hoc fitting algorithm based on codomain discretization.

The chapter is organized as follows. Section2 introduces the scenario considered
also presenting background details that can be useful in order to understand the
proposed approach. Section3 presents our ad hoc fitting algorithm, while Sect. 4
explains how to adopt this algorithm in the evaluation of a system affected by variable
operating conditions through stochastic models. Section5 shows how the proposed
framework can be exploited to deal with a variety of application domains. Section6
concludes the work with some final remarks.

2 Preliminary Concepts

2.1 Problem Rationale

Let us consider a continuous random variable X defined on the sample space Ω

stochastically characterizing a generic event. Moreover, let us assume such an event
is also characterized and influenced by a specific condition belonging to a numerable
set of conditions ci

X ∈ CX identified by i ∈ N. Thus, the values of X ∈ Ω also depend
on the condition in a way that X in the ith specific condition is characterized by the
cumulative distribution function (CDF) Fi

X(x) = Pr{X ≤ x | The condition is ci
X}

and the probability density function (PDF) f i
X(x) = d(Fi

X(x))/dx. Let us assume
Fi

X(x) ∈ FX is continuous and strictly increasing for all i.
To stochastically characterize conditions, let us consider another continuous ran-

dom variable Yi,j on Ω . Specifically, Yi,j triggers the switching of X from condition
ci

X to cj
X , with ci

X �= cj
X ∈ CX. Assuming that Yi,j is characterized by the FYi,j (y) CDF

(and by the fYi,j (y) PDF), we can identify a set Y of condition switching random vari-
ables and a set FY of CDFs. Moreover, considering the following CDF stochastically
characterizing the event related to X when condition cX varies:

FX(x, cX) = Pr{X ≤ x ∧ The condition is cX ∈ CX}

since the condition changes are triggered by the corresponding random variables in
Y, such a CDF can be treated as a joint CDF of X and Y, FX(x, cX) = FX,Y(x, y).
We also impose that FX(x, cX) is a continuous function with respect to c. This choice
reflects the behavior of many physical systems where quantities under study have
no sudden changes. The main consequence of this continuity is that at the condition
changing points there is no probability mass for FX(x, c).

Our aim is to expressFX(x, c) (or equivalently,FX,Y(x, y)) in terms of its marginal
distributionsFi

X(x) ∈ FX andFYi,j (y) ∈ FY . This is an undefined problem if no further
hypotheses are assumed. To proceed with our discussion, let us consider that just two
conditions for X are possible and that they are characterized by the CDFs F1

X(x) and
F2

X(x) respectively. Moreover, let us assume we start with condition c1 and then to
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switch to condition c2. Thus, we are considering just one change point from c1 to c2
with FY1,2(y) = FY (y). We can express FX,Y (x, y) as

FX,Y (x, y) =
{

F1
X(x) x ≤ y

F2
X(x + τ ) x > y

(1)

where τ ∈ Ω is a constant depending on the change point such that x, y, x + τ ∈ Ω

and FX,Y (x, y) is continuous in y. To quantify τ , we need to understand what happens
at the change point. Given that FX,Y (x, y)must be continuous and strictly increasing
(and thus invertible) by Eq. (1),

F1
X(y) = F2

X(y + τ ) ⇒ τ = F2(−1)
X

(
F1

X(y)
) − y (2)

where F2(−1)
X (·) is the inverse function of F2

X(·). Finally, a simple application of the
law of total probability allows us to decondition FX,Y (x, y), obtaining

FX,Y (t) =
∫ +∞

−∞
Pr(X ≤ t|Y = y)fY (y)dy

=
∫ t

0
Pr(X ≤ t|Y = y)fY (y)dy

+
∫ +∞

t
Pr(X ≤ t|Y = y)fY (y)dy

=
∫ t

0
(1 − Pr(X > t|Y = y))fY (y)dy

+ F1
X(t)(FY (y)|∞t ) (3)

This way, considering y ≤ t, Pr(X > t|Y = y) = 1 − F2
X(t + τ ) = 1 − F2

X(
t + F2(−1)

X

(
F1

X(y)
) − y

)
and thus by Eq. (3)

FX,Y (t) = F1
X(t)(1 − FY (t))

+ ∫ t
0 F2

X

(
t + F2(−1)

X

(
F1

X(y)
) − y

)
fY (y)dy

(4)

Note that Eq. (4) has been deduced by simply applying probability theory. There-
fore, it is valid whenever the above model and related assumptions (continuity and
invertibility of marginal CDFs, and no probability mass at changing point for the
joint CDF) are satisfied. We can associate several physical meanings with such an
equation. All of them are related to conservation laws in different application areas,
such as stochastic modeling (conservation of reliability-Sedyakin model [2], sur-
vival models, duration models), physics (e.g., conservation of energy, momentum),
economics, sociology, history, biology, and so on.
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2.2 Phase Type

Phase type distributions were first used by Erlang [7] in his work on congestion in
telephone systems at the beginning of this century. His method of stages, that has
been further generalized since then, represents a non-exponentially distributed state
sojourn time by a combination of stages, each ofwhich is exponentially distributed. In
this way, once a proper stage combination has been found to represent or approximate
a distribution, the whole process becomes Markovian and can be easily analyzed
through well-known and established approaches. Note that the division into stages
is an operational device. Thus, stages have no physical significance in general.

Later, Neuts [8, 9] formally defined the class of phase type distributions. A non-
negative random variable T (or its distribution function) is said to be of phase type
(PH) when T is the time until absorption of a finite-state Markov chain [9]. When
continuous time Markov chains are considered, we talk about continuous phase-
type (CPH) distributions. In particular, we say that T is distributed according to a
CPH distribution with representation (α,G) and of order n if α and G are such
that π(0) = [α,αn+1] is the n + 1 dimensional initial probability vector in which
αn+1 = 1 − ∑n

i=1 αi and Ĝ ∈ Rn+1 × Rn+1 is the infinitesimal generator matrix of
the underlying continuous time Markov chain in which

Ĝ =
[

G U
0 0

]

Matrix G ∈ Rn × Rn describes the transient behavior of the CTMC and U ∈ Rn

is a vector grouping the transition rates to the absorbing state. Matrix Ĝ must be
stochastic so U = −G1, where 1 ∈ Rn is a vector of 1. Thus, the CDF of T , FT (t),
i.e. the probability of reaching the absorbing state of the CPH, is given by:

F(t) = 1 − αeGt1, t ≥ 0 (5)

One of themain drawbacks of PHdistributions is the state-space explosion. In fact,
expanding each non-exponential distribution with a set of phases greatly increases
the number of model states. In order to provide a compact representation of the
resulting CTMC, Kronecker algebra is usually exploited [9–11], providing several
advantages: (i) it is not necessary to physically generate nor store the expanded
state space as a whole; (ii) the memory cost of the representation of the expanded
state space grows linearly with the dimension of the PH distributions instead of
geometrically; (iii) specific algorithms developed for similar cases can be used for
the model solution [12].

The method of stages allows one to code memory through Markov models. Each
phase represents a particular condition reached by the stochastic process during its
evolution. Usually, this condition is associated to the time. CPHs are specified with
the aim of coding the time instant at which a specific event occurs, by keeping
memory of the phase reached so far. This allows resumption of the evolution of an
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activity from the saved point if the activity is interrupted. This mechanism works if
the observed events are not changing their nature. On the other hand, if the nature
of the observed event changes preserving memory of the time instant may not be
enough.

In such cases, as described in Sect. 2.1, since the distribution characterizing the
observed phenomenon changes according to some event, it becomes a bi-variate
function of both the observed event and the external one. Moreover, it is generally
difficult or even impossible to obtain the joint CDF by only knowing the marginal
CDFs.

As an example, let us consider that the observed event is a component failure
characterized by the component lifetime CDF in a changing environment. In such a
context, a way to adequately address the problem may be to characterize the lifetime
CDFs of the observed system both in isolation or in the initial working condition
(without dependencies or in the baseline environment), and in the new environment
or after the dependency application. By representing the two lifetime CDFs as CPHs
in this way, it would be necessary to specify how the system jumps from one CPH
to the other one and viceversa. Such a “jump” process is usually governed by a
law regulating the underlying system. For example, the conservation of reliability
principle states that reliability should be preserved in the transition between the two
conditions. Of course, other possible examples are the conservation of momentum,
of age, of battery charge, and so on. In general, such quantities can be expressed as
a function of time. Thus, the quantity to preserve is not necessarily the time but a
(usually monotonic, nonincreasing) function of the time.

In several previous works, [13–23], we presented a method based on CPHs and
Kronecker algebra to manage such kind of memory, without incurring in the com-
plexity of the problem described in Sect. 2.1. The proposed method is able to manage
many changing points affecting the reliability, availability, or other performability
indexes that can change many times during the system evolution. The technique
requires some assumptions on the CPHs structure in order to be easily implemented.
In particular, it is necessary that the CPHs coding the functions associated to the
changing indexes in different operating states have the same number of phases and
initial probability vector. In order to deal with this issue, we propose an ad hoc fitting
algorithm. The basic idea to represent the conservation of the considered quantity in
terms of CPHs is to discretize the probability codomain associating to each stage of
the CPH a specific value of the function. Thus, in order to jump from a CPH repre-
senting the behavior of the system under specific environmental conditions to the one
representing the system in different environmental conditions, it is only necessary to
save the phase reached, thus implementing the conservation of the considered quan-
tity. In other words, a specific phase encodes the value reached by the quantity. Then,
if we represent the two functions in terms of CPHs with the same number of phases
n, the ith phase of the two CPHs, with i ≤ n, corresponds to the same function value.
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In this chapter, we give an overview of the technique also providing a set of
simplified examples taken from previous works. The aim is to show that our approach
can deal with a wide class of phenomena and to give the reader an overall idea of
our work on such a topic.

3 PH Codomain-Fitting Algorithm

The goal of the fitting algorithm we propose is to associate a specific meaning, a
memory tag or value, with the phases of the CPH, while approximating the original
distribution through a CPH. The idea is to characterize the CPH phases with some
information encoding the probability codomain, in order for each phase to represent
a value of probability or better, an interval of probability values in Ki = [ai, bi] ⊆
[0, 1]. The Ki intervals must be mutually exclusive (Ki

⋂
Kj = ∅ ∀i �= j) and cover

the whole [0, 1] probability codomain (
⋃

i Ki = [0, 1]).
The first step to perform the proposed fitting algorithm is to discretize the

codomain of the CDF to be approximated through continuous phase type. For exam-
ple, applying this algorithm to the CDF shown in Fig. 1a, n = 10 contiguous intervals
Ki = [i/n, (i + 1)/n) ∈ [0, 1] ⊂ R, with i = 0, . . . , n − 1 ⊂ N, have been identi-
fied, characterizing n + 1 endpoints in total. The proposed technique associates with
each of such endpoints a phase of the corresponding CPH as reported in Fig. 1b for
the CDF given as example, where phase 0 corresponds to probability 0, 1 to 0.1, 2
to 0.2, and so on. In general, the jth phase corresponds to the j/n probability with
j = 0, . . . , n.

The transitionbetween the states i and j is strictly related to the event characterizing
the underlying process. Transitions are allowed either to the next phase of the CPH
model or to the absorbing state, as shown in Fig. 1b. If, while in the ith interval,
the event occurs a transition between the ith and the last nth phase is performed,
otherwise, if the event does not occur, the CPH transits from the ith phase to the
(i + 1)st.

A generic CPH obtained by applying the proposed technique is reported in
Fig. 2, where n + 1 phases labeled 0, . . . , n are identified, subdividing the prob-
ability codomain into n contiguous intervals [i/n, (i + 1)/n) ∈ [0, 1] ⊂ R with
i = 0, . . . , n − 1 ⊂ N. As stated above, two are the possible transitions outgoing
from the ith phase: one incoming to the next i + 1 phase and the other to the absorb-
ing nth phase. To evaluate the rates to associate with such transitions, we start from
the i → i + 1 transition. Assuming the considered event is not occurred before ti and
does not occur in the interval [ti, ti+1), the sojourn time in phase i depends only on the
time spent in the ith state due to the Markov property of CTMCs. This sojourn time
can be characterized by the random variable τi with mean value E[τi] = ti+1 − ti.
Since τi has to be approximated by a random sojourn time characterized by the
negative exponential rate λi, we have that that:

λi = 1

E[τi] = 1

ti+1 − ti
(6)
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Fig. 1 A CDF Codomain Sampling (a) and corresponding CPH (b)

Fig. 2 A generic CPH of the proposed approach

It is worth noting that Eq. (6) is the rate of the CPH approximating the sojourn
time in state i if the observed event has not occurred before ti and does not occur in
the interval [ti, ti+1). Thus, we have to identify the probability of transiting to state
i + 1 and n from i. The i → i + 1 probability pi,i+1 is

pi,i+1 = Pr{X > ti+1|X > ti} = 1 − Pr{X ≤ ti+1|X > ti}
= 1 − Pr{ti < X ≤ ti+1}

Pr{X > ti} = 1 − F(ti+1) − F(ti)

1 − F(ti)

= 1 − 1/n

1 − i/n
= 1 − 1

n − i
(7)
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where X is the observed random variable and F(t) is its corresponding CDF to be
approximated by CPH. Since the approximation algorithm split the codomain into
intervals of size 1/n, we have that F(ti+1) − F(ti) = 1/n and F(ti) = i/n. On the
other hand, the i → n probability pi,n is the complement of the Eq. (7):

pi,n = Pr{X ≤ ti+1|X > ti} = 1 − Pr{X > ti+1|X > ti}
= 1 − pi,i+1 = 1

n − i
. (8)

This way, the rate specified by Eq. (6) is split between the two possible transitions
such that:

λi,i+1 = pi,i+1λi = (1 − 1

n − i
)λi (9)

λi,n = pi,nλi = λi

n − i
(10)

as shown in Fig. 2. The n − 1 → n transition has only one rate λn that, since a CDF
asymptotically reaches 1 at t = ∞, should be ideally 0. For the CTMC of Fig. 2 to
be a CPH, there exists only one absorbing state. Therefore, in building the CPH, the
last rate λn is characterized by a low value, approximating with only one phase the
long asymptotic tail of the CDF considered, for example by a fraction of the CPH
lowest rate λk . The proposed algorithm has some problems exhibits some inaccuracy
when fitting long-tail distributions and in general of distributions with constant or
quasi-constant segments. A possible solution or workaround could be to increase n,
especially in those segments, adopting a kind of “resolution” trimming or tuning on
them, to be taken into account in the retrieval of the codomain value associated with
the phase.

4 Phase-Type Distributions to Model Variable Conditions

The fundamentals introduced in the previous section together with the fitting algo-
rithm presented in Sect. 3 aim to more easily manage the phenomena of changing
conditions. In fact, the method of stages is a way to code memory through a Markov
model, since a phase of a CPH represents a particular condition reached by the
underlying stochastic process during its evolution. In classical methods [24–26], the
condition usually is associated with time in order to remember the elapsed time since
the enabling of an event. In other words, such CPHs are specified to save the time
instant in which a specific event occurs, by just saving the phase reached and to con-
tinue their evolution from the saved point. Such mechanism works if the observed
events are not changing their nature. In the context where the component dynamics
are subject to change, preserving time memory is useless due to the change in the
distribution characterizing the firing time. In such cases, we need a specific represen-
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tation of the change event in order to preserve the memory as expressed by Eq. (2) in
Sect. 2.1. According to that relation the quantity to preserve is no longer the time but
the probability to fire at the enabling time y. To directly apply Eq. (2) implies a search
of the time shift τ and the computation of Eq. (4) that is numerically inapplicable in
real cases where more than one changing event can happen at a state change.

Our proposal is to represent the event firing times in terms of CPHs obtained
as result of the fitting algorithm of Sect. 3; in that case, the firing probability is
discretized and a specific value of probability is associated to each stage of the
CPH. Thus, in order to jump from a CPH T1 representing the behavior of the system
under specific environmental conditions to the one (T2) representing the system in
different environmental conditions, it is only necessary to save the phase reached,
thus implementing the conservation of the firing probability. In other term, a specific
phase must encode the value of reached firing probability, and, by representing the
twoCDF in terms ofCPHswith the same number of phases n, the probability encoded
by the i-th phase of a CPH, where i ≤ n, is the same encoded in the i-th phase of
the other CPH. Of course, T1 and T2 must have the same number of phases; their
representation is different due to the different dynamic of the events into the two
operating conditions.

Jumping from T1 to T2 maintaining the phase reached implements the behavior
described by Eq. (2). In fact, the CDF value is maintained by construction and the
time shift is a consequence of a different rate assigned in CPH T2. The fact that at a
given time y the process switches from a phase k of T1 to phase k of T2 implies that
the event in the new condition is as enabled by a different time with respect to the
dynamic described through T1. In this way, we take into account of the time shift τ
of Eq. (2). This behavior is depicted in Fig. 3.

When the events are coded through CPHs, expansion methods can be used to
adequately study the stochastic process also in the case of non-exponentially dis-
tributed events. The memory conservation at the switching condition time is taken

Fig. 3 CPH switching due to operating condition changing
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into account using the CPH coding given above and associating to the changing
event the classical memory policy managed by the expansion methods. These meth-
ods are very memory intensive. Thus, in order to provide a compact representation
of CTMCs resulting from phase-type expansion, the Kronecker algebra is used as
shown in [12, 25, 27–29].

4.1 Symbolic Representation

Let us consider a discrete-state discrete-event model and let S be the system state
space and ε the set of CPH distributed system events. Following the state-space
expansion approach [9], the stochastic process can be represented by an expanded
CTMC. Such CTMC is composed of ||S|| macro-states and it is characterized by a
||S|| × ||S|| block infinitesimal generator matrix Q in which

• the generic diagonal block Qn,n (1 < n < ||S||) is a square matrix that describes
the evolution of the CTMC inside the macro-state related to state n, which depends
on the possible events that are enabled in such state;

• the generic off-diagonal block Qn,m (1 < n < ||S||, 1 < m < ||S||) describes the
transition from themacro-state related to state n to the one related to statem, which
depends on the events that occur in state n and on the possible events that are still
able to occur in state m.

By exploiting Kronecker algebra, matrix Q does not need to be generated and
stored as a whole, but can be symbolically represented through Kronecker expres-
sions and algorithmically evaluated on-the-flywhen neededwith consequent extreme
memory saving [25, 28]. Moreover, this approach is particularly suitable in models
where the memory conservation at the switching condition time has to be applied.
Going into details of matrix Q, its blocks have the following form:

Qn,n =
⊕

1<e<||ε||
Qe (11)

Qn,m =
⊗

1<e<||ε||
Qe (12)

In other words, the diagonal blocks are computed as Kronecker sums whereas off-
diagonal blocks are computed as Kronecker products of a series of matrices Qe, each
associated to a CPH representing system events. In the case of switching conditions
incurred during a state change, the CPHs in the two states are different and this is
reflected in Eq. (11) in the fact that matrix Qe related to the same event is different
in the two states. Thanks to the fitting algorithm of Sect. 3, the structure of CPHs in
different conditions can be modeled with the same number of phases n where each
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phase codes a level of probability to fire. As a consequence, the conservation of the
phase reached between the two CPHs the contribution of event e to the equation
Eq. (12) is the rank n identity matrix In.

5 Examples

In this section we aim at highlighting the generality of the proposed framework in
modeling a wide range of systems. To this purpose, four examples are proposed
dealing with both ICT and physics’ systems and demonstrating the effectiveness of
the approach in a variety of application fields.

5.1 Network Data Performability

In this example, we investigate both performance and reliability of data transferred
through a connection-oriented virtual circuit network (VCN) at datalink or network
layer such as X.25, ATM, Frame Relay, GPRS, or MPLS. To send data in a layer
2–3 VCN, a virtual circuit between the two endpoints must be established first.
This means that data transmissions in such networks always follow the same path
among nodes. Although this implies several benefits (bandwidth reservation, low
overhead, and simple switching), themain drawback of such an approach is the virtual
channel reliability, especially in wireless networks. Indeed, a channel failure usually
breaks the virtual circuit forcing creation of a new connection. Several mechanisms
and countermeasures, such as fault tolerance and redundancy policies, have been
adopted by virtual circuit protocols to mitigate these failure effects. For example,
bandwidth overprovisioning sends packet replicas to increase the delivery ratio. This
often implies bandwidth overbooking to improve the channel utilization and the
provider outcome. However, it impacts both the channel and the data transmission
reliability, which become sensitive to network traffic fluctuations.

In this example, we focus on both reliability and performance of packet transmis-
sion in VCN, taking into account different traffic conditions in the evaluation of the
packet time-to-failure and time-to-delivery r.v. Packet lifetime includes all the causes
of delivery failure (channel failure, congestion, hardware and software faults, etc.).
In other words, we aim at evaluating the probability the channel is reliable when and
while a packet is sent, given that the channel is available at sending time.

As discussed above, we assume that both the packet time-to-failureX and time-to-
delivery T also depend on the traffic, i.e. on the bandwidth available for transmission.
To this end, we characterize two traffic conditions, average and high, assuming
knowledge of theCDFs of the packet lifetime and time-to-delivery in such conditions,
namely FA

X (t), FA
T (t), FH

X (t) and FH
T (t), respectively.

Thisway, the trigger events associatedwith trafficfluctuations are characterized by
twoCDFsFI(t) andFD(t) corresponding to the switching from average to high traffic
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(traffic increase − I) and vice-versa (traffic decrease − D), respectively. Assuming
periodicfluctuations between the two types of traffic, a bursty trafficpattern, aMarkov
modulated Poisson process can be adopted in the modeling if FI(t) and FD(t) are
exponentially distributed.

The resulting state-space model is composed of four main states identifying the
reliable channel both in the average (STA) and in high (STH ) traffic conditions, the suc-
cessful packet delivery (SPD ), and the failed transmission (SPF ), as shown in Fig. 4a. If
the channel is available at the beginning, the system starts from either state STA or STH

according to the traffic condition. The transitions between these two states model the
traffic condition switching and are triggered by the eTI and eTD events representing
traffic fluctuations characterized by the corresponding CDFs FI(t) and FD(t).

From such states, in the case of a failure during message sending, the state SPF

is reached through transitions labeled eFA or eFH depending on the traffic condition,
associated with FA

X (t) and FH
X (t) respectively. Otherwise, for successful delivery,

state SPD is reached through events eDA or eDH , according to the traffic, characterized
by FA

T (t) and FH
T (t) respectively. The goal is to evaluate the CDFs of the time to

message delivery (FR(t)), i.e., the probability of reaching state SPD , and the time
to message sending failures (FF(t)), i.e. the probability of reaching state SPF , Since
states SPD and SPF are both absorbing, a steady state exists for themodel and the values
FR(∞) and FF(∞) represent the steady state probability the packet is delivered or
fails, respectively, i.e. the packet/data delivery ratio, with FR(∞) + FF(∞) = 1. It
follows that the that FR(t) and FF(t) are defective CDFs.

To evaluate the model, we based our analysis on parameters and values taken
from the literature. With regard to the time to delivery, we used the data published in
[30, 31], providing statistics of two workload conditions on the channel. Therefore,
we stochastically characterized the time to delivery by Gaussian CDFs, the average
traffic one (FA

T (t)) with mean value 2.5 ms and variance 0.5 ms, the high traffic CDF
(FH

T (t)) has higher mean value (11 ms) and variance (3 ms).
The (sending) time to failure CDF has been obtained by the delivery ratio taken

from [32], i.e. 0.9 in the average traffic case and 0.6 in the high one. This requires
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further manipulation. The delivery ratio is the steady state probability the packet is
delivered in the above model. Knowing the delivery steady state probability in each
traffic condition, we have to find a failure CDF such that the steady state probability
of delivery in themodel of Fig. 4a is equal to the delivery ratio. Assuming themessage
sending lifetime is represented by a Weibull CDF (1 − e−( t

α )
β
) commonly used in

reliability, setting β = 5 through the model we identifiedαA = 22 ms for the average
traffic andαH = 4ms for the high one. Finally, the traffic switching rate isλI = λD =
500 s−1, i.e. a switch every 2 ms.

Applying the codomain fitting algorithm of Sect. 3 four 100 phase CPHs approxi-
mate these distributions. Then we evaluated the packet delivery and failure probabil-
ity, obtaining the results shown in Fig. 4b. As discussed above, two defective distrib-
utions the time to delivery and the lifetime of the packet are identified, corresponding
to states SPD and SPF , respectively. The steady state is reached at approximately 12ms,
with a delivery ratio of about 75%. Similar transient trends can be observed. The first
knee identifies a change in probability following the underlying CDFs, with initially
a very low probability to deliver the packet, then suddenly increasing. The second
knee represents the transition to the steady state, where it is very likely either the
packet has been already delivered or sending failed.

5.2 IaaS Cloud Performance

Cloud computing systems offer virtualized environments where jobs, in terms of
virtual machines (VMs), can be executed without any knowledge on the physical
computing infrastructure. In such a scenario, multiple VMs can be allocated in the
same physical machine (PM), e.g., a core in a multi-core architecture, in order to
respond to specific provider goals such as energy consumption or load burst manage-
ment.Multiple VMs sharing the same PMcan incur in a reduction of the performance
mainly due to I/O interference between VMs. In order to meet the stringent QoS level
required by service-level agreements (SLAs), cloud providers must find trade-offs
between the internal management strategies and theQoS offered. To this end, we pro-
pose an application of the proposed technique that could help data center managers
to tune system parameters.

We model a system composed of a single PM that is able to concurrently execute
up to m VMs. The actual number of VMs is a function of the traffic load as well as
of the VM allocation strategy. We model such an aspect through a system composed
of m states (see Fig. 5a), where transitions among states are triggered by events eCI

(Increase) and eCD (Decrease) representing an increase or a decrease in the level of
concurrency. Such events canbegenerally distributedwithmeanλ andμ, respectively
and can be correlated through the traffic intensity factor ρ defined as ρ = λ

μ
. With

low values of ρ (<1), the system will experience a low concurrency level while with
values of ρ near to 1 the system will experience a concurrency level near to m.

We are interested in measuring the time needed to execute a job that can be mod-
eled through events eT1 , eT2 , ..., eTm that represent the execution times associatedwith
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Fig. 5 The Cloud example

the different operating conditions. Events eTi are generally distributed and depend on
the performance degradation due to the concurrent execution. They can be estimated
by means of theoretical studies or statistical observations. Finally, the state ST is the
absorbing state, which corresponds to the task completion.

Measures of interest include the mean execution time or the probability to execute
the task within a given time deadline τ . Such performance indexes can be investi-
gated by varying the maximum concurrency level m under different load conditions
characterized by different values of ρ.

In order to provide a quantitative example, we start defining a job whose duration
T1 can bemodeled as a series of cycles composed of a CPU execution (modeled by an
exponentially distributed execution time T 1

CPU with mean λCPU) followed by an I/O
access (modeled by an exponentially distributed execution time T 1

I/O with mean λI/O).
To reach the job completion, such events need to be repeated for a certain number of
times. We model such an aspect by defining a probability pf that is the probability of
finishing the job at the end of a CPU-I/O cycle. The performance degradation [33]
is modeled by varying the CPU and I/O execution times with respect to the concur-
rency level: Ti

CPU = T 1
CPU · (1 + dCPU)(i−1) Ti

I/O = T 1
I/O · (1 + dI/O)(i−1), where dCPU

and dI/O are the degradation factors related to CPU and I/O events, respectively.
Notice that modeling job duration according to such a technique corresponds to a
CPH distributed job completion time that, even without the specific form of Fig. 2,
respects the characteristic discussed in Sect. 3, i.e., phases have a physical meaning
and preserving memory of the phase is equal to preserving memory of the corre-
sponding physical quantity (in this case the execution time).

Figure5b shows the results obtained with the parameters λCPU = 0.33min−1,
λI/O = 0.2min−1, pf = 0.9, dCPU = 0.05, dI/O = 0.1. This figure gives an example of
how the proposed technique can be exploited in order to obtain high level information
on the cloud system. In particular, from the plotted curves, it is possible to quantify
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the probability that a job executeswithin the threshold defined by an SLA (in this case
τ = 240min). Such a probability can be evaluated under different load conditions and
using different concurrency strategies, thus providing useful insights to the system
administrator to identify a better set of strategies.

5.3 Energy Consumption in IoT Mobile Devices

While talking about mobile environments, the first thing that attracts attention is the
comparison between resource-poor devices and fixed stations. Mobile devices are
limited in computational power, available memory, and battery life. The presence of
wireless connections with different available bandwidth and probability of discon-
nection and reconnection is another important characteristic of these environments.
One of the more interesting topics in this research field is the Internet of Things
(IoT), where concerns regarding mobility are even more constrained.

Mobile crowdsensing (MCS) [34] applications are a typical scenario in the
IoT world. In such applications, hundreds or even thousands of mobile phones
are employed to collect environmental information usually aggregated with user-
generated patterns, in order to analyze and forecast crowd behavior and attitude
measuring various individual as well as community trends. Individual trends are
those pertaining to a single device(s) owner, while collective trends are those inher-
ent to an aggregate of surroundings and not limited to any individual in particular.
Examples of individual trends are movement patterns (e.g., running, walking, climb-
ing stairs), commuting modes (e.g., biking, driving, taking a bus, riding the subway),
as well as activities in general (e.g., using an ATM, visiting a store, having a conver-
sation, listening to music, making coffee). Collective trends may be exemplified by
(air/noise) pollution levels, e.g., in a neighborhood or, even more aptly, by realtime
traffic patterns and transit timings, including significant deviations from recurrent
trends and averages, like reroutings due to either scheduled (e.g., closures) or sudden
(e.g., pot holes) road alterations.

Such large scale, collective trends monitoring is achievable only if a large com-
munity of individuals are willing to share their resources by accepting a certain
amount of the processing duties. We distinguish between participatory and oppor-
tunistic approaches. In participatory scenarios, individuals are actively involved in
contributing by mean of devices or (meta-)data (e.g., taking a picture or reporting a
road bump). In opportunistic scenarios, sensing is more automatic and user involve-
ment is minimal (e.g., continuous sampling of geo-localized data).

Given that mobile devices are usually equipped with low voltage batteries, energy
saving is certainly one of the main issues in such a context. In fact, users usually
have full control on their devices and they are allowed to choose when and how
they want to contribute to the MCS application. Usually, some kind of policy is
exploited, referring to the energy status in terms of battery charge. Experimental
results show that the energy consumption of a mobile device depends on the load
the device is subjected to. This is related to the specific tasks and operations the
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device is performing at a particular time instant. There are tasks that request a higher
energy consumption when compared to others, while low consumption statuses, e.g.,
suspend, idle, can be forced to extend lifetime.

Here, we consider the simple example of a user willing to contribute to an MCS
application by allowing its smart phone to periodically share geo-localized data
collected through on-board sensors. The user agrees to send such data only if the
remaining battery energy is above 20%. Several works, such as [35], show that the
main high-level tasks that affect smart phone energy consumption are: (i) making
phone calls, and (ii) browsing the Web, while, in all the other situations, the smart
phone is usually maintained in a minimum energy consumption (suspend) mode. For
simplicity, let us consider three different usage patterns:

• generic—over a single day, about 20% of time is spent making phone calls while
about 10% of time is spent in browsing the Web;

• business—over a single day, about 40% of time is spent making phone calls while
about 10% of time is spent in browsing the Web;

• student—over a single day, about 10% of time is spent making phone calls while
about 40% of time is spent in browsing the Web.

Finally, let us suppose that the battery duration Td is approximately equal to 43 h in
suspend mode, 10 h while making phone calls, and 5 h while browsing the Web. Our
technique allows us to predict the smart phone battery duration and, accordingly, the
amount of contribution that the mobile device can provide to the MCS application,
according to the different usage patterns.

The state space of the model that can be used to represent our MCS application
scenario is depicted in Fig. 6a. States SS , SC , and SB represent the suspend, calling,
and web browsing modes respectively. Events eSC and eCS represent the switching
between suspend and calling modes while events eSB and eBS model the switching
between suspend and browsing mode. They can be characterized with exponential
distributions and their rates must be fixed so that the mean sojourn times in states
SS , SC , and SB during a day is set accordingly to the above reported usage patterns.
State SD represents the fully discharged battery state while events eDC , eDS , and eDB

represent the battery discharge process.
As described in [17], the linear or nonlinear discharge process of a battery can

be modeled, according to the technique described in Sect. 3, through an Erlang CPH
with a sufficient number of phases. In our case, we used n = 100 phases. The phases
of the CPH assume the physical meaning of the battery charge level. The rates of the
Erlang distributions are set equal to n/Td . The discharge time is different in the three
states, as described above. However, the battery charge level should be kept while
switching among them.

Thanks to the physical meaning of the CPH phases resulting from the codomain
fitting algorithm, our technique allows us to compute the probability of having a
80% discharged battery and, as a consequence, the probability for the mobile device
to stop contributing to the IoT mobile crowdsensing service. Figure6b shows this
probability in the three usage scenarios considered.



44 D. Bruneo et al.

The model.

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  5  10  15  20  25  30

P
ro

ba
bi

lit
y 

to
 h

av
e 

a 
80

%
 d

is
ch

ar
ge

d 
ba

tte
ry

Time (h)

business
generic
student

Results.

(a) (b)

Fig. 6 The energy management in IoT mobile devices example

5.4 Car Travel Planning

As the last example, we consider a car with a fixed quantity of fuel in its tank that
should arrive at a defined destination within a certain time. The car has to travel along
a path growing at different altitudes. Thus, the road could posses a different slope in
different sections. In particular, we consider a road with the elevation graph depicted
in Fig. 7a.

The main requirement the driver must meet is to arrive to the stop point by the
time of a scheduled appointment. Thus, he/she develops two different driving plans
in order to meet this requirement. Two remarks must be considered: (1) even if the
driver chooses to travel each path section at a given speed some degree of uncertainty
must be considered due to the road condition (holes, traffic congestion, and other
unpredictable events potentially occurring during the travel). Thus each section travel
time is a r.v. characterized by a mean value (the time planned by the driver) and
a nonzero coefficient of variation; (2) the power required to cover a path section
depends on the section slope; this means the engine consumes petrol at different
rates in each section.

Our method is able to evaluate such problems thanks to its ability to remember
an arbitrary quantity following changing operational conditions. In this example, we
preserve memory of the level of petrol in the tank, taking into account both the road
slope and the changing engine usage.

Based on these considerations, a state model to investigate the car travel plan is
depicted in Fig. 7b. Specifically, the model must evaluate the distance the car is able
to run and the corresponding time, given an initial quantity of fuel and a travel plan.
States SSi , 0 ≤ i ≤ 5, represent the car running in section Si of the path, whereas
states SEi represent the car stopped somewhere in those sections due to empty tank.
If the state SS is reached the mission is successfully accomplished.

Each plan fixes the expected speeds on each path section and, as a consequence,
the required engine power per section is computed by referring to the mechanical
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Fig. 7 Car travel planning example

specifications of the car (power vs. engine speed graph, final drive ratio, gear, and
tires). In ourmodel, we assume the expected power as the power used along a specific
path section.1 The amount of fuel a(τ ) used during a time interval [0, τ ] depends on
both the engine fuel consumption c and the power P since a = c · P · τ . Thus, the

1This is an approximation we made because the speed is not constant but a r.v. Thus, the supplied
power is a r.v. too. The approximation introduced is not required by the proposed method and we
made it just to simplify the presentation because our purpose is to show the effectiveness of the
technique and not to study the mechanical system with high accuracy.
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Table 1 Travel plans Plane n. Speed (km/h)

S1 S2 S3 S4 S5

1 290 80 290 130 290

2 222 80 222 130 222

quantity of fuel in the tank after τ is a(τ ) = a0 − c · P · τ , where a0 is the quantity
of fuel in the tank when the car starts running.

We use a(τ ) to define events eTi , as explained in Sect. 3, by taking into account the
fact that P changes according to the path sections but the quantity of fuel at changing
points must be preserved. The time to run along the path sections Si (events eFi )
are modeled by Erlang distributions with the mean time depending on the speed
provided by the travel plan and a coefficient of variation estimated according to the
environmental conditions. The travel plans we considered are reported in Table1.
Moreover, we assumed the car has just 15 l of fuel in its tank. Fuel consumption
depends on the power and the speed of the engine. It is important to remark that
the fuel consumption may also increase in case of lower speeds. The numerical
values are taken from the fuel consumption graph of a BMW M3 E46 car and the
engine installed as its standard equipment. For lack of space, we do not show all the
mechanical feature graphs used to obtain such values.

Figure7c, d show the results related to the two travel plans of Table1. The lesson
learned by observing the graphs is that plan 1 does not ensure the car arrives at the
end of the path (the Stop curve), since it has 0.4 probability to stop at the middle of
the overall path and a probability equal to 0.1 to arrive at destination. Plan 2 gives
more confidence about the possibility to complete the travel with a probability equal
to 0.36. On the other hand, the time required to travel along path 2 is longer than the
path 1 one, due to the reduced speed in path sections S1, S3, and S5.

6 Conclusions

In this chapter, we considered a class of systems characterized by different working
conditions that alternate and change a system’s stochastic behavior. In such systems,
the continuity of particular quantities needs to be preserved and this calls for adequate
analytical techniques. The chapter summarizes our work on an analytical framework
able to represent such phenomena which is based on phase-type distributions and
on an ad hoc fitting algorithm relying on codomain discretization. The framework
is general enough to model a wide range of systems and, to show its usefulness,
four examples have been presented both for ICT and physical systems. Different
quantitative analyses have been conducted in order to provide and overview of the
available modeling tools.
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