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Abstract. Access Control is one of the essential and traditional security
weapons of data protection. In open and complex environments such as
the Internet or cloud computing, the decision to grant access to a resource
must ensure a secure management with a specific attention to privacy
and data protection regulations. In recent years, many access control
models and languages were proposed. Despite increasing legislative pres-
sure, few of these propositions take care of privacy requirements in their
specifications. In this paper we propose to enforce privacy compliance in
access control policies. Based on a semantic modeling approach, specif-
ically formal ontology, we will try to incorporate data protection leg-
islation requirements in policies specification and implementation. This
aims to abstract the complexity of legal requirements expression and to
facilitate their automation and enforcement at execution level. Indeed,
at run time, the interoperability of diverse information and the reference
to the text law are addressed in a novel manner.

Keywords: Security - Access control policies - Privacy policies -
Legislation - Semantic web - Ontology

1 Introduction

Access control is defined as one of the most popular security tools ensuring that
every access to a system and its resources is controlled and only those access that
are authorized can take place. It is now evolving with the complex environments
that it supports. In recent years for different aims, many and different access
control models and languages have been proposed. In open and complex envi-
ronments such as the Internet or cloud computing, the decision to grant access to
a resource must ensure a secure management with a specific attention to privacy
and secondary usage regulations [1]. Besides, in order to ensure an efficient data
access decision, the issue of interoperability between access policies related to
different usage scenarios must be addressed. For example, in the context of cloud
computing, we must ensure that the entity requestor and the entity provider of
an access control policy context share the same meaning or are equivalent [2].
In the scope of the previously mentioned requirement, we propose in this paper,
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to exploit technologies such as OWL (the ontology web semantic language),
SWRL (Semantic Web Rule language) along with other languages forming the
semantic web stack. The driver for our choice is the demonstrated powerful
expressiveness capabilities in existing privacy protection related works [3,4].

In philosophy, the term ontology means a systematic account of existence [5].
The term has been widely adapted for formal use in the Artificial Intelligence
domain and other computer science domains where knowledge representation
is required. According to these domains, an entity can “exist” only if it can
be represented. A formal ontology is a body of formally represented knowledge
that is based on an explicit formal specification or conceptualization of concepts
and the relationships that could exist between them [6]. Since open environ-
ments are creating a growing demand for sharing data as well as its semantics,
ontologies are becoming increasingly essential for most computer applications.
By sharing ontologies and knowledge bases, distributed environments can easily
communicate to exchange data and thus make their transactions interoperate
independently of their enabling technologies [7].

In order to ensure secure access to its resources, an organization defines a
set of policies. A policy is a statement that defines and controls the behavior of
a system. More specifically, an access control policy defines a set of conditions,
which are evaluated to determine whether a set of actions may be performed on
a resource. For example, an access control policy could state that only doctors
(i.e. the condition) have the right to modify (i.e. the action) the patient’s medical
records (i.e. the resource). An access control policy acts as both, a declarative
behaviour system (express in explicit and non ambiguous manner the require-
ments of control) and, a decision-support system (base of access control infer-
ence system). Semantic Web languages allow access policies to be described over
heterogeneous data domain and promote common understanding among partic-
ipants who might not use the same information model [2].

In our research, we focus on the requirements for sensitive data protection
driven by legislation. We look on how to incorporate these requirements in an
access control model for an open and dynamic environment such as the cloud.
Our research is aiming to help enhancing privacy compliance when sharing pri-
vate data across diverse states or countries where legislation could be different.
Our approach (Fig. 1) is based first on bridging the gap between high level leg-
islation on data protection and operational level controls by means of semantic
modeling of important concepts. Second, this approach is also based on the use
of inference systems on top of the modeled concepts in order to provide decision
support on how to handle personal data.

In literature, and in order to deal with privacy compliance, traditional access
controls (like role based access control or attribute based access control) [8,9]
have been extended by introducing the purpose concept. We find also in litera-
ture, different proposed ontologies [3,4] (and associated semantic rule execution
engines) that represent access control concepts in addition to other legal con-
cepts (like the consent). In our perspective, these propositions lack the explicit
expression of the law reference (the used text law and the authority location
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Fig. 1. Toward a secure and private access control requirements formalization

proposing this law). Certainly, using ontology helps to ensure interoperability
between access control actors (access requestor, access provider and resource’s
owner) by providing the same shared conceptual semantic model. However, we
need also to provide mechanisms for a privacy compliance access decision at
runtime: which prior rule to apply? which law to apply if we deal with multi-
authority (access requestor, access provider and resource’s owner: when they
belong to different jurisdiction areas)? So in our contribution, we will present
and exploit knowledge about the regulation reference to conclude about which
law to apply. Besides, we will formulate privacy requirements (purpose, consent,
data privacy status, the authority obligation) (see Sect.3.2) and use them as
attributes to calculate the legal strength of an access rule in order to guide
a partial scheduling of the access control rules (see Sect.3.3).We believe that
such legal reasoning will help to ensure a privacy compliant access decision in a
distributed multi-authority environment. In order to achieve our goal, we pro-
ceed in parallel axes. The first axe is the abstraction level. In this level we
formally define privacy and access control concepts and their relationships. We
also formally define how rules and policies should be expressed in generic and
fine-grained manner.

The remainder of this paper is organized as follows. Section2 settles the
methodology we follow in order to build and validate our ontology. In Sects. 3
and 4, we first define different concepts describing access controls and data pro-
tection requirements which we merge in a single extensible ontology. Secondly,
we present formally how to express and evaluate an access control policy incorpo-
rating legal requirements extracted from data protection legislation. The formal
presentation will be the base of rules and inference system definition on top of
the proposed ontology. In Sect. 5, we experiment our model in a case study by
instantiating the generic ontology in a specific domain (medical domain). Finally,
we conclude by future work and perspectives.
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2 The Privacy Ontology Construction and Validation

Based on some literature lectures about ontology creation and maintenance
[10-13], we define a methodology to follow in order to establish our ontology. The
proposed methodology is divided in three principal phases: (Subsect. 2.1) ontol-
ogy’s purpose specification (Subsect.2.2) ontology’s construction (Subsect. 2.3)
ontology’s validation.

2.1 Ontology’s Purpose Specification

Before starting the ontology’s construction, we must explicitly answer the fol-
lowing questions [12] as follows.

— What is the domain that the ontology will cover? In this paper, we try to define
a conceptual model of an access control scenarios. These scenarios invoke the
policies definition, the request expression and the access decision assignment.
The decision related to a request must be secure and privacy compliant too.
In this spectrum, our ontology must cover, in a first stage, privacy require-
ments extracted from legislation and also from access control management
frameworks applied to generic domains. In a second stage, some application
domains could be introduced to experiment previous generic domains. We
can experiment, as an example, the medical domain.

— For what purpose we use the ontology? Our ontology concepts will help us
to establish closed real world reasoning. It will enable us (using clear rules
and interference systems) to perform secure access control decisions while
achieving: (i) complying with privacy requirements (ii) resolving the semantic
interoperability issue on different concepts used by different actors across
heterogeneous domains.
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— What type of questions should the ontology provide answers to? This ontology
could help the user to check an access request defined by a set of parameters
(requester attributes, context specification,target attributes) allowed or pro-
hibited? Is this privacy compliant? Is it a legal access request? In the case
of positive permission for a resource access, does it require some obligations
to be filled? In case of denial of the access request, because of privacy non
compliance, what are the requirements to be reported to the access requestor?

— Who will use and maintain the ontology? The access control administrator
should maintain this ontology. They need the help of law experts to under-
stand emerging legislation requirements.

2.2 Ontology Construction

In order to construct our ontology [10-12], we propose to define in the following
order. Firstly, we define a list of concepts (the Classes). Secondly, we specify the
list of concept’s properties. Thirdly, we define the possible hierarchical relations
between defined concepts, as far as the list of conceptual relations between them.
Finally, we instantiate the general concepts by defining the individuals.

2.3 Ontology Validation

In order to validate our ontology [13], we propose to proceed in this order. Firstly,
we ensure that the structure and the conceptualization is valid. This encloses
the fact to check that no redundancy is available and the logic coherence is
respected. Secondly, we do the functional validation. This includes the valida-
tion of the ontology’s purpose definition conformity. This will be achieved using
specific questions (ontology interrogation using queries) and the evaluation of
the ontology based system’s answers.

Our approach uses a free, open source ontology editor framework named the
Protg (version 4.3) [14]. We use the OWL-DL Ontology Language: (for knowl-
edge representation) [15,16] and SWRL (Web rule language to express queries
on top of the ontology) [17]. The OWL model we have built is used to represent
privacy requirements extracted from the most internationally recognized privacy
legislation in the context of secure and privacy oriented access control evalua-
tion and decision making. OWL allowed us to model the conceptual domain
of “access control policies” and “data processing” obligations for the usage of
private personal information as a hierarchy of classes, subclasses and a hierar-
chy of data and object properties to represent the relationships between them.
Classes and objects properties could easily be used to express privacy require-
ments. Additional class expressions including restrictions, Boolean expressions,
enumerated classes and value partitions were also useful. SWRL allowed us to
express privacy policies in order to ensure a privacy preserving access control
decisions. In order to get clearer vision we will provide ontology graph (nodes
and edges) following the OWL paradigm (Fig. 3).

In the next sections, we choose to work in stages. In a first stage, we build
an ontology that models access control policies. In a second stage, we establish
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an ontology that models Personal Data Privacy requirements for a legislation
compliant access control. “Privacy Obligations” have been extracted from inter-
national privacy laws [18,19]. We have done a comparative study (some privacy’s
subject based thesis [20,21]) that concluded common mandatory legal concepts
to express and check while dealing with privacy preservation.Finally, we will
merge the two previous ontologies in order to incorporate privacy obligations
while expressing an access control policy or while evaluating an access control
request.

3 An Ontology-Based Description of Privacy Obligations
in Access Control Policies

In this section, and following the previously defined methodology, we define
an ontology that represents incorporating privacy obligations in access control
policies. We start by defining an ontology for access control then we extend this
ontology by privacy requirements. Indeed, we provide some formal definitions
that will be the base for next stage which looks at access control reasoning
operations.

3.1 Formalization of the Access Control Model

Security policies constitute the core of systems protection. They are made of a set
of instructions specifying allowed and prohibited actions. Access control policies
are examples of security policies defining which subject (requestor of a resource)
could or not invoke an action (operation) on an object (resource). Access control
is now evolving with complex environments that it supports. In recent years and
for different aims, many access control models and languages have been proposed.
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In order to build a knowledge base about access control policy specification and
requirements, we study and analyze a set of novel and emerging models in the
access control field to address the new needs of todays systems [8,9,22-24]. We
studied also the OASIS standard access control language: the XACML [25]. In
fact, XACML is a widely adopted policy language standard that has proven
efficiency in the enforcement of policies at operational level [26]. Based on the
previous studies and analysis we define our list of concepts and their relations.
(Fig. 4)
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Fig. 4. Privacy oriented access control ontology: part 1

We define as relevant list of access control requirements related concepts the
list below:

— Policy: Defines a set of rules expressing how an organization will manage,
protect their resources.

— CombiningAlgorithm: Defines the way of merging the different rules of one
policy. It defines also how to merge a set of policies and which rule to use.

— Rule: Defines the characteristic (including the identity and/or role) of a
subject who is authorized to perform an action on a resource and under
which conditions, the requested authorization is given or prohibited.

— RuleType: Defines the type of a rule; it could be a user preference or orga-
nizational policy.

— Effect: Expresses the response to an access request: deny or allow or unde-
termined
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Obligation: Expresses the actions that a subject must perform following
a positive access response. (example: duration of information retention) Or
Express the missing requirements that a subject must perform following a
negative access response. (Example: consent of data owner).

Target: Defines the set of associated subject object and action. Optionally
we can invoke a receiver if the action invoked needs them. (E.g. a doctor can
share patients data with an-other doctor in order to get a second opinion, here
the information about the other doctor could be relevant for access control
decision). Each Target element is described by its characterization which is
a couple of < characterization,gme, characterization,q,e >. For instance,
a Subject could have age as characterization,qme.

Action: Defines an operation (example: read, modify, collect, store, share,
forward ....) required on some resources.

Object: Defines a resource. It could be a service (for example the wifi access),
a data (for example medical tests result) or hardware (for example a printer).
Subject: Defines who requested an action on an object. A subject is identified
by a set of his characteristics.

Context: Defines some constraints on location and time.

Location: Defines the location associated to an object.

Time: Defines the time of the request (start time and end time implicitly
the duration of the request)

Service: For example: the use of a wifi connection.

Data: Defines a kind of Resource, more precisely, the hosted information on
the sys-tem/organisation

Hardware: Defines a kind of Resource like the printer.

DataProcessing: Defines a kind of action on data

OtherAction: Defines any other kind of action on any other kind of resource
different from data. (For example, configure the printer).

The main relations between previous detailed concepts are listed below. A rela-
tion is defined in the same manner as functions (f : Domain — Range).
A semantic relation is defined between a “domain of concepts” and “range of
other concepts”:

hasRule: Our domain is Policy and our range is Rule. So in simple words, a
Policy is com-posed by a set of Rule.

hasPolicyCombinigAlgorithm: Our domain is Policy and our range is
CombiningAlgorithm. This property describes how to manage a set of policies
(the order of execution? the combining manner?)
hasRuleCombinigAlgorithm: Our domain is Rule and our range is Com-
biningAlgorithm. This property describes how a policy manages a set of rules.
In which way it chooses a rule to apply if many rules respond to a request?
hasType: Our domain is Rule and our range is Type. Each rule must be
classified to a specific type. It could be a rule imposed by the organisation,
or a rule imposed by the user. For example, in cloud computing the provider
of the service has its secure policies and the customer could dictate some of
its preferences.
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— hasTarget: Our domain is Rule and our range is Target. Each defined rule
has a Target.

— hasContext: Our domain is Rule and our range is Context. Each defined
rule may have contextual constraint.

— hasEffect: Our domain is Rule and our range is Effect. Each defined rule
has an effect.

— hasObligation: Our domain is Effect and our range is Obligation. Some
effects are associated to some obligations that must be filled. (In case of
“allow” effect, an obligation could be the fact to respect a duration of the
retention.)

— hasAction: Our domain is Target and our range is Action. A target is defined
by an Action.

— hasObject: Our domain is Target and our range is Object. A target is defined
by an Object.

— hasSubject: Our domain is Target and our range is Subject. A target is
defined by a subject.

3.2 Formalization of Privacy Requirements

Privacy is the right of individuals to decide for themselves when, where what how
and who can extent, disclose or use their personal information. Privacy principles
(Fig.5) have been developed thanks to many legislation. Internationally, the
OECD (Organization of Economic Cooperation and Development) [18] provides
the most commonly used privacy framework, they are reflected in existing and
emerging privacy and data protection laws, and serve as the basis for the creation
of leading practice privacy programs and additional principles. The XACML!
OASIS Standard describes a profile for expressing privacy policies. This profile
extracted Privacy requirements from the OECD guideline. Based on the OECD
principles, the Privacy XACML profile and some other international legislation
[19], we list the essential privacy obligations to respect in our ontology:

— Collection Limitation Principle: The collection of personal data requires
the knowledge or the consent of data subject (the data owner). Such personal
data should be obtained by lawful means.

— Purpose Specification Principle: The purposes for which personal data
are collected should be explicit.

— Use Limaitation Principle: Personal data should not be disclosed, made
available or otherwise used for purposes other than those specified in accor-
dance with previous paragraph except with the consent of the data subject;
or by the authority of law.

According to the previously listed and explained privacy principles, we define
below a list of our ontology concepts and their relationships. (Fig. 6) Starting by
the list of concepts:

1 XACML privacy profile is a new profile proposed by the last XACML version 3.0
(at the time of writing this paper).
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Fig. 5. Essential privacy conditions in access and usage control

data: Defines a category of object that could be question of access request.
dataOwner: Defines the owner of the data.

dataController: Defines the controller of the data who is legally responsible
to enforce the privacy. For example, in case of cloud computing the cloud
provider who hosts the data.

dataRequestor: Defines the requestor of the data. It is equivalent to the
subject concept in the previous defined ontology.

dataCategory: Defines the category of the data. We classify data in two
main categories: non personal data and personal data.

NonPersonalData: the non personal data category defines data that cannot
be used to identify a person. Example, a person’s hobbies.

PersonalData: Personal data (as defined in EU directive or PII? in USA
laws) is any information that can be used on its own or with other information
to identify a person. For example, a card identification number (card-Id).
NonSensitivedata: For example, age name ...

SensitiveData: For example, religion medical information ...

Legislation: Defines the legislation restricted to the location of the resource.
Purpose: The reason for which something is done or created or for which
something exists.

ProcessingType: Equivalent to action type; data processing type

Collect: Tt is a data processing type.

Share: It is a data processing type.

Disclose: 1t is a data processing type.

Modify: 1t is a data processing type.

legalRequirement: 1t is an optional requirement defined by “data” location
and used for “data processing”

Consent: It is a category of legal requirement.

Anonymity: 1t is a category of legal requirement.

Notification: It is a category of legal requirement.

2 Personally identifiable information.
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Legislation: the associated legislation of one legal requirement.
legalStrength: Defines the power of a law. In fact, all legal texts do not have
the same value. For example, federal and state laws are not equivalents.
Reference: the reference of a law. (For example, international convention)
— textLaw: Defines explicitly the referenced legal text law. (For example: con-
stitution, laws, decrees, orders, proceedings ...)

The previous list of concepts has different relations (Fig. 6). These relations are
used in the access control case expression. For example, the data concept has
centric relations:

— hasDataController: Defines the controller of the data.

— hasDataOwner: Defines the owner of the data.
hasDataRequestor: Defines the requestor of the data.
hasDataCategory: Defines the category of the data.

— hasProcessing Type: Defines the processing type on a data.

hasIntentionPurpose

Purpose

hasActionPurpose

DataProceeding
,
\CED

hasDataOwner hagDataCategory

hasLegalStrength hasReferfnce QasText-Law

LegalStrength

Fig. 6. Private access control ontology: part 2

3.3 Towards a Privacy Aware Decision Making Engine

In next paragraphs, we give some formal definitions of private secure rules. These
definitions will be used in next stage for the reasoning engine construction. (Make
decision engine explained in Fig. 2).

Formal definition (1): Express a security policy based on a set of access control
policies
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A security policy is a set of access control policies (P;) and the manner to
merge them (CA: combining algorithm). The utility of a CA is to manage some
particular cases. The first case, if no rule is applicable, which decision to make?
For example, if “deny-overrides” combining algorithm is set, the decision will be
“no”. The second case, if more than one rule is applicable, which rule to choose?
For example, if “first-applicable” combining algorithm is set, the first rule is to
be evaluated.

SP=({P,i € IN} x CA)

CA € {deny-overrides, permit-overrides, first-applicable, only-one-applicable}

— Deny-overrides: returns deny if any evaluation returns deny. Otherwise, per-
mit is returned.

— Permit-overrides: If any rule evaluates to permit, then the result is permit.
If any rule returns deny and all other rules evaluate to not applicable the
result is deny. If all rules evaluate to not applicable, the result re-mains as
not applicable.

— First-applicable: Returns the first result of a rule evaluation that is differ-
ent from not applicable. If all rules return not applicable, this response is
returned.

— Only-one-applicable: If only one policy is applicable its result is returned. If
more than one applies the result is indeterminate. If no rule is applicable, the
result is not applicable.

In this paper, we propose a general specification for one policy a set of rules
evaluated according to a combining algorithm CA (the same list of CA defined
previously):

P = ({Rulej,j € IN} x CA)
Rule; = Req; — Resp; x [oblig;]*;j € IN
Req = (s; x a; X 0; X [¢;]*);j € IN

Resp € {yes, no,undetermined}

In our scope, a rule (Rule;) is composed by two parts. The first part is the
request (Reg;) (next definition explains the access request). The second part
is the response (Resp;). A response values could be “yes”, “no” or “undeter-
mined”. In our definition, the response could be optionally associated to a set
of obligations (Oblig;).

In case of “yes” response, the obligation, could be for example, “the duration
of retention”.

In case of “no” response, the obligation, could be for example, “the consent
of the data owner”.



An Ontology Regulating Privacy Oriented Access Controls 29

Formal definition (2): Ezpress an access request

A request Req; is defined by several fields: s is the “subject”, o is the
“object”, a is the “action” and c is the “context”. “s;” field describes the sub-
ject who’s the requestor of access. The subject is defined by a list of attributes
and their values.

For example,

doctor={(doctor_speciality,doctor_specility_value),

(doctor_state, doctor_state_value), .......... }

“o;” field describes the object which’s the resource, the question of the access
request. The object is defined by a list of attributes and their values.
medical_test={ (medical_test_type, medical_test_value),

(medical,test,status, medical_test_status_value), .......... }

’ field describes the action which is a specific requested operation on the

obJect “0”. The action is defined by a list of attributes and their values.
share = {(share receiver, share_receiver_value), .......... }
Either for “s” or “o” or “a”, the list of attributes gives a fine grained way
for rules definition and expresblon. Finally, contextual constraints are useful to
evaluate the context which a rule is applicable of a rule. We focus in temporal
and special constraints.

Reqi(si X a; X 0; X [¢;]");i € IN
= {(sa;, sav;);j € IN}
= {(oa;,0av;);j € IN}
a; = {(aa;,aav;);j € IN}

¢; = {location, starttime, endtime}

Formal definition (3): Extend an access control policy to specify privacy
requirements

In order to enforce the privacy compliance while expressing access control
policies and rules, we extend previous definitions with privacy requirements. As
a new combining algorithm we add “legal-overrides”

= ({P,i € IN} x CA)

CA € {deny-overrides, permit-overrides, first-applicable, only-one-applicable,
legal-overrides}

legal-overrides: In case of more than one rule that answers to a specific access
request, we can override the legal rule in order to solve any issue about conflicts
decisions. If more than one legal rule is applicable the first one of these legal
rules will be chosen. If no rule at all is applicable, the deny response overrides
as we are looking to avoid any risk about privacy preservation.

We extend definition (2) by adding a Rule type. Indeed, a policy is defined
by its type (type;) and the associated rule (Rule;). The type of the rule will help
us to classify rules. The classification could be helpful in order to set the priority
of rules. In some cases, the priority is useful to resolve conflicts between rules. In
our proposal, a rule could be “User Preference” rule or “Organization” rule or
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“legal” rule. In this case of a “legal rule”, the rule much specify legal constraints
[l;]. Here constraints incorporate legislation specification such as the text law
source location (the country, state, ...), the reference legislation (national law,
international law, ...) and legal strength.

P = ({type; x Rule;j,j € IN} x CA)
type; € {legal,userPreference, organisation}
Rulej = Req; — Resp; x [oblig;|*;j € IN
Req = (s; X a; x 0j X [¢;]" x [l;]*);j € IN

Resp € {yes, no, undetermined}

In the same scope of privacy conformity, we improve the < s;,a;,0; >
attributes by explicitly provide privacy profile-based characterization (Fig.7).

Legal Constraints: law_source + reference_type + consent + data_privacy +
Authority_obligation

D
[ Action >
* Action-purpose « Intention-allowed-purposes
eshare action : *owner_location
*role *Receiver (if share action) * Owner’s conditions :
*hame * Receiver trust level o list-of-allowed-
cage * Collect action : receiver
sidentity «Collector « retention-acceptable-
« level of trust «Collector location time
* Retention-duration

< Context Constraints: Location+ Time + Defined >

Fig. 7. Privacy characterizations in profile based access control

Then, in order to conclude about the privacy compliance of a request, we
define some conditions to be respected. In the first condition, the “action-
purpose” must belong to the set of “intention-purpose-allowed” allowed
by the owner of the object. The second condition, if we deal with a disclose
action with third party, the “receiver” must belong to the “list-of-allowed-
recetver”. The third condition, the “collection-retention-duration” must
respect the “retention-acceptable-time” by the data’s owner. The last condi-
tion is the “owner’s consent”.

3.4 Legal Constraints Reasoning

In this paragraph, some algorithms are proposed. The rule’s scheduling algo-
rithm is described in (Fig. 8). It aims for the resolution of rules priority conflicts
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// Sorting i Rules associated to a policy Pi
// Resolution of Possible Priority conflicts : make legal rule prior ones
Foreach Pi:
tri(Rulej, legal-override, legal-strength)
// Sorting Rules (1) : Place Rules with type Legal in first rules
// Legal strength calculation for legal rules

// Sorting Rules (2) : Tri legal rules according to legal-strength values

Fig. 8. Scheduling rules according to legal power

Read(access-Request)
// Extract access charcterisation
// Extract privacy characterisation if possible
Rulej = Find-Suitable-Rule(access-Request)
// Evaluate by by one rule ; the first applicable rule is returned
Make-Decision(access-Request, Rulej)
// Check access entities characterisation
// Check privacy conditions

// Return evaluation of one request

Fig. 9. Check privacy compliance algorithm

(¢, X consent + c,

legal,yengen = dataPrivacyg, ., + ¢ AUthority ,pi; arion ) -

3

Fig. 10. Legal-strength calculation of one legal rule

by ordering security rules according to their type and their calculated power. So,
“legal” rules type must be placed at the header of a rule. Then, this set of “legal”
rules should be ordered based on their “legal strength” attribute. Another ongo-
ing work (the associated paper is submitted), we proposed a formula calculating
“legal-strength” of one “legal” rule based on legal conditions described in para-
graph 3.3(Fig. 10). The “legal strength” calculation uses proportional coefficient
defined by security administrator with the advice of a lawyer. The factors of
evaluation are the number of legal conditions and their severity. For example,
the authority obligation has the high severity. Another factor, the consent neces-
sity, it depends on its conditions of specificity, format and destination criteria
(see previous paragraph).

The decision making algorithm (Fig. 9) takes advantage of the previous Rules
scheduling. It finds the first applicable rule, evaluates conditions with a special
care for privacy conditions. So we get not only a security preserving access
decision but also a privacy compliance decision.

4 Case Study

In order to provide the reader with a real situation of incorporating privacy in
access control, we instantiate our generic model through the use of an example
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Security policies: Access control policies

RI: The hospital save data patient tests results for a patient regular survey
with a retention limited by 3 years.

R2: Only doctors could modify patient health state interpretation.

R3:1f an information could threat national health security it should be "by
force of law" disclosed to authority.

R4: A practitioner could share a patient sensitive test medical result (for
example: mammogram) if patient has provided informed consent for a
specific purpose of processing and the processing purpose is compatible
with the purpose contented for.

R5: If UK medical data is to be processed by a medical professional for
the purpose clinical research on breast cancer and the patient could be
identified from the data. Then acquiring patient consent is necessary and
consent must be an informed specific explicit consent.

R6: If Ttaly, the consent can be given in a single, one-off statement
(general consent). No provision for the need for explicit consent.

R7:In France, express consent (written) is required for the processing of
sensitive data.

Fig. 11. A set of informal access control policies in a hospital

Table 1. Scheduling rules according to a legal reasoning

Rule number | Rule type

R3 Legal

R4 Legal

R5 Legal

R6 Legal

R7 Legal

R1 Organization
R2 Organization

from the medical domain. We present the security policy of a hospital involved
in a distributed search context. A context that involves multi-authority actors.
The hospital in question is located in UK. It contributes to European breast can-
cer researches and shares medical results with some other European countries
(Italy and France). They all work under the “Data Protection Directive” jurisdic-
tions. In our case study, we imagine the hospital security policy and we describe
it by a set of rules as specified in (Figs. 11 and 12). R1, R2 and R3 are organi-
zational rules. R4, R5, R6 and R7 are legal based rules.

Based on previous algorithms for scheduling, the Table1 shows the new
ordered rules. Using our ontology we can make some inferences results on top
of some requests of access. In this stage of work, we get limited inference pos-
sibilities regarding limits of owl in expressing rules. In a second stage of work,
SWRL will be used to express rules in rich manner (Fig. 13).
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Rule Number Rule Type Request fields Response Obligation
R1 Organization Subject Role Hospital administration Retention limit is
Rule Object Type Patient data test Permit 3years
Action Type Save
General Defined Patient regular survey
Constraints
R2 Organization Subject Role Doctor
Rule Object Type Patient data
Action Type Modify Permit
General Context Health State interpretation
Constraints
R3 LegalRule Subject Role Law Authority
Object Type Patient data Permit
Action Type Disclose
Legal Constraints Law Source Data Protection Directive
Reference Type European Union Directive
Authority yes
Obligation
General Defined Threat national health
Constraints security
R4 LegalRule Subject Role User
Object Type Patient data
Intention Purpose | Same as Action purpose Permit
Action Type Share
Action purpose Some purpose
Legal Constraints Law Source Data Protection Directive
Reference Type European Union Directive
Consent Yes
Consent specific | Specific

Fig. 12. Primary formalization of informal access control rules (R1-R4)

e I ok

[ Name | Comment =

Name

I http://www.owl-ontologies.com/Ontology1417022609.0wkRule-1 I

SWRL Rule

Rule(?r) A hasRuleType(?r, Organization) A hasSubject(?r, ?s) A hasRole(?s, hospital_administrator) A
hasObject(?s, Patient_data) A hasContext(?r, Patient_Regular_survey) A hasAction(?r, Save) -
Effect(Permit) A hasRetention(Permit, 3)

ome Fmm®E® 3

Fig. 13. Example of SWRL rule edition in Protg (R1)

5 Related Work and Conclusion

In literature, many works have employed ontology while expressing privacy
requirements in access control. In fact, Ontology-based Information modeling
is considered as a power tool for logic-based inference and reasoning. One cate-
gory of proposed ontologies [3,4] have detailed in a clear semantic representation
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privacy rules. But it didn’t deal with legislation that are the primary source of
mentioned privacy requirements. Also it lacks answers on how to deal with order-
ing rules and possible conflicts resolution. Other category of proposed ontologies
[2,27] focus on access control requirement representation.

These works demonstrate how ontology could be a useful tool for interop-
erability handling in open environments. However in this position, privacy pre-
serving was not subject to checking while making access control decisions.

In this paper, we suggest a semantic formalization of access controls that
ensures compliance with privacy requirements that are imposed by legislation.
In order to achieve our goal, we take advantage of a semantic web standard for
ontology representation this is because; ontologies could provide simple key tools
to govern policy information heterogeneity over different domains in complex
distributed environments. Moreover, we propose to incorporate references to
text law and the legislative enforcement strength while expressing access control
policies. Besides, it could be useful for some cases to resolve conflicts between
access control rules at execution time.

For future work, we are working on extending the XACML standard archi-
tecture for access control. For this purpose we aim to build an ontology driven
access control architecture. This could be presented as a distributed architec-
ture with an added semantic layer which allows the integration of fine grained
privacy requirements. Besides, we are looking to put together an ontology rea-
soning engine for legal strength estimation. We aim, in this context, to provide an
engine that calculates a score of each legal privacy policy. This score is evaluated
according to the law reference and an assessment of the weighting of the referred
text compared to the reference law enforced by other intervening access control
rules or policies. In addition, we are planning to work on improving rules infer-
ence engines by extending or proposing new inference systems ensuring conflict
detection (e.g. duplication and contradiction) between rules.
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