
Chapter 2
Detection and Isolation of Actuator Faults

This chapter presents an SMO-based actuator FDI approach for uncertain Lipschitz
nonlinear systems. It is assumed in this chapter that only actuator faults occur in the
system.

2.1 Introduction

The research on FDI has received considerable attention during the past two decades
due to increasing demand for safety and reliability of an automatic control system.
Fruitful results can be found in [1–6] and the references therein.

Due to the robustness to uncertainties such as system deviation, disturbances,
and unknown nonlinearities, sliding-mode control (SMC) has been recognized as a
promising robust control approach to confront uncertain systems. Since early work
of applying SMOs for FDI in [7], the SMOs-based FDImethods have been developed
extensively [8–13]. However, almost all these approaches mainly focus on relatively
large-sized faults. The research on the detection and isolation of incipient faults
has been less studied and still remains a challenge to model-based FDI techniques,
because they are almost unnoticeable during their initial stage and their effects to
residuals are most likely to be concealed by system uncertainties. Moreover, the
robustness of the SMO to uncertainties makes it also robust to these type of faults.

Inspired by the work presented in [14], we develop a novel method to detect
and isolate incipient actuator faults for uncertain Lipschitz nonlinear systems. The
proposed method essentially transforms the original system into two subsystems
(subsystem-1 and 2), where subsystem-1 includes the effects of system uncertainties
and actuator faults while subsystem-2 only has actuator faults. For the purpose of
fault detection, we design an SMO for subsystem-1 and a traditional Luenberger
observer for subsystem-2. Taking the output estimation error of subsystem-2 as the
residual and comparing it with a predefined threshold, the occurrence of an actuator
fault can then be detected if the residual goes over the threshold.
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12 2 Detection and Isolation of Actuator Faults

After a fault is detected, the next step is to determine the location of the fault,
which is the purpose of FI. In principle, the use of one single observer may permit
the isolation of faults if their effect has independent projections onto the residual
space. However, if the system has significant nonlinearities, it is difficult to assure
this independence. Therefore, a bank of observers are needed to isolate faults if they
occur on different actuators at the same time. There are two schemes for FI. The
first one is called dedicated observer scheme [15]. In this scheme, N observers are
designed to generate N residuals and the ith residual is expected to be only sensitive
to the ith fault, but is insensitive to others. The other scheme is called generalized
observer scheme [16], where N observers are also designed to produce N residuals.
However, the difference is that the ith residual is sensitive to all possible faults except
the ith one. In this chapter, the actuator FI is carried out using the modified dedicated
observer scheme to subsystem-2. Multiple SMOs, one for each possible actuator
fault, are used to generate the estimated output vector. The estimated output vector
is then compared with the actual output vector in order to determine which actuator
is affected by the fault.

The remaining sections of this chapter are organized as follows: Sect. 2.2 briefly
describes the mathematical preliminaries required for designing observers.
Section2.3 designs observers for FD and derives the sufficient condition for the
stability of the proposed observers based on Lyapunov approach. The actuator FI
scheme is presented in Sect. 2.4. Simulation results are shown in Sect. 2.5 with con-
clusions in Sect. 2.6.

2.2 Problem Formulation

Consider a nonlinear system described by

{
ẋ(t) = Ax(t) + f (x, t) + Bu(t) + D fa(t) + EΔψ(t),
y(t) = Cx(t),

(2.1)

where x ∈ Rn, u ∈ Rm, and y ∈ Rp denote respectively the vector of state variables,
inputs and outputs. fa ∈ Rh is the vector of unknown actuator faults. Δψ ∈ Rr

models the lumped uncertainties and disturbances experienced by the system and
f (x, t) represents the known nonlinear continuous term. A ∈ Rn×n, B ∈ Rn×m, C ∈
Rp×n, D ∈ Rn×h, and E ∈ Rn×r are known constant matrices with C and E both
being of full rank. Note that a nonlinear system of the form ẋ(t) = Ω(x, u, t) can be
expressed as ẋ(t) = Ax(t) + f (x, t) if Ω(x, u, t) is continuously differentiable with
respect to x.

Remark 2.1 It is assumed in the book that the fault distribution matrix D is known.
This is not a restrictive assumption since much work has been done on estimating
the fault distribution matrix when it is not fully known. Some examples can be seen
in [17, 18]. In this chapter, we assume that the actuator faults could occur in each
input channel, and therefore we have D = B and fa ∈ Rm.
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Before starting themain results of this chapter,wemake the following assumptions
on System (2.1).

Assumption 2.1 rank(CE) = rank(E).

Assumption 2.2 For every complex number s with nonnegative real part

rank

[
sI − A E

C 0

]
= n + rank(E). (2.2)

Assumption 2.3 The nonlinear continuous term f (x, t) is assumed to be known and
Lipschitz about the state x uniformly, i.e.,

‖ f (x, t) − f (x̂, t)‖ ≤ L f ‖x − x̂‖, ∀x, x̂ ∈ Rn (2.3)

where L f is the known Lipschitz constant.

Assumption 2.4 The actuator fault vector fa and uncertainty vector Δψ satisfies
the following constraint:

‖ fa‖ ≤ ρa and ‖Δψ‖ ≤ ξ, (2.4)

where ρa and ξ are two known positive constants.

Lemma 2.1 Under Assumption2.1, there exist state and output transformations

z = Tx =
[

z1
z2

]
, w = Sy =

[
w1

w2

]
(2.5)

such that in the new coordinate, the system matrices become,

TAT−1 =
[

A1 A2

A3 A4

]
, TB =

[
B1

B2

]
, TE =

[
E1

0

]
, SCT−1 =

[
C1 0
0 C4

]
(2.6)

where T ∈ Rn×n, S ∈ Rp×p, z1 ∈ Rr , z2 ∈ Rn−r , w1 ∈ Rr , w2 ∈ Rp−r , A1 ∈
Rr×r , A2 ∈ Rr×(n−r), A3 ∈ R(n−r)×r , A4 ∈ R(n−r)×(n−r), B1 ∈ Rr×m, E1 ∈ Rr×r ,
C1 ∈ Rr×r , C4 ∈ R(p−r)×(n−r) and D2 ∈ R(p−r)×q. E1 and C1 are invertible.

Partition T and S as,

T =
[

T1

T2

]
, S =

[
S1
S2

]
(2.7)

where T1 ∈ Rr×n, T2 ∈ R(n−r)×n, S1 ∈ Rr×p, and S2 ∈ R(p−r)×p. After introducing
the state and output transformations (2.5), System (2.1) is expressed as,

ż = TAT−1z + T f (T−1z, t) + TB(u + fa) + TEΔ�

y = CT−1z.
(2.8)
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Using the relations in (2.6), System (2.8) is converted into two subsystems as

{
ż1 = A1z1 + A2z2 + f1(T−1z, t) + B1 (u + fa) + E1Δψ

w1 = C1z1
(2.9)

{
ż2 = A3z1 + A4z2 + f2(T−1z, t) + B2 (u + fa)

w2 = C4z2,
(2.10)

where f1(T−1z, t) = T1 f (T−1z, t) and f2(T−1z, t) = T2 f (T−1z, t).

Lemma 2.2 The pair (A4, C4) is detectable if and only if Assumption2.2 holds.

Proof See [19, 20]. �

It follows from Lemma2.2 that there exists a matrix L ∈ R(n−r)×(p−r) such that
A4 − LC4 is stable, and thus for any Q2 > 0, the Lyapunov equation,

(A4 − LC4)
T P2 + P2(A4 − LC4) = −Q2, (2.11)

has a unique solution P2 > 0 [21].

Remark 2.2 It is seen from Lemma2.1 that the satisfaction of Assumption2.1
ensures the existence of coordinate transformations T and S, such that in the new
coordinate, the subsystem-1, formulated in (2.9), is prone to both actuator faults and
system uncertainties, while the subsystem-2, formulated in (2.10), is only prone to
actuator faults but free from system uncertainties. It follows from Assumption2.2
that the pair (A4, C4) is detectable, which provides the necessary condition for the
existence of an observer for system (2.10). Assumption2.3 states that the nonlin-
ear systems considered is Lipschitz. Many practical systems satisfy the Lipschtiz
condition, at least locally. For example, trigonometric nonlinearities occurring in
robotic applications and the nonlinearities which are square or cubic in nature, can
be assumed to be Lipschitz.

2.3 Actuator FD Scheme

FD is the first step of fault diagnosis to determine whether a fault has occurred or
not. The decision on the occurrence of a fault can be made if a significant residual
change is observed. If we design SMOs directly for the original system, the effect
of actuator faults, especially the ones with small magnitudes, on state estimation
errors could be attenuated or even eliminated by the variable structure term [14]. The
detection of faults therefore becomes difficult. Observing subsystem-2 in (2.10), one
can find out that the state z2 is neither subject to system uncertainties nor faults before
the occurrence of any actuator fault. If we can design an observer for this particular
subsystem and take the output estimation error w2 − ŵ2 (ŵ2 is the estimation of w2)
as the residual, then the problem caused by designing conventional SMOs for the
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original system can be solved. This intuition inspires the proposed FD scheme in this
section.

For Subsystem (2.9), we construct the following SMO:

{ ˙̂z1 = A1ẑ1 + A2ẑ2 + f1(T−1ẑ, t) + B1u + (A1 − As
1)C

−1
1 (w1 − ŵ1) + ν1

ŵ1 = C1ẑ1,
(2.12)

where As
1 ∈ Rr×r is a stable matrix which needs to be determined and ẑ is defined

as ẑ := col(C−1
1 w1, ẑ2). It is worth noting that ẑ does not represent the state estimate

vector col(ẑ1, ẑ2). The discontinuous output error injection term ν1, that is used to
eliminate the effects of uncertainties, is defined by

ν1 =
{

k1
P1(C

−1
1 w1−ẑ1)

‖P1(C
−1
1 w1−ẑ1)‖ if C−1

1 w1 − ẑ1 �= 0

0 otherwise,
(2.13)

where k1 = ‖E1‖ξ + η1. The parameter η1 is a positive scalar which is to be deter-
mined for System (2.15) to be driven to the predefined sliding surface (2.32).
P1 ∈ Rr×r > 0 is the Lyapunov matrix of As

1. It is worth noting that state z1 can
be obtained by the measured output y as z1 = C−1

1 w1 = C−1
1 S1y.

For Subsystem (2.10), a Luenberger observer with the following form is designed:

{ ˙̂z2 = A4ẑ2 + A3C−1
1 w1 + f2(T−1ẑ, t) + B2u + L(w2 − ŵ2)

ŵ2 = C4ẑ2,
(2.14)

where L ∈ R(n−r)×(p−r) is the gain of a traditional Luenberger observer.
If the state estimation errors are defined as e1 = z1 − ẑ1 and e2 = z2 − ẑ2, then

the state estimation error dynamics, before the occurrence of actuator faults, can be
obtained as

ė1 = ż1 − ˙̂z1
= A1z1 + A2z2 + f1(T

−1z, t) + B1u + E1Δψ

−A1ẑ1 − A2ẑ2 − f1(T
−1ẑ, t) − B1u − (A1 − As

1)C
−1
1 (w1 − ŵ1) − ν1

= As
1e1 + A2e2 + [

f1(T
−1z, t) − f1(T

−1ẑ, t)
] + E1Δψ − ν1

= As
1e1 + A2e2 + Δ f1 + E1Δψ − ν1 (2.15)

ė2 = ż2 − ˙̂z2
= A3z1 + A4z2 + f2(T

−1z, t) − A4ẑ2 − A3C−1
1 w1 − f2(T

−1ẑ, t) − L(w2 − ŵ2)

= (A − LC4)e2 + [
f2(T

−1z, t) − f2(T
−1ẑ, t)

]
= (A − LC4)e2 + Δ f2, (2.16)

where Δ f1 = f1(T−1z, t) − f1(T−1ẑ, t) and Δ f2 = f2(T−1z, t) − f2(T−1ẑ, t).
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We now present Theorem 2.1 which establishes the sufficient condition for the
stability of the above error dynamics (2.15) and (2.16).

Theorem 2.1 Given System (2.1) with Assumptions2.1–2.4. When the system is free
of actuator faults, the error dynamics (2.15) and (2.16) are asymptotically stable, if
there exist matrices As

1 < 0, L, P1 = PT
1 > 0 and P2 = PT

2 > 0, and positive scalars
α1 and α2 such that

Λ :=
[

Π1 + 1
α1

P1P1 P1A2

AT
2 P1 Π2 + 1

α2
P2P2 + aIn−r

]
< 0 (2.17)

where Π1 = As
1

T P1 + P1As
1, Π2 = (A4 − LC4)

T P2 + P2(A4 − LC4) and a = α1

L 2
f1
‖T−1‖2 + α2L

2
f2
‖T−1‖2.

Proof Assume V1(e1) = eT
1 P1e1 and V2(e2) = eT

2 P2e2, and consider V = V1 + V2

as the Lyapunov candidate.
The time derivative of V1 along the trajectory of system (2.15) can be shown to be

V̇1 = eT
1 P1ė1 + ėT

1 P1e1
= eT

1 P1(A
s
1e1 + A2e2 + Δ f1 + E1Δψ − ν1)

+(eT
1 As

1
T + eT

2 AT
2 + Δ f T

1 + ΔψT ET
1 − νT

1 )P1e1
= eT

1 (As
1

T P1 + P1As
1)e1 + 2eT

1 P1A2e2 + 2eT
1 P1E1Δψ + 2eT

1 P1Δ f1 − 2eT
1 P1ν1.

Consider the term 2eT
1 P1Δ f1 and apply the inequality 2XT Y ≤ 1

α1
XT X + α1YT Y ,

which holds true for any scalar α1 > 0 [22]. Taking X = PT
1 e1 and Y = Δ f1, we can

obtain

2eT
1 P1Δ f1 ≤ 1

α1
eT
1 P1PT

1 e1 + α1Δ f T
1 Δ f1. (2.18)

Note that ẑ := [(C−1
1 w1)

T , (ẑ2)T ]T . Then, before the occurrence of actuator faults
we have,

z − ẑ =
[
0
e2

]
(2.19)

Therefore ‖T−1z − T−1ẑ‖ = ‖T−1e2‖ and

‖Δ f1‖ ≤ L f1‖T−1‖‖e2‖
‖Δ f2‖ ≤ L f2‖T−1‖‖e2‖,

(2.20)

where L f1 = ‖T1‖L f and L f2 = ‖T2‖L f .
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Then we have

V̇1 ≤ eT
1 (As

1
T P1 + P1As

1)e1 + 2eT
1 P1A2e2 + 1

α1
eT
1 P1PT

1 e1 + α1Δ f T
1 Δ f1

+ 2eT
1 P1E1Δψ − 2eT

1 P1ν1

≤ eT
1 (As

1
T P1 + P1As

1)e1 + 2eT
1 P1A2e2 + 1

α1
eT
1 P1PT

1 e1 + α1L
2
f1‖T−1‖2‖e2‖2

+ 2eT
1 P1E1Δψ − 2eT

1 P1ν1. (2.21)

From the definition of ν1 in (2.13), it can be shown that

eT
1 P1ν1 = k1eT

1 P1
P1e1

‖P1e1‖ = k1‖P1e1‖2
‖P1e1‖ = k1‖P1e1‖.

Now

2eT
1 P1E1Δψ ≤ 2‖E1‖‖Δψ‖‖P1e1‖ ≤ 2‖E1‖ξ‖P1e1‖. (2.22)

Since k1 = ‖E1‖ξ + η1, then

2eT
1 P1E1Δψ − 2k1‖P1e1‖ ≤ 2‖E1‖ξ‖P1e1‖ − 2(‖E1‖ξ + η1)‖P1e1‖

= −2η1‖P1e1‖. (2.23)

Therefore (2.21) can further be simplified as

V̇1 ≤ eT
1Π1e1 + 2eT

1 P1A2e2 + 1

α1
eT
1 P1P1e1 + α1L

2
f1‖T−1‖2‖e2‖2 − 2η1‖P1e1‖

≤ eT
1

(
Π1 + 1

α1
P1P1

)
e1 + 2eT

1 P1A2e2 + α1L
2
f1‖T−1‖2‖e2‖2. (2.24)

Similarly, the time derivative ofV2 = eT
2 P2e2 along the trajectory of System (2.15)

can be computed as

V̇2 = eT
2 P2ė2 + ėT

2 P2e2

= eT
2

[
P2 (A4 − LC4) + (A4 − LC4)

T P2
]

e2 + 2eT
2 P2Δ f2

≤ eT
2

(
Π2 + 1

α2
P2P2

)
e2 + α2L

2
f2‖T−1‖2‖e2‖2. (2.25)



18 2 Detection and Isolation of Actuator Faults

Combining (2.24) and (2.25) yields

V̇ = V̇1 + V̇2

≤ eT
1

(
Π1 + 1

α1
P1P1

)
e1 + eT

2

(
Π2 + 1

α2
P2P2 + aIn−r

)
e2 + 2eT

1 P1A2e2

=
[

e1
e2

]T

Λ

[
e1
e2

]
(2.26)

If there exist matrices As
1 < 0, L, P1 = PT

1 > 0 and P2 = PT
2 > 0, and positive

scalars α1 and α2 such that Inequality (2.17) is satisfied, then V̇ < 0 for any e �= 0,

where e =
[

e1
e2

]
. This implies that the error dynamics (2.15) and (2.16) are asymp-

totically stable.
This completes the proof. �

Remark 2.3 Using the Schur complement result, the Inequality (2.17) can be trans-
formed into the following LMI feasibility problem: there exist matricesX, Y ,P1 > 0,
P2 > 0 and positive scalars α1, α2 such that

⎡
⎢⎢⎣

X + XT P1 P1A2 0
P1 −α1I 0 0

AT
2 P1 0 AT

4 P2 + P2A4 − CT
4 YT − YC4 + aI P2

0 0 P2 −α2I

⎤
⎥⎥⎦ < 0 (2.27)

where X = P1As
1 and Y = P2L.

Lemma 2.3 Let a0 and c0 be positive constants such that ‖e(A4−LC4)t‖ ≤ c0e−a0t . If
a0 ≥ c0L f2‖T−1‖, then before the occurrence of actuator faults, the state estimation
error e2(t) is bounded by

‖e2(t)‖ ≤ ε = c0‖e2(0)‖e(c0L f2‖T−1‖−a0)t (2.28)

Proof From (2.16), the solution of e2(t) can be obtained as

e2(t) = e(A4−LC4)te2(0) +
∫ t

0
e(A4−LC4)(t−τ) · (

f2(T
−1z, t) − f2(T

−1ẑ, t)
)

dτ.

(2.29)

Applying the triangle inequality to (2.29), gives

‖e2(t)‖ ≤ c0e−a0t‖e2(0)‖ + c0L f2‖T−1‖
∫ t

0
e−a0(t−τ)‖e2(τ )‖dτ. (2.30)

where the positive constants a0 and c0 are chosen such that ‖e(A4−LC4)t‖ ≤ c0e−a0t .
Note that a0 and c0 can always be found, since A4 − LC4 is Hurwitz [23]. Applying
Gronwall–Bellman inequality [23] to (2.30) yields
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‖e2(t)‖ ≤ c0‖e2(0)‖e(c0L f2‖T−1‖−a0)t . (2.31)

This completes the proof. �

Theorem 2.1 implies that the error dynamics (2.15) and (2.16) are asymptotically
stable. Now, we are in the position to investigate the reachability of a sliding surface
in the estimation error space. For the error dynamics (2.15) and (2.16), define the
sliding-mode surface as

S = {(e1, e2)|e1 = 0}. (2.32)

The following theorem shows that with the proper choice of k1(.) in (2.13), the
error system can be driven to the sliding surface (2.32) and a sliding motion can be
maintained on it thereafter.

Theorem 2.2 Given System (2.1) with Assumptions2.1–2.4 and the proposed
observers (2.12)–(2.14). Then, the error dynamics (2.15) can be driven to the sliding
surface given by (2.32) in finite time if the LMI formulated in (2.27) is solvable and
the gain η1 from (2.13) is chosen to satisfy

η1 ≥ (‖A2‖ + L f1‖T−1‖) ε + η2, (2.33)

where η2 is a positive scalar.

Proof Consider a Lyapunov candidate function V1 = eT
1 P1e1. Then its time deriva-

tive is given as

V̇1 = eT
1 (As

1
T P1 + P1As

1)e1 + 2eT
1 P1A2e2 + 2eT

1 P1E1Δψ + 2eT
1 P1Δ f1 − 2eT

1 P1ν1.

(2.34)

It is obvious that the term As
1

T P1 + P1As
1 < 0, since As

1 is a stable matrix. From
Assumption2.4 and the definition of ν1, it follows that

V̇1 ≤ 2‖P1e1‖‖A2‖‖e2‖ + 2‖P1e1‖‖E1‖ξ + 2‖P1e1‖L f1‖T−1‖‖e2‖ − 2k1‖P1e1‖
≤ 2‖P1e1‖‖A2‖‖e2‖ + 2‖P1e1‖‖E1‖ξ + 2‖P1e1‖L f1‖T−1‖‖e2‖

− 2‖P1e1‖(‖E1‖ξ + η1)

≤ 2‖P1e1‖
[
(‖A2‖ + L f1‖T−1‖)‖e2‖ − η1

]
. (2.35)

It follows from Lemma2.3 that ‖e2‖ ≤ ε. Thus, if (2.33) is satisfied, we have

V̇1 ≤ −2η2‖P1e1‖ ≤ −2η2
√

λmin(P1)
√

V1. (2.36)

This shows that the reachability condition [24] is satisfied and a sliding motion is
achieved and maintained after some finite time ts > 0.

This completes the proof. �
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Let the actuator fault occurs at time instant t f . Then the error dynamics (2.15)
and (2.16) become

ė1 = As
1e1 + A2e2 + (

f1(T
−1z, t) − f1(T

−1ẑ, t)
) + E1Δψ + B1 fa − ν1 (2.37)

ė2 = (A4 − LC4)e2 + (
f2(T

−1z, t) − f2(T
−1ẑ, t)

) + B2 fa. (2.38)

Observing (2.38), one can find out that e2 is only affected by actuator faults fa, but
not subject to system uncertainties Δψ as well as the error injection term ν1. From
(2.31), it can be seen that the bound of the norm of e2(t) depends on the bound of the
unknown initial condition e2(0). Since ‖e2(0)‖ is multiplied by e(c0L f2‖T−1‖−a0)t , its
effect will decrease exponentially and e2 will approach to zero if there is no actuator
fault. Otherwise it will deviate from zero. Therefore ‖ew2‖ = ‖C4e2‖ provides a good
choice, as the residual, to detect the occurrence of actuator faults. The actuator FD
scheme can be devised as follows:

Actuator FD scheme: Actuator faults can be detected if the residual ‖ew2‖ exceeds
a predefined threshold ς . Otherwise the system is healthy within the considered
time. The detection time td(td ≥ t f ) is defined as the first time instant such that
‖ew2‖ is observed greater than ς .

Remark 2.4 It follows from Lemma2.3 that e2 will approach to zero when System
(2.1) is healthy. This implies that a small threshold ς can be selected. The value of
ς does not significantly affect the performance of the proposed FD scheme.

2.4 Actuator FI Scheme

After detecting the occurrence of actuator faults, the next objective is to determine
their locations, if the system suffers from multiple faults simultaneously. Denote
fa as fa = [ f 1a

T
, f 2a

T
, . . . , f m

a
T ]T . If we can decide whether or not f i

a = 0, i =
1, 2, . . . , m, then the actuator fault isolation can be achieved according to the known
fault distribution matrix B. In order to do this, we adopt the modified dedicated
observer scheme. More specifically, for each possible f i

a �= 0, i = 1, 2, . . . , m, we
design two SMOs (one is designed for subsystem-1 and the other is designed for
subsystem-2) and a total number of 2m SMOs are designed. The observer that is
designed for f i

a is required to satisfy the following constraint: the obtained residual
is only sensitive to f i

a , but is insensitive to all other faults.
For the ith actuator fault f i

a, i = 1, 2, . . . , m, we design the following SMO for
Subsystem (2.9):

{ ˙̂zi
1 = A1ẑi

1 + A2ẑi
1 + f1(T−1ẑi, t) + B1u + (A1 − As

1)C
−1
1 (wi

1 − ŵi
1) + ν i

1
ŵi
1 = C1ẑi

1,

(2.39)
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where ẑi and ŵi denote respectively the estimated state and output obtained by this
isolation estimator. ẑi is defined as ẑi := col(C−1

1 w1, ẑi
2). The output error injection

term ν i
1 is defined as

ν i
1 =

{
(‖E1‖ξ + ‖B1‖ρa + η1)

P1(C
−1
1 w1−ẑi

1)

‖P1(C
−1
1 w1−ẑi

1)‖
if C−1

1 w1 − ẑi
1 �= 0

0 otherwise,
(2.40)

where P1 ∈ Rr×r is a symmetric positive definite matrix which is to be determined
and η1 is a positive scalar defined by (2.33).

For Subsystem (2.10), an SMO is designed instead of a normal Luenberger
observer that has been used in Sect. 2.3 for FD. The proposed SMO has the fol-
lowing form:

{ ˙̂zi
2 = A4ẑi

2 + A3C−1
1 wi

1 + f2(T−1ẑi, t) + B2u + L(wi
2 − ŵi

2) + B̄i
2ν

i
2

ŵi
2 = C4ẑi

2,
(2.41)

where L is the observer gain to be determined. Partition B̄2 into B̄2 = [B1
2, . . . , Bm

2 ].
Then Bi

2 represents the ith column of B2 and B̄i
2 denotes the rest of the columns. The

output error injection term ν i
2 is defined by

ν i
2 =

{
(ρa + η3)

F̄ i(wi
2−ŵi

2)

‖F̄ i(wi
2−ŵi

2)‖ if wi
2 − ŵi

2 �= 0

0 otherwise,
(2.42)

where η3 is a positive scalar and F ∈ Rm×(p−r) is a matrix to be determined. Fi

represents the ith row of F and F̄ i consists of all other rows.
If the state estimation errors obtained from the SMOs, which are designed for the

f i
a , are defined as ei

1 = zi
1 − ẑi

1 and ei
2 = zi

2 − ẑi
2, then the error dynamics after the

occurrence of actuator faults can be obtained as

ėi
1 = As

1ei
1 + A2ei

2 + [
f1(T

−1z, t) − f1(T
−1ẑi, t)

] + B1 fa + E1Δψ − ν i
1 (2.43)

ėi
2 = (A4 − LC4)e

i
2 + [

f2(T
−1z, t) − f2(T

−1ẑi, t)
] + B2 f i

a − B̄i
2ν

i
2

= (A4 − LC4)e
i
2 + [

f2(T
−1z, t) − f2(T

−1ẑi, t)
] + Bi

2 f i
a + B̄i

2( f̄a
i − ν i

2),

(2.44)

where f̄a
i
represents the vector of actuator faults excluding f i

a .
The sufficient conditions for the stability of the above error dynamics are presented

in the following result:

Theorem 2.3 Given System (2.1) with Assumptions2.1–2.4. If there exist matrices
As
1 < 0, L, P1 = PT

1 > 0, P2 = PT
2 > 0, and F, and positive scalars α1 and α2 such

that
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BT
2 P2 = FC4 (2.45)[
Π1 + 1

α1
P1P1 P1A2

AT
2 P1 Π2 + 1

α2
P2P2 + aIn−r

]
< 0 (2.46)

where Π1 = As
1

T P1 + P1As
1, Π2 = (A4 − LC4)

T P2 + P2(A4 − LC4) and a = α1

L 2
f1
‖T−1‖2 + α2L

2
f2
‖T−1‖2, then the state estimation error ei

2 will exponentially

tend to zero if f i
a = 0; otherwise ei

2 satisfies (A4 − LC4)ei
2 + [

f2(T−1z, t) − f2
(T−1ẑi, t)

] + Bi
2 f i

a + B̄i
2( f̄a

i − ν i
2) if f i

a �= 0.

Proof AssumeVi
1 = ei

1
T

P1ei
1 andV i

2 = ei
2

T
P2ei

2. ConsiderV i = Vi
1 + Vi

2 as the Lya-
punov candidate.

The time derivative of Vi
1 along the trajectory of System (2.43) can be shown to be

V̇ i
1 ≤ ei

1
T
Π1ei

1 + 2ei
1

T
P1A2ei

2 + 1

α1
ei
1

T
P1P1ei

1 + α1L
2
f1‖T−1‖2‖ei

2‖2. (2.47)

If f i
a = 0, the error dynamics of ei

2 of (2.44) can be rewritten as

ėi
2 = (A4 − LC4)e

i
2 + [

f2(T
−1z, t) − f2(T

−1ẑi, t)
] + B̄i

2( f̄a
i − ν i

2). (2.48)

Then, it follows from (2.45) and (2.48) that the derivative of V i
2 can be obtained as

V̇ i
2 = ei

2
T
Π2ei

2 + 2ei
2

T
P2

[
f2(T

−1z, t) − f2(T
−1ẑi, t)

]
+ 2ei

2
T

P2B̄i
2( f̄a

i − νi
2)

≤ ei
2

T
Π2ei

2 + 2ei
2

T
P2

[
f2(T

−1z, t) − f2(T
−1ẑi, t)

]
+ 2‖F̄ iei

w2‖(‖ f̄ i
a‖ − ρa − η3)

≤ ei
2

T
Π2ei

2 + 1

α2
ei
2

T
P2P2ei

2 + α2L
2
f2‖T−1‖2‖ei

2‖2. (2.49)

Combining (2.47) and (2.49) yields

V̇ i = V̇ i
1 + V̇ i

2

=
[

ei
1

ei
2

]T [
Π1 + 1

α1
P1P1 P1A2

AT
2 P1 Π2 + 1

α2
P2P2 + aIn−r

] [
ei
1

ei
2

]
(2.50)

If there exist solutions such that Inequality (2.46) is satisfied, then V̇ i < 0, which
implies that ei will tend to zero exponentially when f i

a = 0, even after the occurrence
of actuator faults f j

a �= 0, j ∈ {1, 2, . . . , m}\{i}. On the other hand, if f i
a �= 0, the

term Bi
2 f i

a in (2.44) can not be attenuated by B̄i
2( f̄a

i − ν i
2), because B2 is of full

column rank. Therefore, we can conclude that lim
t→∞ ei

0 �= 0 if f i
a �= 0.

This completes the proof. �
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Remark 2.5 It is noted that the condition proposed in Theorem 2.3 includes a linear
matrix equality (2.45), which is difficult to solve directly by MATLAB toolbox.
This equality together with the Lyapunov equation (2.11) is a passivity condition
for system ((A4 − LC4), B2, C4) [21]. The sufficient and necessary condition for the
existence of F satisfying (2.45) is rank(C4B2) = rank(B2). Here, we employ the
algorithm introduced in [25] to determine the value of F .

Equation (2.45) can be rewritten as

Trace
[
(BT

2 P2 − FC4)
T (BT

2 P2 − FC4)
] = 0.

Introduce the matrix inequality:

(BT
2 P2 − FC4)

T (BT
2 P2 − FC4) < γ 2In−r, (2.51)

where γ is a positive scalar.
Using the Schur complement result, (2.51) is equivalent to the following LMI:

[ −γ In−r (BT
2 P2 − FC4)

T

BT
2 P2 − FC4 −γ Im

]
< 0 (2.52)

Therefore, the solvability of (2.45) can be converted into finding the minimum of
γ satisfying the above inequality. Subsequently, the design of the proposed SMOs
is now converted into a problem of finding a global solution of the following mini-
mization problem:

Minimize γ subject to P1 > 0, P2 > 0, (2.27) and (2.52)

Theorem 2.3 presents the sufficient conditions for the stochastic stability of the
dynamics (2.43) and (2.44) when f i

a = 0 and also forms the intuitive principle of the
FI scheme as follows: the decision on which actuator is faulty is equivalent to the
problem of determining which f i

a is not equal to zero. After the system is detected
to be faulty at some time instant td , a bank of 2m SMOs are designed according
to all possible faulty models. More specifically, for each f i

a, i = 1, 2, . . . , m, two
observers given by (2.39) and (2.41) are designed to estimate states and outputs. It
can be seen from the proof of Theorem 2.3 that the output error injection term ν i

2 can
attenuate the effect of f j

a, j ∈ {1, 2, . . . , m}\{i} to the residual, but can not eliminate
the effect of f i

a . Therefore, if f i
a = 0, the state estimation error ei

2 obtained by the
observers which are designated for f i

a will converge to zero. Otherwise ei
2 will go

beyond a predefined threshold for some finite time ti > td if f i
a �= 0. Based on this

analysis, we can choose ‖ei
w2

‖ = ‖C4ei
2‖ as the residual and compare it with the

corresponding threshold ςi, then the location of actuator faults can be concluded.
The selection of the isolation threshold ςi is similar to the selection of the detection
threshold ς . Since the residual ‖ei

w2
‖ obtained from the observer which is designed
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Fig. 2.1 An example of actuator FI using a bank of SMOs

to isolate f i
a , is close to zero if f i

a = 0, a small value of ςi can be chosen. The FI
scheme can be summarized as follows:

Actuator FI scheme: Multiple actuator faults can be isolated by comparing the
residual ‖ei

w2
‖, (i = 1, 2, . . . , m) with a predefined threshold ςi. It can be con-

cluded that f i
a �= 0 if ‖ei

w2
‖ goes over the threshold for some finite time ti > td .

Otherwise f i
a = 0 if ‖ei

w2
‖ is always below the threshold ςi during the time stud-

ied. Considering the structure of B, the decision on which actuator is faulty can
then be made.

To further illustrate this scheme, we consider an example of a system with two
actuator faults. As shown in Fig. 2.1, f 1a and f 3a can be isolated at time t1 and t3
respectively.

2.5 Simulation Results

In this section, the effectiveness of the proposed schemes in detecting and isolating
actuator faults has been demonstrated by an example of a modified seventh-order
aircraft model used in [26], in which the states are defined as
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x1 = φ − bank angle(rad)

x2 = r − yaw rate(rad/s)

x3 = p − roll rate(rad/s)

x4 = δ − sideslip angle(rad)

x5 = x7 − washout f ilter state

x6 = δr − rudder de f lection(rad)

x7 = δa − aileon de f lection(rad)

The inputs are

u1 = δrc − rudder command(rad)

u2 = δac − aileon command(rad)

and outputs are

y1 = ra − roll acceleration(rad/s)

y2 = pa − yaw acceleration(rad/s)

y3 = φ − bank angle(rad)

y4 = x7 − washout f ilter state

The system is in the form of (2.1) with

A =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0 1 0 0 0 0

0 −0.154 −0.04 1.54 0 −0.744 −0.032

0 0.249 −1 −5.2 0 0.337 −1.12

0.0386 −0.996 0 −2.117 0 0.02 0

0 0.5 0 0 −4 0 0

0 0 0 0 0 −20.000 0

0 0 0 0 0 0 −25

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

, B =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0
0 0
0 0
0 0
0 0
20 0
0 25

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

C =

⎡
⎢⎢⎢⎣
0 −0.154 −0.04 1.54 0 −0.744 −0.032

0 0.249 −1 −5.2 0 0.337 −1.12

1 0 0 0 0 0 0

0 0 0 0 1 0 0

⎤
⎥⎥⎥⎦

E = [
1 1 0 0 1 0 0

]T
, f (x, t) = [

sin x3 sin x3 0 0 sin x3 0 0
]T

, Δψ = 2 sin t.

Notice that in [26], the original model is linear and there is no system uncertainty.
In our simulation, the terms associated with the nonlinearity and system uncertainty
are added to show the effectiveness of the proposed actuator FDImethod for uncertain
Lipschitz nonlinear systems.
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The actuator fault fa = col( fa1 , fa2) is applied to the system and defined as

fa1 =
{
0 , t ≤ 15 s
0.05 exp(0.01t) , t ≥ 15 s

fa2 =
{
0 , t ≤ 20 s
0.07 exp(0.03t) , t > 20 s

The nonsingular transformation matrices T and S are selected as

T =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

0.8440 0.1560 0.0405 −1.5598 0 0.7535 0.0324
−1.0000 1.0000 0 0 0 0 0

0 0 1.0000 0 0 0 0
0 0 0 1.0000 0 0 0

−1.0000 0 0 0 1.0000 0 0
0 0 0 0 0 1.0000 0
0 0 0 0 0 0 1.0000

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

S =

⎡
⎢⎢⎣

1.0000 0 −0.8333 0
−1.4359 1.0000 −0.4701 0
1.0128 0 0.1560 0
1.0128 0 −0.8440 1.0000

⎤
⎥⎥⎦

The system matrices under the new coordinate become

TAT−1 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1.4794 1.3088 0.7373 5.6393 0 −16.3183 −0.9083
−0.1540 −0.1300 −1.0338 1.2998 0 −0.6280 −0.0270

0.2490 0.2102 −1.0101 −4.8116 0 0.1494 −1.1281

−0.9574 −0.8466 0.0388 −3.6104 0 0.7414 0.0310

−3.5000 1.0460 −0.8583 −5.4593 −4.0000 2.6372 0.1134

0 0 0 0 0 −20.0000 0

0 0 0 0 0 0 −25.0000

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

SCT−1 =

⎡
⎢⎢⎣

−0.9873 0.0000 −0.0000 0.0000 0 −0.0001 −0.0000
0.0000 0.4701 −0.9426 −7.4112 0 1.4053 −1.0741

0.0000 −0.1560 −0.0405 1.5598 0 −0.7535 −0.0324

0.0000 −0.1560 −0.0405 1.5598 1.0000 −0.7535 −0.0324

⎤
⎥⎥⎦

TB =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

15.0700 0.8100
0 0
0 0
0 0
0 0

20.0000 0
0 25.0000

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

, TE =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1
0

0

0

0

0

0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
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Imposing the stability constraint to the transformed system and formulating the
problem in an LMI framework gives the values of the parameters of the proposed
observers.

The simulation results are obtained by running successively the files
chapter2_lmi.m, chapter2.mdl, and chapter2_plot.m. The solutions of various
LMIs are obtained by running the M-file chapter2_lmi.m which are given below.

File Chapter2_lmi.m
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Parameters are obtained as

P1 = 0.0048, As
1 = −25.8618, α1 = 0.0021, γ = 2.0190 × 10−11

P0 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

0.3072 0.0109 −0.0689 −0.2578 0.0144 0.0058

0.0109 0.2432 0.0527 0.0969 0.0506 0.0342

−0.0689 0.0527 0.4599 0.1648 −0.0253 0.0254

−0.2578 0.0969 0.1648 0.4662 −0.0008 0.0002

0.0144 0.0506 −0.0253 −0.0008 0.1079 0.0545

0.0058 0.0342 0.0254 0.0002 0.0545 0.0372

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

L =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

2.3497 6.3662 1.6347

−3.1985 −13.8943 −1.7068

−3.8256 −11.5108 −1.5464

3.6515 10.8768 −1.9943

58.2398 282.3094 −3.8605

−57.1666 −394.4680 8.0411

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

F =
[−0.8797 −4.4882 −0.0156

−0.7677 −3.2451 0.0039

]
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It is worth noting that the parameters obtained from LMI may differ from that
shown here. This is expected because these are obtained by solving LMIs which does
not give unique solutions. Note that although these parameters are computed for fault
isolation, they can also be applied for fault detectors (2.12) and (2.14). The above
obtained parameters are used to simulate the system described in Simulink model
chapter2.mdl and the figures are plotted by running the file chapter2_plot.m. In
the simulation, we have selected the initial state as x(0) = [0, 0, 0, 0, 0, 0, 0]T and
x̂(0) = [−0.1, 0, 0.2,−0.1,−0.1,−0.1,−0.1]T . In the Simulink model, a parame-
ter “δ” has been added to the denominator of (2.40) and (2.42) to reduce the chattering
effect. We have selected δ = 0.01 in the simulation.

The detectability of the proposed scheme is shown in Fig. 2.2. It shows that the
proposed method could successfully detect the occurrence of a fault at around t =
10.05s (the fault occurs at 10 s) with the corresponding threshold being chosen as
0.05.

After the detection of faults, the next stage is to determinewhich actuator, amongst
the various actuators, is faulty. This is carried out using two isolation observers.
Results of the simulation are shown in Figs. 2.3 and 2.4. The residual generated by
the first isolation observer, which is designed for f 1a , is compared with the threshold
that is set to 0.02 in Fig. 2.3. From the figure it is observed that the residual exceeds
the threshold at about 10.1s, which implies that f 1a can be found to be nonzero
at approximately 10.1s. Figure2.4 shows the simulation result when the isolation
observer designed for f 2a is used. It is seen from the figure that the residual obtained
by the this observer exceeds the threshold (0.06) at approximately 20.1s, which
denotes that f 2a can be found to be nonzero at about 20.1s.
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Fig. 2.2 Detection of the occurrence of actuator faults
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2.6 Conclusions

In this chapter, we propose a new scheme to robustly detect and isolate incipient
actuator faults for uncertain Lipschitz nonlinear systems. The proposed FDI scheme
essentially transforms the original system into two subsystems where subsystem-1
includes both actuator faults and system uncertainties while subsystem-2 has actu-
ator faults but without uncertainties. Actuator faults can be detected by applying a
Luenberger observer for subsystem-2, and isolated using a bank of SMOs for both
subsystems based on the modified dedicated observer scheme. The most distinct fea-
ture of the proposed FDI scheme is that, by imposing a coordinate transformation to
the original system, the effects of system uncertainties to the residual of subsystem-
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2 are completely decoupled, which makes the scheme sensitive to incipient faults
while still robust to modelling uncertainty. Thus, early detection can be achieved and
a false alarm caused by modeling uncertainties can be totally avoided. The sufficient
conditions of stability of the proposed observers have been studied and represented
in the form of LMI. Its effectiveness has been demonstrated considering the example
of a modified aircraft model.
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