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Abstract. IoT applications are the next important step towards the
establishment of mobiquitous systems, but at the same time these envi-
ronments raise important challenges when considering data distribution
and processing. While most IoT applications today rely on clouds as
back-end, critical applications that require fast response or enhanced
privacy levels may require proximity services specially tailored to these
needs. The deployment of private cloud services on top of pervasive grids
represent an interesting alternative to traditional cloud infrastructures.
In this work we present CloudFIT, a PaaS middleware that allows the
creation of private clouds over pervasive environments. Using a Map-
Reduce application as example, we show how CloudFIT provides both
storage and data aggregation/analysis capabilities at the service of IoT
networks.

1 Introduction

Today, cloud computing is a widespread paradigm that relies on the external-
ization of services to a distant platform with elastic computing capabilities.
Unsurprisingly, Big Data analytics profits from the computing capabilities from
the cloud, making it the predilection platform for information extraction and
analysis.

The emergence of Internet of Things (IoT) has naturally attired the attention
of developers and companies, which mostly rely on cloud services to interconnect
devices and gather information. Indeed, platforms like Carriots’ or ThinkSpeak?
now propose PaaS APIs to collect information, visualize and control IoT devices.

Contrarily to the case of Wireless Sensor Networks (WSNs), however, IoT
has a much more complex data transfer pattern that is not always tailored for
a cloud. While data from WSNs naturally flows from the sensors to a “sink”
repository that can gather information and handle it to the analytics software,
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ToT devices have M2M (Machine-to-Machine) capabilities beyond simple raw
data transmission, as they are also information consumers and even actuators
to the real environment.

Simply relying on a distant cloud infrastructure for data storage, processing
and control imposes a non-negligible latency, a complete dependency on wide-
area communications and the transmission of potentially sensible data across the
network. From this point of view, it is clear that not all IoT applications would
benefit from an external data handling.

Deploying a privative PaaS cloud for IoT is an interesting alternative to the
complete externalization, as it ensures fast reaction and privacy levels tailored
to the specific needs of an enterprise or application. Indeed, the omnipresence of
ToT devices often raises questions about the dissemination of sensitive data, a
problem that public cloud systems can minimize through the use of heavy layers
of cryptography and anonymization, but never solve.

In this paper we present CloudFIT, a distributed computing middleware
designed for pervasive environments that offers IoT applications both stor-
age, data aggregation and analysis capabilities. In addition, CloudFIT does not
require a dedicated infrastructure as a CloudFIT “grid” can be deployed over
existing resources on the enterprise (desktop PCs, servers, etc.) and perform
both the data aggregation, filtering and analysis required by IoT devices.

After describing CloudFIT, we illustrate its operation through the deploy-
ment of a data intensive application over a cluster. We deploy a MapReduce
application over CloudFIT, and compare its performance against the well-known
Hadoop middleware®, a Big Data platform specially designed for dedicated
clusters.

The paper is structured as follows: Section2 discusses the challenges for
the IoT applications and the reasons why a traditional cloud services is not
always recommended. Instead, we emphasize alternatives for cloud computing
that ensure both efficiency and data privacy. Section 3 focuses on the case of data-
intensive problems and discusses the main challenges for its deployment over
pervasive grids, analyzing some related works. Section4 presents the architec-
ture of CloudFIT and its characteristics related to fault tolerance and volatility
support. This session also discuss how to interface IoT devices and applications
with CloudFIT. Section 5 introduces our implementation of a MapReduce appli-
cation over CloudFIT, discussing both implementation issues and performance
evaluations. Finally, Sect.6 concludes this paper and sets the lines of our next
development efforts.

2 Cloud Services and IoT

2.1 Private Clouds, Cloudlets and the IoT

When the cloud computing paradigm started, we observed the development
of middlewares and tools for the establishment of private and mixed cloud
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infrastructures. Most of these tools, like Eucalyptus [18], Nimbus [12] or Open-
Nebula [17], are designed to provide IaaS on top of dedicated resources like clus-
ters or private data-centers. While extremely powerful, the deployment of these
environments is complex and requires dedicated resources, which minimizes their
advantage against public cloud infrastructures like Amazon EC2.

Establishing on-demand cloud services on top of existing resources is also
alternative to the complete externalization of services in a cloud. For example,
[22] explore the limitations of mobile devices and the inaptitude of current solu-
tions to externalize mobile services through the use of Cloudlets, i.e., virtual
machines deployed on-demand in the vicinity of the demanding devices. Using
cloudlets deployed as Wi-Fi hotspots in coffee shops, libraries, etc., the authors
of [22] suggest a simple way to offer enough computing power to perform com-
plex computations (services) all while limiting the service latency. Please note
that these cloudlets do not work as a single entity/platform but instead act as
detached handlers for specific demands.

Proximity cloud services can also be used to perform an initial processing
on the data. For instance, [20] presents a platform where context information is
collected, filtered and analyzed on several layers. This way, basic context actions
may be decided/performed in a close area range, while a much deep analysis
of the context information may be performed by external servers. This layered
analysis can also be used to ensure privacy properties, for example by anonymiz-
ing the data that will be used to the global context analysis. As context my rep-
resent multiple and heterogeneous kind of information, this approach can also
be implemented to general Big Data analytics on sensor data or access logs, for
example.

Another usage for private clouds relates to the reinforcement of the security
of a network [11]. In a mobile network (as well as in an IoT pervasive network),
devices cannot rely in a single security device in the entrance of the network
because multimodal connections may be established with outside devices via
Wi-Fi, 3G, Bluetooth, etc. If nowadays similar procedures can be implemented
through the use of 802.1x authentication or VPNs, their configuration complex-
ity requires a high technical knowledge. A better alternative relies on a mutual
monitoring system sharing information is created around a confidence zone (com-
munity). Joining a confidence zone is only possible if the device pass some control
checks and, similarly, devices that become “dangerous” due to a virus or a Trojan
can be blocked and removed from the community.

We consider that deploying cloud services for IoT over pervasive networks
is a natural approach, as the heterogeneity and the dynamicity of the devices
impose a frequent adaptation on both network interconnections and computing
requirements.

2.2 Cloud Services over Pervasive Grids

Pervasive grids can be defined as large-scale infrastructures with specific char-
acteristics in terms of volatility, reliability, connectivity, security, etc. According
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to [19], pervasive grids represent the extreme generalization of the grid con-
cept, seamlessly integrating pervasive sensing/actuating instruments and devices
together with classical high performance systems. In the general case, pervasive
grids rely on volatile resources that may appear and disappear from the grid,
according their availability. Indeed, mobile devices should be able to come into
the environment in a natural way as their owner moves [6]. Also, devices from
different natures, from the desktop and laptop PCs until the last generation
tablets, should be integrated in seamlessly way. These environments are there-
fore characterized by three main requirements:

— The volatility of its components, whose participation is a matter of opportu-
nity and availability;

— The heterogeneity of these components, whose capabilities may vary on differ-
ent aspects (platform, OS, memory and storage capacity, network connection,
etc.);

— The dynamic management of available resources, since the internal status of
these devices may vary during their participation into the grid environment.

Such dynamic nature of pervasive grids represents an important challenge for
executing data intensive applications. Context-awareness and nodes volatility
become key aspects for successfully executing such applications over pervasive
grids, but also for the handling and transmission of voluminous datasets.

Our approach to implement cloud-like services over pervasive networks relies
on the use of an overlay network provided by a P2P system. In this approach, the
P2P overlay provides all communication and fault tolerance properties required
for the operation on a pervasive network, as well as some additional services like
DHT storage that can help implementing additional services.

Indeed, if P2P systems are widely known for their use on storage and sharing
applications, they can also be used as platforms for coordination and distribution
of computing tasks. Solutions like CONFIIT [10], DIET [3] have demonstrated
the interest of P2P to support computing problems in distributed and heteroge-
neous environments.

3 Data-Intensive Applications on Pervasive Grids

In spite of a wide tradition on distributed computing projects, most pervasive
grid middlewares have focused on computing-intensive parallel applications with
few I/0O and loose dependencies between the tasks. Enabling these environments
to support data-intense applications is still a challenge, both in performance
and reliability. We believe that MapReduce is an interesting paradigm for data-
intensive applications on pervasive grids as it presents a simple task distribution
mechanism, easily implemented on a pervasive environment, but also a challeng-
ing data distribution pattern. Enabling MapReduce on pervasive grids raises
many research issues, which we can decompose in two subtopics: data distribu-
tion and data processing.
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There are two approaches to distribute large volume of data to large number
of distributed nodes. The first approach relies on P2P protocols where peers
collaboratively participate to the distribution of the data by exchanging file
chunks [7,15,25]. The second approach is to use a content delivery service where
files are distributed to a network of volunteers [13,16].

Concerning data processing on pervasive grids, some authors have tried to
improve the processing capabilities of Hadoop to take into account the volatility
of the nodes. Indeed, Zaharia et al. [26] Chen et al. [5] or Ahmad et al. [1]
deals with heterogeneity of the supporting infrastructure, proposing different
scheduling algorithms that can improve Hadoop response time. Lin et al. [14]
explore the limitations of Hadoop over volatile, non-dedicated resources. They
propose the use of a hybrid architecture where a small set of reliable nodes are
used to provide resources to volatile nodes.

Due to the simplicity of its processing model (map and reduce phases), data
processing can be easily adapted to a given distributed middleware, which can
coordinate tasks through different techniques (centralized task server, work-
stealing/bag of tasks, speculative execution, etc.). Nevertheless, good perfor-
mances can only be achieved through the minimization of data transfers over
the network, which is one of the key aspects of Hadoop HDFS filesystem. Only
few initiatives associate data-intense computing with large-scale distributed stor-
age on volatile resources. In [4], the authors present an architecture following the
super-peer approach where the super-peers serve as cache data server, handle
jobs submissions and coordinate execution of parallel computations.

4 CloudFIT

In this work we present our efforts to enable MapReduce applications over the
P2P distributed computing middleware CloudFIT [23]. The CloudFIT frame-
work (Fig. 1) is structured around collaborative nodes connected over an overlay
network. CloudFIT was designed to be independent of the underlying overlay,
and the current version supports both Pastry [21] and TomP2P overlay net-
works [2]. Pastry is one of the most known P2P overlays and is widely employed
in distributed computing environments. TomP2P is a more recent P2P library,
enjoying an active development community.

An application for CloudFIT must provide a java class that implements two
basic API methods: how many tasks to solve (setNumberOfBlocks()) and how to
compute an individual task (executeBlock(number, required[])). When execut-
ing, each node owns the different parameters of the current computations (a list
of tasks and associated results) and is able to locally decide which tasks still
need to be computed and can carry the work autonomously if no other node
can be contacted. Access to the storage is also provided through the API, if
required. The status of completed tasks (optionally including the partial results
from these tasks) are distributed among the nodes, contributing therefore to the
coordination of the computing tasks and form a global view of the calculus.

The basic scheduling mechanism simply randomly rearranges the list of tasks
at each node, which helps the computation of tasks in parallel without requiring
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Fig. 1. CloudFIT architecture stack

additional communication between nodes. This simple scheduler mechanism was
designed to allow idle processes to speculatively execute incomplete tasks, reduc-
ing the “tail effect” when a task is computed by a slow node. The scheduling
mechanism supports task dependencies (allowing the composition of DAGs) and
can be also be improved through the use of a context module [24] that provides
additional information about the nodes capacities.

Finally, fault tolerance is ensured both by the overlay (network connections,
etc.) and by the computing platform. Indeed, as long as a task is not completed,
other nodes on the grid may pick it up for execution. In this way, when a node
fails or leaves the grid, other nodes may recover tasks originally started by the
crashed node. Inversely, when a node joins the CloudFIT community, it receives
an update about the tasks current status and the working data, allowing it to
start working on available (incomplete) tasks.

4.1 CloudFIT Services for IoT Devices and Applications

As previously stated, CloudFIT provides a pervasive PaaS for IoT applications.
While we believe that CloudFIT can be deployed directly over IoT devices run-
ning Android (with the TomP2P overlay) or Linux on Raspberry Pi, the hetero-
geneity and limited resources of these devices make this approach very unreliable.
Indeed, a node integrating the CloudFIT network must perform all the routing,
storage and computing tasks as the others, and this can be both overloading and
inefficient (please see Sect. 5.5).

A better approach, instead, is to use CloudFIT as a computing backend for
IoT devices and applications. This mixed architecture, as illustrated in the left
side of Fig. 1, allows an IoT application connected to CloudFIT network to act
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as an interface to gather data and launch computing tasks according to the
application needs.

While the development of an interface for IoT devices can be provided
through REST/json calls or even a direct a connection to the devices via Blue-
tooth or Wi-Fi, it is outside the scope of this paper. Instead, the next sections
illustrate the deployment of a MapReduce application over CloudFIT. This is
one of several computing intensive tasks that can be performed on CloudFIT to
support IoT applications.

5 MapReduce over CloudFIT

5.1 MapReduce

MapReduce [8] is a parallel programming paradigm successfully used by large
Internet service providers to perform computations on massive amounts of data.
The key strength of the MapReduce model is its inherently high degree of par-
allelism that should enable processing of petabytes of data in a couple of hours
on large clusters.

Computations on MapReduce deal with pairs of key-values (k,V'), and a
MapReduce algorithm (a job) follows a two-step procedure:

1. map: from a set of key/value pairs from the input, the map function generates
a set of intermediate pairs (k1; V1) — {(k2;V2)};

2. reduce: from the set of intermediate pairs, the reduce function merges all
intermediate values associated with the same intermediate key, so that

(ka; {Va}) — {(k3; V3)}.

When implemented on a distributed system, the intermediate pairs for a given
key ko may be scattered among several nodes. The implementation must there-
fore gather all pairs for each key ko so that the reduce function can merge them
into the final result. Additional features that may be granted by the MapReduce
implementation include the splitting of the input data among the nodes, the
scheduling of the jobs’ component tasks, and the recovery of tasks hold by failed
nodes.

Hadoop, one of the most popular implementations of MapReduce, provides
these services through a dual layered architecture where tasks scheduling and
monitoring are accomplished through a master-slave platform, while the data
management is accomplished by a second master-slave platform on top of the
hierarchical HDF'S file-system. Such master-slave architecture makes Hadoop not
suitable for Pervasive Grids.

5.2 Map, Reduce and Task Dependencies

In order to implement a MapReduce application under the FIIT model, tasks
inside a Map or Reduce job must be independent, all while preserving a causal
relation between Map and Reduce. Therefore, several tasks are launched during
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the Map phase, producing a set of (k;, V;) pairs. Each task is assigned to a single
file/data block and therefore may execute independently from the other tasks in
the same phase. Once completed, the results from each task can be broadcasted
to all computing nodes and, by consequence, each node contains a copy of the
entire set of (k;, V;) pairs at the end of the Map phase. At the end of the first
step, a Reduce job is launched using as input parameter the results from the
map phase.

In our prototype, the number of Map and Reduce tasks was defined to roughly
mimic the behavior of Hadoop, which tries to guess the required number of
Map and Reduce processes. For instance, we set the number of Map tasks to
correspond to the number of input files, and the number of Reduce tasks depends
on the size of the dataset and the transitive nature of the data. Please note that
CloudFIT may optionally perform a result aggregation after each job completion,
just like Hadoop combiners.

Because Hadoop relies on specific classes to handle data, we tried to use the
same ones in CloudFIT implementation as a way to keep compatibility with
the Hadoop API. However, some of these classes were too dependent on inner
elements of Hadoop, forcing us to develop our own equivalents, at least for the
moment (further works shall reinforce the compatibility with Hadoop API). For
instance, we had to substitute the OutputCollector class with our own MultiMap
class, while the rest of the application remains compatible with both Hadoop
and CloudFIT.

5.3 Data Management, Storage and Reliability

As stated before, CloudFIT was designed to broadcast the status about com-
pleted tasks to all computing nodes, and this status may include the tasks’
results. By including the results, CloudFIT ensures n — resiliency as all nodes
will have a copy of the data.

This resiliency behavior was mainly designed for computing intensive tasks
that produce a small amount of data as result. On data-intensive appli-
cations, however, n — resiliency may be prohibitive as not only all nodes
need to hold a copy of all task’s data, but also because broadcasting several
megabytes/gigabytes over the network is a major performance issue.

In our efforts to implement MapReduce over CloudFIT we chose a different
approach to ensure the scalability of the network all while preserving good relia-
bility levels. Hence, we rely on the DHT to perform the storage of tasks results as
{task_key, task_result} tuples, while the task status messages broadcast the keys
from each task. As both PAST and TomP2P DHT implement data replication
among the nodes with a predefined replication factor k, we can ensure minimal
fault tolerance levels all while improving the storage performance.
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5.4 Performance Evaluation Against Hadoop

In order to evaluate the performance of MapReduce over CloudFIT we imple-
mented the traditional WordCount application and compared it against Word-
Count 1.0 application from Hadoop tutorial.

To make this first evaluation fair, we conducted this first experiment over
8 machines from the ROMEO Computing Center*. ROMEO cluster nodes are
composed by bi-Intel Xeon E5-2650 2.6 GHz (Ivy Bridge) 8 cores and 32 GB
of memory, interconnected by an Infiniband QDR network at 40 Gbps. Hadoop
YARN nodes run with default parameters (number of vcores = 8, available
memory = 8 GB), parameters that we reproduced on CloudFIT for fairness (i.e.,
by limiting the number of parallel tasks by node and setting the maximum java
VM memory).

Two different versions of CloudFIT were tested, one using the FreePastry
overlay with the PAST DHT at the storage layer, and the second one with the
TomP2P overlay and its Kademlia-based DHT.

The experiments considered the overall execution time (map + reduce
phases) of both CloudFIT and Hadoop implementations when varying the total
amount of data (512 MB to 2 GB). The data was obtained from a corpus of text-
books from the Gutenberg Project and split in blocks of 64 MB to reproduce the
size of an HDFS data block. The results obtained when running on an 8 nodes
cluster are presented on Fig. 2, which shows the average of 10 executions for each
data size.

450
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£ 250 OCloudFIT - TomP2P
(7]
2 200
s OCloudFIT - PAST
T 150
100 - ﬁ_D B Hadoop
50
0+ ‘ : :

0.5GB 1GB 2GB
Data Volume (GBytes)

Fig. 2. WordCount MapReduce performance on 8 nodes

At first glance, we observe that the CloudFIT/TomP2P implementation eas-
ily outperforms both CloudFIT/PAST and Hadoop, which have aproximately
the same performance. A deeper analysis of the CloudFIT/PAST implementa-
tion show that the PAST DHT experimented a performance bottleneck related
to the use of mutable objects. Indeed, mutable objects are useful to gather (k; V)
pairs from different tasks but they force a non-negligible overhead at the DHT

4 https://romeo.univ-reims.fr.
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controller, which must scan the data for changes and trigger replication updates.
One solution to improve the PAST performance is to rely on immutable objects
that do not suffer from this problem, but this requires the usage of alternative
data structures to reproduce the (k; V') associations from MapReduce.

This is an encouraging result as it demonstrates the interest of CloudFIT as
a platform for Big Data applications. Depending on the storage layer, we can
provide good performance levels without sacrificing the platform flexibility. In
addition, the modular organization of CloudFIT allows connecting other stor-
age supports like BitDew [9], external databases, URLSs, etc., according to the
application requirements.

5.5 Performance Evaluation on a Pervasive Grid

As the previous section demonstrate that CloudFIT can execute MapReduce
applications as fast as Hadoop in a HPC cluster, the next step in our experi-
ments considered the creation of a pervasive cluster on top of common desktop
equipments. For instance, we executed CloudFIT/TomP2P over a network com-
posed by three laptop computers connected through a Wi-Fi 802.11 g network.
The specifications for each model are presented in Table 1. Please note that these
machines were not tuned for performance and indeed CloudFIT had to share the
resources with other applications like anti-virus, word processors, etc.

Table 1. Specification of the nodes on the pervasive cluster

Laptop Processor GHz | Cores | Threads | Memory | OS

MacBook Air Intel® Core™ i7-4650U 1.7 |2 4 8GB MacOS 10.10.3
HP Pavillon dv6 | Intel® Core™™ i5-2450M |2.5 |2 4 8GB Windows 7
Lenovo U110 Intel® CoreT™2 Duo L7500 | 1.6 |2 2 4GB Ubuntu Linux 15.4

Figure 3 presents the execution of the WordCount application with three
different data sets, and we compare the execution time obtained on the pervasive
grid with the performance obtained over 3 nodes from the ROMEOQO cluster. Post-
execution analysis indicated that in spite of the processors type and speeds, one
factor that mainly influenced the performance was the network speed. Indeed, as
the MapReduce application performs several read /write operation over the DHT,
the network is a major bottleneck: to write 64 MB of data on the DHT using
the ROMEO cluster (equipped with an Infiniband interconnection) we need in
average 2s, while the Wi-Fi connection used on the pervasive cluster required in
average 15s. Another element that contributes to the reduced performance of the
pervasive environment is the competition between faster and slower nodes: while
both node types have similar chances to draw tasks to execute at the beginning,
faster nodes will complete their tasks first and finally re-execute the tasks from
slower nodes, wasting computing resources.

While comparing both environments is not really fair, the conclusion is that
one does need a dedicated environment to extract enough computing power for
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several applications. In fact, the flexibility of the pervasive cluster allows nodes
to join or leave the cluster without interfering with the execution, making it a
strategic tool for most organizations that cannot rely neither in a dedicated clus-
ter neither in a distant datacenter/cloud infrastructure. Further, CloudFIT has
the advantage that it can be easily run on Windows, contrarily to Hadoop, which
reinforcing its ability to create pervasive clusters from the available resources.
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Fig. 3. WordCount MapReduce on 3 nodes: pervasive vs dedicated cluster

6 Conclusions and Future Work

IoT networks are the next important step towards the establishment of mobig-
uitous systems. Contrarily to Sensor Networks, IoT has a much richer M2M
pattern that is not always adapted to the cloud computing paradigm. Indeed,
moving data to distant platforms for filtering, analysis and decision-making is
both expensive and time consuming, which not always fits the IoT applications
requirements.

In this paper we present CloudFIT, a PaaS middleware that allows the cre-
ation of private clouds at the proximity of the demanding IoT devices. Using a
P2P overlay, CloudFIT offers both storage and computing capabilities on top of
pervasive networks.

We illustrate the usage of CloudFIT through the deployment of a MapReduce
application and the comparative performance analysis with Hadoop. Indeed, we
demonstrate that CloudFIT offers performance levels similar to those of Hadoop
but with a better support for dynamic and heterogeneous environments.

Of course, the possibilities that CloudFIT offers to IoT are not limited to
MapReduce applications. The CloudFIT API and its distributed computing
model allow many other usages, as devices can use the platform as a storage
support, data analysis support, intensive computing support, etc. By coordi-
nating activities over CloudFIT, IoT devices and applications can elaborate a
supply chain from data gathering to reasoning and actuation.
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