
Contents

Critical Information Infrastructure Protection

Security Architecture and Specification Framework for Safe and Secure
Industrial Automation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Sergey Tverdyshev, Holger Blasum, Ekaterina Rudina, Dmitry Kulagin,
Pavel Dyakin, and Stanislav Moiseev

Access Control Issues in Utilizing Fog Computing for Transport
Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

Stavros Salonikias, Ioannis Mavridis, and Dimitris Gritzalis

A Cyber Forensic Taxonomy for SCADA Systems in Critical Infrastructure . . . 27
Peter Eden, Andrew Blyth, Pete Burnap, Yulia Cherdantseva,
Kevin Jones, Hugh Soulsby, and Kristan Stoddart

Critical Infrastructure Resilience Assessment

Resilience Assessment of Interdependent Critical Infrastructure . . . . . . . . . . . 43
Abdullah Alsubaie, Khaled Alutaibi, and José Martí

A Methodology for Resilience Optimisation of Interdependent Critical
Infrastructures. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

Luca Galbusera, Ivano Azzini, and Georgios Giannopoulos

PPP (Public-Private Partnership)-Based Business Continuity of Regional
Banking Services for Communities in Wide-Area Disasters: Limitation of
Individual BCP/BCM Ensuring Interoperability Among Banks Cooperation
with Local Governments for Socioeconomic Resilience in Japan . . . . . . . . . . 67

Kenji Watanabe and Takuya Hayashi

Emergency Management: Critical Infrastructure Preparedness

Critical Infrastructure Assessment by Emergency Management . . . . . . . . . . . 79
Marieke H.A. Klaver, H.A.M. Luiijf, Albert N. Nieuwenhuijs,
Nico van Os, and Vincent Oskam

Knowledge-Driven Scenario Development for Critical Infrastructure
Protection. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

Jingquan Xie, Marianthi Theocharidou, and Yohan Barbarin

http://dx.doi.org/10.1007/978-3-319-33331-1_1
http://dx.doi.org/10.1007/978-3-319-33331-1_1
http://dx.doi.org/10.1007/978-3-319-33331-1_2
http://dx.doi.org/10.1007/978-3-319-33331-1_2
http://dx.doi.org/10.1007/978-3-319-33331-1_3
http://dx.doi.org/10.1007/978-3-319-33331-1_4
http://dx.doi.org/10.1007/978-3-319-33331-1_5
http://dx.doi.org/10.1007/978-3-319-33331-1_5
http://dx.doi.org/10.1007/978-3-319-33331-1_6
http://dx.doi.org/10.1007/978-3-319-33331-1_6
http://dx.doi.org/10.1007/978-3-319-33331-1_6
http://dx.doi.org/10.1007/978-3-319-33331-1_6
http://dx.doi.org/10.1007/978-3-319-33331-1_7
http://dx.doi.org/10.1007/978-3-319-33331-1_8
http://dx.doi.org/10.1007/978-3-319-33331-1_8


Modelling, Simulation and Analysis Approaches

Recovering Structural Controllability on Erdős-Rényi Graphs in the
Presence of Compromised Nodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

Bader Alwasel and Stephen D. Wolthusen

Vulnerability Against Internet Disruptions – A Graph-Based Perspective . . . . 120
Annika Baumann and Benjamin Fabian

A Statechart-Based Anomaly Detection Model for Multi-Threaded SCADA
Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

Amit Kleinmann and Avishai Wool

Electric Grid Protection and Resilience

Controllability Assessment for Cascade Effects in ICT-Enabled Power Grids. . . 147
Georgios Theodoridis, Luca Galbusera, and Georgios Giannopoulos

Case Study: Information Flow Resilience of a Retail Company with Regard
to the Electricity Scenarios of the Sicherheitsverbundsübung Schweiz
(Swiss Security Network Exercise) SVU 2014 . . . . . . . . . . . . . . . . . . . . . . 159

Patrick O. Leu and Daniel Peter

RESA: A Robust and Efficient Secure Aggregation Scheme in Smart Grids . . . 171
Zhiyuan Sui, Michael Niedermeier, and Hermann de Meer

A Distributed Continuous Double Auction Framework for Resource
Constrained Microgrids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183

Anesu M.C. Marufu, Anne V.D.M. Kayem, and Stephen D. Wolthusen

CIPRNet Young CRITIS Award Candidate Papers

ARIMA-Based Modeling and Validation of Consumption Readings in
Power Grids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199

Varun Badrinath Krishna, Ravishankar K. Iyer, and William H. Sanders

The Professional Figure of the Security Liaison Officer in the Council
Directive 2008/114/EC. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211

Maria Carla De Maggio, Marzia Mastrapasqua, and Roberto Setola

Identifying Critical Infrastructure Clusters via Spectral Analysis . . . . . . . . . . 223
Gabriele Oliva, Stefano Panzieri, and Roberto Setola

XII Contents

http://dx.doi.org/10.1007/978-3-319-33331-1_9
http://dx.doi.org/10.1007/978-3-319-33331-1_9
http://dx.doi.org/10.1007/978-3-319-33331-1_10
http://dx.doi.org/10.1007/978-3-319-33331-1_11
http://dx.doi.org/10.1007/978-3-319-33331-1_11
http://dx.doi.org/10.1007/978-3-319-33331-1_12
http://dx.doi.org/10.1007/978-3-319-33331-1_13
http://dx.doi.org/10.1007/978-3-319-33331-1_13
http://dx.doi.org/10.1007/978-3-319-33331-1_13
http://dx.doi.org/10.1007/978-3-319-33331-1_14
http://dx.doi.org/10.1007/978-3-319-33331-1_15
http://dx.doi.org/10.1007/978-3-319-33331-1_15
http://dx.doi.org/10.1007/978-3-319-33331-1_16
http://dx.doi.org/10.1007/978-3-319-33331-1_16
http://dx.doi.org/10.1007/978-3-319-33331-1_17
http://dx.doi.org/10.1007/978-3-319-33331-1_17
http://dx.doi.org/10.1007/978-3-319-33331-1_18


Selected Short Papers

Access Control in a Port – A GeoRBAC Approach . . . . . . . . . . . . . . . . . . . 239
Eneko Olivares, Benjamín Molina, Carlos E. Palau, Manuel Esteve,
Miguel A. Portugués, and Alejandro García-Serrano

“Water, Water, Every Where”: Nuances for a Water Industry Critical
Infrastructure Specification Exemplar. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 243

Shamal Faily, George Stergiopoulos, Vasilios Katos,
and Dimitris Gritzalis

On Robustness in Multilayer Interdependent Networks . . . . . . . . . . . . . . . . 247
Joydeep Banerjee, Chenyang Zhou, Arun Das, and Arunabha Sen

Strategies to Improve Critical Infrastructures Robustness Against the IEMI
Threat: A Review of Relevant Standards and Guidelines on the Topic . . . . . . 251

Francesca De Simio, Francesca De Cillis, Giustino Fumagalli,
Maria Carla De Maggio, Stefan van de Beek, John Dawson,
Linda Dawson, and Roberto Setola

The Challenge of Critical Infrastructure Dependency Modelling and
Simulation for Emergency Management and Decision Making by the Civil
Security Authorities. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 255

Grangeat Amélie, Bony Aurélia, Lapebie Emmanuel, Eid Mohamed,
and Dusserre Gilles

A Mean Field Model of Coupled Cascades in Flow Networks . . . . . . . . . . . 259
Antonio Scala, Stefano Sebastio, Pier Giorgio De Sanctis Lucentini,
and Gregorio D’Agostino

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 265

Contents XIII

http://dx.doi.org/10.1007/978-3-319-33331-1_19
http://dx.doi.org/10.1007/978-3-319-33331-1_20
http://dx.doi.org/10.1007/978-3-319-33331-1_20
http://dx.doi.org/10.1007/978-3-319-33331-1_21
http://dx.doi.org/10.1007/978-3-319-33331-1_22
http://dx.doi.org/10.1007/978-3-319-33331-1_22
http://dx.doi.org/10.1007/978-3-319-33331-1_23
http://dx.doi.org/10.1007/978-3-319-33331-1_23
http://dx.doi.org/10.1007/978-3-319-33331-1_23
http://dx.doi.org/10.1007/978-3-319-33331-1_24


http://www.springer.com/978-3-319-33330-4


	Contents



