Information Security Application Design:
Improving Signal-to-Noise Ratio
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Abstract The clear presentation of critical Information Security insights is a key
challenge for Information Security application design. If implemented incorrectly,
evidence of a data breach might be lost against the background of unimportant
information. Consequently, it is vital for Information Security application design
teams to deliver insights, not simply a lot of data, that enables Information Security
teams to quickly secure their organization’s environments more completely. This
paper discusses a Human-Centric approach undertaken to reduce Information
Density, and to increase Visual Priority with a view to surfacing key insights
quickly within Nexpose, Rapid7’s Vulnerability Management application.
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1 Introduction

In recent times, high-profile Information Security breaches have hit well-known
companies, including Sony, JP Morgan, and Home Depot [1]. The increase in
Information Security breaches demonstrates how imperative it is for organizations
to have a mature Information Security posture [2]. One of the most effective ways
for organizations to achieve a mature Information Security posture is to find and
remediate the riskiest vulnerabilities within their digital infrastructure. However,
Information Security teams, which are generally understaffed, tend to be respon-
sible for tens of thousands of assets. These teams are frequently overwhelmed with
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the amount of vulnerability information presented to them. They find it difficult
knowing where to start, and often focus on the incorrect vulnerabilities or assets.
Yet, providing these key insights has historically been a major challenge for
application designers due to the considerable volume of network and user data
displayed within an Information Security application User Interface. This is referred
to as signal-to-noise ratio [3, 4]. If this ratio is incorrect, insights can easily be lost
against the background of inconsequential information. This paper discusses the
approach taken at Rapid7, whereby a Human-Centric methodology was applied to
solve the problem of providing vital insights to Information Security teams. The
improvements to our design of Nexpose Vulnerability Management application
using this approach were conducted within an agile environment. This allowed our
team to quickly and continuously consider feedback from our customers [5].

2 Approach

Our approach began by better understanding our customers’ needs, which is a core
element of Human-Centric Design [6], whereby our team conducted multiple
rounds of semi-structured interviews. During this phase, customers pointed out that
they needed help focusing on the right information (“Give me a plan of action”; “I
need guidance”; “Show me what’s important™).

From the interviews, we defined Proto-Personas [7] to represent customers and
their needs. The Proto-Personas were based on the idea of Personas [8], yet were
faster to create within fast-paced Agile environments. Modelling customers allowed
our team to focus on the right types of customers, and to ensure the correct issues
were being addressed [9, 10].

The semi-structured interviews were the start of a Mixed Methods research effort
[11], which included Contextual Inquiry, Focus Groups, Surveys (Fig. 1), and
Usability Tests. In addition to this effort, our team also measured customers’

Fig. 1 User experience
researcher conducting an
in-person web-based survey at
the Rapid7 UNITED
Conference
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perception of the usability of Nexpose, Rapid7’s Vulnerability Management appli-
cation. To that end, 42 customers completed the System Usability Scale (SUS) [12],
and 11 customers completed 7 Single Ease Questions (SEQ) [13]. While Nexpose
scored reasonably well, the results of both the SUS and SEQ quantitative studies
revealed how holistic and task-level usability could be improved. Conducting the
SUS and SEQ also allowed our team to benchmark where we were before the
re-design of Nexpose Vulnerability Management application.

Having gathered our customers’ perceptions of Nexpose, as well as their needs,
we started the design process to improve the entire User Experience of Nexpose.
This resulted in multiple design iterations, where at each stage we gathered feed-
back from customers. This constant feedback effort included gathering the thoughts
of 23 customers in 6 rounds of usability tests, 76 customers with 2 surveys, and 11
customers in a Focus Group/Participatory Design session. All of the information
gathered was co-located in a brainstorming room (Fig. 2).

Initial critique from customers on our early designs was invaluable (“I don’t
necessarily like that”). Subsequent rounds of designs took on a customizable
card-based design (Fig. 3), which generated more promising feedback (“This is
interesting and has potential”). This indicated that the design team were on the right

Fig. 2 Rapid7 user
experience team
brainstorming room
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track. After several further rounds of interactions and iterations, customers were
really enthusiastic about the new design, as well as the ability to focus on key
insights (“This interface looks slick”; “Good design and meaningful data”; “It puts
a lot of key information up front”).

3 Conclusion

Rapid7 has put our customers at the forefront of our Information Security appli-
cation re-design effort. The end-result of the Human-Centric approach was an
overhaul of Nexpose, Rapid7’s Vulnerability Management application. The pre-
vious design (Fig. 4) had primarily been data-driven, as are the majority of
Information Security applications in today’s market.

A data-driven design is simply that, the display of data—a lot of data—where it
is difficult for Information Security teams to know where to focus. Following the
Human-Centric re-design of Rapid7’s Vulnerability Management application, key
insights are now far more visible to our customers; enabling our customers to take
action quickly which helps to protect their organizations infrastructure from attack
(Fig. 5). The re-design effort, therefore, has truly enabled our customers to be more
efficient and effective in the management of their organization’s Information
Security, even with small, undermanned, overworked teams. Thus, the
Human-Centric approach of bringing customers to the forefront of our design effort
has allowed Rapid7’s User Experience team to:

Dashboard Name | Dashboard Switcher Dashboard Actions

Trend Widget
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“Top X" “Top X" “Top X"

Fig. 3 New Nexpose vulnerability management application dashboard layout
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Fig. 4 Original Nexpose vulnerability management application design. This design was primarily
data-driven, as is common within information security applications

Fig. 5 Final re-designed Nexpose vulnerability management application. The design presents key

insights at a glance, allowing information security teams to focus on, and remediate, the riskiest
vulnerabilities quickly

e Reduce Information Density: The User Interface now only displays important
insights, not simply as much data as will fit on the screen, thus balancing the
signal-to-noise ratio correctly.

e Increase Visual Priority: Critical information is no longer visually identical to
less valuable information, so our customers no longer have to work harder to
locate the insights they need.
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