Privacy-Preserving Strategyproof Auction
Mechanisms for Resource Allocation in Wireless
Communications

Yu-E Sun'?, He Huang®3®™), Xiang-Yang Li®, Yang Du?®, Miaomiao Tian®,
Hongli Xu?, and Mingjun Xiao®

1 School of Urban Rail Transportation, Soochow University, Suzhou, China
2 School of Computer Science and Technology, Soochow University, Suzhou, China
huangh@suda.edu.cn
3 School of Computer Science and Technology,
University of Science and Technology of China, Hefei, China

Abstract. In recent years, auction theory has been extensively stud-
ied and many state-of-art solutions have been proposed aiming at allo-
cating scarce resources (e.g. spectrum resources in wireless communica-
tions). Unfortunately, most of these studies assume that the auctioneer
is always trustworthy in the sealed-bid auctions, which is not always
true in a more realistic scenario. On the other hand, performance guar-
antee, such as social efficiency maximization, is also crucial for auction
mechanism design. Therefore, the goal of this work is to design a series of
strategyproof and privacy preserving auction mechanisms that maximize
the social efficiency. To make the designed auction model more general,
we allow the bidders to express their preferences about multiple items,
which is often regarded as the multi-unit auction. As computing an opti-
mal allocation in multi-unit auction is NP-hard, we design a set of near
optimal allocation mechanisms with privacy preserving separately for: (1)
The auction aims at identical multi-items trading; and (2) The auction
aims at distinct multi-items trading, which is also known as combina-
torial auction. To the best of our knowledge, we are the first to design
strategyproof multi-unit auction mechanisms with privacy preserving,
which maximize the social efficiency at the same time. The evaluation
results corroborate our theoretical analysis, and show that our proposed
methods achieve low computation and communication complexity.

Keywords: Approximation mechanism + Multi-unit auction + Privacy
preserving - Social efficiency + Strategyproof

1 Introduction

Auction serves as a preeminent way to allocate resources to multiple bidders,
especially for the scarce resources in wireless communications (such as the com-
puting resources in cloud [14], spectrum licenses [7,8,21], cellular networks [6],
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CRNs [19,20], and etc.) due to its fairness and efficiency [1,11]. Strategyproof-
ness (a.k.a truthfulness) is regarded as one of the key objectives in the auction
mechanism design, which means that the optimal strategies for bidders is to bid
their true valuations of the items for sale. Most of the auction mechanisms are
designed to charge each winner the minimum bid value, by which he can win
the auction, to ensure the strategyproofness of bidders. Unfortunately, the auc-
tioneer may not always be trustworthy. Once the true valuation of each bidder
is revealed to an untrustworthy auctioneer, he may take advantage of this to
maximize his own profits.

To solve the above challenge, the bid values should be hidden in the whole
procedure of the auction. Thus, protecting the privacy of bids should be regarded
as an attractive objective in the design of auction mechanisms. In recent years,
some researchers have dedicated their efforts in the auction mechanism design
with privacy preserving. For instance, in [2,10], the authors design some mech-
anisms to protect the bid value in the first price and the second price sealed-bid
auctions. Huang et al. [9] propose a strategyproof and bid privacy preserving
auction mechanism for spectrum allocation. Pan et al. [15,16] also give a secure
combinatorial spectrum auction by using homomorphic encryption to deal with
the untrustworthy auctioneer. However, none of these auction mechanisms with
privacy preserving provides any performance guarantee on social efficiency, i.e.
the total bid value of winners, which is a standard and critical auction met-
ric [4,13].

In this paper, we focus on the privacy preserving and strategyproof auction
mechanism design for resource allocation, which can maximize the social effi-
ciency at the same time. Observe that most of the existing auction mechanisms
fail to take the multiple items trading into consideration. Nevertheless, bidders
may often express their preferences for a specified number of items or some spec-
ified bundles of items, instead of individual item. This kind of auction is called
by the multi-unit auction. There are two cases in multi-unit auction: the items
sold in the market are identical or distinct. In this work, we will propose two auc-
tion mechanisms to deal with the identical condition and the distinct condition.
In our design for identical items, the demand of each bidder is a fixed number
of items, which is inseparable. The auction for distinct items is also known as
combinatorial auction. In a combinatorial auction, all the bidders can bid for
bundles of items rather than individual items [3]. Thus, the combinatorial auc-
tions enable bidders to express their preferences in a more meaningful way. In
both auction models, the bid values of bidders are private information. Except
that, which items that each bidder wants to buy is also a sensitive information
in the combinatorial auction. This is because if the auctioneer knows that how
many bidders are interested in each item, he may raise the price in future auc-
tions to maximize his own profit. Besides, the auctioneer needs to know each
winner’s demand to finish the auction. Therefore, except for protecting the bid
values of bidders in both auction models, we also need to protect the combination
items that each loser wants to buy in the combinatorial auction.
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The multi-unit auction mechanism design with consideration of social effi-
ciency maximization issue is NP-hard [17]. Many efficient approximation algo-
rithms have been proposed for both the Identical items Auction model (i.e. IA
model) and Combinatorial Auctions model (i.e. CA model). For example, there
are a polynomial time approximation scheme (PTAS), which is suitable for the
TA auction model, and an approximation algorithm with an approximation fac-
tor of v/h that has been proved tight for the combinatorial auctions. Thus, our
work in this paper is not to design approximation algorithms that improve the
performance of the existing studies, but is to design mechanisms with privacy
preserving, based on these existing approximation mechanisms.

However, the computation burden which relies on the bid values of bidders
is too heavy in the existing approximation algorithms with good performance
guarantee. Thus, the task of designing privacy preserving auction mechanisms
with performance guarantee is highly challenging. To tackle this, we introduce
an agent into our auction model, who is a semi-trusted third party, and he can
help the auctioneer to decide the winners and compute their charges. In our
design, the auctioneer generates a public key and a secret key of Paillier’s homo-
morphic cryptosystem. Bidders encrypt their bids by using the public key. Then,
the agent performs homomorphic computation on the ciphertexts, adds random
numbers, and sends the results to the auctioneer for making allocation decision
and computing payment of winners. By this design, the privacy is protected
without affecting the correctness of the auctions.

Although there exists a PTAS for the IA model, it is considered as a very
challenging work to design a privacy preserving version of PTAS. To this end,
we propose a privacy preserving bid mechanism with an approximation factor
of 2. For the combinatorial auction, we give a privacy preserving version of the
auction mechanism proposed in [5], which has an approximation factor of Vh.
We prove that our new method for combinatorial auction can protect both the
bid value of all bidders and the items each loser wants to buy. To the best of
our knowledge, the auction mechanisms presented in this paper are the first
strategyproof and privacy preserving multi-unit auction mechanisms with social
efficiency performance guarantee.

2 Preliminaries

2.1 Auction Model

We consider a sealed-bid auction, in which there exist an auctioneer, a set of
bidders, and an agent. At the beginning of the auction, all bidders first encrypt
their bids by using the public key generated from the agent, and then submit
their encrypted bids to the auctioneer. Next, the auctioneer allocates the items
to the bidders, and decides the charges for the winners after communicating with
the agent. We assume that the agent is a semi-trusted third party, who is curious
about the bid values of bidders, but will not collude with the auctioneer.

We study two auction models in this paper: the Identical items Auction
model (e.g. IA model) and the distinct items auction model (a.k.a Combinatorial



16 Y.-E. Sun et al.

Auction model, CA model). In the TA model, we assume that there exist a set
of identical items denoted as Z = {I, I, ..., I}, and m bidders denoted by
B = {1,2,...,m} in the market. Each bidder i is only interested in a fixed
number of items, denoted by N;, and is willing to pay no more than v; for all of
them. In the CA model, the items in the market are distinct, and each bidder
1 € B wants to buy the items in a specified subset ¢; C Z. Note that both in the
TA model and the CA model, the demand of each bidder is inseparable, which
means that bidder ¢ will get all the items that he wants to buy if he wins.

2.2 Auction Goals

Our primary goal is to design a strategyproof auction mechanism which can
maximize the social efficiency. We define the social efficiency of an auction as
the total bid values of the winning bidders. Suppose b;, v;, p;, are the bid value,
true valuation, and the payment of bidder ¢ for all the items he want to buy,
respectively. Then, the utility of bidder ¢ is defined as

(1)

Strategyproofness is often regarded as one of the most crucial properties of
auction mechanisms. We say an auction is strategyproof if bidding truthfully
is the dominant strategy for each bidder. Therefore, we need to prove that for
each bidder 4, u; is maximized when b; = v; to ensure the strategyproofness of
bidders. It has been proved by Myerson that an auction is strategyproof if and
only if the following two conditions hold:

v; — p; if bidder ¢ wins the auction
U; = .
0 otherwise

— Bid-monotone Constraint: The items allocation mechanism is bid-
monotone, which means that, when bidder ¢ wins the auction by bidding b;,
he will always win by bidding b > b;.

— Critical Value Constraint: The charge from a winner i is his critical value,
i.e., the minimum bid that he will win the auction.

Following this direction, we design the strategyproof auction mechanisms
satisfying the above-mentioned characteristics.
The privacy goals of our auction mechanisms are as follows:

— In the TA model, we protect the bid values of bidders, which means that all
bids from bidders are blind to both the auctioneer and the agent.

— In the CA model, neither the auctioneer nor the agent knows the true bid
values of bidders, as well as which items that each loser wants to get.

3 TAMP: Identical Items Auction Mechanism Design
with Privacy Preservation

In this section, we design a strategyproof mechanism IAMP for Identical items
Auction model (IA model), which achieves an approximately optimal social effi-
ciency and supports privacy preservation. Our auction mechanism mainly con-
sists of three steps: bidding, allocation and payment calculation.
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3.1 Bidding

Before running the auction, the agent first generates an encryption key EK and
a decryption key DK of Paillier’s cryptosystem. Then, he publishes FK as a
public key, and keeps DK in private. We assume that the parameter n is of
1024-bit length in this work. Each bidder 4 encrypts his bid b; to E(b;), and
sends (E(b;), N;) to the auctioneer, where N; is the number of items that he
wants to buy.

3.2 Allocation Mechanism

After receiving the encrypted bids from the bidders, the auctioneer needs to
make the winner decision aiming at maximizing the social efficiency. We can
prove that the social efficiency maximization problem can be reduced to the
Knapsack problem, which is a well known NP-hard problem.

To address this NP hardness, a Polynomial Time Approximation Scheme
(PTAS) was proposed in [12] for knapsack problem, which is also suitable for
our model. Besides, it has been proven that this PTAS is bid-monotone, which
implies that there exists a strategyproof auction mechanism. Unfortunately, it
is really a hard work to design a bid privacy preservation version based on this
mechanism. There is a large computation and comparison overload in this PTAS
based on dynamic programming. Therefore, we build our privacy preserving
method on the top of another approximation algorithm which can approximate
the optimal allocation within a factor of 2.

Next, we will show the detail of our allocation mechanism with privacy pre-
serving. Following the approximation algorithm above, we need to sort the per-
unit bid values of bidders to decide the winners. To solve this with privacy
preserving, bidders first encrypt their bids by using the Encryption Key (EK) of
the agent, and submit the encrypted bids to the auctioneer. Then, the auctioneer
masks them by using two random values §; € Zovi and 6 € Zovs as 61b; + 02 N;.
Note that the range [1,27'] and [1,272] for ¢; and d3 should be chosen based on
the consideration of the correctness of modular operations: d1b; + d2IN; should
be smaller than the modulo used in Paillier’s system. Since the agent has the
decryption key, he can compute and sort d; Jli;'i + 09 in the non-increasing order
without access any true bid values of bidders.

Furthermore, the auctioneer also maps the true ID of bidders by using a
permutation before sending {FE(d1b; + 02N;), N;}iep to the agent. Thus, the
agent cannot map the masked bids {01b; + 62 V; }se5 to bidders either. With the
sorted per-unit bids, the agent can find the bidders with top k& — 1 per-unit bids
and the bidder with k-th per-unit bid. After the agent sends the permutated ID
of bidders with top k per-unit bids to the auctioneer, the auctioneer can compute
the encrypted bid sum of bidders with top k—1 per-unit bids. Since the agent has
the decryption key, the auctioneer then randomly chooses two integers d3 and d,
to hide the true value of E(Zi:ll bo(iy) and E(by(x)), and communicates with
the agent to decide the winning bidders. The detail of our allocation mechanism
with privacy preserving is depicted in Algorithm 1.
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Algorithm 1. Allocation mechanism for identical items model

1: The auctioneer randomly picks two integers §1 € Zgi012, d2 € Zs1022, and executes
the homomorphic operation:

E((SlbL =+ (52N~L) = E(bi)élE(égNi).
2: Then, the auctioneer maps the ID of bidders by using permutation 7 : Zm, — Zm,
and sends {E(01b; + 02N;), N;, 7(i) }icn to the agent.
3: The agent decrypts E(d1b; + 02N;) by using his private key DK = (A, ), then
computes 51]% + 02 and sorts b;/N; in non-increasing order.
4: The agent finds the critical bidder o(k) by computing:

k—1 k
D Noty h <D Nogy-
i=1 =1

5: To decide the winners, the agent sends ({o(?)}i<k,o(k)) to the auctioneer, where
{o(i) }i<k is out of order.

6: The auctioneer randomly picks two integers ds € Zyi012, 04 € Zgi022, computes the
following and sends the result back to the agent.

k—1 k—1
E(03 Y boy +8a) = (] Eboqi))** E(04)

i=1 =1

E(83bor) + 61) = E(box))** E(5)

7: After receiving the ciphertexts, the agent decrypts them , and sends {o(¢) }i<x to

k=1
the auctioneer if Y by(;) > by(k); otherwise, he sends o (k) to the auctioneer.
=
8: The auctioneer chooses the bidders that the agent sends to him as winners, and
sets other bidders as losers.

Then, we will show that our allocation mechanism for identical items auction
model is bid monotone.

Lemma 1. The proposed allocation mechanism is bid-monotone, which means
that if bidder o(i) wins by bidding b,(;), he will always win by bidding b;(i) >
bo (i) -

Proof. Due to page limits, the proof is referred to [18].

3.3 Payment Calculation Mechanism

It has been proved that an auction is strategyproof if and only if its winner
determination mechanism is bid monotone and it always charges each winner its
critical value. We have proved that our allocation mechanism is bid-monotone,
which indicates that there exists a critical value for each winner. Hence, the
objective of this step is to compute the critical values of winners with privacy
preserving.
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Since our allocation mechanism is bid monotone, there must exist some inter-
vals denoted by [L;, U;], which satisfies that bidder o () wins the auction as long
as his per-unit bid value is larger than the L;-th per-unit bid value in the sorted
bid list and always loses if his per-unit bid value is less than the U;-th per-unit
bid value. We say [L}, U}] is the critical interval of winner o (i) if LY = U} — 1.
It is not hard to get that ¢ is the lower bound of L}, and f is the upper bound
of U} which satisfies:

f
ZNO'( <h SZ o (1) (2)

Obviously, the critical value of each winner o(4) is less than the Lf-th bid
value, while larger than the U;-th bid value. In order to find the critical Value of
each winner, we first compute their critical intervals. As shown in Algorithm 2,
we use binary search to compute the critical interval for each winner o(4). In each
round of the binary search, we set the per-unit bid of bidder o (i) being equal
to the per-unit bid of the M-th bidder in the sorted list, and then compare the
bid sum of new top k — 1 bids and the k-th bid, to check whether o (i) with
the new bid value will win or not. This can be done since the auctioneer can
compute the encrypted value E(by(ar)Ne(iy), which is equal to E(by)Ny(ar)),
and further, the auctioneer can get the encrypted values of E(Zk ! bo(j)* No(rr))
and E(by ()« No(ary) through homomorphic operations. With these encrypted
values, the agent can Check whether bidder (i) win or not, by decrypting and

comparing the values Z bo(jy= and bg(ry-. Then, the agent can get the new
=
boundary of binary search, until he finds the critical interval of bidder o ().
After getting the critical interval of each winner, we compute the critical
values for them. For the case that winner o (i) is the new k-th bidder, and his
per-unit bid value is smaller than the L}-th, but larger than the U;-th per-unit
bid value in the sorted list, we compute the critical value p, ;) of winner (i) as

follow: b N
_ Zk—l o(U;) Vo (i)
Poi) = maX( j=1 bo(j)*a No’(Ui*) )

In the other case, the critical value of winner o (i) is

k—1 bo’(U,»*)NU(i)
pir = max(bg(r)- + bo(i) — ijl OR W

Assume that s; = 25;11 bo(j)+, and s2 = by(wr)No(iy, 83 = bo(ry)« + bo(i)-
The details of our payment calculation mechanism with privacy preservation are
described in Algorithm 3.

We have proved that our allocation mechanism is bid monotone, and we
charge each winner its critical value, thus we can also get that:

Theorem 1. The auction mechanism we proposed is strateqyproof.
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Since the goal of this work is to design strategyproof auction mechanism with
privacy preserving, we will show that the proposed TAMP protects the true bid
values of bidders in the next subsection.

Algorithm 2. Compute the critical interval for winner o (i)

1: The agent first computes the interval of the binary search [i, f], and sets
L =i, U = f at the beginning. Then, he sets M = | (U + L)/2].

2: The agent sends the IDs ({o(j)*};j<k,0(M),o(k)*) to the auctioneer, where
{o(j)*};j<k is out of order, o(j)*) and o(k)*) are the new bidders with the
j-th and k-th per-unit bid value when (i) bids %ﬁ:(“, respectively.

3: The auctioneer first sets the bid of bidder ¢ (¢) in this round of binary search
by setting E(by (i) No(ar)) as:

E(bo(iyNoar)) = E(bg(an)No0.

4: Then, he randomly chooses two integers dps1 € Zgio12, dpr,2 € Zgro22, com-
putes the follows and sends the results back to the agent.

E(S N, 1) kilb s N = E(dyoN, E(b No(aryda,1
(On1,2No(ar) + 011 j—o P7)* o(M)) (0,2 No(ar)) E(bo (k)< )

5: The agent decrypts the ciphertexts he received and checks bidder o () win

1 boany Nog
or not by bidding W

. if o(i) wins by bidding %f;)“ then
The agent sets L = M, and M = [(U + L)/2];
else
The agent sets U = M, and M = |(U + L)/2];
10: Repeat step 2 ~ 8 until U = L + 1.
11: The agent sets U = U, and L} = L, then [L}, U}] is the critical interval of
winner o (7).

, then he executes the following operation.

© xS

3.4 Security Analysis

The most important target of our auction mechanism is to protect the bid val-
ues of bidders. There are two central parties in our mechanism, including the
auctioneer and the agent. In the following, we will show that the bid values of
bidders are blind for both the auctioneer and the agent.

Theorem 2. Our auction mechanism for identical items guarantees the bid pri-
vacy preserving.

Proof. Due to page limits, the proof is referred to [18].
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Algorithm 3. Payment calculation for winner o (%)

1: if o(i) = o(k)* then
2:  The auctioneer randomly chooses two integers 05 € Zgi012, 06 € Zgyi022, computes
the follows and sends the results to the agent.

k—1

E(d6 + 0551) = E(56)(H E(bv(j)*))65

3=0
E(36No(uz) + 0552) = E(36No(wr)) E(bo)) 7@
3:  The agent computes and sends py, ;) to the auctioneer, where
Po(iy = max(ds + 051,06 + 0552 /No(ux))-

4: else
5:  The auctioneer randomly chooses two integers ds € Zgi012, 96,07 € Zgi022, com-
putes the follows and sends the results to the agent.

E(86 + 0553) = E(06)(E(bo 1)+ ) E(bo(i)))*®

E(56N0(U;‘) + 05 (82 + slNa(U;‘))

k—1 )
= E@6Now:)(Eow:)E(]_ Elbo)-))>"®

j=0
k—1
E(67 + 6551) = E(&)E(HJ_ZO E(by(j)-))’

6:  After receiving the ciphertext, the agent computes pf,(i) and sends it to the
auctioneer, where

p;(i) = max(&; — 07 + (55(83 — 81), 06 — 07 + 6532/N0(Ui*))~
7: The auctioneer sets the payment of winner i’ is p;;, where

pir = (Pir — 06 + 07) /0.

4 CAMP: Combinatorial Auction Mechanism Design
with Privacy Preservation

4.1 Bidding

Similar to the bidding process in IAMP, the agent first generates encryption
and decryption keys of Paillier’s cryptosystem, and publishes his encryption
key. Then, each bidder encrypts b;/ \/m by using the encryption key of the
agent and sends the results to the auctioneer. However, every bidder not only
wants to protect his bid in our combinatorial auction model (CA model), but
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also wants to hide the items that he wants to buy if he loses in the auc-
tion. Thus, each bidder will also encrypt the set of items that he wants to
buy. Let X; = {z;1, %i2, ...,z n} be the demand vector of bidder i, where
x5 = 1if I; € ¢, 35 = 0 otherwise. For each z;; € X;, bidder ¢ gen-
erates a random integer r and encrypts x;; by using the encryption key of
the agent. Finally, bidder i sends (E(b;/+/]ci]), E(X;)) to the auctioneer, where
E(X;) ={E(xi1), E(xi2), .-, E(@in)}-

4.2 Allocation Mechanism

After receiving the encrypted bids and demands from the bidders, the auction-
eer chooses a set of bidders as winners if the social efficiency is maximized. It
has been proven in [5] that the social efficiency maximization problem in the
combinatorial auction is NP hard, and the upper bound of approximation ratios
of polynomial time algorithms is v/A.

Dong et al. propose an auction mechanism with a greedy allocation mecha-
nism in [5], which can approximate the optimal one within a factor of V'h. We
will briefly describe it below:

— First, a normalized bid h for each bid b; is calculated, and then the bidders

are sorted according to the non-increasing order of the normalized bids.

— Finally, the greedy allocation mechanism examines every bidder in the sorted
list sequentially, and grants the bidder only if his demand does not overlap
with all the demands of the previously granted bidders.

— Assume [(7) is the first bidder following 4 in the sorted list that has been denied
but have been granted were it not for the presence of ¢. Then, the bidder ¢ pays
zero if his bid is denied or (i) does not exist; otherwise, he pays m * (4,
where 1n(;y is the normalized bid of bidder I(i).

Following the combinatorial auction mechanism stated above, only two opera-
tions rely on the true bid values of bidders: sorting the bidders according to
their normalized bids and computing the payment for each winner ¢ by using
the normalized bid of (7). Thus, we can use the similar way as what we did in
TAMP to protect the bid privacy of bidders. However, the agent needs to know
the demand vectors of all the bidders to check if they are overlapping with each
other in combinatorial auction. Therefore, the most challenging issue of designing
privacy preserving combinatorial auction mechanism is to protect the demand
of losers. To deal with this challenge, we encrypt the demand vector of bidders.
More specifically, we confuse the ID of bidders and the ID of items by separately
using permutations my : Z,, — Z, and 7y : Zy, — Zy, before the auctioneer send
the demand vectors to the agent. With the confused information and decryp-
tion key, the agent can also get the overlapping information of bidders, but can
hardly map them to the true demands of losers. On the other hand, the auction-
eer only gets the encrypted demand vectors and the auction result, he has no
idea with the demand of each loser either. Then, the demand privacy of losers
are protected. The detail of our allocation mechanism with privacy preserving is
shown in Algorithm 4.
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Algorithm 4. Allocation mechanism for combinatorial auction

1: The auctioneer randomly picks two integers 01 € Zgioiz, 0y € Zoro22,
and executes the following homomorphic operation, then he sends

{m1(4), £(01 \/bm +02),{E(xi5),72(j) }1,e1 }ien to the agent.

B b; b;

0)=F
VT =

2: The agent decrypts the set of bids { F(§; —2— \/7 + 62) }ien by using his private

)" E(52)

key, and reorder them in descending order.
3: The agent decrypts the demand of bidders, and computes the winners as

follows:

Set W =B

fori=1tom do
Set j =1

whlle]<hando()ero
if 25(;),; =1 and Zkzl To(k),; = 1 then
Set W =W\ {o(i)}
10: Set j=j+1
11: The agent sends the set W of winners to the auctioneer.

4.3 Payment Calculation Mechanism

Recall that an auction is strategyproof if and only if it is bid-monotone and
always charges each winner its critical value. For each winner ¢ in the greedy
allocation mechanism, his normalized bid is larger than the normalized bid of
I(7). Thus, ny;) * \/m is the critical value of winner 4 if [(¢) exist. Otherwise, the
critical value of winner ¢ is zero. Our payment calculation mechanism is shown
in Algorithm 5.

Algorithm 5. Payment calculation for combinatorial auction

1: For each winner i € W, the agent first finds /(i) and then computes p; as follows:

biei .
pg_{gl#—i—ég if 1(7) exist

otherwise

2: The agent sends the set {p}, X;, 7(7) }sew to the auctioneer.
3: The auctioneer computes the payment for each winner as follows:

pi = max(y/|ci|(p; — 62)/51,0).

Theorem 3. Our combinatorial auction mechanism protects the demand c; of
each loser i.
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Proof. Due to page limits, the proof is referred to [18].

Theorem 4. Our combinatorial auction mechanism guarantees the bid privacy
preserving.

Proof. Due to page limits, the proof is referred to [18].

5 Simulation Results

We evaluate the computation and communication overhead of our approximation
algorithms with privacy preserving. Since computation overhead is dominated
by the auctioneer and the agent in both auction models, we do not plot the
bidders’ computation overhead. As shown in Fig. 1, the auctioneer spends more
time in the identical auction model than in the combinatorial auction model.
This is because auctioneer spends most of his time in computing the payment of
winners. However, we can easily find them in the combinatorial auction model.

The run time of each bidder is roughly 30 ms in the identical auction model.
However, bidders need to encrypt their bids and demand in the combinatorial
auction model. Thus, the run time of the agent or a bidder is related to the
number of items in the combinatorial auction. Our simulation results show that
the run time of each bidder is roughly 180ms in CAMP when h = 5, and the
run time of the agent is much more than that in TAMP.

In the evaluation, we set n to be of 1024-bit length. Figure l1c shows the
communication overhead of our auction mechanisms with privacy preserving.
We find that the communication overhead of CAMP is much higher than that of
TAMP. The main reason is that bidders only encrypt their bids in the identical
auction, but encrypt both their bids and demands in the combinatorial auction.

~e—Communication overhead in IAMP
A Communication overhead in CAMP
A

s —=—agent time
A auctioneer time

35} —=agent time
A auctioneer time

A
A
5 W) &
o) A
A
A
b S

AoAooAoboAA

'S
80 100 020 30 40 50 60 70 80 9 100 0 10 20 30 40 50 60 70 80 90 100
N Number of bidders

40 60
Number o bidders iumber of bidders

(a) Run time of IAMP (b) Run time of CAMP  (¢) Communication cost

Fig. 1. Computation and communication overhead when h =5

6 Conclusion

In this paper, we proposed the first strategyproof and privacy preserving multi-
unit auction mechanisms that maximize the social efficiency. We study two cases
for multi-unit auction, where the items in the market are identical and distinct.
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Under these two cases, the optimal item allocation problem is NP hard to solve.
Thus, we designed secure and near optimal allocation mechanisms for them,
which have the approximation factors of 2 and vk, respectively. Further, we
also computed the critical payment with privacy preserving for each winner, and
theoretically proved the properties of our auction mechanisms, such as strate-
gyproofness, privacy preserving and approximation factor. Our evaluation results
demonstrated that our protocols not only achieve good social efficiency, but also
perform well at computation and communication.
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