
Chapter 2
Related Work

In this chapter, we provide a brief review of related work on privacy preservation
and side-channel attacks especially in the three related domains: data publishing,
Web applications, and smart metering.

2.1 Privacy Preservation

The privacy preservation issue has received significant attentions in various
domains, such as data publishing and data mining [24, 45, 76], network-
ing [9, 11, 44], social networks [30, 43, 71], data outsourcing [17, 82], secure
multiparty computation [70], and Web applications [9, 13, 21, 80].

In the context of privacy-preserving data publishing, various generalization
techniques and models have been proposed to transform a micro-data table into a
safe version that satisfies given privacy properties and retains enough data utility.
swapping [29, 34, 38] and cell suppression [28] both aim to protect micro-data
released in census tables, but those earlier approaches cannot effectively quantify the
degree of privacy. A measurement of information disclosed through tables based on
the perfect secrecy notion by Shannon is given in [68]. The authors in [33] address
the problem ascribed to the independence assumption made in [68]. The important
notion of k-anonymity has been proposed as a model of privacy requirement [76].
The main goal of k-anonymity is to anonymize the data such that each record owner
in the resultant data is guaranteed to be indistinguishable from at least k � 1 other
record owner. That is, each quasi-identifier value in a micro-data should be at least
shared by k tuples. Since the data owner modifies the data, some information is
distorted. Therefore, it is desirable to find the modified table for k-anonymity with
the minimum information loss. However, to achieve optimal k-anonymity with the
most data utility is proved to be computationally infeasible [67].
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Since the introduction of k-anonymity, privacy-preserving data publishing has
received tremendous interest [26, 27, 36, 41, 45, 79, 84]. A model based on the
intuition of blending individuals in a crowd is proposed in [20]. A personalized
requirement for anonymity is studied in [88]. In [16], the authors approach the issue
from a different perspective, that is, the privacy property is based on generalization
of the protected data and could be customized by users. Much efforts have been
made around developing efficient k-anonymity algorithms [3–5, 12, 37, 56, 76],
whereas the safety of the algorithms is generally assumed.

Many more advanced models are proposed to address limitations of k-anonymity.
Many of these focus on the deficiency of allowing insecure groups with a small
number of sensitive values. For instance, l-diversity [65] requires that each equiva-
lence class on the disclosed table should contain at least l well-represented sensitive
values; t-closeness [57] requires that the distribution of a sensitive attribute in any
equivalence class is close (roughly equal) to the distribution of the attribute in
the whole table; .˛; k/-anonymity [86] requires that the number of tuples in any
equivalence class is at least k and the frequency (in fraction) of each sensitive value
is at most ˛, where k and ˛ are data publisher-specified thresholds. In addition,
a generic model called GBP was proposed to unify the perspective of privacy
guarantees in both generalization-based publishing and view-based publishing [32].

In contrast to micro-data disclosure, aggregation queries are addressed in statis-
tical databases [2, 41, 78]. The main challenge is to answer aggregation queries
without allowing inferences of secret individual values. The auditing methods
in [22, 35] solve this problem by checking whether each new query can be
safely answered based on a history of previously answered queries. The authors
of [22, 51, 53] considered the same problem in more specific settings of offline
auditing and online auditing, respectively.

Compared with the aforementioned syntactic privacy models, a semantic privacy
notation to provide provable resistance to adversaries’ background knowledge,
differential privacy [39], has been widely accepted as a stronger privacy model
mostly for answering statistic queries. Differential privacy aims to achieve the goal
that the probability distribution of any disclosed information should be similar
enough regardless of whether that disclosed information is obtained using the real
database, or using a database without any one of the existing records. However,
although differential privacy is extended to privacy preserving data publishing
(PPDP) [58, 90], most existing approaches that ensure differential privacy are
random noise-based and are suitable for specific types of statistical queries. Further,
Kifer et al. [52] disproved some popularized claims about differential privacy and
showed that differential privacy cannot always guarantee the privacy in some cases.
Moreover, while the qualitative significance of the privacy parameter � is well
understood in the literature, the exact quantitative link between this value and the
degree of privacy guarantee has received less attention. Actually, more and more
works have concluded that both differential privacy and syntactic privacy models
have their place, and any one cannot replace the other [25, 59]. With respect to
our discussions, differential privacy is less applicable due to the less predictable
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but larger sensitivity and the nature of budget sharing among executions of web
applications (detailed in Chaps. 5, 6). Due to these reasons, we will focus more on
syntactic privacy properties in this book.

2.2 Side-Channel Attacks

Side-channel leaks have been extensively studied in the literature. By measuring the
amount of time taken to respond to the queries, an attacker may extract OpenSSL
RSA privacy keys [15], and similar timing attacks are proved to be still practical
recently [14]. By differentiating the sounds produced by keys, an attacker with
the help of the large-length training samples may recognize the key pressed [7];
Zhuang et al. further present an alternative approach to achieving such attack which
does not need the training samples [98]. By exploiting queuing side channel in
routers by sending probes from a far-off vantage point, an attacker may fingerprint
websites remotely against home broadband users [46, 47]. Ristenpart et al. discover
cross-VM information leakage on Amazon EC2 based on the sharing of physical
infrastructure among users [74]. Search histories may be reconstructed by session
hijacking attack [18], while web-browsing histories may be compromised by cache-
based timing attacks [42]. Saponas et al. show the transmission characteristics of
encrypted video streaming may allow attackers to recognize the title of movies [77].

Meanwhile, many efforts have been made on developing techniques to mitigate
the threats of such leakages. Countermeasures based on traffic-shaping mechanisms
(such as padding, mimicking, and morphing) are suggested against the exposure of
identification of encrypted web traffic in [81]. HTTPOS, a browser-side system, is
proposed to prevent information leakages of encrypted HTTP traffic through con-
figurable traffic transformation techniques in [64]. Timing mitigator is introduced
to achieve any given bound on timing channel leakage by delaying output events
to limit the amount of information in [6]. Zhang et al. present an approach to
verifying the VMs’ exclusive use of a physical machine. The approach exploits a
side-channel in the L2 memory cache as a defensive detection tool rather than a
vector of attack [97]. Provider-enforced deterministic execution by eliminating all
the internal timing channels has been proposed to combat timing channel attack in
cloud [8]. In the rest of this section, we review the work related to the side-channel
attacks targeted in each line of our research.

2.3 Side-Channel Leaks in Data Publishing

While most existing work assume the disclosed generalization to be the only source
of information available to an adversary, recent work [85, 94] show the limitation
of such an assumption. In addition to such information, the adversary may also
know about the disclosure algorithm. With such extra knowledge, the adversary
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may deduce more information and eventually compromise the privacy property. In
the work of [85, 94], the authors discover the above problem and correspondingly
introduce models and algorithms to address the issue. However, the method in [85]
is still vulnerable to algorithm-based disclosure [49, 50], whereas the one in [94] is
more general, but it also incurs a high complexity.

In [94], Zhang et al. presented a theoretical study on how an algorithm should
be designed to prevent the adversary from inferring private information when the
adversaries know the algorithm itself. The authors proved that it is NP-hard to
compute a generalization which ensure privacy while maximizing data utility under
such assumptions of adversaries’ knowledge. The authors then investigate three
special cases of the problem by imposing constraints on the functions and the
privacy properties, and propose a polynomial-time algorithm that ensures entropy
l-diversity.

Wong et al. in [85] showed that a minimality attack can compromise most
existing generalization techniques with the aim of only a small amount of knowl-
edge about the generalization algorithm. The authors assume that the adversaries
only have one piece of knowledge that the algorithm discloses a generalization
with best data utility. Under this assumption, minimality attacks can be prevented
by simply disclosing sub-optimal generalizations. Unfortunately, the adversaries,
equipped with knowledge of the algorithm, can still devise other types of attacks to
compromise sub-optimal generalizations.

Since the problem was discovered, many solutions have been developed to
tackle the problem in the case that l � diversity is the desired privacy prop-
erty [50, 61, 89, 96]. To improve the efficiency, a so-called exclusive strategy is
proposed in [95] to penalize the cases where a recursive process is required to
compute the adversarial mental image about the micro-data table. To examine the
general case, we have proposed a k-jump strategy [62] (see Chap. 3 for this first
line of our research) to penalize such cases where with more control in the sense
that only k, instead of all, generalization functions will be skipped. Our proposed
family of algorithms is general to handle different privacy properties and different
measures of data utility. Despite the improved efficiency, most of those methods are
still impractical due to the high complexity.

The concept of l-cover in [96] has been proposed for efficient diversity preserva-
tion. However, no concrete methods for building identifier partitions that can satisfy
the l-cover property was reported in [96], which is the main focus of the second
line of our research(see Chap. 4). The correctness and flexibility of our approach
can be further confirmed by the following work in the literature. The authors of [89]
introduce algorithms that share the same spirit with our algorithms, and can achieve
similar performance (more precisely, their algorithms are slightly less efficient than
ours since their time complexity is O.n2logn/). In fact, under slight modification,
their algorithms, such as ACE algorithm which is originally intended to publish
dynamic datasets[91], can be regarded as another instantiation of our model and
approach.
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2.4 Side-Channel Leaks in Web Applications

In the context of web applications, many side-channel leakages in encrypted
web traffic have been identified in the literature which allow to profile the web
applications themselves and their internal states [8, 18, 21, 47]. Meanwhile, several
approaches have been proposed to analyze and mitigate such leakages, such
as [6, 64, 81, 87]. Recently, a black-box approach has been proposed to detect and
quantify the side-channel vulnerabilities in web application by extensively crawling
a targeted application [19].

Chen et al. in [21] demonstrated through case studies that side-channel prob-
lems are pervasive and exacerbated in web applications due to their fundamental
features. Then the authors further study approaches to identifying such threats
and quantifying the amount of information disclosed in [93]. They show that an
application-agnostic approach generally suffers from high overhead and low level
of privacy protection, and consequently effective solutions to such threats likely
will rely on the in-depth understanding of the applications themselves. Finally, they
design a complete development process as a fundamental solution to such side
channel attacks. Traffic morphing is proposed in [87] to mitigate the threats by
traffic analyzing on packet sizes and sequences through network. Although their
proposed system morph classes of traffic to be indistinguishable, traffic morphing
pads or splits packets on the fly which may degrade application’s performance.

The aforementioned works share an important limitation, that is, they lack formal
privacy requirements. In such a case, the degree of privacy breach caused by
the transformation of traffic cannot be evaluated during the process of padding.
Consequently, it cannot always ensure that privacy is indeed preserved. In contrast,
our proposed algorithms described in the third line of our research theoretically
guarantee the desired privacy property. Our model and solutions provide finer
control over the trade-off between privacy protection and cost, and those solutions
can certainly be integrated into the development process of the Web application.

Nonetheless, these solutions assume that adversaries do not possess prior back-
ground knowledge about possible user inputs. Our fourth line of research enhances
previous works by mitigating the threats of background knowledge. Closest to this
research, most recently, a formal framework is proposed to measure security in terms
of the amount of information leaked from the observations without the assumption
of any particular attacks [10].

2.5 Side-Channel Leaks in Smart Metering

Electrical appliances, even small electric devices, generate detectable electric
consumption signatures [48, 55]. Based on such signatures, electric consumption
data (collected at a pre-configured granularity) of a household can be decomposed
to identify the status of appliances. A domestic electricity demand model based



12 2 Related Work

on occupant time-use data has been presented and its example implementation is
made for free download [73]. Worse still, even simple off-the-shelf statistical tools
can be used to extract complex usage patterns from the consumption data without
a priori knowledge of household activities [69]. Rouf et al. show that real-world
automatic meter reading (AMR) systems are vulnerable to spoofing attacks due
to the unsecured wireless transmission and continuous broadcast of fine-grained
energy data [75].

Many surveys have been conducted to review and discuss the security and privacy
requirements and challenges (e.g. [83]). Some efforts have been made to preserve
privacy for the load monitoring [40]. In-residence batteries, together with corre-
sponding battery privacy algorithms such as Non-Intrusive Load Leveling (NILL)
and stepping approach, used to mask load variance of a household to the grid and
consequently avoided recovering of appliance profiles by grid [66, 92]. A distributed
Laplacian Perturbation Algorithm (DLPA) has been proposed to achieve provably
privacy and optimal utility without the need of a third trusted party [1]. An aggre-
gation protocol is introduced to privately sum readings from many meters without
the need of disclose those raw meter readings [54]. A scheme is designed to provide
personal enquiry and regional statistics through anonymously-sent readings [23].
EPPA achieves privacy-preserving multi-dimensional data aggregation by using the
homomorphic cryptosystem [63].

The other efforts were made to preserve privacy for billing. Rail et al. proposed
a set of protocols which allow users themselves to produce a correct provable final
bill without disclosing fine-grained consumption data [72], and then the authors
combined differentially private mechanisms with oblivious payments to eliminate
leakages drawn from the final bill [31]. Recently, Lin et al. used trusted platform
module (TPM) and cryptographic primitive to support privacy preserving billing
and load monitoring simultaneously [60].
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