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Abstract. Recently, a few pragmatic and privacy protecting systems for
authentication in multiple systems have been designed. The most promi-
nent examples are Restricted Identification and Pseudonymous Signature
schemes designed by the German Federal Office for Information Security
for German personal identity cards. The main properties are that a user
can authenticate himself with a single private key (stored on a smart-
card), but nevertheless the user’s IDs in different systems are unlinkable.

We develop a solution which enables a user to achieve the above men-
tioned goals while using more than one personal device, each holding a
single secret key, but different for each device — as for security reasons
no secret key is allowed to leave a secure device. Our solution is privacy
preserving: it will remain hidden for the service system which device is
used. Nevertheless, if a device gets stolen, lost or compromised, the user
can revoke it (leaving his other devices intact).

In particular, in this way we create a strong authentication framework
for cloud users, where the cloud does not learn indirectly personal data.
In the standard solutions there is no way to avoid leaking information
that, for instance, the user is in his office and authenticates via his desk-
top computer.

Our solution is based on a mnovel cryptographic primitive, called
Pseudonymous Public Key Group Signature.

Keywords: Signature schemes - Privacy - Pseudonyms - Group
signature

1 Introduction

So far most authentication systems for web services or cloud servers where
designed having in mind a single user or a group of users and a single service
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provider. Today such systems become increasingly popular and the number of
systems used per user is rapidly growing. If authentication is taken seriously (not
based just on a login and a password), then for each service we get an indepen-
dent authentication environment that requires generating and distribution of the
secret keys for the users. Such a framework has serious disadvantages: the neces-
sity of managing secret/public keys among certain parties, constant updates of
user secret keys and maintaining large and costly PKI infrastructures.

In this paper, we develop a framework which aims to provide a cryptograph-
ically sound authentication scheme to a dynamically growing set of services,
which preserves privacy for groups of users and does not require expensive, time
and resource consuming infrastructures as well as key management procedures.

Application Scenario. In order to be more specific, we consider an application
scenario of Multiple Mobile Devices and Authentication for Web Services, called
below domains: We assume that:

— a user registers to a given domain only once,

the user may register himself in many different domains, but he should use

the same device or set of devices for interaction with these domains,

— a given user is in possession of a few devices that may be used interchangeably
(mobiles devices, desktop computers, etc.),

— the user should not be bothered to register these devices in each single domain
in order to use them, ...

— ... but must be able to revoke each of the devices in a case of theft, key leakage,
etc.

For usability reasons, we assume that a user registers once in a domain by
providing his public key for this domain. Moreover, no party except for the user
and the service domain should be involved. (We do not consider how the user
is initially authenticated — he may appear in person, authenticate himself via a
payment, authenticate himself with a personal identity card or by other means.)

After registration, without any updates or interaction with any party, the
participant should be able to delegate the right to run authentication protocol
on behalf of the user and sign digitally challenges in order to authenticate the
user.

Privacy and Unlinkability Issues. One of the major threats in a multi-
system environment is that the authentication means from one domain can be
misused for getting unlawful access into user’s accounts in another domain. For
password based systems this is a severe threat as the users tend to use the same
password in multiple places. Many recent examples are known where compromise
of one system resulted in compromising users’ accounts in another systems.
Apart from unlawful access, it might be necessary to protect the information
that a given physical person is a user in a domain. Therefore after the phase of
registration the user’s identity should be anonymized. Moreover, the pseudonyms
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in different domains should be unlinkable, even when the data from authentica-
tion sessions are at hand. In this case a potential data leakage is not threatening
the principles of personal data protection.

Group Signatures. Group signatures as defined in [1] or [2] are signature
schemes in which a group manager admits the users to the group. Each of the
group members may sign data anonymously on behalf of the group. Only an
entity called an opener may “open” a signature and derive the signer’s real iden-
tity. Informally, a group signature scheme has to fulfil the following properties:

anonymity: it is infeasible to establish the signer of a message. To be more
specific, it is infeasible to link the signature to a single user, i.e. having two
signatures one cannot even say whether they originate from one signer or
from two different signers.

unframeability: it is infeasible, even for a coalition of malicious group mem-
bers, to forge a signature which would open to the identity of a group member
not belonging to the coalition.

traceability: it is infeasible to produce a signature which would open to an
identity not added to the group by the group manager.

Group signatures is a well studied cryptographic primitive. There are many
variants of them, with security proofs based either on the random oracle model
(e.g. [3]), or on the standard model (e.g. [4]). Many variants of group signatures
have been developed, like Verifier Local Group Signatures [5], Traceable Signa-
tures [6], Hierarchical [7], Attribute [8] and Identity Based Group Signatures
[9].

Ad Hoc Solution Based on Group Signatures. At a first look, group
signature schemes address our practical problem pretty well. The user plays the
role of the group manager for group signatures, while his devices play the role of
group members (admitted by the manager). Note that this constructions gives
some functionalities for free:

— the user can delegate his rights to authenticate on behalf of him to any number
of his devices — indeed, the number of group members is typically unlimited,

— the devices are indistinguishable from the point of view of the verifier — this
is the basic feature of group signatures,

— in case of a misbehavior, the user may open a signature and find which device
has created it.

Unfortunately, there are also some drawbacks that have to be addressed.
The main problem is that we have to create separate and unlinkable authen-
tication means for different domains. Creating a new independent group
for each domain separately would solve this problem, however this would
require installing separate keys for each domain on each single device. For prac-
tical reasons this is not really acceptable.
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Unfortunately, existing group signature schemes have been designed having
in mind single groups or a hierarchy of groups with central authorities. In partic-
ular, existing schemes assume that a group of such a hierarchy is identified by a
public key determined by the scheme setup. This makes such schemes unsuitable
for our application. Our aim is therefore to design a group signature scheme in
which group public keys may be derived spontaneously from a domain specific
bit string (e.g. www.some-service.com), a secret key of the group manager, and
with no involvement of PKI infrastructures and/or trusted authorities.

Moreover, group public keys or, as we will call it, domain pseudonyms must
be unlinkable, what means that having two or more domain pseudonyms from
distinct domains it is infeasible to tell whether the pseudonyms correspond to a
group manager.

Such an anonymity notion is known from Domain Pseudonymous Signature
schemes (see e.g. [10]), (see e.g. Direct Anonymous Attestation [11]) and Anony-
mous Credential Systems (see e.g. [12]). What is important, creating new public
keys by a group manager does not require from group members to update their
secret keys or any other information and they might automatically sign data
corresponding to the new public key.

Contribution and Paper Overview. Our main technical contribution is
a new concept of group signatures, where group public keys are domain
pseudonyms which may be derived spontaneously. The particular setting is tai-
lored for the above mention application of delegating authentication chores to
multiple devices of a user.

In Sect. 3 We give a formal definition for our new primitive. This is followed in
Sect. 4 by a relatively efficient construction based on pairings. We give also some
intuition about its security properties and formulate corresponding theorems.
The proofs of these theorems are based on the random oracle model assumption,
which is dictated mainly by efficiency and practical needs of the construction.
In Sect. 4.3 we provide some additional remarks and we show how to apply our
scheme to solve our practical problem.

2 Preliminaries

Bilinear Groups. Let Gy, Go and G be cyclic groups of a prime order p, gen-
erated by g1 € Gy and g2 € Gs. In our scheme we make use of bilinear maps
e: Gy x Gy — G, which are:

— bilinear: for a,b € Z,, we have e(g¢, g5) = e(g1, 92)*?,

— non-degenerate: the element e(g1, g2) € Gr is a generator of Gr.

Additionally, we require that e and all group operations are efficiently com-
putable.

Throughout the paper we will use Type-3 pairing according to the classi-
fication from [13]. We call a pairing of Type-3, if G; # G2 and no efficiently
computable homomorphism between G and Gs is known.
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Security Assumptions.

Definition 1 (Discrete Logarithm Problem (DLP)). Let G be a cyclic
group of prime order p with a generator g € G. An algorithm A has advantage €
in solving the DLP if
PrA(g,9%) — o] 2 ¢,

where the probability is taken over the random choice of the generator g € G,
the random choice of o € Z,,, and the random bits of A.

We say that the (t,€)-DL assumption holds in G if no time t algorithm has
advantage € in solving DLP in G.

Definition 2 (Decisional Diffie-Hellman Problem (DDH)). Let G be a
cyclic group of order p with a generator g € G. An algorithm A has advantage €
in solving the DDH problem if

| Pr[A(g”, g%, g% ") — 1] = Pr[A(g™. ¢°, g7) = 1]| > €,

where the probability is taken over the random choice of g € G, the random
choice of (o, B,7) € Zg, and the random bits of A.

We say that the (t,€)-DDH assumption holds in G, if no time t algorithm
has advantage at least € in solving the DDH problem in G.

Definition 3 (Symmetric eXternal Diffie-Hellman assumption
(SXDH)). Let Gy, Gy be cyclic groups of a prime order and e : G; X Go — G
be a bilinear map. The SXDH assumption says that the DDH assumption holds
in both G1 and G.

Definition 4 (Bilinear Decisional Diffie-Hellman Assumption). Let G
be a cyclic group of a prime order and e : G X G — G be a bilinear map. An
algorithm A as advantage € in solving the BDDH problem if

| Pr[A(g™, g% g7, e(g,9)*"7) — 1] = Pr[A(g”, ¢°. g7, e(g.9)°) — 1]| > €,

where the probability is taken over the random choice of g € G, the random
choice of (a, B,7,0) € Zg, and the random bits of A.

We say that the (t,e)-BDDH assumption holds in G, if no time t algorithm
has advantage at least € in solving the BDDH problem in G.

Definition 5 (Collusion attack algorithm with ¢ traitors (¢-CAA)). Let

Gy and Go be groups of a prime order p and generated by g1 € Gy and g € Gs.

Let e : G1 X Go — G be a bilinear map which maps into a target group Gr.
An algorithm A has advantage € in solving the g-CAA problem, if

1

1 1
Pr A(gla gf7 (m17g121+7”1 )7 RN (mqa glermq )7 > ¢

- )

92795) - (m7gz+m) Am € {m17"’7mq}

where the probability is taken over the random choice of (g1,92) € G1 X Ga,
the random choice of z € Z,, the random choice of (m1,...,my) € Z1, and the
random bits of A.

We say that (q,t,€)-CAA assumption holds in (G1,Gz2), if no time t algorithm
has advantage at least € in solving the g-CAA problem in (G1,G2).
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3 Formal Model of Pseudonymous Public Key Group
Signature

A Pseudonymous Public Key Group Signature scheme consists of the following
procedures:

Setup(1*): On input a security parameter ), it outputs global parameters param.

CreateUser(param): On input the global parameters param, it creates and out-
puts the user’s master secret key mSK.

ComputePseudonym(param, mSK,dom): On input the global parameters param,
the master secret key mSK and a domain name dom, it returns a pseudonym
nym within domain dom for the user holding mSK.

AddDevice(param, mSK,i): On input the global parameters param, the master
secret key mSK and a device identifier i, this procedure returns a device
secret key uSK;.

CreateRevocationToken(param, mSK,dom, 4, j): On input the global parameters
param, user index i and his secret key mSK, the domain name dom and a
device identifier j, this procedure computes and outputs a device revocation
token wRT; j aon Within the domain dom.

Sign(param,uSK,dom,m): On input the global parameters param, a device
secret key uSK, a domain name dom and a message m, it returns a signature
o on the message m. (Note that we do not require that the pseudonym nym
is used.)

Verify(param, nym,dom, o, m,uRT): On input the global parameters param, a
pseudonym nym with regards to a domain name dom, a signature ¢ on a
message m, and a revocation token uRT, this algorithm returns 1 (accept),
or 0 (reject).

Below we discuss the required properties of Pseudonymous Public Key Group
Signature.

Correctness. A Pseudonymous Public Key Group Signature is correct, if for
every A € N, param « Setup(1?), domain name dom € {0,1}*, and message
m € {0,1}*, if
mSK,; — CreateUser(param)
uSK; ; «— AddDevice(param, mSK;, j)
nym «— ComputePseudonym(param, mSK;, dom)
uRT; j gon+ < CreateRevocationToken(param, mSK;,dom", j)
o « Sign(param, uSK; ;,dom,m)
then
Verify(param, nym, dom,o,m,R) =1 for R # uRT; jdon*
Verify(param, nym, dom, o, m, uRT; j aon=) = 0.

In order to define the remaining properties we use the following notation:
Uspr stands for the list of users and their secret keys, Dgpr contains triples
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(1,7,uSK), where ¢ denotes a user index, j is a device index and uSK is its
secret key, CD is a list pointing to corrupted devices and S is a list of signature
query records. Then we define the following oracles used by the adversary during
the security games:

OcreateUser: On input 4, if there exists an entry (7,.) in Usgr, the oracle aborts.
Otherwise the oracle runs mSK,; « CreateUser(param) and adds the pair
(i, mS’KZ) to Usgr.

OgetNym: On input dom and ¢, the oracle finds the secret key mSK; in Uspr
corresponding to ¢. If no such entry exists, then the oracle aborts. Otherwise
the oracle computes nym; gon < ComputePseudonym(param, mSK;, dom)
and returns nym; gon-

OaddDevice: On input a user index 7 and a device identifier j, the oracle finds an
entry (i,mSK;) € Uspr and checks that (4,7, ) € Dsgr. If (i,4,") € DsEr,
then the oracle aborts. Then uSK; ; <+ AddDevice(param, mSK;, j) and the
oracle adds the tuple (4, j,uSK; ;) to Dggr.

OaddCorruptedDevice: On input a user identifier ¢ and a device identifier j, the
oracle finds (i, mSK;) € Uspr and checks that (i,7,-) & Dgpr (if this is
not the case, then the oracle aborts). Otherwise the oracle runs uSK; ; «—
AddDevice(param, mSK, j), adds the tuple (¢, j,uSK; ;) to Dggr and CD,
and outputs uSK; ;.

OGetrT: On input a user identifier ¢ and his master key mSK;, a device identifier
j and a domain name dom, the oracle checks that (i,7,-) € Dggr, (if this is
not the case, then the oracle aborts). Then the oracle computes uRT; j dom
«— CreateRevocationToken(param, mSK;, dom, j) and returns uRT; j qon-

Osign: On input a user identifier ¢, a device identifier j, a domain name dom
and a message m, the oracle finds the corresponding secret key uSK; ; in
Dser, (if such an entry does not exist, then the oracle aborts). Otherwise,
the oracle runs o « Sign(param,uSK; ;,dom,m), adds (o, m,dom, j,7) to S
and returns o.

OcorruptDevice: On input a user identifier ¢ and a device identifier j, the oracle
finds the secret key uSK; ; in Dggr corresponding to ¢ and j. (If such an
entry does not exist, then the oracle aborts.) Then the oracle returns uSK; ;
and adds (4, j) to CD.

Unforgeability. This property says that no coalition of malicious devices of a
user can forge a signature on behalf of a device not belonging to the coalition.
We define the unforgeability property by the following experiment:

Experiment UNFZ (\):

- (param) — Setup(1*).
-0« {OCreateUseh OGetNym, OAddDevice» OGetRT7 OSigm OCorruthser}-
- (o*,m*,dom*, nym*) — A° (param).
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- If
— Verify(param,nym™,dom™, c*,m*, L) =1 and
— There exists (i, mSK;) € User, (i,],-) € Dser such that
nym” = ComputePseudonym(param, mSK;, dom™),
uRT; j aom= < CreateRevocationToken(param, mSK;, dom®, j)
Verify(param, nym*,don*, 0™, m*, uRT; j aon*) = 0
(1,7) € CD and (o*,m",dom™, j,i) € S,
then the challenger returns 1.
- Otherwise the challenger returns 0.

Definition 6. A Pseudonymous Public Key Group Signature S is (t,€)-
unforgeable if Pr[UNFZ(X\) = 1] < € for any adversary A running in time t.

Seclusiveness. Seclusiveness means that it is infeasible to produce a signature
on behalf of the user and that does not correspond to any device of the user. In
other words, it is infeasible to create a signature that corresponds to none of the
revocation tokens. Seclusiveness is formally defined by the following experiment.

Experiment SECS ()\):

- (param) — Setup(1*).
-0« {OCreateUsen OGetNymy OAddCorruptedDevice; OGetRT}-
- (o*,m*,dom*, nym*) — A° (param).
- If
— Verify(param,nym™,dom*, c*,m*, L) = 1 and
— there exists (i, mSK;) € Usgr such that
nym” = ComputePseudonym(param, mSK;, dom™)
and for all j such that (¢, 7,-) € Dser:
URT; j aon* < CreateRevocationToken(param, mSK;, dom™, j)
Verify(param, nym*, dom™, o, m*, uRT; j don) = 1
the challenger returns 1.
- Otherwise the challenger returns 0.

Definition 7. We say that a Pseudonymous Public Key Group Signature S is
(t, €)-seclusive, if Pr[SECR(A) = 1] < € for any adversary A running in time t.

Anonymity. We require that it is infeasible to correlate two signatures of the
same device (unless its revocation token is used). For the anonymity experiment
we define an additional oracle:

Ochallenge: This oracle takes as input a bit b, a user index ¢*, a domain name
dom*, two device indexes j3, 77 and a message m*. If

- (1*7) & Usgr or Jo =Ji,or
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- (1*7367) g DSET or (2*7.];(7) ¢DSET7 or
— (i*,48) € CD or (i*,j}) € CD, or
— the OgetrT oracle was called on input (i*, j5, dom*) or (i*, ji,dom*),

then the oracle returns 1 and aborts. Otherwise, the oracle computes o «
Sign(param, uSK;- j:, dom*, m*) and returns o.

After calling the Ochalienge Oracle, the adversary cannot call the OgetrT On input
(1%, 4§, dom*) or (i*, ji,dom*), and the Ocorruptuser O1 input (i*,53) or (i*,j7).

Experiment Anon?:

- (param) « Setup(1*).

- choose b € {0,1} at random,

-0 — {OCreateUsen OGetNymy OAddDevice7 OGetRTy OSigm OCorruthsen
QChalIenge(ba sty Ty )}

- b~ A®(param).

- If b=b, then output 1, otherwise output 0.

Definition 8. A Pseudonymous Public Key Group Signature S is (t,€)-
anonymous if |Pr[Anon3(\) = 1] — 1| < € for any adversary A running in
time t.

Domain Unlinkability. Informally, domain unlinkability means that it is infea-
sible to correlate two domain pseudonyms with a single user. We will give a
simulation based definition for the domain unlinkability property.

First we need to define the following data structures: D denotes a set of
domain names, UL, is the set of user indexes, K denotes an associative map
which maps a pair (dom, i) € {0,1}* x N into a master secret key from the secret
key space USK. Then we define an associative map UX which maps a tuple
(dom,7,7) € {0,1}* x N? into a device secret key.

Then we define the following oracles which implement the ideal functionality,
where the keys of the user for different domains are independent (note that for
Pseudonymous Public Key Group Signature they are the same):

Oé‘f:a‘ileuser: The query requests to create a secret key for the i-th user. If i ¢
{1,...,n}orie MéET, then the oracle aborts. Otherwise, the oracle adds 4
to ULy and for each dom € D, the oracle chooses a secret key mSK; gon at
random from USK and sets K[(7,dom)] «— mSK; gon.

Oiﬁg%levice: The query requests to create the j-th device for user i. For each
dom € D the oracle obtains mSK; gon < K[(i,dom)] and runs wSKqon i ; <
AddDevice(param, mSKaon,i, j), and sets UK[(dom, 7, j)] «— wSKqon,i, ;-

Oégf,ﬁ;m: The query requests the pseudonym of the i-th user with regards to

a domain name dom. If i ¢ UL, then the oracle aborts. If K[(i,dom)] is
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undefined, then the oracle chooses a secret key mSK; gon € USK at ran-
dom and sets K[(¢,dom)] < MmSK; gon. Then the oracle runs nym; gon
ComputePseudonym(params, mSK; gon, dom) and outputs nym; aon-

(’)égfng: The query requests a revocation token for the j-th device of
user i with regards to a domain name dom. If i ¢ Ul,,, then
the oracle aborts. If UK[(dom,i,j)] is undefined, then the oracle runs
the procedure wSKgyom;; <« AddDevice(param,mSKaom,i,j), and sets
UK[(dom,7,j)] <« uSKaomij. Then the oracle runs uRT;jaom
CreateRevocationToken (param, mS Ko ;, dom, j) and outputs uRT; ; don-

(95‘;‘”: The query requests to sign a message m by the j-th device of user
i with regards to a domain name dom. If i ¢ Z/{éET, then the oracle
aborts and returns L. If UK[(dom,?, )] is undefined, then the oracle runs
uSKgon,i,j — AddDevice(param,mSKaon,i,j), and sets UK[(dom,3,j)] «—
S Kgon,i,j. Finally, the oracle runs o « Sign(param, wSKqon ; ;, dom, m) and
returns o.

Definition 9. We say that a Pseudonymous Public Key Group Signature S is
(t, €)-domain unlinkable if for any adversary A running in time t we have

| Pr[(param) «— Setup(1*); A9%<et (param)]—
Pr[(param) «— Setup(1*); A9t (param)]| < e,

where OReql = {OCreateUser; O AddDevice: OGetNym; OGetRT; OSign} and Ojgear =
{Oldeal Oldeal Oldeal Oldeal Oldeal
CreateUser» ~ AddDevice’ ™~ GetNym’ ~ GetRT> “~Sign J*

4 Efficient Construction

4.1 Scheme Specification

In this section we describe our implementation of a Pseudonymous Public Key
Group Signature.

The idea behind the construction is as follows. First a user chooses a
secret key for the Boneh-Boyen signature scheme [14], i.e. z € Z, chosen at
random. This key is then used to compute “pseudonymized” public keys as
nym <« Ho(dom)?, where Hg is a hash function and dom is a domain name. The
same key is then used to issue Boneh-Boyen signatures A; « gi/(”uj) on a
secret key u; € Zj, of his device j. Note that according to our security definition
from Sect. 3, the user generates all secret keys for his devices and we do not
define a Join/Issue procedure to ensure exculpability!. We intentionally defined
our group signature scheme in this way due to specific use case.

Now, a device j holding a “certified” secret key (u;, A;), computes a signa-
ture of knowledge which is based on a X-protocol and turned into a signature
scheme using the Fiat-Shamir paradigm. Informally, the signature carries a proof

! The exculpability property is known from dynamic group signatures [2] and assures
that even the group manager cannot forge signatures on behalf of a user.
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that the signer knows a secret key with a certificate which verifies correctly with

a “pseudonymized” public key nym. The tricky part of our construction is that

the signer does not know the “pseudonymized” public key to which his cer-

tificate verifies. The only information which allows to sign with regards to a

pseudonymized public key is the basis of the public key, i.e. go «+ Ho(dom).
Bellow, we describe our scheme more formally.

Setup(1?*):
1. Choose groups G1, G2 of a prime order p, a bilinear map e : G; x Gy —
Gr, and choose a generator g; Yia Gy at random.
2. Define a hash function Hy which maps into G, and a hash function H
which maps into Z,,.
3. Output the global parameters param = (p, G1,Ga, e, g1, Ho, H).
CreateUser(param):
1. Choose z € Z,, at random and output mSK « z.
ComputePseudonym(param, mSK, dom):
1. Compute gy < Hp(dom) and output nym «— ¢»°.
AddDevice(param, mSK,i):
1. Choose u; € Z, at random?.
2. Compute A; = gi/(uﬁz), return uSK|i] < (4;,u;) and store u; for future
use.
CreateRevocationToken(param, mSK, dom, i):
1. Retrieve the user secret key u;, compute g < Ho(dom) and return uRT «—

~ Ug

g2
Sign(param, uwSK, dom, m):
1. Compute go < Ho(dom).
2. Choose (r1,72) € Z2 at random and compute Ry — Aj*, Ry — g} and
Rz «— €(R2,gA2)ui.
3. Compute the following signature of knowledge:

S« Sok{(a, 8,7) : Ri = ¢)' "™ A Ry = g7 A Ry = e(g1, 62)*7 }(m)
a oose t1,ts,t3 € at random and compute

Ch t1,ta,1 Ly, d d

Ty —e(As, ga) ™™ e(g1,62)"? , To — gi® and Ty — e(Rz, g2)".

(b) Compute the challenge ¢ = H(param, m, dom, Ty, Ts, T3).
(¢) Compute s < t; + ¢ uj, $2 ta+c-rp and s3 «— t3+c-ro.
(d) Set S = (¢, s1,52,53)
4. Output the signature o = (S, Ry, R, R3).
Verify(param, nym, dom, o, m, uRT):
1. Compute g < Ho(dom).
2. Parse the signature as o = (S, Ry, Ra, R3), where S = (¢, s1, 82, $3).

2 This value may be derived in a deterministic way, e.g. u; «— H(z, 1).
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3. Restore the values

Ty = e(Ry,nym)~° - e(Ry, 62)* - e(g1, §2)*?
TQ = ng . RQ_C
T3 = e(Ry, 62)" - R3°

4. If ¢ # H(param, m,dom, Ty, Ty, T3), then return 0 (reject).

. If e(Rg,uRT) = Rj3, then return 0 (reject).
6. Return 1 (accept).

(V31

Theorem 1. Pseudonymous Public Key Group Signature is correct.

Proof. The proof is simply due the inspection of the following equations:
Tl = e(Rhnym)_c . e(RthQ)_Sl : e(glagAQ)sz =
(6(31,§2)_t1 '6(917§2)t2> e(Ri,nym) "% e(R1, g2~ ") -e(g7 ™, g2) =

Ty -e(A], g2 % - ga” ") -e(g7"™, g2) =T - e(g1,92) ¢ - e(gr, g2) ¢ =Th
Ty=g" Ry =gy 97" 91" =T
T3 = e(Ra, G2)™ - R3¢ = (R, g2)™ - e(g1, G2)"2 ™ - e(gr, ga) "> = T

For the revocation procedure, let uRT « ¢>"¢ be a revocation token. Then
we have e(Rq,uRT) = e(g7?, §2"") = Rs.

4.2 Security Analysis

Due to space limitation we give only an intuition behind the security proofs. A
detailed formal analysis is postponed to the full version of the paper.

Zero-Knowledge and Witness Extraction. Our construction is based on a known
technique of using a X-protocol converted into a signature scheme via the Fiat-
Shamir heuristic. For such a construction we may show that, in the random oracle
model, there is a witness extractor (so the protocol is a proof of knowledge) and a
simulator (so the protocol is zero-knowledge). Using the witness extractor, from a
forged signature for a pseudonym nym within domain dom, we may extract values
@I, 71, 72 and A, such that g2 = Ry, e(Rg, Ho(dom))® = R3 and e(g;, Ho(dom)) =
e(fl, Ho(dom)® - nym). Using the simulator we may generate a correct signature
having only g1, g2, nym and a revocation token Hg(dom)%.

Lemma 1. The protocol has an extractor.

Proof. Suppose we can rewind the Prover to the moment when he is given the
challenge ¢. The Prover will send Ry, Rs, R3, 11, To and T3 and respond with
the challenge ¢ and s, so and s3. Then we rewind to the step when the Prover
obtains ¢ and send a different challenge ¢’ # ¢. The Prover will answer with s,
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sh and s satisfying the verification equations. Let As; = (s; — s}) for i = 1,2, 3
and Ac = (¢ — ). From the equality

S2 _

T1 = e(Ry,nym) ™ - e(Ra, g2) ~*' -elg1, 62)** = e(Ra,nym) ™ -e(R1, g2) " - e(g1, 2)**

we have that

e(Ri, g2) "2 - e(g1, §2) 22 = e(Ry,nym)=¢
e(Ry, g2) 21/ e(g, QQ)ASQ/AC = e(Ry,nym)
(g1, G2) 252146 — o(R, G251/ L )
(g ds) = e(R(ASQ/Ac) -

Then from T = g% - Ry ¢ = gfé . R;C’ we have

As Ac
g1 ° = Rj

91453/Ac =Ry

So, we may compute @ = Asy/Ac, and 11 = ASQ/AC 7o = Asz/Ac and A=
R™" such that 912 = Ro and e(gl,gg) = e(A, g" nym)
Finally, from T5 = e(Ra, §2)%! - R3 © = e(Ra, ¢2)° 1 -R;C’ we have
(R3

g2) ¢

(R2,92)A81 =e
e(gr, G2) " = R3-
Lemma 2. The protocol is Zero-Knowledge.

Proof. Given the common input (G1, Go, €, g1, g2, nym), where go = Ho(dom)
and nym = go” for some z € Z,, the simulator works as follows. Choose R3 bl G1
and Ro ¥id G1. Note that now the value of A; is fixed by the choice of R3 and

Rs. In order to highlight this we may denote Ry = g7 and R3 = e(Ra, ¢2)" for

some u; € Zj,, hence we have A = gl/(u %) Choose R, & G, at random. See

that By = A™/(+2) for some r1, thus the values R1, R, R3 are distributed as

. . R
in a real protocol. Now, the simulator chooses (¢, s1, 2, $3) < Z% and computes

Ty « e(Ri,nym)”“-e(Ry,g2)" " - e(g1,d2)™,
T2 — ng . RQ_C and T3 — €(R2,gA2)Sl . R;c

Obviously, Ty, T> and T3 along with the values ¢, s1, s, s3 satisfy the veri-
fication equations. Moreover, Ry, Ro, R3, ¢, s1, S2, s3 are uniformly distributed
as in the real executions, so the simulation is perfect.

Theorem 2. If DLP is (¢',t')-hard in G, then the Pseudonymous Public Key
Group Signature is (e,t)-unforgeable, where € =~ qu - n - \/qu(e' +1/p) and t =
t', and n, qu and qy are the upper bounds on the number of invocations of,
respectively, O createtser, O AddDevice and hash queries.
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The unforgeability property relies on the DLP problem. Here we put a DL
problem instance A € Go into the revocation tokens of a chosen device. We
may program the random oracle to output g5** < Ho(dom), and then we may
compute the revocation tokens as uRT « A™e=. If the adversary successfully
forges a signature for that device, we use the extractor and extract the discrete
logarithm a = log,, (A).

Theorem 3. Ifq-CAA is (¢/,t')-hard in Gy, then the Pseudonymous Public Key
Group Signature is (e, t)-seclusive, where e = n-\/qu(e’ + 1/p), t = t', and n, q
and qy are the upper bounds on the number of, respectively, O createyser, O AddDevice
and hash queries.

Seclusiveness follows from the fact that device secret keys are CAA instances,
i.e. they consist of pairs (u,g%/(u+z)) € Zp x Gy. If an adversary would forge
a signature, then from the extractor we may obtain a pair (@, A). If the forged
signature cannot be revoked, then from the revocation equation e(Rs, §2"*) # R3
follows that @ # wu; for each device secret key u; issued by the user holding z.

Thus (@, A), is the solution to the CAA problem instance.

Theorem 4. If BDDH is (¢/,t')-hard in Gy, G2, then the Pseudonymous Public

2
€ ~ !
T t=t, and n, qu

and gy are upper bounds on the number of, respectively, O createUsers OAddDevice
and hash queries.

Key Group Signature is (¢,t)-anonymous, where € ~

In order to proof anonymity, we describe a sequence of games. We will start
with a game where the challenge signature is returned by the device jg (bit
b = 0). Then in each game we change the protocol execution so that the adversary
has only a negligible chance of noticing these changes. Finally, we will end up in
a game where the challenge signature is computed for user j; (bit b =1).

The strategy of changing the protocol is as follows. First we need to simu-
late the signatures for all devices. Then, for the jj-th device, under the BDDH
assumption, we choose these values independently at random. Next, instead of
choosing R, Rs, R3 independently we compute these values as for device j.
Below, we shed some light on the step of changing the values of Ry, Ry, R3 into
random values.

Let (g4, g5, %) be a BDDH problem instance and let dom* denote the domain
from the challenge oracle. In all domains dom # dom* we choose 740, at random,
program the hash oracle to output g5 «— Hg(dom) and we compute uRT «—
(g9)7em and R3 «— e(gi*™,g5)™ for device j§. In domain dom*, we program the

hash oracle to return g5 « Hg(dom*). Then, we choose 7o %3 Z, at random,
compute Ry « gi"* and R3 «+ e(g1, g2)?°“ "2 (the current game) or R3 is chosen
at random (the next game). Note that if an adversary would distinguish whether
R3 = e(g1, gg)“b”z or Rg is random, then it would break the BDDH assumption.

Theorem 5. If SXDH is (¢/,t')-hard in Gy, then the Pseudonymous Public Key
Group Signature is (e, t)-domain unlinkable, where € = ¢’ -qu(qu +n), t = t', and
n, qu and qy are the upper bounds on the number of, respectively, OcreateUsers
O addDevice and hash queries.
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Domain unlinkability follows from the fact that we may simulate the sig-
natures for each device and that in each domain we have a distinct base
g2 «— Hop(dom). Note that the device revocation tokens are computed as
URT; j aon = g2 for a device secret key u; € Zp. In a given domain we may
choose uRT; j qon at random. It is easy to see that if an adversary would recog-
nize this change, he would serve as a distinguisher for the SXDH problem. In
the proof, we need to choose revocation tokens of all devices in all domains
at random. Finally, we may use the same reasoning to choose pseudonyms
nym = Hp(dom) at random in each domain, finally ending up in an ideal system
as defined in Sect. 3.

4.3 Additional Procedures and Scheme Variants

Here we describe briefly some additional procedures and variations of our scheme,
which may be useful for certain practical situations.

First, note that the signing device needs only to know his private key consist-
ing of an SDH pair (u, g%/(z+u)) and nothing else, in order to create a signature.
In particular, the signing device does not need to know the public key, aka the
pseudonym, with which the signature will later be verified. Moreover, it seems
that the signing device alone is not even able to compute the pseudonym by itself.
However, in some cases it may be desirable that the signing device can compute
a pseudonym, what in our case may be nym’ = e(Z, ga), assuming the user also
issues the value Z = g%. Such nym’ may serve as a temporal pseudonym, until
the owner of the device confirms this pseudonym by proving his knowledge of
the secret key z € Z,,.

Proving the knowledge of the master key may be required as a part of user
registration. This may be simply done by designing a X-protocol [15] which will
prove the knowledge of log,, (nym). Such standard protocol may be transformed
into a zero-knowledge proof of knowledge protocol or into its non-interactive
version in the random oracle model.

5 Conclusions

Beyond the concrete application case of delegating the rights by a user to multiple
own devices, we have introduced a novel notion for group signature schemes. It
expands the functionality of group signatures by adding the feature that group
public keys may be pseudonyms derived ad hoc.

We have introduced a security framework for our scheme supporting strong
privacy protection on one hand, and revocation capabilities on the other hand.

Finally, we have designed a scheme based on bilinear groups which imple-
ments such a system. Even if it uses bilinear groups and pairings, it is relatively
simple and implementable on relatively weak devices. Note that the user’s root of
trust may be a relatively weak device, since no procedure executed by it requires
computation of pairings. They are needed for signature creation (this can be
done by smart phones) and verification (on strong servers).
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