Visual Cryptography

Models, Issues, Applications and New Directions

Paolo D’Arco®™) and Roberto De Prisco

Dipartimento di Informatica, University of Salerno,
Via Giovanni Paolo II, 132, 84084 Fisciano, SA, Ttaly
{pdarco,robdep}@unisa.it

Abstract. Since its introduction, visual cryptography has received con-
siderable attention within the cryptographic community. In this paper
we give a quick look at the salient moments of its history, focusing on the
main models, on open issues, on its applications and on some prospec-
tives.
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1 Introduction

Visual Cryptography, in its simplest form, enables the sharing, in an uncondi-
tionally private way, of a black-and-white secret image among a set of parties.

In a sharing phase, each party receives a transparency containing a printed
image, which looks like a collection of black and white random pixels. The trans-
parency does not leak any information about the secret image. In a reconstruc-
tion phase, when a properly chosen subset of transparencies are superposed and
perfectly aligned, the secret image is reconstructed.

The peculiarity of the technique is that the human visual system performs
the reconstruction process: no machinery, computing mathematical operations,
is required. Hence, it can be used by everyone: once the transparencies have been
generated and privately distributed, cryptographic tools or skills are not needed
to reconstruct the secret image.

Introduced by Naor and Shamir [44] in 1994 in the cryptographic community,
due to its aesthetic attractiveness and to the elegant mathematical combinatorial
structures underlying the design of the schemes, it has been the subject of active
and extensive investigations. Currently, it is a sound research field with a large
body of literature.

1.1 Superposing Transparencies

Let us look at a simple example in order to understand which problems need
to be solved to produce a secure sharing. The secret image can be seen as a
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matrix of black and white pixels'. Each transparency contains a random-looking
collection of black pixels and white pixels. When two or more transparencies
are superposed and perfectly aligned, in each position of the resulting image,
there is a black pixel if in the corresponding position of the transparencies there
is at least a black pixel. While, the pixel is equal to white if and only if in
the corresponding position in all the transparencies the pixels are white. Fig. 1
summarizes the superposition law, while Fig. 2 reproduces the visual effect for
two transparencies.
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Fig. 1. Superposition law. The human eye performs the logical or operation.

Fig. 2. Example of transparencies superposition.

Hence, for any privacy notion we could think about, it is clear that a simple
split of the black pixels of the secret image among the pixels of the transparencies,
in such a way that when superposed the secret image is reconstructed, does not
work. It surely enables the reconstruction of the secret image but, at the same
time, each transparency gives to his holder partial information about the secret
image: each black pixel in the transparency corresponds to a black pixel in the
reconstructed image.

Therefore, to avoid information leakage by each transparency, we need some
non trivial sharing form. Fortunately, two nice approaches yield suitable solu-
tions. To get the flavor, let us consider the basic case, in which a secret image is
split in two transparencies. The first approach, by Naor and Shamir [44], encodes
each pixel of the original image with a collection of black and white subpizels
in each transparency, in such a way that each collection on each transparency
could correspond to both a white pixel and a black pixel in reconstructed form.

! White pixels are actually transparent pixels, but we refer to them as to white pixels.
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Only through the superposition the nature of the pixel is determined. With this
encoding, a reconstructed white pixel of the original image has always some
black subpixels, but it is still visually distinguishable from a black pixel because
a black pixel has more black subpixels than a white one.

The second approach, due to Kafri and Keren [32], encodes a black pixel with
a randomly chosen complementary pair of pixels on the two transparencies, i.e.,
black on the first and white on the second or vice versa, while it encodes a white
pixel with two equal pixels on each transparency, i.e., either with a white pixel on
both transparencies or with a black pixel on both transparencies, choosing, for
each pixel, one of the two possibilities uniformly at random. Hence, a black pixel
is always reconstructed correctly, while a white pixel is reconstructed half of the
times correctly and half of the times erroneously. Even though half of the white
pixels are erroneously reconstructed, the secret image, as a whole, is still visually
intelligible when the transparencies are superposed but on a darker background
compared to the original secret image, because half of the white pixels of the
secret image have been turned to black.

Intuitively, it is clear that with both the encodings a transparency by itself
does not provide any information, in an unconditionally secure way, on the cor-
responding secret image. Therefore, as we show in the following sections, in a
deterministic way or in a probabilistic way, the secret image can be securely
shared and visually recovered.

1.2 Organization of the Paper

We overview part of the large field of visual cryptography. More precisely, in
Sect. 2 we describe Naor and Shamir’s model and Kafri and Keren’s model. We
briefly discuss also Yang’s model and its generalization due to Cimato et al.
In Sect.3 we provide a common framework for the formalization of the notion
of visual cryptography scheme. Then, in Sect.4, we discuss the main issues in
the design: contrast, pixel expansion, randomness reduction. We survey some
important results and point out open problems. Later on, is Sect. 5, we give a
quick look at alternative models for visual cryptography: we consider models for
grey and color images, for meaningful transparencies, for multiple secrets, as well
as models using alternative properties for the physical superposition, and models
robust against cheating. Then, in Sect. 6, we describe some classical applications
proposed in the literature. This section offers to the reader some hints about
potential uses of the techniques in real life. Finally, in Sect.7, we focus on a
new approach, which uses visual cryptography for general secure computation.
Conclusions and final remarks are given in Sect. 8, which closes the paper.

2 DModels for Visual Cryptography

In this section we introduce the models which implement the two ideas described
before: the deterministic model, as we refer to the Naor and Shamir’s model, and
the random grid model, as we refer to the Kafri and Keren’s model.
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Deterministic Model. The deterministic model was introduced by Naor and
Shamir [44]. In this model, each pixel of the secret image is expanded into a
number m > 2 of subpixels in each transparency. Hence, the transparencies and
the reconstructed secret image are larger than the original secret image. Con-
sequently, the parameter m is referred to as the pizel expansion. Moreover, two
thresholds ¢ and h, 0 < ¢ < h < m, together define the contrast, i.e., the visual
quality, with which the secret image is reconstructed. More precisely, when the
transparencies are superposed and aligned and the secret image is reconstructed,
it is guaranteed that:

— if the secret pixel is white, then among the reconstructed m subpixels that
correspond to the secret pixel, there are at most £ black subpixels

— if the secret pixel is black, then among the reconstructed m subpixels, there
are at least h black subpixels.

Basically, the threshold ¢ quantifies the mazimal level of darkness allowed in a
collection of m subpixels which reconstructs a white pixel, while the threshold h
quantifies the minimal level of darkness required in a collection of m subpixels
which reconstructs a black pixel. Fig. 3 shows an example.

SeclCT
2016

Secret image Share 1

Share 2 Superposition of shares 1 and 2

Fig. 3. Example in the deterministic model.

Random Grid Model. The random grid model was introduced by Kafri and Keren
[32]. Historically, this is the first model for visual cryptography, found indepen-
dently and before the deterministic model [44]. Nevertheless, it received attention
only after the deterministic model had been discovered and presented at the cryp-
tographic community, when a large number of researchers started investigating
the subject?. The model introduced by Kafri and Keren is called random grid
because it uses random black and white images as building blocks for sharing
secret images. In this model there is no pizel expansion, i.e., the parameter m
is equal to 1. Therefore, the shares and the reconstructed image have the same

2 Kafri and Keren proposed three constructions for sharing a secret image between
two parties. Naor and Shamir, on the other hand, gave a general model, formalizing
the properties that visual cryptography schemes need to satisfy, and constructions
and bounds for threshold schemes. They also coined the term Visual Cryptography.
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sizes of the original image. As we have explained before, the reconstruction is a
probabilistic process since errors may occur: some white pixels are reconstructed
as black pixels® but the original image is still visually intelligible. Fig.4 shows
an example.

SeclCT
2016

Secret image Share 1 Share 2 Superposition of
shares 1 and 2
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Fig. 4. Example in the random grid model.

Probabilistic Model. The probabilistic model was introduced by Yang [50] and
generalized by Cimato et al. [13]. Each pixel of the secret image can be repre-
sented with a number m > 1 of pixels in each transparency. There still exist
thresholds ¢ and h, 0 < ¢ < h < m, which together define the contrast.

For m > 1 (Cimato et al.’s model), it can be seen as a variant of the deter-
ministic model, where the warranty about the reconstruction holds only with
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Fig. 5. Models

3 In the other two constructions proposed by Kafri and Keren there are errors of both
types, i.e., white pixels are reconstructed as black and black pixels are reconstructed
as white. However, reconstruction is still possible as long as the errors are “not too
many” .



Visual Cryptography 25

high probability. Precisely, occasionally the reconstruction can be wrong, allow-
ing a reconstructed white pixel to have more than ¢ black subpixels, and a
reconstructed black pixel to have less than h black subpixels.

Models Equivalence. In [23] it has been proved that all of the above models
are strongly tied together. More specifically, for m = 1 (Yang’s model), the
probabilistic model is the same as the random grid model, while for m big
enough the probabilistic model becomes deterministic. Hence, all the models
described can be thought of as parameterized on the pixel expansion m, and on
one extreme (m = 1) we have the random grid/probabilistic model, while on
the other extreme (m big enough) we have the deterministic model. In between
the two extremes we have the generalized probabilistic model; the intermediate
probabilistic models trade the pixel expansion with the error probability, as
depicted in Fig. 5.

3 Visual Cryptography Schemes

Independently of the choice, the models can be described by using a common
framework. Let us introduce it.

3.1 Collections of Matrices

Let I be a secret image that needs to be visually shared among a set P =
{1,2,...,n} of n parties. A trusted party, called the dealer, in order to share
I, generates n images, printed on transparencies, called shares, and distributes
them to the parties, giving in a private way one share to each party. Some subsets
of parties, called qualified, are able to reconstruct the secret by pooling together
and superposing their shares. All other subsets of parties, called forbidden, do
not infer any information about the secret image neither by superposing their
shares nor by any other computation on them.

A wisual cryptography scheme (VCS, for short) is a method for encoding the
secret image I into the n shares. The encoding process associates, to each pixel
of the secret image I, a collection* of m subpixels that collectively represent a
pixel of the secret image, in each of the n shares.

A distribution matriz M is an n X m matrix which represents the encoding
of a single pixel by means of n shares. More precisely, row i of M represents
the collection of subpixels printed on share 7, which is used to encode a secret
pixel of I. We use 0 to denote a white subpixel and 1 to denote a black subpixel.
With this notation, the matrices are binary matrices and the superposition of
subpixels corresponds to the logical or operation (see Fig. 1). However, since the
symbols o and e are self-explanatory, where convenient, we also use o and e to
denote, respectively, white and black.

4 We stress that for deterministic visual cryptography it must be m > 2, i.e., the pixel
expansion is unavoidable. The probabilistic and the random grid visual cryptography
models instead allow m = 1.
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A visual cryptography scheme is specified by two collections of distribution
matrices, denoted with Co = {MZ1, M2, ... M} and Cq = {M}L, M2,... , MI'}.
To share a secret pixel of I, the dealer operates as follows: if the secret pixel is
white, then he randomly chooses a distribution matrix from C,, and gives row @
to party 4; while, if the secret pixel is black, he randomly chooses a distribution
matrix from C, and gives row i to party ¢. The sharing process is repeated for
every pixel of the secret image.

An access structure A = (Q, F) is a specification of the qualified subsets of
parties @ and of the forbidden subsets of parties F. Notice that if Q € Q, then
any superset Q' of () must belong to Q. Another natural requirement is that
any subset P of parties is either qualified or forbidden®. In most cases the access
structure is a threshold access structure: Q consists of all the subsets of at least
k parties, while F consists of all the subsets with at most k — 1 parties, with
2 < k < n. Such structures are referred to as (k,n)-threshold access structures.

Given a distribution matrix M and a set of parties P, we denote with Mp
the submatrix of M consisting only of the rows corresponding to parties in P.
Moreover, we denote with Sup(M) the superposition of the shares represented
by the rows of M. Notice that Sup(M) is a binary vector where the i*" element is
equal to the or of the i*" column of M. Hence, Sup(Mg) is the pixel reconstructed
by the parties of a qualified set Q). Given a vector v, we denote with w(v) the
Hamming weight of v, the number of 1s (i.e., the number of black subpixels)
in v.

Definition 1. A (Q,F) deterministic visual cryptography scheme S consists of
two collections Co and Co of n X m distribution matrices such that there exists
two integers £ and h, such that 0 < ¢ < h <n, for which the following conditions
are satisfied.

1. Reconstructability. For any qualified set Q) it holds that: for any M €
Co, we have that w(Sup(Mq)) < £ while, for any M € C,, we have that
w(Sup(Mg)) > h.

2. Security. For any forbidden set F, it holds that the two collections Co[F| =
{Mp|M € Co} and Co[F] = {Mp|M € Co} are indistinguishable in the sense
that they contain the same matrices with the same frequencies.

The first condition guarantees that reconstructed white and black pixels are
visually distinguishable. The second essentially says that a pixel reconstructed
by a forbidden subset of parties can correspond to a white pixel or to a black
pixel with exactly the same probability. We refer to £ and h as to the contrast
thresholds.

Notice that, in many schemes, the collection C, (resp. Co) consists of all the
matrices that can be obtained by permuting all the columns of a matrix B°
(resp. B®). Therefore, the matrices B° and B® are called the base matrices.

5 In a more general form, it is possible to consider access structures where there are
some subsets that are neither qualified nor forbidden; in such a case we simply don’t
care about what those subsets of parties can do with the shares.
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When a scheme is described with base matrices the reconstructability and the
security conditions can be simplified to the following:

1. Reconstructability. For any qualified set (), we have that w(Sup(Bg)) < ¢
and that w(Sup(Bg))) > h.

2. Security. For any forbidden set F', the two matrices B and B}, are the same
up to a permutation of the columns.

For the random grid model the contrast is defined by means of the average light
transmission, which is the amount of light that can pass through a part of an
image® Instead of considering a single pixel, the definition considers the whole
image. More precisely, given a subset G of pixels of an image I, the average light
transmission A(G) of G is

_ #white-pixels(G)
NG) = #pixels(G)

the number of white pixels in G, divided by the total number of pixels in G. Let
Wr and By be, respectively, the entire white and black regions of I, and let W (R)
and Br(R) be the corresponding white and black regions of R, the reconstructed
version of I. Denoting with Ao(R) = A(W;r(R)) and Ae(R) = A(Br(R)) the
following definition holds.

Definition 2. A (Q,F) random grid visual cryptography scheme S consists of
two collections Co, and Co of n X 1 distribution matrices such that, denoting with
R the reconstructed version of I, the following two conditions are satisfied:

1. Reconstructability. There exists two thresholds, Ao and Ay, with Ao > e,
such that, for any qualified set Q, it holds that A\o(R) > Ao and Ae > Ae(R).
2. Security. For any forbidden set F', it holds that Ao(R) = Ae(R).

The first condition guarantees that reconstructed white and black areas are visu-
ally distinguishable. The second essentially says that in the image reconstructed
by a forbidden subset of parties the white and black areas are perfectly indistin-
guishable.

3.2 Examples of Schemes

To get some confidence with the framework, let us consider some simple exam-
ples. Assume that the set .S of secret images contains all black-and-white square
images I of n x n pixels. Let use denote with Shr(-) the algorithm used in the
sharing phase by the dealer, and with Rec(-) the algorithm used in the recon-
struction phase by a set of qualified parties. We consider collections consisting of
exactly two distribution matrices, that is, Co = {Co,0,Co,1}, and Co = {Ce0,Ce1}-
The Shr(-) and Rec(-) algorithms are:

5 Recall that in the model, for sharing a secret image, a random black and white image
(a random grid) is used as starting point.
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(2,2)-VCS
Shr(I)
For every i,j =1,...,n,
Choose uniformly at random r; ; € {0,1}
Use row k of Cr(; j),r, , to set shy(i, ), for k= 1,2.
Output (shi, sha)
Rec(shy, shs)
Return I = Sup(shq, sha).

The collections of distribution matrices, Co = {Co0,Co1} and Co =
{Ce,0,Ca 1}, given by

S (R B R (R b

realize a (2, 2)-VCS in the deterministic model. Indeed, both the Reconstructabil-
ity and Security conditions hold.

— The contrast thresholds are £ = 1 and h = 2. A white pixel is always recon-
structed as a white subpixel and a black subpixel. A black pixel is always
reconstructed as two black subpixels

— The restrictions of the collections C, and C, to submatrices of one row contain
the same submatrices with the same frequencies.

The scheme is a special case (kK = n = 2) of the (k,n)-VCS threshold scheme,
given by Naor and Shamir in [44]. This scheme has been used to generate the
example in Fig. 3.

Similarly, the following two collections of distribution matrices C, =

{Co,Oaco,l}a and Co = {Co,Ovco,l}a where

S (HEHI N RAN)

realize a (2,2)-VCS in the random grid model (or the probabilistic model with
m = 1). Indeed, both the Reconstructability and Security conditions hold.

— The two thresholds A\, and A\ are A\, = % and A\¢ = 0. Indeed, \;(R) = %
while Ay (R) = 0.
— For each share sh it holds that As(sh) = Ae(sh) = 1.

The scheme is the first one of the three (2,2)-VCS schemes, given by Kafri and
Keren in [32]. This scheme has been used to generate the example in Fig. 4.

4 Issues

Constructions for (k,n)-VCS threshold schemes, for any integer k and n, such
that k < n, and for general access structures are known both for the determin-
istic model and the random grid (probabilistic) model, e.g., [2,10,11,23,44,57].
However, some issues are still open. Let us have a quick look at them.
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4.1 Contrast

For deterministic schemes, three main measures of contrast have appeared in the
literature: yns (Naor and Shamir [44]), vyy (Verheul and van Tilborg [48]) and
~Es (Eisen and Stinson [24]). The measure introduced by Naor and Shamir [44])

is defined by:
h—4¢
Ws(S) = —. (1)

m
Verheul and van Tilborg [48], on the other hand, defined:

h—2¢
— - 2
WS) = 2
while, Eisen and Stinson [24], used:
h—7¢
TES(S) = om — I (3)

Other notions have also been proposed by other authors, e.g., [18,40]. The con-
structions for threshold and general access structures in the deterministic model
[2,44] have been evaluated according to yxs, e.g., [2,5,6,27,36,37,44]. However,
Eisen and Stinson have provided convincing arguments in support of ygg, which
currently seems to be the notion with the best match with the real world. Hence,
we need to understand whether ygg is actually the optimal notion and, if this
is the case, how to construct contrast-optimal schemes with respect to such a
notion.

4.2 Pixel Expansion

In the deterministic model, pixel expansion and contrast are strictly related.
Hence, some lower bounds which hold for yng e.g., [4,44], might need to be
revised with respect to the new notion ygg. Currently, we have lower bounds
only for (2,n)-VCS threshold schemes with respect to vgg (see [24]).

4.3 Randomness Reduction

The issue of reducing the randomness the dealer needs to generate a scheme has
been addressed in few papers, e.g., [20]. Recently, a new strategy for reducing
randomness by encoding group of pixel has been outlined in [19]. There is room
for findings and further investigations.

5 Alternative Models: Miscellaneous

Apart the three models briefly described before, many variants have been intro-
duced and studied throughout the years. A detailed overview is out of the scope
of this short abstract, but a few words about some of them are worthy, especially
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to give an idea of the breadth of the area: the interested reader can then use the
references for deepening the aspects he is more curious about.

Visual Cryptography for Color Images. The three models concern with black-
and-white images. Grey images and color images have also been considered. Grey
images are treated by naturally extending the black-and-white image model:
grey levels are represented with different quantities of black subpixels in the
reconstructed pixels, obtained through superposition. Color images are not easy
to deal with: indeed, some tricky questions arise from the complex behavior of
color superposition. In the literature several models have been proposed but
no agreement on a reference one has been achieved. In some of them, pixels of
different colors cannot be superposed. Others exploit color superposition and the
laws of color composition. The notion of contrast is not easy to define as well.
However, in all of them, constructions have been proposed and the respective
performances have been compared, e.g., [1,12,14,22,29,34,53].

Visual Cryptography with Meaningful Shares. Shares of a visual cryptography
scheme are normally random looking images. Special sharing schemes have the
capability of producing shares which are not random looking images but instead
contain meaningful images; such schemes have been called eztended’. In an
extended visual cryptography scheme in each transparency is visible a differ-
ent image; obviously, the images visible in the transparencies are unrelated to
the secret image, and the security property still holds. The images on the trans-
parencies provide a way to identify each transparency as belonging to a specific
part. Extended visual cryptography schemes have been introduced in [3,44] and
studied in other papers, e.g., [9,25,38].

Visual Cryptography for Multisecret. In a standard VCS parties share one secret
image. It is possible to construct schemes for sharing more than one image, in
such a way that each specific subset of qualified parties recovers a different image.
In [42] a construction for the case when qualified subsets are pairs correspond-
ing to adjacent nodes in a graph is provided; the scheme is also an “extended”
scheme, in the sense explained in the previous paragraph. Several schemes for
the special case of two parties have been proposed; in such schemes, the parties
can recover more than one image by rotating the shares, so that different super-
positions are produced. With square shaped shares only 4 possible rotations
are possible; with circular shaped shares any rotation degree can be used (e.g.,
[26,45,55,56]). In some schemes the shares are translated instead of rotated;
translation reduces the overall size of the reconstructed image, e.g., [26]. A suit-
able model and secure constructions for threshold and general access structures
are interesting open problems.

Visual Cryptography with Alternative Approaches. The basic property of visual
cryptography is that the reconstruction operation is performed by the human

7 We remark that the adjective “extended” has been used also to denote other types
of visual cryptography schemes with different additional properties; for example,
in [33], “extended” schemes allow to share different secrets, one for each qualified
subset.
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eye. As remarked before, if we think of white as 0 and black as 1, the super-
position operation corresponds to the logical or operation. Several researchers
have considered visual cryptography schemes where the reconstruction opera-
tion is the xor operation. The use of the xor is justified by the fact that, for
a special type of transparencies that exploit the light polarization, the super-
position of the transparencies let the human eye perceives an xor as a result
of the superposition. The idea and some schemes were proposed in [7]; several
papers, e.g. [41,47], have provided schemes in this model. In [39] an interfero-
metric encryption technique is used.

Visual Cryptography with Reversing. Some papers have considered the possibility
of exploiting an extra operation in the reconstruction phase. This operation is
called reversing and, as the name suggests, changes black pixels into white ones
and vice versa. Some copy machines are able to reverse an image. The idea was
introduced in [49] and other papers, e.g., [15,30,54] have considered this model.

Visual Cryptography Robust Against Cheating. In standard schemes, it is
assumed that all parties are honest. Taking into consideration the possibility
that some parties might be malicious, then precautions to avoid problems are
needed. A cheater or a group of cooperating cheaters, by using fake shares could,
for example, fool other parties by having them reconstruct a wrong secret. Sev-
eral papers have considered this problem and proposed schemes that allow to
detect cheaters, e.g., [21,28,31].

6 Applications

Visual cryptography has been proposed for several applications. Let us briefly
look at some of them.

Educational Tool. Visual cryptography is quite a powerful tool for introducing to
a general audience the basic ideas of encryption and secure sharing in an uncon-
ditional secure way. Throughout the years many presentations of the techniques
and introductory articles have been written, e.g., starting from [46].

Identification and Authentication. Naor and Pinkas in [43] were the first ones to
propose applications for visual identification and for visual authentication. The
first, allow a human user to prove his identity to a verifier without using any
computational device. The second, ensures that an adversary cannot convince
a human recipient to accept any fake message. Concerning the latter, a real-life
setting is the following: the user, when opening a new bank account, receives a
set of transparencies, each with a unique identifier. Later on, when he makes an
on-line transaction and asks the bank to credit a certain amount of money, for
example, to an Internet seller, the bank to be sure of the source of the message
sends to the user a transparency, which appears on the screen. The user, by
superposing to it one of the transparencies previously received, precisely, the
one with the same identifier which is shown on the transparency on the screen,
is able to visually reconstruct as secret image an authorization code, which has
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to be typed on the keyboard and sent to the bank, in order to convince the bank
that the money transfer request is an original one and comes from him (and it
does not come from a malicious party). Compared to a similar and currently
used method (give the user directly the series of codes needed to authenticate
a transaction) this method has the advantage that codes are reconstructed only
when the user needs to use them and thus cannot be stolen.

Access Control. Any public or private institution might give out visual shares
of the password of a vault to two people who are supposed to be both present
when the vault needs to be opened. A threshold scheme might also be used
for generalizing the approach to more people, adding some flexibility. The same
strategy can be applied to other similar access control problems in which human
users are involved.

Electronic Voting: Chaum’s Scheme. The most interesting application came from
Chaum [8]. He designed a sophisticated voting scheme in which a voter gets a
receipt satisfying two seemingly conflicting properties: the anonymous receipt
allows her or anyone else on her behalf to check that the vote was counted in
the final tally but, at the same time, it does not allow to use the receipt to prove
what her vote was for. The receipt is one of two transparencies generated in the
voting booth, when the vote choice is made (details in [8]).

Other applications have also been suggested to fight phishing, by merging
together captchas and visual cryptography, and for watermarking and more gen-
erally for copyright protection of multimedia data. We refer the interested reader
to Chapter 12 of [16], which overviews with more details some applications of
visual cryptography.

7 New Directions

As pointed out in [17], the design of secure protocols which can be used without
the aid of a computer and without cryptographic knowledge is an interesting and
challenging research task. Indeed, protocols enjoying these features could be
useful in a variety of settings where computers cannot be used or where people
feel uncomfortable to interact with or trust a computer. Visual cryptography
might play an important role in that respect.

Indeed, a novel method for performing secure two-party computations that
merges together in a suitable way Yao’s garbled circuit construction and visual
cryptography has been proposed in [17]. It enables Alice and Bob to securely
evaluate a function f(-, ) of their inputs, x and y, through a pure physical process.
Once Alice has prepared a set of properly constructed transparencies, Bob com-
putes the function value f(z,y) by applying a sequence of simple steps which
require the use of a pair of scissors, superposing transparencies, and the human
visual system. Let us briefly describe it.

7.1 Tool for Secure Computation

Yao’s Construction. Yao’s construction enables two parties, Alice and Bob, to
privately evaluate a boolean function f(-,-) on their inputs, x and y, in such a
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way that each party gets the result and, at the same time, preserves the privacy
of its own input, apart from what can be inferred about it by the other party
from its input and the function value f(z,y), e.g., if the function f(-,-) is the
xor function, given x xor y and x there is no way to preserve the other input y.

The construction works as follows: the boolean function f(-,-) is represented
through a boolean circuit C(-,-) for which, for each «,y, it holds that C(x,y) =
f(x,y). Yao’s idea is to use the circuit as a conceptual guide for the computation
which, instead of a sequence of and, or and not operations on strings of bits
x and y, becomes a sequence of decryptions on sequences of ciphertexts. More
precisely, one of the party, say Alice, given C(-,-), computes a new object C,
which is usually referred to as the garbled circuit, where:

— to each wire w of C(-,-), are associated in C two random keys, kO and k),
which (secretly, the correspondence is not public) represent 0 and 1, and,

— to each gate G(-,-) of C(-,), corresponds in C a gate table G with four rows,
each of which is a double encryption, obtained by using two different keys
kS and kb, for a,b € {0,1}, of a message which is itself a random key kS,
for ¢ € {0,1}. In details, each double encryption Eay=Ey, (Ek&1 (kg,,)) uses

one of the four possible pairs of keys (k% , k% ), associated to the input wires
(w1, ws) of gate G(-,-), and the message which is encrypted is the random
key kg, , associated to the wire w3 of output of the gate G(-,-) if and only if
G(a,b) = c. The four double encryptions Eyg, Eo1, E19 and E7; are stored in

the gate table rows in random order.

Once C has been computed, Alice sends to Bob all the gate tables G asso-
ciated to the circuit gates G(-,-), and reveals the random keys kO and k., asso-
ciated to all the output wires w, and their correspondences with the values 0
and 1. Moreover, for the input wires of the circuit, she sends to Bob the ran-
dom keys k!, ky2, ..., ky» corresponding to the bit-values of her own input
T = X1Z2...T,. To perform the computation represented by C’, then Bob needs
only the keys associated to the input wires corresponding to his own input.
This issue can be solved by means of executions of 1-out-of-2 oblivious transfer
protocols, through which Bob receives the random keys k;fj}nﬂ,k;gﬁlﬁ, s kg
corresponding to the bit-values of his own input y = y1y2 ...y, and nothing
else, while Alice from the transfer does not know which specific keys Bob has
recovered.

Finally Bob, according to the topology of the original circuit C(-,-), level
after level, decrypts® one and only one entry from each gate table G in C,
until he computes one and only one random key associated to each output wire.
The binary string which corresponds to the sequence of computed random keys,
associated to the output wires, is the value C(z,y). Bob sends the result of the
computation to Alice.

Koleshnikov Approach. Kolesnikov [35] showed that a different approach to
the function evaluation process in Yao’s construction can be pursued. Roughly

8 An encryption scheme allowing to verify whether a decryption is successful, providing
a correctly decrypted value, or fails, providing garbage, is used.
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speaking, instead of constructing the garbled circuit C' by using for each gate
G(-,-) a gate table G, containing a double encryption for each possible input
pair of keys, it is possible to use secret sharing schemes designed to realize the
functionalities implemented by the logical gates. Such schemes were referred to
as gate evaluation secret sharing schemes (GESS, for short) [35]. Using a GESS,
any time that two shares, say shg, and shfuz, associated to the input wires wy
and wy of gate G(+,-), are combined through the reconstruction function of the
GESS, the secret s,,,, associated to the output wire ws of gate G(-,-) is recov-
ered. It follows that an explicit representation Gof G (+,-) is not needed any more,
because all the information required to reconstruct the secret value associated
to ws, depending on the functionality of the target gate G(-,-), is coded and,
hence, implicitly represented, into the shares shy, and shfuz. Therefore, given
the circuit C(+,-), and by applying a bottom-up process, which starts from the
circuit output wires and ends when the circuit input wires are reached, Alice
can construct shares associated to the circuit input wires which encode all the
information needed to evaluate C(-,-) on every pair of inputs (z,y). Then, as in
Yao’s construction, Alice sends directly to Bob the shares corresponding to the
bit-values of her own input z, while Bob, by means of executions of 1-out-of-2
oblivious transfer protocols, receives the shares corresponding to the bit-values
of his own input y. Finally, Bob applies iteratively the GESS reconstruction
functions, until the secrets associated to the output wires, which correspond to
the value C(z,y), are obtained.

A Visual Construction. In [17] it was shown how to build on Kolesnikov’s idea
in order to produce a circuit implementation by using visual cryptography, i.e.,
in such a way that the evaluation process ends up in a sequence of transparency
superpositions. The first crucial step is to set up a physical oblivious transfer.

Let Alice’s secrets be n-bit strings zg and 21, let ¢ be Bob’s bit-choice, and let
1 denote no output. The 1-out-of-2-OT functionality is specified by ((2¢, 21, 0) —
(L, 25)). The construction proposed is partially inspired to the approach pursued
in [8], when the voter comes out from the booth. Let us assume that the two
secrets zg and z; are represented in form of transparencies, and Alice has two
indistinguishable envelopes which perfectly hide the transparency inside. Alice
and Bob proceed as follows:

1. Alice puts the two transparencies in the two envelopes, one in the first and
one in the second, and closes both of them. She also adds to each envelope a
paper post-it with number 0 and number 1, depending on the transparency
which is inside. Then, she hands the two envelopes to Bob.

2. Bob turns his shoulders to Alice, checks that the envelopes are identical, takes
the envelopes with the post-it corresponding to the secret he is interested in,
removes the post-it from both envelopes, turns again in front of Alice, and
inserts under Alice surveillance the remaining envelope in a paper-shredder
which reduces the envelop and its content in dust.

In such a way, Bob gets one and only one transparency, while Alice does not
know which one.
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The second step is to produce a visual equivalent of a GESS scheme. In [17]
it is showed how to do it, introducing the notion of VGESS, i.e., visual gate
evaluation secret sharing.

With these tools, the visual protocol ends up in the same reduction of secure
function evaluation to 1-out-of-2 OT given via Construction 1 in [35], but with
VGESSs and physical OTs instead of GESSs and a digital OTs. It consists
in a Shares construction phase, performed by Alice, and a Computation phase,
performed by Alice and Bob.

To get an idea of how the protocol works, let us look at an example. The
function f is equal to f(z,y) = (1 Ay1) V (z2 A y2). The output values are
represented through a totally white image (0) and a totally black image (1).
Notice that, in the Computation phase, and specifically in the visual computation
performed by Bob, any image with at least a white pixel corresponds to 0, while
the totally black image corresponds to 1. In Fig.6, Alice has completed the
Shares construction phase and all the shares that are needed for the computation
have been computed and have been associated to the input wires. For example,
for the left input wire of Gy, the value 0 corresponds to share Sh{, while the
value 1 corresponds to the share Sh. The prepended bits, implemented by using
a visual cryptography scheme too, says to which half of the right share the left
share has to be superposed. For details, the reader is referred to [17].

Figure 7 shows an example of the Computation phase, with input values x1 =
0,70 = 1,51 = 1 and y2 = 0. Once Bob has received from Alice the shares
associated to her input and, through two instances of the OT protocol, the shares
associated to his input, then he can perform the computation. The reconstructed
value as shown in the figure is correctly zero.

Notice that an investigation of a different approach to secure multiparty com-
putation by using visual cryptography has been recently proposed in [19]. Indeed,
in the general solutions for unconditionally secure multiparty computation, in
order to compute new shares for the subsequent steps, parties process their input
shares interactively or non-interactively. Along the same line, [19] looks at how
transparencies can be efficiently manipulated in such a way that when the newly
produced transparencies are superposed, the result of the function evaluation is
obtained, while the input privacy is still preserved.

Fig. 6. Shares for evaluating function f
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Fig. 7. Visual evaluation of f with input ((0, 1), (1,0))

8 Conclusions

We have proposed a brief excursus in the large field of visual cryptography. Start-
ing from Naor and Shamir’s and Kafri and Keren’s models, we have described a
common framework for visual cryptography schemes, and we have given a look
at alternative models: for grey and color images, for meaningful transparencies,
for multiple secrets, as well as models that exploit special properties for the
superposition of transparencies and models robust against cheating. We have
also described some classical applications and, finally, we have focused on a new
approach, which uses visual cryptography for general secure computation. Along
the way, we have pointed out issues and open problems, which could be objects
of attention and further investigations in the next years. Years in which visual
cryptography seems to be still a potentially useful technique.
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