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Abstract. A promising solution to protect data privacy in cloud stor-
age services is known as ciphertext-policy attribute-based encryption
(CP-ABE). However, in a traditional CP-ABE scheme, a ciphertext is
bound with an explicit access structure, which may leak private informa-
tion about the underlying plaintext in that anyone having access to the
ciphertexts can tell the attributes of the privileged recipients by looking
at the access structures. A notion called CP-ABE with partially hidden
access structures [14,15,18,19,24] was put forth to address this problem,
in which each attribute consists of an attribute name and an attribute
value and the specific attribute values of an access structure are hidden
in the ciphertext. However, previous CP-ABE schemes with partially
hidden access structures only support access structures in AND gates,
whereas a few other schemes supporting expressive access structures are
computationally inefficient since they are built from bilinear pairings
over the composite-order groups. In this paper, we focus on addressing
this problem, and present an expressive CP-ABE scheme with partially
hidden access structures in prime-order groups.

Keywords: Cloud storage * Ciphertext-policy attribute-based encryp-
tion - Access structures - Data privacy * Access control

1 Introduction

With the explosive growth of information, there is an increasing demand for
outsourcing data to cloud storage services due to its economical scale. However,
no user would like to store documents containing sensitive information to a public
cloud with no guarantee for security or privacy. A promising solution to provide
data privacy while sharing data in cloud is using an encryption mechanism such
that data owners upload their data in encrypted forms to the cloud and share
them with users having the required credentials (or attributes). One encryption
technique that meets this requirement is called ciphertext-policy attribute-based
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Table 1. Comparisons of CP-ABE schemes with partially hidden access structures

Schemes Anonymity of Expressiveness of | Type of Security | Unbounded
hidden access access bilinear attribute
structures structures group names

[19] partially hidden | AND gates prime selective | no

[18] partially hidden | AND gates prime selective | yes

[14] partially hidden | AND gates composite | full no

[15] partially hidden | LSSS composite | full no

[24] partially hidden | AND gates prime selective | yes

Our scheme | partially hidden | LSSS prime selective | yes

encryption (CP-ABE) [3], in which a user’s private key issued by an attribute
authority (AA) is associated with a set of attributes, a message is encrypted
under an access structure (or access policy) over a set of attributes by the data
owner, and a user can decrypt the ciphertext using his/her private key if and
only if his/her attributes satisfy the access policy ascribed to this ciphertext.

Though a ciphertext in a traditional CP-ABE scheme (e.g., [3,7,16,23]) does
not directly tell the identities of its recipients, an access structure in the cleartext
is attached to the ciphertext, and thus anyone who sees a ciphertext may be able to
deduce certain private information about the encrypted message or the privileged
recipients of the message. Let us consider the cloud storage system, which is used
by a hospital to store electrical medical records (EMRs) of patients. In this system,
the hospital encrypts an EMR using CP-ABE under an access structure “(Patient:
NR005289 AND Hospital: City Hospital) OR (Doctor: Cardiologist AND Hospital:
General Hospital)”, and then uploads the ciphertext together with the access pol-
icy to the cloud. The access policy requires that a patient identified by NR005289
at City Hospital or any Cardiologist at General Hospital can decrypt the cipher-
text to obtain the EMR, from which it can be easily inferred that a person in City
Hospital with a patient number NR005289 is suffering a heart problem. This infor-
mation leakage is definitely not expected by the cloud users, and thus it is necessary
to design CP-ABE schemes that can hide access structures.

It is known from [15] that a CP-ABE scheme with hidden access structures
can be built from attribute-hiding Inner-product Predicate Encryption (IPE) [13],
but this will result in an increase in the size for an arbitrary access structure in the
transformation. Also, it is inefficient to implement CP-ABE schemes with fully hid-
den access structure from attribute-hiding IPE [16]. With the goal of having a trade
off between fully hidden access structures and efficiency of CP-ABE, partially hid-
den access structures [14,15,18,19, 24] were embedded in CP-ABE schemes to mit-
igate the computational cost. However, the schemes in [14,18,19,24] can only be
applied to access structures expressed in AND gates. The construction in [15] sup-
ports expressive access structures but is built from pairings over the composite-
order groups, and “a Tate pairing on a 1024-bit composite-order elliptic curve is
roughly 50 times slower than the same pairing on a comparable prime-order curve,
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and this performance gap will only get worse at higher security levels” [9]. Though
there exist several techniques [9] to convert pairing-based schemes from composite-
order groups to prime-order groups, there is still a significant performance degra-
dation due to the required size of the special vectors [21]. Therefore, it is desirable
to construct an expressive CP-ABE scheme with partially hidden access structures
using pairings in the prime-order groups.

In this paper, we focus on designing an expressive CP-ABE scheme in the
prime-order groups which can hide attribute values from access structures. We
compare our CP-ABE scheme with partially hidden access structures to others
in the literature in Table 1. It is straightforward to see that our construction is
comparable to the existing ones in that it allows unbounded attribute names,
supports expressive access structures and is built in the prime-order groups.

1.1 Challenges and Our Contributions

In the real world, the attribute values always contain more sensitive information
than the generic attribute names. For example, the attribute values “Cardiol-
ogist” and “NR005289” are more sensitive than the attribute names “Doctor”
and “Patient”, respectively. Due to this observation, a notion called CP-ABE
with partially hidden access structures [15,19] was proposed which divides each
attribute into an attribute name and an attribute value, and hides attribute val-
ues associated with an access structure included in a ciphertext. That is, instead
of a full access structure, a partially hidden access structure (e.g., “(Patient:
* AND Hospital: *) OR (Doctor: * AND Hospital: *)”) which consists of only
attribute names without attribute values is attached to a ciphertext.

We build a CP-ABE scheme with partially hidden access structures from
the large universe CP-ABE scheme proposed by Rouselakis and Waters [21],
which is an unbounded CP-ABE scheme supporting expressive access policies
in the prime-order groups. A naive approach to construct a CP-ABE scheme
with partially hidden access structures is simply removing the attribute names
from the access structure in the Rouselakis-Waters scheme. However, the result-
ing scheme suffers off-line dictionary attacks'. Therefore, the key challenge here
is to modify the Rouselakis-Waters scheme [21] such that its access structure
is partially hidden and secure against off-line dictionary attacks. Thanks to the
“randomness splitting” technique [6], we build a CP-ABE scheme where the sen-
sitive attribute values are hidden to a computationally bounded adversary by
performing some sort of blinding through splitting each attribute value into two
randomized complementary components. Thus, though the ciphertext and access
structure still contain information about generic attribute names, attribute val-
ues are protected from off-line dictionary attacks.

However, since an attribute name in practice may correspond to a number of
attribute values, a ciphertext with hidden attribute values raises another issue:
given solely attribute names associated with an access structure in a ciphertext,
how could a user know he/she is a privileged recipient or not? One solution to this

! We will show how an off-line dictionary attack works in Sect. 4.
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problem is to also encrypt a publicly known message such as the unity element
“1” in addition to the encryption of the real data, all under the same access
structure [15,24], but this almost doubles the size of the original ciphertext,
which is undesirable to a cloud storage system who prefers to save storage space.
To reduce the storage cost of cloud services, we simply make a commitment to
the encrypted message, and thus a user can know whether he/she has access to
the encrypted data by checking whether the decryption result is consistent with
the given commitment of the underlying message.

In a nutshell, the differences between our construction of CP-ABE with par-
tially hidden access structure and the Rouselakis-Waters CP-ABE scheme are
threefold. Firstly, we perform a “linear splitting” technique [6] on various por-
tions of a ciphertext to overcome the off-line dictionary attacks. Secondly, we
re-randomize the key components upon each attribute to make the linear split-
ting methodology feasible for all attribute values appearing in the ciphertext.
Thirdly, we make a commitment to the message to allow a user to check whether
he/she is a privileged recipient of a ciphertext without knowing the attribute val-
ues ascribed to the ciphertext.

1.2 Related Work

Sahai and Waters [22] introduced a notion called attribute-based encryption
(ABE), and then Goyal et al. [11] formulated key-policy ABE (KP-ABE) and
CP-ABE as two complimentary forms of ABE. In a CP-ABE system, the private
keys are associated with the sets of attributes and the ciphertexts are associated
with the access policies, while the situation is reversed in a KP-ABE system.
Nevertheless, we believe that KP-ABE is less flexible than CP-ABE because the
access policy is determined once the user’s attribute-based private key is issued.
Bethencourt, Sahai and Waters [3] proposed the first CP-ABE construction, but
it was secure under the generic group model. Cheung and Newport [7] presented
a CP-ABE scheme that was proved to be secure under the standard model, but
it only supported the AND access structures. A CP-ABE system under more
advanced access structures was proposed by Goyal et al. [10] based on the number
theoretic assumption. Rouselakis and Waters [21] built a large universe CP-ABE
system under the prime-order groups to overcome the limitation that the size
of the attribute space is polynomially bounded. The cryptographic primitive of
CP-ABE with partially hidden access structures was introduced by Nishide et al.
[19], but their construction only admitted admissible access structures expressed
in AND gates and is selectively secure. Following the work in [19], Li et al. [18]
extended the construction with an additional property as user accountability.
With the aim of improving efficiency in [18,19], Zhang et al. [24] presented a
methodology to reduce the computational overhead in the decryption, but their
construction still did not support advanced access structures. Lai, Deng and
Li [14] put forth a fully secure CP-ABE scheme with partially hidden access
structures, but it only supports restricted access structures as in [18,19]. Later,
Lai, Deng and Li proposed [15] a fully secure CP-ABE scheme which can partially
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hide access structures of any boolean formulas, but it was built from bilinear
pairings in the composite-order groups.

1.3 Organization

The remainder of this paper is organized as follows. In Sect. 2, we briefly review
the notions and definitions relevant to this paper. In Sect. 3, after depicting the
framework for CP-ABE with partially hidden access structures, we present its
security model. In Sect.4, we give a concrete expressive and unbounded CP-
ABE scheme with partially hidden access policies and analyze its security and
performance. We conclude the paper in Sect. 5.

2 Preliminaries

In this section, we review some basic cryptographic notions and definitions that
are to be used in this paper.

2.1 Bilinear Pairings and Complexity Assumptions

Let G be a group of prime order p that is generated from g. We define é : G x G
— (31 to be a bilinear map if it has the following properties [5]:

— Bilinear such that for all g € G, and a, b € Z,, we have é(g%, g*) = é(g,9)*
— Non-degenerate such that é(g,g) # 1.

We say that G is a bilinear group if the group operation in G is efficiently
computable and there exists a group GG; and an efficiently computable bilinear
map é: G x G — (1 as above.

Decisional (¢ —1) Assumption [21]. The decisional (¢ — 1) problem is that for
any probabilistic polynomial-time algorithm, given 3 =

g, 9",
g 9P, g0, g%, g7 Y (i, 5) € [q.4),

9"/ ¥ (i) € [2¢,q] with i # g+ 1,
g Y (i,5,5") € [24,q,q] with j # j,
b /b, i /b2, e
gha'balbic ghabalb; Y (i,5,4') € lg,q,q) with j # j',

it is difficult to distinguish (7, é(g,g)a”l“) from (%, Z), where g € G, Z € G1,
a, ft, b1, ..., by € Z,, are chosen independently and uniformly at random.

Decisional Linear Assumption [4]. The decisional linear problem is that for
any probabilistic polynomial-time algorithm, given g, ¢, g*2, g*'%3, ¢g%2%4 it
is difficult to distinguish (g, g®1, g*2, g*1%3, g¥2%4, ¢g%T%) from (g, g°*, g**
gr1rs gv2% 7)) where g, Z € G, x1, ®2, T3, T4 € Z, chosen independently and
uniformly at random.
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2.2 Access Structures and Linear Secret Sharing

We review the the notions of access structures and linear secret sharing schemes
[17,23] as follows.

Access Structures. Let {P;, ..., P,} be a set of parties. A collection A C
2{P1.Pn} is monotone if VB,C :if B € A and B C C, then C C A. An
(monotone) access structure is a (monotone) collection A of non-empty subsets
of {Py, ..., P,}, ie., A C 2P0 Pab\ £} The sets in A are called the authorized
sets, and the sets that are not in A are called the unauthorized sets.

Linear Secret Sharing Schemes (LSSSs). Let P be a set of parties. Let M
be a matrix of size [ x n. Let p: {1, ..., [} — P be a function that maps a row
to a party for labeling. A secret sharing scheme IT over a set of parties P is a
linear secret-sharing scheme over Z,, if

1. the shares for each party form a vector over Z,;

2. there exists a matrix M which has [ rows and n columns called the share-
generating matrix for I1T. For x = 1, ..., [, the z-th row of matrix M is labeled
by a party p(i), where p : {1, ..., [} — P is a function that maps a row to
a party for labeling. Considering that the column vector v = (p, ro, ..., ™),
where @ € Z, is the secret to be shared and ro, ..., 7, € Z, are randomly
chosen, then Muv is the vector of [ shares of the secret p according to I7. The
share (Mwv); belongs to party p(7).

It has been noted in [17] that every LSSS also enjoys the linear reconstruction
property. Suppose that II is an LSSS for access structure A. Let A be an autho-
rized set, and define I C {1, ..., I} as I = {i|p(i) € A}. Then the vector (1, 0,
.., 0) is in the span of rows of matrix M indexed by I, and there exist constants
{w; € Z,}ier such that, for any valid shares {v;} of a secret u according to IT,
we have } ., w;v; = pu. These constants {w;} can be found in polynomial time
with respect to the size of the share-generating matrix M [2].

On the other hand, for an unauthorized set A’ no such constants {w;} exist.
Moreover, in this case it is also true that if I’ = {i|p(i) € A’}, there exists a
vector w such that its first component w, is any non zero element in Z, and
<M;, w > =0 for all i € I’, where M is the i-th row of M [21].

Boolean Formulas [17]. Access policies can also be described in terms of
monotonic boolean formulas. LSSS access structures are more general, and can be
derived from representations as boolean formulas. There are standard techniques
to convert any monotonic boolean formula into a corresponding LSSS matrix.
The boolean formula can be represented as an access tree, where the interior
nodes are AND and OR gates, and the leaf nodes correspond to attributes. The
number of rows in the corresponding LLSSS matrix will be the same as the number
of leaf nodes in the access tree.
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3 System Architecture and Security Model

In this section, we describe the framework and security model of ciphertext-
policy attribute-based encryption with partially hidden access structures.

3.1 Framework

A CP-ABE scheme with partially hidden access structures consists of four algo-
rithms: setup algorithm Setup, attribute-based private key generation algorithm
KeyGen, encryption algorithm Encrypt and decryption algorithm Decrypt.

— Setup(1*) — (pars, msk). Taking the security parameter A as the input, this
algorithm outputs the public parameter pars and the master private key msk
for the system. This algorithm is run by the AA.

— KeyGen(pars, msk, A) — Ka. Taking the public parameter pars, the master
private key msk and an attribute set A as the input, this algorithm outputs
an attribute-based private key Ka over the attribute set A. This algorithm
is run by the AA.

— Encrypt(pars, M, (M, p, {A, })) — CT. Taking the public parameter pars,
a message M and an access structure (M, p, {4, }) where the function
p associates the rows of M to generic attribute names, and {A,;)} are the
corresponding attribute values as the input. Let M be an [ x n matrix as the
input, this algorithm outputs a ciphertext CT. This algorithm is run by the
data owner.

— Decrypt(pars, CT, A, Ka) — M/L. Taking the public parameter pars,
a ciphertext CT and an attribute-based private key Ka associated to an
attribute set A as the input, this algorithm outputs either the message M
when the private key Ka satisfies the access structure, or a symbol L other-
wise. This algorithm is run by the user.

We require that a CP-ABE scheme with partially hidden access structures
is correct, meaning that for all messages M, all attribute sets A and access
structures (M, p, {A,¢;)}) with authorized A satisfying (M, p, {A4,@)}), if (pars,
msk) « Setup(1}), Ka « KeyGen(pars, msk, A), CT « Encrypt(pars, M,

(M, p, {Ay5)})), then Decrypt(pars, CT, A, Ka) = M.

3.2 Security Definitions

A CP-ABE scheme with partially hidden access structures should ensure confi-
dentiality and anonymity. Below we elaborately describe the security definitions
for these two requirements one by one.

Confidentiality. Assuming that the adversary makes the key generation queries
adaptively, we define the security model for confidentiality by the following game
between a challenger algorithm C and an adversary algorithm 4, based on the
security model of indistinguishability under chosen-plaintext attacks (IND-CPA)
for CP-ABE [23].
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— Setup. Algorithm C runs the setup algorithm, and gives the public parameter
pars to algorithm A and keeps the master private key msk.

— Phase 1. Algorithm A makes the key generation queries to algorithm C. Algo-
rithm A sends an attribute set A; to algorithm C. Algorithm C responds by
returning the corresponding key Ka, to algorithm A.

— Challenge. Algorithm A chooses two messages M and M7 of the same size,
and an access structure (M*, p*, {A;(i)}) with the constraint that the key
generation queries {K 4, } in Phase 1 do not satisfy the access structure (M*,
p*, {A3;)})- The challenger chooses a random bit 5 € {0,1}, and sends
algorithm A a challenge ciphertext CT* which is an encryption of Mj under
the access structure (M*, p*, {A;(i)}).

— Phase 2. Algorithm A continues issuing the key generation queries on
attribute sets A; with the constraint that they do not satisfy the access
structure in the challenge phase. Algorithm C responds as in Phase 1.

— Guess. Algorithm A makes a guess 3’ for 3, and it wins the game if 8’ = (.

Anonymity. Anonymity prevents an adversary from distinguishing a ciphertext
under one access matrix associated with one attribute set from a ciphertext under
the same access matrix associated with another attribute set. In the anonymity
game, the adversary is given the public parameter, as well as the access to
the key generation oracle, and its goal is to guess which of two attribute sets
satisfying the same access matrix generates the ciphertext in the challenge phase,
without being given either of the private keys associated with the two attribute
sets. Below we define the the game of anonymity under chosen-plaintext attacks
(ANON-CPA) between a challenger algorithm C and an adversary algorithm .A.

— Setup. Algorithm C runs the setup algorithm, and gives the public parameter
pars to algorithm A and keeps the master private key msk.

— Phase 1. Algorithm A makes the key generation query to algorithm C. Algo-
rithm A sends an attribute set A; to algorithm C. Algorithm C responds by
returning the corresponding key Ka, to algorithm A.

— Challenge. Algorithm A chooses a message M* and an access matrix (M*,
p*) which can be satisfied by attribute sets {A7 ) }o and {A7 ) }1 with the
constraint that there are no key generation queries {Ka,} in Phase 1 that
can satisfy (M*, p*, {A7 ;) }o) and (M", p*, {47 }1). The challenger chooses
a random bit § € {0, 1}, and sends algorithm A4 a challenge ciphertext CT*
which is an encryption of M* under the access structure (M*, p*, {A;(i)}ﬁ)'

— Phase 2. Algorithm A continues issuing the key generation queries to algo-
rithm C. Algorithm C responds as in Phase 1 with the constraint that the
attributes of the key generation queries satisfying (M*, p*, {A;(i)}o) and
(M*, p*, {47, }1) are disallowed. Algorithm C responds as in Phase 1.

— Guess. Algorithm A makes a guess ' for 3, and it wins the game if 5’ = (.

Algorithm A’s advantage in the above two games are defined as Pr[ =
3] —1/2. We say that a CP-ABE scheme with partially hidden access struc-
tures is indistinguishable (or anonymous) under the chosen-plaintext attacks if
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all probabilistic polynomial time (PPT) adversaries have at most a negligible
advantage in the security parameter \. In addition, a CP-ABE scheme with
partially hidden access structures is said to be selectively indistinguishable (or
anonymous) if an Init stage is added before the Setup phase where algorithm A
commits to the challenge access structure (M, p, {A,;)}).

4 Ciphertext-Policy Attribute-Based Encryption Scheme
with Partially Hidden Access Structures

In this section, we give a concrete construction of a CP-ABE scheme with par-
tially hidden access structures, and analyze its security and performance.

4.1 Attribute Value Guessing Attack

Below we briefly review the encryption algorithm of the CP-ABE scheme in [21],
and show that there is an attribute value guessing attack to such a construction.

Encrypt. This algorithm takes the public parameter pars, a message M and
an LSSS access structure (M, p) where the function p associates the rows of M to
attributes as the input. Let Ml be an [ x n matrix. It randomly chooses a vector
V= (i, Y2, -r Yn) € Z, . These values will be used to share the encryption
exponent p. For ¢+ = 1 to [, it calculates v; = @ - M, where M; is the vector
corresponding to the i-th row of M. In addition, it randomly chooses 3, z1, ...,
21 € Zp, and outputs a ciphertext CT = (C, D, {(C;, D;, Ei)}ie[l,l])-

C= é(ghg)a#’ D= g#7 Cl = wviUZia Dl = gZiv Ei = (up(i)h)_Ziv
where g, u, h, v, w, é(g,g)* belong to the public parameter pars.

Attack. Given a ciphertext CT = (C’, D, {(C;, Dy, Ei)}ie[u]), an adversary
can easily determine whether an attribute value A; used in the ciphertext by
checking whether é(E;, g) = é(uih, D; ') holds. Clearly, this scheme cannot
achieve anonymity.

4.2 Construction

On the basis of the large universe CP-ABE scheme proposed in [21], we present
a CP-ABE scheme which can partially hide the access structures in the prime-
order groups. Let G be a bilinear group of a prime order p with a generator g.
Denote é : G x G — (1 by the bilinear map.

— Setup. This algorithm takes the security parameter A as the input. It ran-
domly chooses a group G of prime order p with a generator g. Also, it ran-
domly chooses u, h, v, w € G, di, dg, d3, ds, a € Z,, and computes g; = g,
go = g%, g3 = g%, g4 = g%™. The public parameter is pars = (H, g, u, h,
w, v, g1, g2, 93, g4, €(g,9)*) where H is a collision resistent hash function
that maps an element in G to an element in {0, 1}! with ¢ being the security
parameter such that the concatenate elements in Z, are represented in ¢ bits,
and the master private key is msk = (dy, ds, ds, d4, g%).
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— KeyGen. This algorithm takes the public parameter pars, the master private
key msk and an attribute set A? as the input. Let k be the size of A, and A;,
..., A € Z, be the attribute values of A. It randomly chooses r, 7/, 71, ...,
Tk, T'l, ..., T}, € Zp, and outputs the attribute-based private key Ka = (K,
Ko, {Ki1, Ki, Kis, Kia, Kis}icni,k)) over a set of attributes A as

_ o, didor+dsdar’ _ rdida+r'dsd
K1—gw12 34’ K2_912 34’

KLl — ((uAih)’l’i,UfT)dz, Ki,Q — ((uAih)’l"i,vf’l‘)dl’ Ki73 — gdldg’ri+d3d47”;’
Kia = ((@hh) o), Kis = ((hh) o )%,

— Encrypt. This algorithm takes the public parameter pars, a message M € Z,,
and an LSSS access structure (M, p, {4, })* as the input. It randomly
chooses a vector v = (i, ¥, ..., Yn) € Z, . These values will be used to share
the encryption exponent y. For i = 1 to [, it calculates v; = ¥ -M;, where M
is the vector corresponding to the i-th row of M. Then, it randomly chooses
Yy Sils -y Sily 51,25 ooy S1,2, 215 .-y 21 € Zp, and outputs a ciphertext CT =
(M, p), C, D, E, {(Cs, Ds1, Dig2, Eix, Ei2, F;)}Yiep,y)), where

C = (Mlly)® H(é(g,9)™"), D=g", E=g"n,
Ci=w"v*, Dj1=g" %" Di2=g3
Ei,l = 928"”17 Ei,2 = g48i,2’ FZ = (uAﬂ(i)h)izi.

Z2i—5§,2
)

— Decrypt. This algorithm takes the public parameter pars, a ciphertext ((M,
p), O, D, E, {(C“ Di71, Di’g, Ei,h Ei72, Fi)}ie[l,l]) and a private key KA for
an attribute set A as the input. It calculates Iy, from (M, p), which is a set
of minimum subsets of attributes satisfying (M, p). Denote by {w; € Z,}iez
a set of constants such that if {v;} are valid shares of any secret p according
to M, then Ziel’ w;v; = p. For an T € Iy, it computes

é(D,Kl)
Hiel’(é(civ K2)é(Di,1; Ki,l)é(Ei,l, Ki,?)é(Fia Ki,S)é(Di,% Ki,4)é(Ei,2; Ki,S))wi
_é(gyg)‘*“é(g“,w)“d“bé(g",w)”d““_é( yon ¢ — M|
[Lic; (é(g, wooydidaritdsdiraywr— — 90 (g gyamy = 21T

If g™hY = E, it outputs M. Otherwise, it outputs L.

Remarks. In the above construction, the term F, computed using a commit-
ment scheme [20], is added to the ciphertext such that a user can easily ascertain
whether he/she is a privileged recipient by checking the decryption result via
the given E. Note that according to the binding property of the commitment
scheme [8], each E can only be obtained from a unique pair of M and +, which

2 Note that each attribute is denoted as N; = A;, where N; is the generic name of an
attribute and A; is the corresponding attribute value.

3 For the details about how to convert a boolean formula into an equivalent LSSS
matrix, please refer to [17].
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guarantees the correctness of decryption, in spite of the fact that the user has
no idea whether his/her attribute set satisfies the access structure ascribed the
ciphertext before performing decryption.

4.3 Security Proof

Theorem 1. Assuming that the (¢ — 1) assumption holds in G, and the deci-
sional linear assumption holds in G, then the above system is selectively indis-
tinguishable and anonymous.

Proof. At ahight level, the proof is reduced via a sequence of games by concluding
that these games are computationally indistinguishable from each other. For suc-
cinct description, we remove the access structure related elements from the cipher-
text. Denote (C*, D*, E*,{(C}, Dy, D}y, E} 1, Ef o, Fi*)}ie[l,l]) by the challenge
ciphertext given to the adversary during an attack in the real world. Let Z be a
random element of G'1, and {Z; 1}, {Z] 1} be sets of random elements of G. We
define a sequence of games Gameg, Gamey, ..., Game;, Gamej 1, ..., Gameg; 1 that
differ on which challenge ciphertext is given by the challenger to the adversary,
where Gamey is the original game, Game; changes the term C* to Z, and Games
to Game; 1 change the Dy, term to Z; ; one by one for i € [1,1], and Game; 2 to
Gameg; 41 change the E}, term to Z; ; one by one for i € [1,1].

— Gameg: The challenge ciphertext is CTy = (C*, D*, E*, {(C}, D}, Dj,,
Ei*,17 Ef,zv Fi*)}ie[l,l]>-

— Games: The challenge ciphertext is CT] = (Z, D*, E*, {(C}, D}y, D}, Ei,
Ei,2: Fi*)}ie[Ll])-

— Gamey: The challenge ciphertext is CT5 = (Z, D*, E*, (C1, Z11, Di 5, Ef 1,
Eik,2a F), {(Ci*’ D;,lﬂ DZQ? EZI? E;,27 Fi*)}iG[QJ])'

— Gamey;: The challenge ciphertext is CT}, | = (Z, D*, E*, {(Cy, Z; 1, D7,
Ei*,17 Efgv Fi*)}i€[1,1]>'

— Gameyqo: The challenge ciphertext is CT},, = (Z, D*, E*, (C}, Z1,1, Z] 4,
Eik,la Eik,Q’ Fl*)’ {(Cz*’ Zi,la D;k,2’ Egk,lv Ei*,27 Fz‘*)}iG[Z,l]>'

~ Gamey;41: The challenge ciphertext is CT3,,, = (Z, D*, E*, {(C}, Zi1, Z},,
B}y, Efy Ff)ien)-
To complete the proof, we will show that the games Gamey, Gamey, ..., Gameg; 11

are computationally indistinguishable.

Lemma 1. Assuming that the (¢ — 1) assumption holds in G, then there is no
adversary that distinguishes between the games Gamey and Game; .

Proof. Assume that there exists an adversary algorithm A4 that can distinguish
Gameg from Game;. Then we can build a challenger algorithm C that solves the
(¢ — 1) problem.
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— Init. Algorithm A gives algorithm C a challenge access structure (M*, p*,
{p(i)*})*, where M* is an [ x n matrix.

— Setup. Algorithm C randomly chooses di, dg, d3, d4s € Z,, and computes g; =
gM, go = g%, g5 = g% 94 = g%. Then, it randomly chooses a hash function
H: G; — {0, 1} , &, U, D, h € Z,, In addition, it implicitly sets o = a97! 4 @,
and outputs the rest of the public parameter as g = g, w = g%,

'U:gﬁ‘ H (ga /b)7J u:gﬁ_ H (g“]/b)“

(4,5")€llin] (4,5")€llin]
h 3 b2\ —p* ()M N @ A(La al N a
h=g" I @ /"M elg, ) = ee®, ¢"") - elg.9)".
(4,57 €llyn]

— Phase 1 and Phase 2. In both phases, algorithm C has to output the private
keys for attribute sets A = {Aq, .. A‘A\} issued by algorithm .A.
Since A does not satisfy (M*, p*, {p(i)*}), there exists a vector w =
(w1, ..., wn)t € Z7 such that wy = —1, (M, w) =0foralicl=
{ili € ] A p(i)* € A} Algorlthm B computes w using linear algebra. In
addition, it randomly chooses 7, ¥ € Z,, implicitly sets

r=7+wa? +wa?t + .. Fw,a?T =F 4 g w;a?t
i€[n]

=7 +wia? +wea?t + .+ w,a? T =F 4 E w;a?t

and computes i)
K _ gawd1d2T+d3d4’l"
_ (ga‘”lg&)(‘gaf H gwianrz’i)dldg (gaf’ H gwiaq+2"i)d3d4’
i€[n] i€[n]

K2 — gdl dor—+ds d47”/
= (g" [T (o™ "yt (g” T (o)),
i€[n] i€[n]

Then it computes

- ,U—F . H (ga‘”l*i)—f)wi

i€[n]
[T (7 7y T g™ e /o,
(ir3>3")E[nl,m] FEl
i#j p()EA
—r’ —7 a?t1=4\ —pw;
v =0 )T
i€[n]
aq+1+g’—i/b q+1/b
II G |
(4,5,5")€[n,l,n] Jell]
i#j’ p(EA

* For notation simplicity, we use {p(i)*} to replace {4} } in the rest of the proof.
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where the last parts cannot be directly calculated, so it must be canceled by
the (uAih)™, (u?h)"i parts.

Therefore, for all ¢ € [|A]], algorithm C randomly chooses 7; € Z,, and
implicitly sets

wj Z,anr
S R =]

i E[l] ji'€ln l]
pr(i)¢A p* (i YEA
+
f = U/j Zla,q
—p*(
€l J;l "en,l]
( "¢A p()EA
and computes
T 7y -, L -/aq+1*k‘/ %
g‘=g9": H (gb1 )Ai—P @) . H (gbl )Arb—p G )’
i/E[l] (k/:i/)e[n,l]
p* (i) EA 0" (i) gA
T y F(Az—p* GV,
i Ty i g’ ﬂAi+fL bi/a] /b]‘2 #
@Hh)"™ = @)™ - () I G )
(5,57 €Ell,ln)
pr()EA
b aati+s’ =k AT
H ( 1l>72> Ay—p* ()
g J
(K',i",5,3")€n,1,l,n]
pr () EA, (A K £5)
(w - MI )aq+1
3 ) B
JG[l
Pr(I)EA
i y FA—p* (GNME
Aipyri = (urip)Te L (I Atk byrad 6,2\ gyl
(™ h)" = (u h)l.(g""') . H (g" ) il

(i',4,3") €[l,1,n]
Pr()EA
g Ag—pT () w MY,
b.,adt1t+i —k k' 4.
-
11 g "
(ki ,5,5") €, L,1n]
prNEA, (A K #5")
(W -M%)adt?

DI

JE[Z
N

Therefore, algorithm C can output the private key Ka = (K1, K2, {K; 1,
Kio, K3, K, Ki’5}¢€[17k]) for an attribute set A as required.

— Challenge. Algorithm A sends algorithm C a message M*. Algorithm C ran-
domly chooses v € Z,, computes

C* = (M| @ H(Z-é(9,9°)%), D*=g° E*=g""n.
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Then it implicitly sets ¥ = (s, sa + §2, sa® + §3, ..., sa" " + 7,), where §a,
vy Un € Zp, and

n
v; = Z M;‘,jsaj_l + ZM;-‘J-QJ- = Z M;k’jsaj_l + 0,
i€[n] j=2 J€n]

for each row i € [l].

Additionally, it implicitly sets z; = —sb;, and computes
] —M, .,aj/sbi
CF = whin® = w - H GMigsa L (gobi)=T H g)if
J€n] (i",3")€llin]
—wh (g g T

(@',5")€ll,n]
i’ i

i " @—p M, 0l —sb
Fi*=(up*<i>h)“=(98b"')w’”“”"”( I ¢ b )
(@,5)elln]
— (g ] (gsif,zb‘ =0 (= (DM
(@,§)eltn]
i i
7sbi)d1.

—d1si,1 das;,1

Diy=gq g g ;o Bl =gotht =gt

* Zi—S8i2 __ —sb;\d. —d3sg, * Si2 _ das;,
D7y =gs >=(g ) gm e, E¢,2*94 =gty

)

Zi—8i,1 — (

where s; 1, s;2 € Z;. Therefore, algorithm C outputs the ciphertext CT* =
(C*a D*, E*, {(C}, Df,17 D;F,zv Ezh EZZa Fi*)}iE[Ll]) as required.

— Guess. Algorithm A outputs a guess 3’ for 8 to guess which game algorithm
C has been playing, and algorithm C forwards [’ as its own answer to the

(¢ — 1) assumption.

If Z = é(g,g)saaqﬂ, then algorithm A’s view of this simulation is identical
to the original game, because C* = (M*||y)® H(Z-é(g,¢*)%) = (M*||y)©H(Z -
é(g,9)*®). On the other hand, if Z is a random term of Gy, then all the informa-
tion about the message M* is hidden in the challenge ciphertext. Therefore the
advantage of algorithm A is 0. As a result, if algorithm A distinguishes game
Gamey from game Game; with a non-negligible probability, then algorithm C
has a non-negligible advantage in breaking the (¢ — 1) assumption.

Lemma 2. Assuming that the decisional linear assumption holds in G, then

there is no adversary that distinguishes between the games Game;1 and Game;
for 3 €[1,1].

Proof. Assume that there exists an adversary algorithm A that can distinguish
Game; from Game;;;. Then we can build a challenger algorithm C that solves
the decisional linear assumption.



CP-ABE with Partially Hidden Access Structures 33

e Init. Algorithm A gives algorithm C a challenge access structure (M*, p*,
{p(@)*}), where M* is an | x n matrix.

e Setup. Algorithm C randomly chooses ds, d4, y, W, ¥, o € Z,, and computes
g3 = g%, g4 = g™. Then, it sets d; = xo, do = 1, and outputs the public
parameter as pars = (H, g, u, h, w, g1, g2, g3, g4, €(g,9)%*) where H is hash
function that maps from G; to {0,1}" as follows.

g=9, w=g" g=9", g2=9" g3=9", g1=g",
v=g" u=g"® h=g"2gY &(g,9)" = é(g,9)"

e Phase 1 and Phase 2. To answer an attribute-based private key query on a
set of attributes A = {A;, ..., Ag}, algorithm C randomly chooses r, 1/, rq,

vy Thy Thy ooy Th € Zyp, implicitly sets
A T‘Oé(Ai : Azk/) ’ 7:/ _ ’I"/ + yl'l’l"* 7
a(A; — Af)ze +y dsdy(a(A; — Aj)za +y)
o fz(a(Az - AT’)Z'Q + y) —or =5 Yr1r; — T1T0
¢ Oé(Ai — A?‘,) ’ ¢ ¢ d3d4(04(A1’ — A?‘,))7

and computes
K, = gaKz'JJ _ gawd]clg,7:+dsd477/7 Koy = (gx1)7"g7“/d3d4 _ gd1d2F+d3d4F/7
Ki 1= (grl)a(Ai—AZ‘,)m — ((’U,Aih)hv_F)dQ,
Ko = (g72) A0 = (hmy )t
Kia=g 6% (uAh)dari(u™)ds = ((uAih) o),
Ki,5 — gwlrizlei) (uAih)dsrg (,Ufr’)dg — ((UAl h)?*gvff')d3,

- ~ ~/
Ki73 — (gwl)rigrid3d4 — gd1d2T1+d3d4Ti.

e Challenge. Algorithm A sends algorithm C a message M*. Algorithm C ran-
domly chooses a vector ¥ = (i, Yo, ..., Yn) € Z}. Also, for i € [1,1] and
i # [, algorithm C randomly chooses 7, s;.1, Si2, 2i € Zp, it € Zp. Algorithm
C implicitly sets z; = x3 + x4, 51,1 = =3, and computes

C* = H(&(g,9)™) ® (M*|l), D*=g", E"=g¢""w,
Cl* — w70 = Vo D;l = g¥2% = g FS
D;:Q — stgfdgsz,z — ggzzfsz,g, El*,l _ gwlzg _ 925171,
El*,2 =g, Ff=2Y= (up(l)h)_zl,
Vi£lel[ll CF=w"v*, D;l = g s EZQ = g4i2,

E?‘)l — g2si,1, D;‘i2 — 9321'—81',27 Fi* — (up(i)h)_zi’

K3

where v; = ¥ - My, v; = v - M, 81,2 € Zp. Therefore, algorithm C outputs
the ciphertext CT* = (C*7 D*, E*, {(C}, D}y, D;y, Efq, Ef o, Fi*>}i€[1,l]>
as required.
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e Guess. Algorithm A outputs a guess 3’ for 5.

On the one hand, if Z = ¢®37%4, then algorithm A’s view of this simulation is
identical to the original game. On the other hand, if Z is randomly chosen from
G, then algorithm A’s advantage is nil. Therefore, if algorithm A4 can distinguish
game Game; from game Game;;; with a non-negligible probability, algorithm
B has a non-negligible probability in breaking the decisional linear assumption.

Lemma 3. Assuming that the decisional linear assumption holds in G, then the
advantage of an adversary that can distinguish between the games Game;ii1
and Gamejy; for j € [1,1] is negligible.

Proof. This proof follows almost the same as that of Lemma 2, except that the
simulation is done over the parameters gs and g4 instead of g; and gs.

This completes the proof of Theorem 1.

4.4 Performance Evaluation and Implementation

Denote [ by the number of attributes in an access structure, k by the size of
an attribute set possessed by each user, x; by the number of elements in Iy,
=A{Ti, ..., Ty, }, x2 by [Za] + ... + |Iy,|. Table2 shows the sizes of the public
parameter, the master private key, the ciphertext, the attribute-based private key
(i.e., storage complexity) of our expressive CP-ABE scheme supporting partially
hidden access structures, where |A| is the size of the access structure. Note that
our scheme is measured in terms of the number of elements in the prime-order
groups. According to the analysis in [12], in terms of the pairing-friendly elliptic
curves, prime-order groups have a clear advantage in the parameter sizes over
composite-order groups. Table 3 gives the computational costs incurred by the
encryption and decryption algorithms in the scheme proposed in this paper. Since
regarding the same security level, composite-order groups are several orders of
magnitude slower than the prime-order groups [21], and the performance gap
will get worse with the increase of security level [9], it is not difficult to see that
our expressive CP-ABE scheme with partially hidden access structures in the
prime-order groups becomes very competitive.

Table 2. The storage overheads in our proposed scheme.

Public parameter | Master private key | Private key | Ciphertext | Group oder
11 5 5k +3 6l + 3+ |A| | prime

We implement the proposed CP-ABE scheme with partially hidden access
structures in Charm [1]°, which is a framework developed to facilitate rapid

5 For the explicit information on Charm, please refer to [1]. Note that since it has been
clearly shown in [12,21] that the efficiency of schemes in composite-order groups is
much worse than that of schemes in prime-order groups, we will not implement those
schemes in composite-order groups (e.g., [15]).



CP-ABE with Partially Hidden Access Structures 35

Table 3. The computational costs in our proposed scheme, “Expo” and “Multi” denote
the exponentiation and multiplication calculation, respectively.

Encrypt Decrypt
Multi | Expo | Pairing | Multi Expo Pairing
20+1|81+40 <S5z +2x1 | <x2+2x1 | <6x2+x1

prototyping of cryptographic schemes and protocols. Since all Charm routines
are designed under the asymmetric groups, our construction is transformed into
the asymmetric setting before the implementation. That is, three groups G, G
and G are used and the pairing ¢ is a function from G x G to G. Notice that
it has been stated in [21] that the assumptions and the security proofs in the
symmetric groups can be converted to the asymmetric setting in a generic way.
Our experiments are run on a desktop computer with Intel Core i5 — 3470T
CPU (4 core 3.20 GHz) and 4GB RAM running Linux Kernel 3.13.0, which
is installed with Charm-0.43 and Python 3.4 for the implementation. Also, we
install the PBC library of version 0.5.14 and OpenSSL library of version 1.02 for
underlying cryptographic operations.

We simulate the algorithms of the proposed scheme over four elliptic curves:
SS512 (a symmetric curve with a 512-bit base field), MNT159 (an asymmetric
curve with a 159-bit base field), MNT201 (an asymmetric curve with a 201-bit

[—sss12 [—sss12

|—— MNT159| [—— MNT159|
008 [~ MNT201 |—— MNT201]
= MNT224) z = MNT224]

Computation Time (seconds)

1 20 30 40 50 6 70 8 90 100 1 20 3 40 50 6 70 8 90 100
No. of Attributes No. of Attributes.

(a) Setup (b) KeyGen

40 [~—8s512 45

Computation Time (seconds)
Computation Time (seconds)

O 10 20 3 4 S 6 70 8 90 100 0 10 20 3 40 S0 60 70 8 0 100
No. of Policy Atiributes No. of Policy Atributes

(¢) Encrypt (d) Decrypt

Fig. 1. Performance of our expressive CP-ABE scheme with partially hidden access
structures
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base field) and MNT224 (an asymmetric curve with a 224-bit base field), which
provide security levels of 80-bit, 80-bit, 100-bit and 112-bit, respectively.

In Fig.1, the performance of the proposed CP-ABE scheme with partially
access structures is shown in terms of four algorithms: the setup algorithm
Setup (Fig. 1-(a)), the attribute-based private key generation algorithm KeyGen
(Fig. 1-(b)), the encryption algorithm Encrypt (Fig.1-(c)) and the decryption
algorithm Decrypt (Fig. 1-(d)). It is not difficult to see from Fig.1 that SS512
has the best performance, while MN'T224 has the most expensive computational
cost among all four curves. For each curve, the computation time for the setup
algorithm is immutable with the maximum number of attributes allowed in the
system, the computation time for the key generation algorithm increases linearly
with the size of attribute set, whilst the computation time for the encryption and
decryption algorithms grows linearly with the complexity of the access policy.
In addition, in our experiments, the computation time of decrypting a cipher-
text ranges from 0.30s to 0.80s for a ciphertext with an access policy of 20
attributes and a private key with 20 attributes, and this result is acceptable to
most applications in practice.

5 Conclusions

A promising solution for preserving data privacy in cloud services is called
ciphertext-policy attribute-based encryption (CP-ABE) [22], where data own-
ers upload their data in encrypted forms to the cloud and share them with
users with the specified credentials or attributes. In a standard CP-ABE scheme,
every ciphertext is attached with an access structure in a cleartext which may
leak sensitive information about the recipients and the encrypted message. To
address this problem, the notion of CP-ABE with partially hidden access struc-
tures [14,15,18,19,24] was introduced such that the concrete attribute values
in access structures are hidden from the public view. Unfortunately, existing
CP-ABE schemes with partially hidden access structures [14,15,18,19,24] either
only support restricted access structures or are built in the inefficient composite-
order bilinear groups. Motivated by this observation, in this paper, we presented
a CP-ABE scheme with partially hidden access structures in the prime-order
groups, supporting access structures in monotonic boolean formulas expressed
as LSSSs. Also, we formally proved its security, and evaluated its efficiency.
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