
Chapter 2
Modeling of Epidemic Information
Dissemination for MSNs

In this chapter, the modeling of epidemic information dissemination in MSNs is dis-
cussed. We introduce two new elements, i.e., pre-immunity and immunity. Then, we
study the features of information dissemination for users. Based on the process of
the epidemic information dissemination, a novel dissemination mechanism is pro-
posed with four dissemination rules. An analytical model is also developed through
ordinary differential equations to mimic epidemic information dissemination.

2.1 Information Dissemination in MSNs

The MSNs [1–4] enable users to exchange and share information via opportunis-
tic peer-to-peer links with short range wireless communication techniques, such as
Wi-Fi and Bluetooth [5–8]. With the opportunistic links in MSNs, users adopt store-
carry-and-forward mode to disseminate information [9, 10]. When a user moves to
the communication coverage area of others, the information can be successfully for-
warded; when the user is out of the communication range of others, this user stores
and carries the information and waits for the next connection with others.

As users receive information by employing opportunistic contacts (as shown in
Fig. 2.1), the user’s mobility has a significant impact on information dissemina-
tion [11, 12]. However, since the opportunistic peer-to-peer links cannot be easily
observed, the procedures of information dissemination are unpredictable. Therefore,
a model to analyze the epidemic information dynamics of MSNs is necessary to
efficiently capture the realistic features of information dissemination in MSNs.

Although many research studies [13–15] have investigated the analytical model
for wireless networks, most of them assume that the transmission path between two
nodes is stable so that they cannot be directly applied to MSNs. Moreover, the social
ties among users have impacts on information dissemination inMSNs. For example, a
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Fig. 2.1 Epidemic information dissemination among users

usermaybewilling to help forward information fromhis friends or the userswith high
social ties instead of a stranger. It is preferred to select social friends to store-carry-
and-forward the information other than the users with high mobility. Therefore, how
to balance the social tie and mobility becomes a challenging issue for information
dissemination in MSNs. In addition, the user’s interests may also vary during the
information dissemination in MSNs. For example, in a local commercial street, a
user has interests in food or Italian restaurant during the lunch time, while he may be
interested in clothes and shoes after lunch. As the user changes his interests or social
preferences, he would be willing to forward the current interested information rather
than the onewith old interests. Therefore, it is very important to develop an analytical
model to investigate information dissemination in MSNs with the consideration of
social impacts.
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2.2 Related Work

2.2.1 Epidemic Information Dissemination Model

In the conventional epidemic information dissemination model, users have suscepti-
ble, infected and recovered status. Their states can be denoted by S, I and R, respec-
tively. Here, S denotes the susceptible individuals. I denotes the infected individuals
who have already obtained the information. R means the ones who are recovered
and will not spread information.

The SI model [16] consists of S and I users. The infected users, who spread
the information to the susceptible one with a given probability, are the source of
the epidemic information spreading. Because S users get infectiousness after being
infected, only I users exist at the end of information spreading. The SIS model [17]
also has S and I users. In this model, I users can be recovered and then become S
users, who may be infected when they contact I users.

Compared with the above models, the SIR [17] model can have R users. If S users
are recovered, they will obtain the immunity and change to be R users who do not
spread information. In the SIR model, the fraction of infected users grows gradually
firstly. Then, the density of I users keeps decreased until 0 due to the low number of
S users as time passes. The main difference between SIR model and other models is
that there is no infected user in SIR model after information spreading.

All of the above three models focus on capturing the relations among users. They
assume that any of the infected user has the possibility to infect other users. However,
in real life an S user only infects his friendswith the information. Therefore, inMSNs,
the user who is to forward the information can only infect his neighbors when they
are still not infected.

SCIR model [18] improves the SIR model by further considering the status that
a user receives information and has no plan to forward it immediately. This status
can also be changed to be infected or refractory. In the SCIR model, the nodes
mean the user and the edges denote the relation between them. Zhang et al. [19]
shows an information spreading model based on epidemics dynamics, which is an
improved SIR model. Based on the topology of nodes and the effect on information
spreading, the probability that a susceptible user becomes infectious after getting the
information is studied, and the probability that an infected user becomes a recovered
user after contacting recovered users is also analyzed. In addition, infected nodes
can stop forwarding information with a certain speed.

With the development ofmobile networks,more andmore information is delivered
over the users. Information spreading dynamically varies under the mobile environ-
ment, where the mobility of users [20], available bandwidth and communication
frequency may affect the performance of spreading. Therefore, new studies related
to the information spreading model in MSNs should be given.
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2.2.2 General Information Dissemination Model

In traditional social networks, Zou et al. [14] present an Internet e-mail worm sim-
ulation model and find that the topology of network has the impact on the spread
of e-mail worms in social networks. Wang et al. [15] study a rumor dissemination
mode in complex social networks, which is similar to epidemic dissemination among
humans.Nekovee et al. [21] introduce a rumor disseminationmodel in complex social
networks and discuss the threshold behavior and dynamics of the model in different
networks such as random graphs, scale-free networks, etc. Zhang et al. [19] propose
an information dissemination model in online social networks, which considered the
degrees of nodes and epidemiology. Zhang et al. [22] present an improved suscepti-
ble infectious (SI) model to mimic information spreading in online social networks,
by taking the relationship of topology into consideration.

There are also several existing works about information dissemination in mobile
networks. Dang and Wu [23] present a cluster-based routing protocol for delay-
tolerant mobile networks, where mobile nodes with similar mobility pattern are
gathered into a cluster to share limited resources. Taipov et al. [24] propose an
efficient data sharing scheme called discover-predict-deliver in delay tolerant smart-
phone networks, which utilizes a mobility learning algorithm and a hidden Markov
model to provide mobility information of individuals. Sammou et al. [25] exploit
history contact and frequency of visiting different zones of networks to improve
routing protocol. Ma and Jamalipour [26] propose a cooperative cache-based content
dissemination framework (CCCDF) to provide caching and cooperative requesting
strategies.

Recently, there have been an increasing number of studies on MSNs [27, 28].
Most of these studies focus on content distribution. Nazir et al. [5] present a content
delivery scheme to perform relay selection by considering both the mobility patterns
and encounter time of users. Using this scheme, content delivery can be optimized
with lower end-to-end delay in time critical applications. Bulut and Szymanski [29]
present a friendship-based routing scheme to make the forwarding decision with
a novel metric which can help each node to define its friendship. By introducing
a novel concept called destination cloud, Wang et al. [30] propose a scheme to
provide multicasting services with feedback control mechanism in MSNs. Costa
et al. [31] present a routing framework called SocialCast for publish-subscribeMSNs,
which exploits predictions based on social interaction metrics to identify the best
information carrier.

Several existing works investigate modeling information dissemination in MSNs.
Sun andWu [32] present a social aware epidemic forwarding model in MSNs, which
studied the end-to-end delivery delay and considered both the limited and unlimited
message validity in models. Wu et al. [33] model epidemic-like information dissemi-
nation in MSNs with selfish nodes, where the number of hops is limited. AduGyamfi
et al. [34] model passive worms spreading in MSNs and carry out the analysis to find
an effective antidote to fight against passive worms. Wu et al. [35] present a basic



2.2 Related Work 23

model and an extended model to evaluate the performance of information, where
information can be shared between any pair of nodes whether they are friends or not.

Although the existing literature has studied several interesting aspects ofMSNs, in
most of the aforementioned and other relatedworks, themodel reflecting the dynami-
cal social features ofmobile nodes in the information has not been thoroughly studied.
In this chapter, we develop an analytical model to analyze epidemic information in
MSNs, which considers the dynamical characteristics of social features of mobile
nodes.

2.3 System Model

In this section, we present the system model consisting of three parts: MSN-based
social graph, opportunistic links and information dissemination mechanism.

2.3.1 MSN-Based Social Graph

We consider N mobile nodes (or users) take smartphones to bi-directionally com-
municate with others and self-organize an MSN, where there are some physical
constraints [36] including battery and channel fading. Hence, it is impractical for
each node to spread all information to all nodes. The mobile nodes in MSNs select a
part of nodes as their friends and have social ties with them to spread information. An
undirected social graph G(V, E) is used to represent social ties among the mobile
nodes, where V denotes the set of nodes, and E denotes the set of edges among nodes.
Nodes in G(V, E) can be the users or devices in MSNs. An edge exists between two
nodes if they have a social tie, e.g., relatives, friends, and etc. For simplicity, two
nodes which have social ties are considered to be friends in this chapter. The number
of the nodes in MSNs is |V | = N .

To study the impact of social ties, we need to know the distribution of the friend-
ship. Let P(k) denote the probability that a node has degree k, where the degree of a
node in the network refers to the number of its friends. The degree distribution P(k)
can be calculated by the fraction of nodes in the network with degree k. Thus, if there
are Nk nodes having the degree k, we have P(k) = Nk/N .

Existing studies have shown that a great number of social networks have scale-free
structures [37]. In other words, P(k) conforms to a power-law distribution [32]:

P(k) ∼ k(−γ ), γ ∈ (2, 3), (2.1)

whereγ is called skewness of the degree distribution, and can be adjusted according
to the scale of the network. Furthermore, the expectation of the degree distribution
can be denoted by 〈k〉 = ∑N−1

m kP(k), where m is the smallest degree of nodes in
the network.
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2.3.2 Opportunistic Links

Nodes in the MSN communicate with each other in a store-carry-and-forward mode
with the short range communication techniques. Only when two nodes come within
the transmission range, there is an opportunistic link between them to exchange
information. Therefore, the mobility patterns of nodes have a significantly influence
on the information dissemination inMSNs. Recently, some complicatedmodels have
been employed to predict themobility patterns of nodes, such as Edge-Markovmodel
[38]. However, due to the complexity, it is still difficult to use the above algorithms
in practice. Thus, some simple mobility models are still required, such as [39, 40],
although the performance cannot be completely guaranteed. Most of these models
indicate that the inter-contact time between two nodes conforms to an exponential
distribution [41]. Karagianis et al. [42] also shows that an exponential decay of
inter-contact time between mobile devices is reasonable. Therefore, we assume that
the inter-contact time between two nodes follows an exponential distribution with
parameter λ in this chapter. The probability that two nodes encounter with each other
within [t, t + Δt] becomes

P(T ≤ Δt) =
∫ Δt

0
λe−λt dt = 1 − e−λΔt . (2.2)

2.3.3 Information Transmission Mechanism

To introduce the information transmission mechanism clearly, nodes in the network
can have three states: ignorant, spreading and recovered. A node is ignorant if it is
interested in the information but has not yet received it. Nodes that have possessed a
copy of information and are willing to disseminate the information to others can be
seen as spreading nodes. If a node is not interested in the information and not willing
to disseminate it either, this node can be looked upon as a recovered node.

Combined with three states of mobile nodes mentioned above, the detailed infor-
mation dissemination process is introduced. Usually, users may be willing to help
their friends rather than anyone upon contact, which is a practical concern in the real
world but ignored in most of previous studies. In MSNs, we consider that there is
only one node having the information initially, which is the spreading node. All of
other nodes are interested in the information at first, and willing to receive the infor-
mation. However, most of the nodes cannot always maintain the same interest. Some
ignorant nodes may lose the interest later, and refuse to receive it. In other words, an
ignorant node can directly become a recovered node, which is called pre-immunity.
An information delivery occurs from one node to another node only when they are
friends and encounter with each other. In the real world, a spreading node cannot
successfully deliver the information to its friends all the time due to the constraints of
QoS during data transmission. A spreading node successfully forwards the informa-
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tion to one of its ignorant friends with a certain probability. In addition, a spreading
node may stop dissemination when it encounters a recovered friend-node, which is
called immunity. Moreover, spreading nodes may stop dissemination without any
contacts due to their disinclination to deliver the information.

According to the information dissemination process, we summarize the following
four rules.

1. When a spreading nodemeets an ignorant friend-node, the ignorant node receives
the information from the spreading node and becomes a spreading node with
probability β, which is called spreading parameter.

2. An ignorant node may lose interests and directly become a recovered node. We
assume that this change is based on an exponential distribution with parameter
μ, where this assumption is also used in [35].

3. When a spreading node meets a recovered friend-node, the spreader becomes a
recovered node with probability δ, which is called immune parameter.

4. Due to the decrease of interest in information, the spreading node may cease
delivering information and become a recovered node spontaneously without
meeting other nodes. The spreading node becomes recovered node based on an
exponential distribution with the parameter ν.

Parameters μ and ν are the self-immune parameter of ignorant nodes and spread-
ing nodes, respectively. According to these four dissemination rules, the state tran-
sition diagram of a node can be shown by Fig. 2.2.

Spontaneous change

Contact change Contact change

Spontaneous change

I
R S

Fig. 2.2 State transition diagram of a node. Symbols I, S, and R represent the ignorant, spreading
and recovered state, respectively
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2.4 Proposed Analytical Scheme for Information
Dissemination

In this section, we develop the analytical model through ordinary differential equa-
tions (ODEs) tomimic epidemic information dissemination in anMSNwith N nodes,
which can move around all the time in a region. The information can be delivered
from one node to another only when they encounter and are socially connected with
each other. The objective of this chapter is to study the success rate of the information
transmission in MSNs, which is the total number of nodes receiving the information
over time.

Let I (k, t), S(k, t), and R(k, t) denote the number of ignorant nodes, spreading
nodes, and recovered nodes with degree k at time t , respectively. The number of
nodes with degree k at time t is represented by N (k, t). In addition, i(k, t), s(k, t)
and r(k, t) are defined as the fraction of I (k, t), S(k, t) and R(k, t) in N (k, t),
respectively. So we have

⎧
⎪⎨

⎪⎩

i(k, t) = I (k, t)/N (k, t)

s(k, t) = S(k, t)/N (k, t)

r(k, t) = R(k, t)/N (k, t)

, (2.3)

where i(k, t) + s(k, t) + r(k, t) = 1.
According to the dissemination mechanism, given by the time interval [t, t+Δt],

we can obtain
i(k, t + Δt) − i(k, t) = −i(k, t)P(Ck). (2.4)

where i(k, t + Δt) is the number of ignorant nodes with degree k at time t + Δt .
Parameter Ck denotes the event that an ignorant node with degree k changes its state,
and P(Ck) means the probability that this event happens.

In our model, Ck consists of two aspects according to rule 1 and 2. On one hand,
an ignorant node may change to be a spreading node (rule 1), which is denoted by
A. On the other hand, an ignorant node can spontaneously become a recovered node
(rule 2), which is denote by B.

Regarding to event A, it is assumed that an ignorant node with degree k has g
friends in the dissemination state. It is independent whether the friend of an ignorant
node is a spreading node or not. So the number of spreaders g is a variable that
follows a binomial distribution, i.e. g ∼ b(k,w(k, t)), where w(k, t) represents the
probability that the friend of an ignorant node with degree k is a spreading node at
time t .

To derive w(k, t), two steps are considered as follows. First, the probability that
an ignorant node with degree k has a link with a node with degree k ′ should be
calculated. Second, we obtain the probability that this node is a spreader connected
by the ignorant node with degree k. According to [21],
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w(k, t) =
∑

k ′
P(k ′|k)P(sk ′ |ik), (2.5)

where P(k ′|k) denotes the probability that a node with degree k ′ is the neighbor of
a node with degree k. Here, P(sk ′ |ik) is defined as the probability that a node with
degree k ′ is a spreading node, under the condition that it connects to an ignorant with
degree k. For simplicity, w(k, t) can be approximately written as [14]:

w(k, t) ≈
∑

k ′
P(k ′|k)s(k ′, t), (2.6)

where s(k ′, t) denotes the fraction of degree-k ′ spreading nodes in degree-k ′ nodes
at time t .

Let C1 denote the event that an ignorant node encounters one of its friends who
are in the dissemination state within [t, t + 	t]. According to (2.2), the probability
that this event happens is

P(C1) = 1 −
∫ Δt

0
λe−λxdx = 1 − e−λΔt . (2.7)

The event that an ignorant node receives the information from its dissemination
neighbor under the condition that these two nodes have encountered each other is
denoted by S1. The probability of this event is given by

P(S1|C1) = β. (2.8)

Combining (2.7) and (2.8), we can obtain the probability that an ignorant node
does not receive the information (referred to eventNM1) in the time interval [t, t+Δt]
as

P(NM1) = 1 − (1 − e−λΔt )β. (2.9)

Therefore, the probability P(A) that an ignorant node with degree k becomes a
spreader within [t, t + Δt] is given by

P(A) = 1 − P(A)

= 1 −
k∑

g=0

(
k

g

)

w(k, t)g (1 − w(k, t))k−g (P(NM1))
g

= 1 −
k∑

g=0

(
k

g

)

(w(k, t)P(NM1))
g (1 − w(k, t))k−g

= 1 − (1 − w(k, t) + w(k, t)P(NM1))
k

= 1 − (
1 − w(k, t) + w(k, t)

(
1 − (1 − e−λΔt )β

))k
.

(2.10)
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Next, we discuss event B that an ignorant node changes its state to the recovered
state spontaneously within [t, t + Δt]. Let P(B) denote the probability that an
ignorant node remains ignorant. According to information dissemination rule (2),
we have

P(B) = 1 −
∫ Δt

0
μe−μt dt = e−μΔt . (2.11)

Therefore, by combining (2.10) with (2.11), we have

P(Ck) = 1 − P(A)P(B)

= 1 − (1 − w(k, t) + w(k, t)P(NM1))
k e−μΔt

= 1 − (
1 − w(k, t) + w(k, t)

(
1 − (1 − e−λΔt )β

))k
e−μΔt .

(2.12)

where the term of P(A)P(B) denotes the probability that the ignorant node does
not change its state within [t, t + Δt]. Thus, the probability that the ignorant node
changes its state to be spreading or recovered node is 1 − P(A)P(B).

Based on (2.4), the derivative of i(k, t) becomes

∂i(k, t)

∂t
= lim

Δt→0

i(k, t + Δt) − i(k, t)

Δt

= −i(k, t) lim
Δt→0

P(Ck)

Δt
.

(2.13)

According to (2.12), in the limit Δt → 0, we obtain

lim
Δt→0

P(Ck) = lim
Δt→0

1 − (1 − θ)ke−μΔt = 0, (2.14)

where θ = w(k, t) − w(k, t)(1 − (1 − e−λΔt )β) and lim
Δt→0

θ = 0.

Therefore, the right side of (2.13) conforms to L’Hospital’s rule [43]. Thus we
can have

lim
Δt→0

P(Ck)

Δt
= lim

Δt→0

1 − (1 − θ)ke−μΔt

Δt
= lim

Δt→0
λβkw(k, t)(1 − θ)k−1e−λΔt e−μΔt + μe−μΔt (1 − θ)k

= λβkw(k, t) + μ.

(2.15)

Combining (2.6), (2.13), and (2.15), we have

∂i(k, t)

∂t
= −λβki(k, t)w(k, t) − μi(k, t)

= −λβki(k, t)
∑

k ′
P(k ′|k)s(k ′, t) − μi(k, t),

(2.16)
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For the spreading nodes, we have

s(k, t + Δt) − s(k, t) = i(k, t)P(A) − s(k, t)P(Dk). (2.17)

where Dk denotes the event that a spreading node with degree k becomes a recovered
nodewithin [t, t+Δt]. Theprobability that this event happens is P(Dk). Thevariation
of the number of spreading nodes is caused by two reasons. One is that the ignorant
nodes meet the dissemination friend-nodes and may become the spreading nodes.
The other is that the spreading nodes meet the recovered friend-nodes and become
the recovered nodes or their states may be spontaneously changed to be recovered.
There is an increase in s(k, t) due to the former aspect, while the latter decreases
s(k, t).

Similar to Ck , event Dk comprises two aspects according to the information dis-
semination rule (2) and rule (3). At first, a spreading node may change its status to
be recovered (rule 3), which is denoted by event E . In addition, a spreading node
can spontaneously become a recovered node (rule 4) denoted by event F .

About event E , we assume that a spreading node with degree k has l friends in
the recovered state. Similarly, l is a binomial random variable l ∼ b(k, q(k, t)),
where q(k, t) is the probability that a friend of the spreading node with degree k is
a recovered node at time t . Then, we can obtain

q(k, t) ≈
∑

k ′
P(k ′|k)r(k ′, t). (2.18)

The event that a spreading node meets a friend in the recovered state within
[t, t + Δt] is denoted by C2 with a probability as

P(C2) =
∫ Δt

0
λe−λxdx = 1 − e−λΔt . (2.19)

Let P(S2|C2) denote the probability that the spreading node becomes a recovered
one, under the situation that this node has encountered a recovered friend-node in
[t, t + Δt]. Thus, we have

P(S2|C2) = 1 − δ. (2.20)

According to (2.19) and (2.20), the probability P(NM2) that a spreader does not
convert to a recovered node in [t, t + Δt] becomes

P(NM2) = 1 − (1 − e−λΔt )δ. (2.21)

The probability P(E) that a spreading node with degree k becomes a recovered
node within [t, t + Δt] is
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P(E) = 1 − P(E)

= 1 −
k∑

l=0

(
k

l

)

q(k, t)l (1 − q(k, t))k−l (P(NM2))
l

= 1 − (1 − q(k, t) + q(k, t)P(NM2))
k

= 1 − (
1 − q(k, t) + q(k, t)

(
1 − (1 − e−λΔt )δ

))k
.

(2.22)

Then, we discuss event F that a spreading node becomes a node in the recovered
state spontaneously in [t, t+Δt]. According to dissemination rule (4), by neglecting
event E , the probability P(F) that the spreading node stays in the dissemination
state in [t, t + Δt] is

P(F) = 1 −
∫ Δt

0
νe−νt dt = e−νΔt . (2.23)

Combining (2.22) and (2.23), we have

P(Dk) = 1 − P(E)P(F)

= 1 − (1 − w(k, t) + w(k, t)P(NM2))
k e−νΔt

= 1 − (
1 − w(k, t) + w(k, t)

(
1 − (1 − e−λΔt )δ

))k
e−νΔt .

(2.24)

Based on (2.11), (2.17), and (2.24), by setting Δt → 0, we have

∂s(k, t)

∂t
= i(k, t) lim

Δt→0

P(A)

Δt
− s(k, t) lim

Δt→0

P(Dk)

Δt

= λβki(k, t)
∑

k′
P(k′|k)s(k′, t) − λδks(k, t)

∑

k′
P(k′|k)r(k′, t) − νs(k, t).

(2.25)

For the recovered nodes, we have

r(k, t + Δt) − r(k, t) = i(k, t)P(B) + s(k, t)P(Dk). (2.26)

By combining (2.11) and (2.24), it can be updated as

∂r(k, t)

∂t
= λδks(k, t)

∑

k ′
P(k ′|k)r(k ′, t) + νs(k, t) + μi(k, t). (2.27)

To simplify the problem, by ignoring the correlation of degrees among nodes, the
probability that an edge points to a spreading node is independent of the degree of
the node from which the edge is emanating. From [44], we have
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P(k ′|k) = k ′P(k ′)
< k >

. (2.28)

TheODEs of the densities of ignorant, dissemination and recovered nodes become

∂i(k, t)

∂t
= −λβki(k, t)

∑

k ′

k ′P(k ′)
< k >

s(k ′, t) − μi(k, t), (2.29)

∂s(k, t)

∂t
= λβki(k, t)

∑

k′

k′P(k′)
< k >

s(k′, t) − λδks(k, t)
∑

k′

k′P(k′)
< k >

r(k′, t) − νs(k, t),

(2.30)

∂r(k, t)

∂t
= λδks(k, t)

∑

k ′

k ′P(k ′)
< k >

r(k ′, t) + νs(k, t) + μi(k, t). (2.31)

As ∂i(k,t)
∂t + ∂s(k,t)

∂t + ∂r(k,t)
∂t = 0, the quantities satisfy the normalization condition

where i(k, t) + s(k, t) + r(k, t) = 1.
We can obtain the number of nodes in the ignorant state at time t , which is denoted

by I (t).

I (t) =
N−1∑

k=m

P(k)i(k, t)N . (2.32)

Define S(t) and R(t) as the number of nodes in the dissemination state and
recovered state, respectively. We have

S(t) =
N−1∑

k=m

P(k)s(k, t)N . (2.33)

R(t) =
N−1∑

k=m

P(k)r(k, t)N . (2.34)

According to the above analysis, we can obtain following observations: (1) From
(2.29), it can be known that the differential of i(k, t) is negative. So the number of
ignorant nodes keeps decreasing gradually. (2) In the earlier stage of the dissemina-
tion, there are a few spreading nodes and recovered nodes in the network. Thus, the
right side of (2.30) is positive at this moment. However, with the increasing number
of spreading nodes and recovered nodes, the differential of s(k, t) becomes nega-
tive. Therefore, the number of spreading nodes firstly increases and then gradually
decreases. (3) Since the right side of (2.31) is positive, the number of recovered nodes
keeps increasing from 0.

Here, in our analytical model developed through the ordinary differential equa-
tions, the information is transmitted among nodes based on the distributed MSNs.
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By introducing the aforementioned four rules, the process of epidemic information
dissemination can be concisely presented, where the computational complexity can
be also reduced.

2.5 Performance Evaluation

2.5.1 Simulation Setup

In this section, we conduct trace-driven simulation to validate the proposed analytic
model, time evolutions of nodes, and performance of information dissemination. The
trace data are from the logs of MSN system developed by Xi’an Jiaotong University,
based on the XMPP Protocol. The MSN system is used for the students in the uni-
versity. And the data for our simulation was taken during the period from Aug. 26,
2013 to Sept. 2, 2013. Based on the communication between two friends, a social
graph can be generated by the above trace. We use the largest connected sub-graph
of this social graph to conduct our experiments. The basic parameters of this graph
are N = 802, E = 1222, where the average degree is 3.05. The largest degree and
smallest degree in the social graph are 72 and 1, respectively, which indicates a large
degree fluctuation. Since the existing empirical studies show that the average inter-
contact time between two users is around 5h [40], we determine that the parameter
of the exponential distribution of inter-contact is λ = 0.002 with the unit time of the
system as 0.01h.

2.5.2 Model Validation

To validate the analyticalmodel of epidemic information dissemination,we develop a
simulation platform of the epidemic information dissemination inMatlab. Moreover,
to compare with other conventional models, the number of infected nodes F(t) is
used as the metric, which is the number of nodes receiving information at time t .
F(t) can be calculated as follows in our model.

F(t) = S(t) + R(t) =
N−1∑

k=m

+P(k)(s(k) + r(k))N , f orμ = 0. (2.35)

At the beginning of the simulation, there is only one spreading node picked ran-
domly, while all other nodes are ignorant. To obtain F(t), we set μ = 0, which
denotes that all recovered nodes and spreading nodes have received information at
time t . The time of information dissemination process T varies from 0 to 5000. For
other parameters, we set β = 0.7, δ = 0.3 [19], and ν = 0.0001 [35]. We compare
our model with the conventional models including epidemic forwarding model [32],
information dissemination model in online social network [22], and the basic model
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Fig. 2.3 Comparison of
models and simulation. a
Comparison in 45 time slots.
b Comparison 5000 time
slots

in [35]. Through 100 times of simulations, the results in Fig. 2.3 show that the dif-
ference between our presented model and the simulation result is the smallest. In
addition, it is observed that the other three models have deviations, compared with
our model. The reason is that the model in [32] ignores spreading parameter and
makes information certainly to be delivered between two friend-nodes when they
meet. Therefore, it is faster than our model to deliver information. The model in
[22], where the friend-nodes are connected all the time, causes information to be
forwarded to the entire network during an extremely short period. The basic model
in [35] considers that a node can forward information to any node when they meet. In
other words, there is no social relation in the model. Nevertheless, our model, taking
into account the social nature and users’ behaviors, is consistent with the simula-
tion results. Accordingly, our model can be used to evaluate the effects of relevant
parameters on information dissemination.
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Fig. 2.4 Time evolutions of
the number of ignorant
nodes, spreading nodes and
recovered nodes

2.5.3 Time Evolutions of Nodes

In this subsection,we discuss the time evolution of information dissemination process
based on our model. First, we investigate the time evolutions of the number of
ignorant, dissemination, and recovered nodes. We only change μ = 0.0001 and
T = 15,000. As shown in Fig. 2.4, the number of spreading nodes S(t) sharply
increases at first, and then reaches a peak value. Finally, the number of spreading
nodes keeps decreasing until reaching 0. The number of ignorant nodes I (t) sharply
falls within an extremely short time. The number of recovered nodes R(t) grows from
0 at a fast rate in a short period. Obviously, these numerical results are consistent
with our analysis in Sect. 2.4.

We study the pre-immunity using the presentedmodel. In Fig. 2.4, the value of S(t)
becomes around 0 when dissemination time t = 10,000, which indicates that there
is no spreading node in the network. In other words, the information dissemination
process is stopped at this moment. At the same time, there are still a few ignorant
nodes in the network, which would lose the interest and become recovered nodes
gradually. Obviously, the process of transition is considerably slow since the self-
immune parameter μ is very small. For example, in Fig. 2.4, the value of I (t) is
reduced about 0.2% in each unit of time when the value of S(t) is almost 0. In order
to further exhibit pre-immunity, we setμ = 0 to study time evolutions of the number
of three types of nodes without pre-immunity in Fig. 2.5. We can observe that three
curves become stable when there is no spreading node in the network. The reason is
that ignorant nodes maintain interests all the time if μ = 0, and thus ignorant nodes
cannot directly become recovered nodes.
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Fig. 2.5 Time evolutions of
the number of ignorant
nodes, spreading nodes, and
recovered nodes, where
μ = 0

2.5.4 Performance of Information Dissemination

In this subsection, we evaluate the performance of information dissemination with
relevant factors of the proposed model.

2.5.4.1 Effects of Spreading Parameter and Immune Parameter

We evaluate the effects of spreading parameter and immune parameter on the infor-
mation dissemination. Here, R(t) is used as the performance metric. In order to
study the impact of spreading parameter and immune parameter, we ignore the self-
immune parameter such that all recovered nodes can have the information under this
situation. Here, the spreading parameter β increases from 0 to 1, and four values of
δ are randomly chosen for comparison, which are 0.1, 0.3, 0.7, and 1. Other settings
are the same as those in Fig. 2.5. Figure 2.6 shows the final number of the recovered
nodes R versus different values of β and δ. From Fig. 2.6, it is observed that the infor-
mation can be still transmitted if β is very small. For example, when β = 0.1 and
δ = 0.3, the number of the recovered node R is close to 200. Another phenomenon
is that the final R increases with the increase of the value of β, while the increasing
speed decreases gradually. Moreover, the larger immune parameter has smaller value
of the final R. A large spreading parameter β can promote information dissemina-
tion, while immune parameter δ has a negative effect on information dissemination.
Moreover, when δ is smaller, the network is more robust to β. For example, when
δ = 0.1, the value of final R remains stable when β > 0.6.
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Fig. 2.6 The final number of
recovered nodes R with
different spreading
parameter β and different
immune parameter δ

Fig. 2.7 Time evolutions of
the number of spreading
nodes S(t) with different
initial spreading nodes

2.5.4.2 Effects of Node Degree

We study the effect of the initially spreading node with different degrees. We assume
that the degree of the initially spreading node is k0. Three categories of degrees are
selected for comparison to study the impact, which are k0 = 1, k0 = 19 and k0 = 72.
The result is shown by Fig. 2.7 which describes the time evolutions of the number
of spreading nodes S(t) with different initial spreading nodes. It is observed that the
initial spreader’s degree has a significant effect on information dissemination. When
the degree is larger, the information dissemination speed is faster and the peak value
of S(t) is also larger. Actually, in MSNs, the nodes with large degree can accelerate
the information dissemination, because they can recommend the information to a
large number of their friends.
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Fig. 2.8 Comparison of
information dissemination
based on small world graph,
random graph and scale-free
graph

2.5.4.3 Effects of MSN-Based Social Graph

We evaluate the performance of our model based on different types of MSN-based
social graphs, which are scale-free graph model [45], random graph model [46], and
small-world model [47]. All of the three networks have the same number of nodes
and average degree, where 〈k〉 = 2 and |V | = 802. From Fig. 2.8, we can see that the
dissemination speed is slower in the small-world graph than that in a random graph.
The reason is that the clustering coefficient in the small-world graph is larger than that
in the random graph [46]. As the clustering coefficient shows how close the neighbor
nodes are, there are many edges interconnected among nodes when the clustering
coefficient is large. Therefore, the information is transmittedmore quickly andwidely
in a network. Figure 2.8 also shows that information dissemination in a scale-free
graph is the fastest. One reason is that the scale-free graph follows the power-law
distribution. If a node with high degree becomes a spreader, a large number of nodes
receive information from this spreading node at the early stage of dissemination
process. Then, most nodes are spreading nodes and become recovered nodes quickly.
Similarly, the recovered node with a higher degree can make spreading nodes to
become recovered nodesmore quickly. The other reason is that the characteristic path
length of the scale-free graph is the smallest compared with others [48]. Here, the
characteristic path length represents the average length of the shortest path between
two nodes, randomly selected from the graphs [46]. Therefore, in scale-free graph,
the information can be quickly delivered to the given node. More details can be seen
in [49].

2.6 Summary

In this chapter, we have developed an analytical model to analyze the epidemic infor-
mation dissemination in MSNs. The model considers the change of mobile nodes’
interests by introducing two novel elements called pre-immunity and immunity.
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With these elements, we have proposed information dissemination mechanism with
four rules for epidemic information dissemination process. According to these four
rules, the analytical model has been developed through ordinary differential equa-
tions. By conducting extensive trace-driven simulations, we have demonstrated that
our analytical model is more accurate than existing ones.
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