Chapter 2
Random Cellular Networks and Stochastic
Geometry

Abstract In this chapter, we discuss the physical layer security in stochastic geo-
metric networks. We first present the randomness of cellular networks deployment,
and summarize the challenges to solve the physical layer security issue. We then
introduce some primary knowledge of stochastic geometry theory, especially some
useful properties of Poisson point process, which will be extensively used in the
following chapters. It is concluded that various random wireless networks can be
modeled and analyzed using the framework of stochastic geometry. Moreover, we
introduce the network security performance metrics to evaluate the physical layer
security. Finally, we provide a brief survey of recent researches on physical layer
security in wireless networks, and introduce three open problems in this field which
we are going to deal with in the following chapters.

2.1 Deployment of Cellular Networks

With the rapidly increasing demand of big traffic and high datarate, emerging wireless
networks, such as heterogeneous cellular networks (HCNs), cognitive radio networks
(CRNs), wireless ad hoc networks, etc., have drawn significant research interests in
both academia and industry over the last decade. To protect the confidentiality of the
data and information transmitted through wireless links in these networks, physical
layer security approach is a very competitive solution due to its low complexity and
flexibility.

In Chap.1 we have reviewed some techniques for enhancing the physical layer
security of wireless transmissions. We note that all those techniques are initially
developed for a point-to-point communication system, i.e., there is only one source
destination pair under consideration. However, a wireless communication network
can be viewed as a collection of transceivers located in an area, For example, a cellular
network consists of a mass of base stations (BSs) and mobile user equipments (UEs)
distributed in a city. Compared with a point-to-point communication system, the most
significant difference in a wireless cellular network is that the transmission is highly
interference-limited. In a cellular network, there are a large amount of concurrent
transmissions between different BS-UE pairs sharing a same frequency band, which
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causes ubiquitous interference in the whole network. For any receiver, the signals
intended for the other receivers are treated as interferences.

The aggregated interference will result in a great impact on the secrecy perfor-
mance of a wireless link. As can be seen from the fact that secrecy performance
depends heavily on the achievable rates at the legitimate destination and the poten-
tial eavesdroppers in Chap. 1, the ubiquitous interference will bring in two effects.
On the one hand, the legitimate link rate Rz will be reduced. On the other hand,
the leakage rate R will be degraded as well since any potential eavesdroppers also
receive interferences. Therefore, the secrecy performance, which is a function of
Rp — Rg, should be carefully reevaluated.

In a wireless channel, all path loss, shadowing, and fading will bring impairments
to the received signal strength, and all these effects depend heavily on the spatial
locations of the terminals. In a wireless cellular network, concurrent transmissions
located at different spatial positions cause significantly different levels of interference
strength to the same receiver. It is not uncommon for the signal-to-interference-plus-
noise ratios (SINRs) to vary over different receivers by up to a hundred dBs due
to differences in path loss, shadowing and fading. Since all these effects depend
heavily on the spatial locations of the terminals, the network geometry and spatial
distribution of interferers become the primary factors in determining a receiver’s
SINR and hence the achievable rate. Therefore, it is eagerly needed to develop a
tractable tool to model the network geometry and analyze the secrecy performance.

2.1.1 Modeling and Analyzing Random Cellular Networks

Traditionally, a tractable cellular deployment model commonly used by information
theorists is the Wyner model [1, 2], which is typically one-dimensional. This model
assumes a unit gain from each BS to the active user and an equal gain that is less than
one to the two users in the two neighboring cells. This is obviously an overly sim-
ple and highly inaccurate model unless there is a very large amount of interference
averaging over space, which greatly limits its application. On the other hand, a more
realistic two-dimensional network of BS is usually modeled on a regular hexagonal
lattice, or slightly more simply, a square lattice [3, 4]. However, tractable expressions
for the SINR are unavailable in general for a random user location in the cell. More
general results that provide guidance into typical SINR or the probability of out-
age/coverage over the entire cell only can be obtained by complex time-consuming
Monte Carlo simulations.

Itis also important to realize that although widely accepted, grid-based models are
themselves highly idealized and may be increasingly inaccurate for the heterogeneous
and ad hoc deployments common in urban and suburban areas, where cell size varies
considerably due to differences in transmission power, tower height, and user density.
Nowadays, acommon characteristic of these wireless networks is the random network
topology, for example, a femtocell access point (AP) in an HCN may access and quit
dynamically; nodes in an ad hoc network are randomly distributed and are connected
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with each other in a self-organizing manner; a cognitive user may opportunistically
access the idle channel in a CRN; and so on.

The randomness of cellular network geometric topology has brought the following
two fundamental challenges to network modeling and secrecy performance analysis.

e How to model network geometry? Secrecy performance of a wireless transmis-
sion in a cellular network is closely related to network geometry. As we know,
information exchange between arbitrary transmitter and receiver depends heavily
on the spatial positions of themselves and of other interfering nodes in the net-
work, and also the interplay between them. The increase of transmit power at an
arbitrary transmitter will in turn introduce greater interference to those undesired
receivers. In addition, cellular networks are more and more heterogeneous and the
node distribution are becoming more and more irregular, with the node density
differing significantly for different areas. Thus, neither the position-independent
Wyner model [1, 2] nor the regular lattice model can be used to describe today’s
cellular networks. Network designers are crying out for a network model that is
tailored to characterize node distribution accurately and meanwhile is tractable.

e How to analyze the randomness? The number of uncertainties in a cellular network
has far exceeded that in a point-to-point scenario: not only the received power is
random because of the randomness inherent to wireless channels and the mobility
of the desired user, but also the interference power is governed by a series of
stochastic processes including nodes’ spatial distribution, shadowing, and fading.
It is impossible for a node to know or to forecast the spatial positions and the
channel knowledge related to all the other nodes. In other words, transmitter is not
able to configure transmission parameters for a concrete space realization. In order
to efficiently assess or predict network performance, a sound stochastic process
is required to capture the randomness of the cellular network, including both the
positions of BSs and UEs, just as a fading distribution is used for modeling a
variety of possible propagation environments.

2.1.2 Stochastic Geometry Approach

Fortunately, stochastic geometry has provided a new opportunity to deal with the
aforementioned challenges. Using powerful tools from stochastic geometry, the ran-
domness of a cellular network can be conveniently modeled with a sufficient accu-
racy, and we are able to study the average behavior of a wireless cellular network
over many spatial realizations by modeling network nodes according to some prob-
ability distribution [5]. During recent years, stochastic geometry has also inspired a
large number of researchers to perform security performance analysis and network
parameter optimization for random cellular networks. In the following sections, we
provide a brief introduction of some fundamentals of stochastic geometry. A more
thorough reference work can be found in [6].



24 2 Random Cellular Networks and Stochastic Geometry

2.2 Fundamentals of Stochastic Geometry

Stochastic geometry is a rich branch of applied probability which is used to study
random phenomena on the plane or in higher dimensions [6]. It has been widely
applied in the areas of biology, astronomy and material sciences, etc. Nowadays, its
application has also infiltrated into image analysis and communication networks.

2.2.1 Point Process

Stochastic geometry is intrinsically related to the theory of stochastic point process
(PP) [6]. PP is the most basic research object studied in stochastic geometry. Here
we just provide a basic introduction. A more rigorous definition can be found in [6].

Simply speaking, a PP @ £ {x;,i € N} is a random collection of points residing
a measure space E, e.g., for wireless networks, E is the d-dimensional Euclidean
space RY. @ can be interpreted in terms of the so called random set formalism,
where @ = {x;} C R? is a countable random set with each element x; being a
random variable. A more convenient way to describe the PP is to count the number
of points falling in any Borel set A C R, i.e.,

D(A) = Z I(x; € A). (2.1)

X, €D

Note that, @(A) is a random variable whose distribution depends on @.

So far, there are four categories of PPs that have been widely studied to model
the wireless network, namely, Poisson PP (PPP), binomial PP (BPP), Poisson cluster
process (PCP) and Matérn hard core PP (HCPP). The strict definitions of these PPs
canbe foundin [7]. Figure 2.1 depicts PPP, PCP and HCPP, respectively. PPP provides
the baseline model (i.e., parent PP) for the other PPs, or, PPP can be converted into
the other PPs [8]. Specifically,
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Fig. 2.1 Three typical PPs
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(1) A PPP is used to abstract a network in which a possibly infinite number of
nodes randomly and independently coexist in a finite or infinite region, e.g., users in
a cellular network and nodes in a wireless ad hoc network;

(2) When given the number of nodes in a finite region, a PPP becomes a BPP;

(3) When nodes are clustered according to the Multiple Access Control (MAC)
protocol, a PPP evolves into a PCP, e.g., users gathered around Wi-Fi hot spots;

(4) Due to geographical constrains, network planning, or MAC protocols, a min-
imum distance is required to separate any two nodes, then a PPP transforms into a
repulsive PP, i.e., Matérn HCPP.

Among these four categories of PPs, PPP has provided a convenient mathemati-
cal framework for random wireless network. For the self-organized ad hoc network,
closed-form expressions of performance metrics like the SINR and outage proba-
bility can be easily obtained. Using PPP we can also derive tight bound results for
performance metrics in those infrastructure-based networks (e.g., cellular networks)
and coordinated spectrum access networks (e.g., CRNs). Thanks to these advantages,
PPP has become the most popular, tractable, and important PP.

2.2.2 Poisson Point Process

This subsection introduces the PPP basic and PPP’s key properties.

2.2.2.1 Definitions

In the following, we define the PPP and the homogeneous PPP.
Definition 2.1 (PPP) APP @ £ {x;} € R? is a PPP if and only if

e For an arbitrary set A € R?, @ (A) is a Poisson random variable;
e For any two disjoint subsets A;, A; € RY, ®(A;) and @ (A ;) are independent.

Definition 2.2 (Homogeneous PPP) If the intensity measure A' of a PPP @ satisfies
A(A) = A|A], i.e., the product of a constant value A and Lebesgue measure |A|,?
then @ is a homogeneous PPP with intensity A.

Homogeneous PPP is a simple, isotropy, and stationary PP. By simple, we mean
there are no two points at the same location; by isotropy and stationary, we mean
that the law of a PP is invariant by rotation and translation, respectively [5]. Using
homogeneous PPP will greatly simplify the mathematical analysis, which helps to
reveal explicitly the influence of network parameters on network performance. Unless
otherwise specified, the PPP in the following refers solely to the homogeneous one
on a two-dimensional plane R

For any Borel set A, its intensity measure A is defined by A(A) = E[®(A)].
2| A| denotes the area of A for a plane, and denotes the volume of A for a three-dimensional space.
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2.2.2.2 Key Properties on PPP

Six properties are presented in the following. Knowledge regarding detailed deriva-
tions can be found in [7, 9].

Property 2.1 Fora PPP ® C R?and an arbitrary finite region A, & (A) is a Poisson
random variable with mean M| A|, i.e.,

_ i GAD”

P{®(A) = n} gy

(2.2)

Property 2.2 For a PPP ® C R? and conditionally on the fact that ®(A) = n,
these n points are independently and uniformly distributed in A, i.e., forming a BPP
in A.

From Property 2.2, we are able to obtain two very useful formulas, namely, Camp-

bell’s formula and probability generating functional (PGFL), respectively.

Lemma 2.1 (Campbell’s formula) For a PPP @ with density A and an arbitrary
real function f(x) : R* — R, we have

Eo [Z f(x):| = A/RZ f(x)dx. (2.3)

xed

Campbell’s formula simplifies the calculation of the mean and variance of the
aggregate interference power in a network.

Example 2.1 Consider a PPP @ C R>with density A, the aggregate interference
power of the node at location y € R? is given by I(y) = > e L(x —y), where
£(x — y) denotes the path loss function from x to y. The mean and variance of 7 (y),
i.e., E[/(y)] and V[ (y)] can be computed by using the Campbell’s formula, given
below

E[I(y)] =A/ tx)ydx,  V[I)] =A/ 0(x)%dx. (2.4)
R2 R2

Lemma 2.2 (PGFL) For a PPP & C R? with density A and an arbitrary real
function f(x) : R? — [0, 1]

Eg [H f(x):| = exp (—x/Rz (1— f(x))dx). (2.5)

xed

An important application of PGFL is the Laplace transform of interference 7 (y).

Example 2.2 (Laplace transform) Recalling the aggregate interference power / (y) =
> e L(x —y) given in Example 2.1, the Laplace transform of /(y) is given by
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Liy(s) =Eg [e'P] = exp (—A / (1 —e ) dx) . (2.6)
R2

If we execute operations, including superposition, thinning and displacement on
a PPP, we can obtain the following invariant laws.

Property 2.3 (Superposition) The superposition of multiple independent PPP with
density i is still a PPP with new density >, Ax.

Property 2.3 can be used to analyze the interference in a network consisting
of multiple independent tiers. For example, the aggregate interference power of a
random user in a K-tier heterogeneous cellular network can be expressed as I =
>K 2 vea, Li(x), where @; models the locations of the interfering BSs in the kth
tier with density A, then the Laplace transform of I can be calculated as

K K
Z1(s) = [ | Eo, [e*f Zoco, M”] = exp (— >k / (1 —e™5W) dx). (2.7)
k=1 =1 B

Property 2.4 (Thinning) The thinning of a PPP of density A with retention proba-
bility p is still a PPP of new density pA.

Property 2.4 can be used to analyze the performance of a network in which the
interfering nodes opportunistically transmit at a certain activation probability. For
example, each BS in a cellular network of density A is activated at a probability p, then
the aggregate interference power of a random user can by givenby I = > o, £(x),
where @, denotes the set of the locations of those active BSs. Accordingly, the
Laplace transform of I can be calculated as

Z(s) =Eo [e_s Zico, e(x)] = exp (—pk/ (1 — e_se(x)) dx) . (2.8)
R2

Property 2.5 (Displacement) The displacement of a PPP of density X by a Markov
kernel p(x, y) from x to y is still a of density A.

Property 2.5 can be used to model mobile wireless networks. For example, con-
sider a mobile ad hoc network where the locations of nodes in the current time slot
are modeled as a PPP @ £ {x;} C R? of density A, if each node moves from x;
to a new location y; independently in the next time slot, then the new locations set
@° £ {y;} is still a PPP of density A.

Property 2.6 (Slivnyak theorem) Consider a PPP ® with a point 8, located at x,
if we remove 8, from @, the distribution of the reduced PPP ® — §, is the same as
that of the original PPP ®.

Slivnyak theorem implies that the addition or removal of a user in a network does
not change the distribution of the other users, hence we can always place the user of
interest at the origin in coordinates as a typical user to analyze user performance in
aspects like outage probability and end-user throughput.
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2.3 Using Stochastic Geometry to Model Wireless Networks

PPP is recognized as the most random stationary process friendly presenting a wire-
less network with nodes randomly distributed or with substantial mobility. In addi-
tion, using PPP to model the positions of network nodes simplifies the analysis,
which facilitates the investigation of the relationships between network performance
and network parameters.

Based on whether there is public infrastructure or not, wireless networks can
be divided into two classes, namely, infrastructure-based networks (e.g., cellular
networks) and infrastructureless networks (e.g., ad hoc networks and CRNs). PPP
has been widely applied in both classes. In the following, we concentrate on cellular
networks and wireless ad hoc networks, and the application of PPP in CRNs can be
found in [10-13].

2.3.1 Cellular Networks

A cellular network is an infrastructure-based network possessing fixed BSs or APs
as well as explicit MAC protocols. Traditionally, cellular network is characterized by
using a regular hexagonal grid model, in which each BS covers a hexagonal cell. The
biggest weakness of such a model is that it makes modeling and analyzing intercell
interference extremely sophisticated. Moreover, demands of transmission capacity in
downtown, uptown and rural areas, etc., differ a great deal, and therefore traditional
grid planning can no longer capture the deployment of BSs nowadays. During the
past few years, due to the built-out urban areas, BSs are deployed in an increasingly
irregular and random way. These contribute to modeling the locations of BSs using
tools from stochastic geometry.

Considering that no service provider will deploy its two BSs arbitrarily close to
each other in a real cellular network, using a repulsive PP such as the Matérn HCPP to
model a cellular network topology is more practical [14]. However, an HCPP-based
cellular network suffers a great loss of analytical tractability and the Matérn HCPP
itself is flawed, i.e., the nonexistence of the PGFL [15]. By contrast, PPP is much
more appealing given the simplicity and tractability. In a PPP-base cellular network,
each mobile user is associated with the nearest BS, thus forming a Poisson Voronoi
diagram, just as shown in Fig.2.2. Assuming the locations of BSs are completely
uncorrelated seems a bit unrealistic, but Andrews et al. [16] has figured out that the
PPP yields a tight lower bound on the coverage probability provided by an actually
deployed cellular network as well as an approximation on the upper bound mean
transmission rate provided by the idealized grid-based model. Such validations can
be further found in [14, 17].



2.3 Using Stochastic Geometry to Model Wireless Networks 29

Fig. 2.2 Single-tier cellular
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2.3.2 Heterogeneous Cellular Networks

Traditional single-tier macrocellular network has been incapable of meeting a 1000 x
average data rate increase in 5G networks [18], and the deployment of HCNs is an
irreversible trend in future wireless networks. An HCN is generally formed by overlay
avariety of low-power infrastructure on an existing macrocellular network. Figure 2.3
depicts a three-tier HCN with picocells and femtocells coexisting with macrocells.
These pico/femto BSs are often low-end and in large numbers and demand-based.
For example, femtocell BSs can either be installed by individuals and enterprises
to enlarge household and office coverage, or be planned by network operators to
increase capacity for airports, stadiums and other areas of dense demand [19]. In
addition, femto APs support “plug-and-play,” i.e., accessing and quitting the network
may happen at any minute, and the division of service areas is much more irregular
compared with conventional macrocellular networks. All these make it reasonable to
use PPP to characterize the deployment of picocells and femtocells APs. In [20-22],
the authors have investigated the spectrum allocation, access control and interference
avoidance for both downlink and uplink communications in a two-tier HCN, where
the locations of macrocell BSs are modeled as hexagonal grid and the locations of
femtocell BS and of users are modeled as independent PPPs. It is shown in [23] that,
even modeling all tiers of an HCN including the macrocell tier as independent PPPs,
the distribution of the SINR of a typical user greatly approximates that provided by
a grid-based macrocell tier case.

2.3.2.1 Femto Access Control

Based on the PPP HCN, femto access control including closed access [24] and open
access [23] have been discussed in [25, 26]. In closed access, femto access points
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(FAPs) provide service to only specified subscribers to monopolize their own femto-
cell and its backhaul to ensure privacy and security; whereas in open access, arbitrary
nearby users can use the femtocell. Xia et al. [26] have pointed that, compared with
closed access, open access is preferred by network operators not only because it
expends network capacity in an inexpensive way by leveraging third-party backhaul
for free, but also because it greatly reduces cross-tier interference by allowing macro-
cell user to access femtocell nearby. Under different access strategies, the issues of
load balancing [27, 28], coverage probability [24, 29], throughput [30, 31], etc.,
have been investigated.

2.3.2.2 Mobile Association Policy

Mobile association, or, cell selection, is one of the core issues in designing an HCN.
There are two general classes of mobile association policies: (1) average received
power based (long-term results), where each mobile user connects to the BS providing
the largest average received power [23, 27, 29], (2) instantaneous received power or
SINR based, where each user connects to the BS providing the largest instantaneous
received power or SINR [24, 28]. Itis shown in [23] that, network designers prefer the
average power based policy, with which the “ping-pong” effect, i.e., the unnecessary
information exchange caused by shadowing and fading, can be avoided. Under such
a mobile association policy, users do not connect to the nearest BSs any more due
to the differences in transmit power of different tier of BSs, and thus the tessellation
corresponds to a weighted Voronoi diagram instead of a standard Voronoi diagram
formed in the conventional single-tier cellular network.

Figure 2.4 depicts the mobile association policy in an HCN consisting of a macro-
cell tier and a picocell tier. Specifically, Fig.2.4a shows, a user connects to a macro
BS instead of a much nearer pico BS since the latter provides a lower average received
power for this user. Figure2.4b shows, although the macro-BS has a high transmit
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Fig. 2.4 Mobile association policy in a two-tier macro/pico HCN

power, it actually does not provide a sufficiently large average received power for
a user due to a large distance, thus making this user connect to a pico BS nearby.
Visibly, the deployment of pico BSs allows macro-BSs to offload more users, and
in addition setting an extra bias for pico BSs toward admitting users [32] further
provides relief to the macrocell tier.

2.3.2.3 Multiple-Antenna HCNs

As a natural extension, the study of downlink HCNs has been carried out in multiple-
antenna scenarios recently [33-37]. Specifically, Heath et al. [33] have investigated
the interference distribution of a user associated with a fixed-size cell, which is
inscribed within a weighted Voronoi cell in a Poisson field of interferers. Dhillon
and Gupta et al. [34, 35] have derived closed-form expressions for both coverage
probability and per user rate by using tools from stochastic orders, which neverthe-
less are not analytically tractable. Adhikary et al. [36] have proposed interference
coordination strategies through spatial blanking by exploiting the directionality in
channel vectors at the massive MIMO regime. Li et al. in a very recent contribution
[37] have developed a semi-closed expression for success probability in a multi-
user MIMO HCN, where the tradeoff between link reliability and the area spectrum
efficiency has been discussed.

2.3.3 Wireless Ad hoc Networks

Wireless ad hoc networks are fully distributed, autonomous and infrastructureless
networks, and have been the most important application field of PPP. In an ad hoc
network, all transmitter and receiver nodes are randomly distributed, connecting
with each other in any way they want; the connection relation varies all the time. In
addition, transmitters make their transmission decisions in a non-coordinated fashion,
but adopt slotted Aloha as the MAC protocol, i.e., each node independently decides
whether transmits or not in each time slot.
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Figure 2.5 illustrates a snapshot of a single-hop wireless ad hoc network, where
the locations of all transmitters are modeled as a PPP and each of them connects to a
unique receiver. It has been more than three decades that PPP has been used to model
wireless ad hoc networks, and a flood of literature has studied the PPP-based ad hoc
networks, providing analytically tractable expressions for metrics such as the PDF
of interference [38], outage probability [39—41], scaling laws of network capacity
[42-44], and more recently the area spectral efficiency [45-47], etc.

2.4 Interference Characterization

Equipped with the tool of stochastic geometry and its validation to model the spatial
distribution of a random network, in this section we explain how to analyze the effect
of the aggregate interference on a receiver in the network. We associate mathematical
characterization of the SINR with a typical user in the network, which plays a critical
role for the secrecy performance analysis in the subsequent chapters.

Given that radio signals suffer from small-scale fading (multiple-path fading and
shadowing) and large-scale path loss (power law attenuation with respect to the path
distance), the power gain can be characterized as

ny = gxyrx_;[, (29)
where x and y denote the locations of transmitter and receiver, g,, denotes the

small-scale fading gain, r,, denotes the path distance, and « denotes the path loss
exponent.3

3In free space, @ = 2, whereas over ground with scattering and absorption, the value of « is usually
better modeled by a value between 2.5 and 4.
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Consider a random wireless network where the locations of all potential trans-
mitters are modeled as a PPP @ € R? of density A. Without loss of generality, we
place a receiver of interest at the origin o of the coordinate system as a typical user.
According to the Slivnyak theorem provided by Property 2.6, this operation does not
affect the distribution of other nodes. The SINR of the typical user is given by

SINR 2

. owith 1= Pg,rt (2.10)

ZED,

I+Ww

where S, I and W denote the received signal power, interference power and noise
power; P, denotes the transmit power of an interfering node located at location z,
@, denotes the set of the locations of those interfering nodes transmitting concur-
rently, which is obviously a subset of @. Note that the determination of @, depends
heavily on the network behavior and related MAC protocols (e.g., Aloha, TDMA).
For example, in a wireless ad hoc network with slotted Aloha, all interfering nodes
transmit independently and randomly with probability p, then @; is a thinning of @,
i.e., a PPP of density pi. As to a multiple-tier HCN where the mobile association
policy based on the average received power is adopted [23], as depicted in Fig. 2.4, if
the typical user access the kth tier and the distance to its serving BS is r, there always
exists an exclusion region where no interfering BSs in the jth tier can be found in

1/a
it. The exclusion region is centered at the typical user with radius r; = r (%) ,
J

which can be denoted as %(o, r;). Then @; can be given by &; = Uj (@\%’(o, r_,-)).
Due to the randomness of both wireless channels and network geometry, the
interference term / in Eq. (2.10) can be regarded as a random variable, the distribution
of which can be characterized via the Laplace transform. Taking a multiple-tier
HCN as an example, assuming that all interfering BSs in the jth tier transmit at
power P; with locations obeying PPP @; of density A ; and small-scale channel gain
g0 1s independent and identically distributed (i.i.d.) obeying Rayleigh fading, i.e.,
exponent distribution with unit mean. Given that the interfering BSs in the jth tier
are outside the exclusion region (o, r;), the Laplace transform of the aggregate
interference power from the jth tier I; = > co, Pjg:orz," can be calculated as

= —slj —sPigory”
L1 (s) 2By [e] =Eg, H e P8

€D,

@ exp(—ZnAj/ (l — fg(str_”‘)) rdr)

J

*© 1
@exp(—Zn'Aj/ (1—W)rdr), (211)
ri SI;r

J

where § £ 2/a, (a) follows from the PGFL in Lemma 2.2 along with the indepen-
dence of @, and g, and (b) holds for exponent distribution of g.
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As to an ad hoc network, due to the absence of an exclusion region around the
receiver of interest, to which any interfering node can be arbitrarily close, and thus r;
in Eq. (2.11) is set to zero. Therefore, we obtain a closed-form expression of .7, (s),
which is

2, (s) = exp (—nAjF(l +38) I ({1 — 8)(Pjs)5) . (2.12)

One can see that .2 (s) solely depends on the density of interfering nodes A, and
path loss exponent « (or §). Note that only if § < 1 does .Z(s) in Eq. (2.12) makes
sense.

Kindly note that the derivations in Eqgs. (2.11) and (2.12) can be applied to more
general channel distributions but not limited to Rayleigh fading.

2.5 Physical Layer Security in Random Cellular Networks

Recently, stochastic geometry has been extensively used for physical layer security
analysis in random wireless networks, where the locations of both legitimate nodes
and eavesdropping nodes are modeled as independent PPPs. As discussed previ-
ously, modeling legitimate nodes as a PPP is mainly due to the mobility and the
random distribution and also the tractability of PPP itself. The reasons behind PPP
eavesdroppers is twofold

e On one hand, although the locations of eavesdroppers are unknown in real wiretap
scenarios, modeling them as a PPP is still reasonable for the following two cases:
1) for the regular but unlicensed users in the network who are treated as potential
eavesdroppers, they share the same mobility as the legitimate nodes do; 2) for
the malicious eavesdroppers in the network, they need to imitate the mobility and
other behaviors as legitimate nodes to hide their identities, or otherwise they can
be easily detected [48].

e On the other hand, PPP is the most random stochastic process, the secure trans-
mission techniques or schemes designed base on which have sufficiently strong
robustness.

In the following, we describe several performance metrics to evaluate the physical
layer security in a random cellular network, which will be used in the whole book.

2.5.1 Connection Outage and Secrecy Outage

As mentioned in Chap. 1, Wyner’s wiretap encoding scheme will be discussed in
this book. In such a coding scheme, two rate parameters, i.e., transmission rate
R, and confidential information rate Ry, should be carefully designed to meet the
requirements of reliable and secrecy transmissions. Usually, the performances are
evaluated in terms of connection outage, secrecy outage probabilities, and network-
wide secrecy throughput.
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2.5.1.1 Connection Outage

Connection outage probability measures the probability of a unsuccessful transmis-
sion. If a legitimate link has capacity C and the transmission rate R, of the adopted
Wyner’s code satisfies R, < Cp, the legitimate receiver is able to decode the secret
message correctly and perfect connection is assured in this link; otherwise a connec-
tion outage occurs. The probability that this connection outage event takes place is
referred to as the connection outage probability, denoted as Z,.,,.

2.5.1.2 Secrecy Outage

According to the basic definition of secrecy outage in Sect. 1.3.3 and under Wyner’s
coding scheme, SOP is defined as the probability that the confidential information
rate R, exceeds that of the secrecy capacity C,, which is denoted as Z,,.

Since R, = R; — R, R; > C; is equivalent to R, < Cg where Cg is channel
capacity from the transmitter to the eavesdropper. In a wireless network there are
a large number of potential eavesdroppers distributed randomly. Under a reason-
able assumption that these eavesdroppers do not collude with each other due to the
differences in geographic positions but only decode messages individually, which
corresponds to a compound wiretap channel model [49], Cg is the capacity of the
most detrimental eavesdropping link.

The connection outage and secrecy outage probabilities have played a key role
in analyzing physical layer security in random wireless networks, and have been
extensively investigated in cellular networks [50-52], wireless ad hoc networks
[53, 54], CRNs [55, 56], and relay networks [57], etc.

2.5.2 Secrecy Throughput

Secrecy throughput is used to evaluate the average capability of secrecy information
transmission of a wireless link. Under a predefined connection outage probability
Z., = o and a secrecy outage probability &, = &, the confidential information
rate R, of the Wyner’s coding could be adjusted if some CSI of the wireless link is
available at the transmitter. Mathematically, secrecy throughput is defined as

Iy = E(Rs(0, ¢)). (2.13)

Note that secrecy rate R, is a function of o and &, which can be expressed as
R;(0, &) = [R;(0) — R.(¢)]", where codeword rate R, and redundant rate R, satisfy
Z.o(R;) = o and F,(R,) = e, respectively. Clearly, only under the condition
R;(0) > R.(e) can a positive secrecy rate R, (o, ¢) be achieved. This implies, not
all selected parameters o and ¢ can be simultaneously satisfied.
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2.5.3 Network-Wide Secrecy Throughput

In a wireless network, apart from the security performance of a typical node, e.g., out-
age probability, achievable secrecy rate and capacity, etc., the network-wide security
performance and the potential benefits brought by secure transmission techniques
and strategies are also highly interested. In this monograph, we concern ourselves
with the important metric, named network-wide secrecy throughput, to assess the effi-
ciency of secure transmissions, which is defined as the achievable rate of successful
transmission of information bits per unit area under required connection outage and
secrecy outage probabilities [53, 54].

The network-wide secrecy throughput under a connection outage probability
Z., = o and a secrecy outage probability &, = ¢ is given by

T, 2 1(1 —0)Ry(0, ¢), (2.14)

where the unit is bits /s /Hz/m?. Note that here we assume all the secrecy transmission
links in the wireless network adopt a common and constant confidential information
rate R rather than adjust it for each transmitter. This is a practical assumption to
make the network-wide performance analysis more tractable.

Through investigating outage probabilities and network-wide secrecy throughput,
we can gain a better understanding of the significance of physical layer security in
random wireless networks, and provide a more explicit guideline for secure trans-
mission techniques and schemes tailored for future wireless networks.

2.5.4 A Brief Survey on Physical Layer Security in Wireless
Networks

Physical layer security in wireless networks has become an emerging topic very
recently, and there have been already some advances reported in the last five years.
Here we provide a brief survey where the works are not limited to the cellular network
but a general random wireless network.

Early studies on wireless network security from an information-theoretic view-
point have mainly characterized the secure connectivity of large-scale wireless net-
works utilizing the concept of secrecy random graph. For example, the statistical
characteristic of in-degree and out-degree of network connectivity under security
constraints are investigated by Haenggi [58], Pinto et al. [59], and Goel et al. [60].
The existence of a secrecy graph is analyzed in [58, 60] using tools from per-
colation theory. The authors in [61] show that using directional antenna elements
and eigen-beamforming efficiently improves secure connectivity. Scaling laws for
secrecy capacity/rate in large wireless networks have been investigated in [62, 63],
which are characterized as the order-of-growth of the secrecy capacity/rate as the node
number increases. Although scaling laws can provide insights into the secrecy capac-
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ity of large-scale networks, they can not reflect the impact of key system parameters
and transmission protocols, since most of these factors affect network throughput
but not the scaling laws [5].

Research on physical layer security has been further extended to cellular networks
[51, 52, 64-66] and ad hoc networks [53, 54, 57, 67], where placement of both legit-
imate and wiretapping nodes are modeled as PPPs. Specifically, the authors in [51]
evaluate the secrecy rate of a cellular network considering cell association as well as
information exchange between BSs, under different assumptions on eavesdroppers’
location information. This work is extended by [64—66] with both small-scale fading
and intercell interference taken into account, and a regularized channel inversion
linear precoding is proposed to improve the average secrecy rate. In [53, 54], the
authors measure the secrecy transmission capacity with single and multiple-antenna
transmitters in ad hoc networks, and provide a tradeoff analysis between connectivity
and secrecy. In [57], the authors consider a secure transmission via randomize-and-
forward relays in a wireless ad hoc network and discuss the problem that when relay
transmission gives a more secure connection. In [67], the authors investigate the issue
of secure routing using decode-and-forward relays in a multiple-hop ad hoc network.
In [68], the authors investigate physical layer security in a multiple-tier wireless sen-
sor network, and introduce the concept of distributed network secrecy throughput to
quantize the network security performance. This topic has also been carried out in
emerging wireless networks, including cognitive radio networks, device-to-device
networks, Internet of Things, etc., and more details can be found in [56, 69, 70].

Although many efforts have been devoted to physical layer security in random
wireless networks, there are still some open problems in this field. In the following,
we introduce three of them which we are going to deal with in the following three
chapters, respectively.

1. How to optimally allocate the power between information-bearing signal and
artificial noise for the artificial noise scheme against randomly distributed eaves-
droppers? Although artificial noise scheme has been applied to confuse randomly
located eavesdroppers [54, 71], there is still no explicit solution on the optimal
power allocation. Providing explicit optimization solutions is of significance for
practical secure transmission designs.

2. How to analyze physical layer security for an HCN? Existing literature on HCNs
has mainly focused on loading balance, spectrum efficiency, energy efficiency
[27, 28, 31, 37], etc.; little of it has involved security issues. It is of necessity to
establish a fundamental analysis framework to evaluate the security performance
of an HCN in order to protect secure transmissions in HCNs.

3. How to improve the security performance when the transmitter has only one
antenna and meanwhile no friendly jammer exists? Many research works on
physical layer security in random wireless networks assume that there are either
multi-antenna transmitters or friendly jammers [53, 54], which sometimes might
not be available due to constraints of size, hardware cost, etc. New approaches
are needed to protect information security in these unfavorable scenarios.
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