Preface

Our modern life increasingly depends on embedded systems. How to develop
complex embedded systems correctly is a grand challenge for computer science and
control theory. The model-based method is thought to be an effective approach to the
design of complex embedded systems. Using this approach at the very beginning,
an abstract model of the system to be developed is defined. Extensive analysis and
verification on the abstract model are then committed so that errors can be identified
and corrected at the very early stage. Then the higher-level abstract model is refined
to a lower-level abstract model, even to source code, step by step, using model
transformation techniques.

Model-based design is supported by Simulink/Stateflow (S/S) and has been
widely adopted in the industry. Simulink is an environment for the model-based
analysis and design of embedded control systems, which offers an intuitive graphical
modelling language reminiscent of circuit diagrams and thus appealing to the prac-
tising engineer. Stateflow is a toolbox adding facilities for modelling and simulating
reactive systems by means of hierarchical statecharts, extending Simulink’s scope to
event-driven and hybrid forms of embedded control. Modelling, analysis, and design
using S/S have become a de facto standard in the embedded systems industry.

Simulink/Stateflow relies on extensive simulation based on unverified numerical
computation to validate system requirements, which is prone to incomplete coverage
of open systems and possible unsoundness of analysis results due to numerical
errors. As a result, existing errors in the model might not have been discovered
through simulation. Once such incorrectly developed systems are deployed, catas-
trophe can be caused by system failure, especially in safety-critical fields.

Formal verification techniques help to remedy the problems of simulation.
For example, industrial standards such as DO-178C, IEC 61508, EN 50128, ISO
26262, etc. all advocate the use of formal or semiformal methods as complement
to conventional methods, to develop embedded systems with high safety levels.
Actually, Simulink does support formal analysis of S/S models, e.g. using the tool
Simulink Design Verifier, which adopts formal methods to identify hidden design
errors in models without extensive simulation runs. However, currently, it can only
detect blocks in the model that result in low-level errors such as integer overflow,
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dead logic, array access violations, division by zero, and so on, but not system-
level properties of the complete model with the physical and environmental aspects
taken into account. On the other hand, existing formal methods in the literature that
deal with continuous-time S/S models lack either expressiveness or scalability. The
rigorous safety requirements of safety-critical embedded systems demands more
effective formal verification techniques for S/S.

This book presents a state-of-the-art formal approach to the safety verification
of continuous-time S/S diagrams. This approach is called deductive as it relies on
a process-like modelling language and a deductive proof system built upon the
language. Formal verification of S/S models is achieved by building an interface,
namely, bidirectional translations, between S/S models and the formal models in
Hybrid CSP (HCSP), a formal modelling language for hybrid discrete-continuous
systems. Through such an interface, S/S models are firstly translated into HCSP, and
the correctness of such translations can be justified by formal proofs or by inverse
translation from HCSP to S/S and co-simulation. This provides a gateway to the
mechanized verification of S/S models, since formal analysis of HCSP models is
supported by a deductive proof system called Hybrid Hoare Logic (HHL), which is
implemented using the interactive proof assistant Isabelle/HOL.

The presented approach has the following prominent features: first, the HCSP
language has a rich set of composition primitives, facilitating the modelling of
numerous concurrencies and communications of S/S diagrams; second, the HHL-
based deductive reasoning of HCSP models is compositional and is incorporated
with powerful invariant generation techniques for dealing with continuous dynamics
and thus avoids exhaustive exploration of the state space and is more scalable; third,
the usefulness of the approach is demonstrated by impressive real-world case studies
originating from the railway and aerospace industries.

This book is intended for researchers, graduate students, and engineering
practitioners in the fields of formal methods and embedded systems. From this
book, the readers will learn the HCSP/HHL-based deductive method and the use
of corresponding tools for formal verification of S/S diagrams. Moreover, for
those who are not familiar with formal methods, they will gain some general
knowledge about the fundamental elements and common techniques in developing
a deductive formal verification approach, especially for embedded systems. Finally,
by investigating the successful case studies, the readers will realize how formal
methods can contribute to real industry, and hopefully will be inspired to start to
use the proposed approach or even develop their own formal methods in their future
work.

How to Read the Book

This book has grown out of our research in formal verification of hybrid/embedded
systems over the past few years. Lots of the presented materials originate from pub-
lished conference or journal papers and tutorial lectures given at three international
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conferences, but have been reorganized in a systematic and consistent way. Besides,
much improvement has been made upon the published results, e.g. a revised proof
system of Hybrid Hoare Logic which can deal with general recursion in Chap.7;
the formal proof of correctness of the two-way translation between S/S and HCSP
models in Sects. 10.5, 11.2, and 12.2; and so on, are our latest work and have not
appeared elsewhere.

The main body of this book excluding Introduction consists of Chaps.2-14,

which can be roughly divided into five parts.

Chapters 2 and 3 briefly introduce some basic theories fundamental to the
understanding of many proofs in this book, including dynamical and control
systems, algebraic geometry, first-order theory of reals, Unifying Theories of
Programming (UTP), etc. Those who are familiar with these theories can skip
the two chapters.

Chapters 4 and 5 give a brief introduction to the S/S modelling environment for
self-containedness. For those who are familiar with or expert in S/S, he/she can
go quickly through or just skip this part.

Chapters 6, 7, 8, and 9 present the HCSP modelling language, the HHL proof
system and its implementation, and differential invariant generation techniques,
which together form the cornerstone of the formal verification of S/S models in
this book. This is the most theoretical part of this book and basic knowledge
in first-order logic, duration calculus, ordinary differential equations, etc. are
prerequisites. In particular, Chap.9 on differential invariant generation is quite
involved and somehow independent of Chaps. 6, 7, and 8, so one can just get
some general ideas about this chapter without going into details if he/she is not
working on this specific topic.

Chapters 10, 11, and 12 establish the translations between S/S and HCSP models
step by step. Correctness of such translations is justified by formal proofs based
on UTP, and thus guarantees the scientific rigor of our approach. Nevertheless,
skipping the proof details will not affect the understanding of the approach much.
Chapters 13 and 14 illustrate the implementation and use of the toolkit MARS,
as well as its application in real-world case studies. It is highly recommended
that the readers investigate the case studies by playing with the toolkit using the
online resources at the following addresses:

— The MARS toolkit together with the case study on the descent guidance
control of a lunar lander can be accessed at
http://Ics.ios.ac.cn/~znj/toolssyMARS_v1.1.zip.

— The individual HHL prover (see Chap.8) that implements both deep and
shallow embeddings can be accessed at
http://lcs.ios.ac.cn/~znj/tools/hhlprover.zip.

— The case study on the operation scenarios of Chinese High-Speed Train
Control System at Level 3 (CTCS-3) can be accessed at
http://Ics.ios.ac.cn/~znj/tools/CTCS-3.zip.
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The following table demonstrates the subject of each of Chaps.6-14 and its
dependency on published source materials, the full list of which is appended to
the end of this preface. By consulting these source publications, the readers can
learn some additional materials that are not selected when writing this book, either
because they are obsolete due to subsequent updates or because they are not closely
related to the topic of this book, so that can get a general idea about the development
history of our approach.

Chapters’ dependency on source publications

Chapter no. Main content Source publications
Chap. 6 The modelling language HCSP [5, 8]

Chap. 7 The HHL proof system [4,5,9]

Chap. 8 Implementation of the HHL prover [10]

Chap. 9 Differential invariant generation [6, 7]

Chap. 10 Translation of Simulink models to HCSP  [14]
Chap. 11 Translation of Stateflow models to HCSP  [16]
Chap. 12 Translation of HCSP to Simulink models  [2]

Chap. 13 The integrated toolchain MARS [1,10]
Chap. 14 Case studies [3, 13, 15]

Besides, at the end of most chapters, a review of literature on related work, over
which we have made improvements, or those parallel to our work, is provided for
further reading.
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