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Preface

Background

During the past several years, many different research communities have explored
the aspects of self-awareness in computing systems, each from their own per-
spective. To the artificial intelligence community, the natural unit of self-awareness
is the software agent; to those who study the autonomic computing, it is the
autonomic element. One can identify at least a dozen other research communities
for which the self-awareness of a computing system is a central issue. However, the
underlying commonalities in these notions of self-awareness are often obscured by
the differences in the nomenclature and the lack of precise definitions.

Recently, there have been efforts to put a spotlight on the topic of self-awareness
in the computing systems and treat it as a worthwhile object of study in its own
right. Examples include the SElf-awarE Computing (SEEC)' project at MIT and
University of Chicago, the ASCENS? and EPiCS® FP7 EU Projects, and the
FOCAS FET Coordination Action.* There have also been efforts to assemble the
researchers with a common interest in self-adaptive systems and to publish com-
pendia of works on the topic—a notable example being the SEAMS Dagstuhl
seminars and workshop series. However, such collections have tended to group
contributions either by community or by theme, leaving the reader without a single
clear unifying definition of self-aware computing that applies broadly across mul-
tiple domains.

In an effort to establish a clear definition and understanding of self-aware
computing, we organized a Dagstuhl seminar’ entitled “Model-driven Algorithms
and Architectures for Self-Aware Computing Systems,” which was held in the week

'http://hdl.handle.net/1721.1/67020.
Zhttp://www.ascens-ist.eu/.
3http://cordis.europa.eu/project/rcn/95042_en.html.
4http://www.focas.eu/.
Shttp://www.dagstuhl.de/15041.
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of January 18-23, 2015. The seminar brought together researchers from several
different communities to discuss the past and future trends in self-aware computing
and encourage the active collaborations and cross-fertilization among related
research efforts. Special attention was paid to achieve the diversity along several
dimensions, including the field of study, age, and gender, with stronger-than-usual
participation from industry. Over 40 participants presented brief perspectives on
self-awareness from their respective fields, interleaved with long periods of dis-
cussion aimed at developing a cross-disciplinary understanding of self-awareness.
A key outcome from one such discussion was a consensus definition of the term
“self-aware computing system” that was both broad enough to cover the interdis-
ciplinary research landscape and precise enough to distinguish the aspects of those
disciplines that are relevant to self-awareness from those that are not. Roughly
speaking, we say that computing systems are self-aware if they possess the capa-
bility to learn and exploit the models of themselves and the environment in which
they are situated so as to act in accordance with the high-level goals.

Seeking to capitalize on the considerable positive energy and momentum created
by the seminar, many of the participants agreed to contribute to a book on
self-aware computing systems. Rather than following the usual formula of orga-
nizing the seminar presentations into a book, we decided to write the book com-
pletely from scratch and to organize the writing effort in such a way that the
chapters would be well-integrated and cross-referenced, and based upon the col-
laborative efforts and perspectives of authors from multiple disciplines.

Given this ambition and approach, writing this book proved to be an enormous
undertaking, and one that overachieved on our desire to foster fruitful and ongoing
collaborations among researchers who might never have worked together had they
not met at Dagstuhl. Discussions regarding the purpose and structure of this book
began during the seminar and continued online for several weeks afterward. Once
we reached a tentative agreement about which chapters should be written, and by
whom, the authors of each chapter convened numerous times, working individually
and collectively across many institutions (both academic and industrial) and time
zones to write the initial drafts. About six months after the Dagstuhl seminar,
a checkpoint workshop was held at the International Conference on Autonomic
Computing 2015 in Grenoble to review the progress of the book and to make some
midcourse corrections regarding the content and organization. Some additional
authors were recruited to fill the perceived gaps in content and expertise. During the
ensuing months, drafts of each chapter were circulated and reviewed to ensure the
quality and coherency across chapters (i.e., adequate cross-referencing).

This book is the result of those efforts. Here, professionals, researchers, lecturers,
and students will find formal and informal definitions and taxonomies of self-aware
computing systems, explanations of how self-aware computing relates to many
existing subfields of computer science and software engineering, descriptions of
architectures and algorithms for self-aware systems, benefits and pitfalls of
self-awareness, reviews of many of the latest relevant research efforts across a wide
array of disciplines, and a set of open research challenges. Our hope is that this
book will help establish the self-aware computing as a worthy subject of study in its



Preface vii

own right, and inspire the research and development on self-aware computing
systems for years to come.

Content

The chapters of this book are organized into five parts: Introduction, System
Architectures, Methods and Algorithms, Applications and Case Studies, and
Outlook—each of which is now described in further detail.

The four chapters of Part I constitute an introduction that defines self-aware
computing systems from multiple perspectives and establishes a formal definition, a
taxonomy, and a set of reference scenarios that help to unify the remaining chapters
of this book. First, in Chap. 1, we propose a formal definition of self-aware com-
puting systems expressed in terms of models, learning, and reasoning. This defi-
nition represents a carefully considered consensus among experts from multiple
diverse fields who were brought together for the Dagstuhl seminar. Not only does it
serve as a motif for the other chapters of this book, but also we hope that the
research community will find in this definition a useful and unifying distillation of
ideas that contribute to the notion of self-aware computing as a field of study in its
own right. The formal definition of self-aware computing systems is supplemented
by some positioning of self-aware computing relative to other fields. Chapter 2
elaborates this theme further, relating in greater detail how self-aware computing
systems have been described in a dozen fields of study, including control theory,
artificial intelligence, autonomic computing, organic computing, and cloud com-
puting. Examining the similarities and the contrasts among these multiple per-
spectives on self-awareness not only improves one’s understanding of the formal
definition, but also helps to justify the need for one in the first place. Chapter 3
supplements the formal definition of self-aware computing systems with a theo-
retical framework that serves as a taxonomy for self-aware computing systems—
another motif that recurs frequently throughout the remainder of this book. Finally,
Chap. 4 introduces a set of reference scenarios that illustrate how self-aware
computing systems differ from their non-self-aware counterparts. The scenarios,
which are used and built upon in subsequent chapters of this book, have been
chosen to cover a broad range of application areas and to span to the fullest possible
extent the taxonomy established in Chap. 3. The simplest, least complex point on
this scale is a self-aware sorting algorithm, which nonetheless affords some inter-
esting explorations of self-awareness at design time and run time. The self-aware
data center scenario allows us to explore multiple interacting self-aware compo-
nents representing multiple interests, and several medium- to large-scale
cyber-physical systems’ scenarios (including smart homes, smart grids, and smart
transportation systems) allow us to explore the issues of cooperation, competition,
and heterogeneity.

Part II of this book consists of four chapters that explore the architectures for
self-aware computing systems. First, Chap. 5 introduces generic concepts and
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notations that allow one to describe and compare a wide range of self-aware system
architectures in terms of elements and relationships among those elements. Based
upon UML (Unified Modeling Language), these architectural concepts follow
explicitly from the self-aware computing definition and taxonomy introduced in
Part I of this book. Moreover, the smart home reference scenario introduced in
Chap. 4 serves as a running illustration of how the notation can be used to describe
the architecture of a self-aware system. Subsequent chapters in Part II build upon
the foundation laid in Chap. 5. Specifically, Chap. 6 delves into architectures for
individual (isolated) self-aware systems, while Chap. 7 treats architectures for
collectives in which multiple self-aware systems interact with one another. Both
of these chapters explore several points in the self-aware systems taxonomy
established in Chap. 3. In Chap. 6, special consideration is given to pre-reflective,
reflective, and meta-reflective self-aware system architectures, while in Chap. 7, the
major emphasis is placed upon the various types of relationships and organisational
patterns that may exist among the interacting self-aware systems that make up the
collective, as well as the relationship between the individual and collective
self-awareness. The final chapter of Part II, Chap. 8, reviews the present state of
reference architectures, architectural frameworks, and languages for self-aware
systems and compares them with the ideas presented in the previous chapters of
Part II. It also lays out a set of open challenges for self-aware system architectures.

Part III contains seven chapters that focus on the methods and algorithms for
self-aware computing systems. The first three chapters treat issues pertaining to
system design, such as modeling, synthesis, and verification. First, Chap. 9 dis-
cusses the nature, origin, scope, and purpose of self-modeling and its critical role in
supporting system self-awareness. An interesting insight is that while models of a
system may certainly be imbedded within that system at design time, a system can
be much more flexible and adaptive if it possesses the capability to create and
modify models of itself at run time—and endowing systems with the ability to learn
both the structure and the parameters of such models is an interesting design
challenge in itself. Chapter 10 offers a set of strategies for retrofitting self-awareness
into legacy non-self-aware systems, and Chap. 11 discusses the synthesis and
verification of self-aware computing systems. The next two chapters of Part III
discuss a key run-time issue: adaptation. Chapter 12 explores how adaptation arises
from an interplay among learning, reasoning, and acting in individual self-aware
systems, while Chap. 13 explores how collective interactions among adaptive
self-aware entities may lead to disastrous or beneficial emergent behaviors, and
offers a number of possible diagnoses and remedies for undesirable behavior. The
final two chapters of Part III discuss a variety of approaches for characterizing and
measuring the self-awareness. Chapter 14 defines the metrics and benchmarks for
the self-aware computing systems, while Chap. 15 discusses the problem of
assessing self-awareness from a more general and philosophical perspective.

Part IV contains ten chapters on the applications and case studies in various
domains, and the degree to which self-aware computing approaches have been
adopted within those domains. The first seven chapters focus on the aspects of
self-awareness in the context of cloud computing. Chapters 16 and 17 discuss using
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and learning models to support the performance management in data centers, while
Chap. 18 treats online workload forecasting, which can be viewed as learning
models of the environment in which the performance management system is situ-
ated. Chapter 19 reviews the state of virtual machine (VM) management in data
centers, which (as also explained in the data center reference scenario section of
Chap. 4) falls short of self-awareness for several reasons. One reason is that VM
management systems tend to address lower-level metrics rather than adopting the
application perspective—a shortcoming that is addressed in Chap. 20, which
explores self-awareness of cloud applications. This is followed by two chapters that
explore the self-awareness and security in cloud-based systems. Chapter 21
explores the software architectures for self-protection, while Chap. 22 discusses the
benchmarks for intrusion detection systems. The final three chapters of Part IV
extend the applications and use cases beyond the domain of data centers. Chapter
23 discusses the self-aware networks. Chapter 24 discusses the cyber-physical
systems, with a special emphasis on run-time architectural models that may well
apply broadly, beyond this specific application domain. Both Chaps. 21 and 24 can
serve as practical complements to the more general and theoretical treatment of
architecture in Part II. In the final chapter of Part IV, Chap. 25, we expand our
horizons quite literally by discussing the vital role that self-aware computing plays
in the control of autonomous spacecraft.

The final section of this book, Part V, consists of a single chapter on open
challenges and future research directions for self-aware computing systems.

Intended Readership

This book is intended to serve two audiences. First, it may be used as a handbook
for professionals and researchers who work in the areas related to self-aware
computing. Second, it may be used as an advanced textbook for lecturers and
students of postgraduate courses on any of the many subjects that relate to
self-aware computing, such as advanced software engineering, autonomic com-
puting, self-adaptive systems, data center resource management, and any of the
other fields mentioned in Chap. 2. The reader is assumed to be generally acquainted
with the principles and practices of computer science or software and systems
engineering, but no specific expertise in any subfield of computer science is
required. For the most part, each chapter is self-contained, and plenty of references
are provided for those who wish to pursue the topic more deeply.

Wiirzburg, Germany Samuel Kounev
Hawthorne, NY, USA Jeffrey O. Kephart
Wiirzburg, Germany Aleksandar Milenkoski
Santa Clara, CA, USA Xiaoyun Zhu

January 2017
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