Chapter 2
RNS-Based Embedded Processor Design

Pedro Miguens Matutino, Ricardo Chaves, and Leonel Sousa

2.1 Introduction

Digital consumer electronics represents a major sector of today’s world economy in
a wide range of products. Digital Signal Processors (DSPs) are a key component of
many digital consumer products in several application domains, such as telecommu-
nications, digital audio, video and imaging, speech processing, cryptography, and
multimedia [1-9]. The design of DSPs has evolved rapidly over the last decade,
driven by the ever-increasing need to improve performance and balance power
consumption, flexibility, and integration of more features.

Conventional carry propagation arithmetic, based on a weighted number system,
is a widely employed and well-studied approach. However, the dependencies and the
need to perform the full weighted propagation of the carry cause a significant delay
in arithmetic computation, preventing the design of arithmetic units with improved
performance and enhanced efficiency. Therefore, Residue Number System (RNS)
has been proposed as an alternative arithmetic system for computational intensive
applications. RNS is a non-weighted numbering system that uses the remainders
of the division by co-prime moduli, which compose a moduli set, to represent an
integer value. The multiple and smaller values used in the RNS representation allow
parallelism, high-speed, and low energy computation by reducing the hardware
requirements to process data. The higher parallelism results from the fact that
the multiplications and additions are performed independently on each individual
residue channel.
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In order to facilitate the usage of RNS, its adaptability, and widen its applicability,
a generic, efficient, and scalable RNS architecture supporting moduli sets with an
arbitrary number of channels is required. In this chapter, a unified structure for a
scalable RNS processor based on {2" + k;} (k; < 2"/2 _ 1) moduli channels is pro-
posed, allowing the design of RNS with any moduli set of the form {2"+k,--- ,2"£
k), where j € Nf. The considered moduli set allows to arbitrary increase the
number of RNS channels and consequently, increase the Dynamic Range (DR) or
reduce the width of the channels leading to a reduction in delay and area cost. The
proposed RNS architecture provides a complete processing system supporting the
computation of conversions, namely from binary-to-RNS, RNS-to-binary, and base
extension. The proposed architecture has the capability of computing the conversion
by reusing the arithmetic units of each channel, thus allowing the design of a more
compact RNS processor. The arithmetic operations supported at the channel level
include the addition, subtraction, and multiplication, with accumulation capability.
For the reverse conversion two algorithms are considered: one based on the Chinese
Remainder Theorem (CRT) and another on the Mixed Radix Converter (MRC).
An Instruction Set Architecture (ISA) is also proposed, in order to provide a
simple and independent interface to the proposed generic RNS architecture. The
proposed RNS architecture and resulting processor implement the ISA without the
need of explicitly defining the number of channels, allowing to generate generic
code independently of the DR, making this transparent to the programmer.

This chapter is organized as follows. Section 2.2 presents the proposed RNS
architecture, followed by the definition of the ISA in Sect.2.3. The arithmetic
operations including the conversions to and from binary are described in Sect. 2.4.
Section 2.5 details the control units of the proposed processor. Section 2.6 presents
a performance comparison with the most relevant state of the art, and Sect.2.7
summarizes the main conclusions regarding the work herein proposed.

2.2 Processor Architecture

The RNS processor herein described is to be used as a coprocessor of generic
Central Processing Units (CPUs), targeting intensive arithmetic computations.
The first step of an RNS computation process is the conversion from binary-to-
RNS, followed by the arithmetic operations performed in each channel, and finally
the conversion from RNS-to-binary. Consequently, one of the main tasks of the
RNS processor is to receive code and data (typical in binary) from the CPU and
send it back after processing. Towards a more compact structure the approach
herein presented considers that the number of required conversions is less than
the number of arithmetic operations performed in the channels, which is typical
of several applications, such as cryptographic operations. Furthermore, this allows
for more compact structures since conversion steps can be executed in the hardware
resources of the modular channels. Consequently, these conversions are executed in
a sequential manner.
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Fig. 2.1 Proposed RNS architecture

The proposed architecture is organized in three main blocks, depicted in Fig. 2.1:
(1) channel arithmetic blocks; (2) RNS-to-binary converter; and (3) global control
unit. The channel arithmetic blocks perform the modular additions, subtractions, and
multiplications on each channel. These were the chosen modular operations, since
they are the basic arithmetic operations required in digital signal processing [3, 6,
7, 10, 11] and in applications, such as in asymmetrical cryptography [8, 9]. These
arithmetic blocks are also used to perform the binary-to-RNS conversion.

The conversion from RNS-to-binary is herein performed in a two step algorithm.
The first step converts the RNS representation into a Mixed Radix System (MRS)
representation, followed by a second step that converts the MRS values into the
binary value. The MRS conversion is fully computed in the arithmetic moduli
channels. The second step of the reverse conversion, which cannot be performed
using just the arithmetic operations available in the RNS channels, is computed on
the RNS-to-binary converter module, containing the additional logic required for
the conversion.

The MRS operation is herein also used to perform base extensions, implementing
the conversion between moduli sets. The base extension allows to convert number
representation between two moduli sets without performing the conversion from
RNS-to-binary in the origin moduli set, and the conversion from binary-to-RNS in
the destination. The base extension operations are intensively used in the Mont-
gomery Modular Multiplication [ Montgomery Multiplication (MM)] [12, 13], one
of the main operations when computing asymmetrical cryptographic algorithms [14]
on RNS. These base extension operations require more than one moduli set to be
computed, although each RNS processor only has one moduli set, consequently
the proposed RNS computation requires more than one processor. Given this, the
proposed RNS architecture allows multiple RNS processors in the RNS computing
system.
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Considering that the RNS architecture is to be used as a coprocessor of generic
CPUs, the communication between them can be established by Fist In First Out
(FIFO) buffers, implementing the communication and data flow control, also acting
as synchronization points.

The following sections describe the considered ISA and the proposed architec-
ture, detailing the designed computation logic used to perform the binary-to-RNS
conversion, the modular arithmetic operations, and RNS-to-binary conversion.

2.3 Instruction Set Architecture

In order to provide a simple and independent interface to the proposed RNS
architecture, an ISA is defined. This ISA considers a scalable RNS architecture,
without the need to explicitly define the number of channels of the implemented
RNS and resulting DR. This allows to generate generic code, making it transparent
to the programmer. Apart from the conversion operations, the programmer can code
as for a typical arithmetic binary processor, without the need to know any details
of RNS arithmetic. The defined ISA supports the following arithmetic operations:
addition, subtraction, and multiplication, with and without accumulation capability,
as further described in Sect. 2.4.2. Alongside these arithmetic operations, conversion
operations to and from binary, and base extension, are also considered and further
detailed in Sects. 2.4.1 and 2.4.3. Since these conversion operations are implemented
by arithmetic computations, the number of these computations and consequently
the number of clocks cycles are directly dependent on the number of channels.
The conversion computation requires specific constants, which depend on the used
moduli set and do not change for the entire life-cycle of the RNS processor. If these
are defined programmatically and sent by the CPU to the coprocessor, overhead
is introduced due to data transfers. Considering this, and in order to maintain a
simple interface, these constants and the operation micro-code are built-in into the
RNS processor. With this, the computation of the conversions to and from binary,
and possible base extension, can be performed without external support. As stated
before, the conversion operations are implemented in a sequential manner, requiring
more than one cycle to be completed. Given this, the RNS processor instructions are
divided into two main categories: namely, single cycle and multi-cycle instructions.
The first one requires a single clock cycle to complete the arithmetic computation,
independently of the number of RNS channels, while the multi-cycle instructions
directly dependent on the number of channels, imposing a number of cycles equal
to the number of channels.

Herein, a 32-bit instruction size is considered, since it is the most common length
used nowadays on embedded CPUs [15]. The proposed instruction format is divided
in four fields, namely: (1) register source one (rs1); (2) register source two (7s2); (3)
destination register (rd); and (4) operation code (opcode), as depicted in Fig.2.2.
Each register field has a length of 8 bits, allowing to address up to 256 registers.
The operation code field is divided into two sub-fields: the first one used for RNS
processor enabling, and the second one to define the arithmetic operation.
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Fig. 2.2 Instruction format of the proposed RNS processor

Table 2.1 RNS processor ISA

4 mnemonic instruction
i31|i30|i29|i28|i27|i25|i25|i24|i23"'i15|i15"'i8|i7"'i0
1 | add/ardrsl,is2 |ex ey |eo |0 [0 | 0|0 |a| rdqg |rslpo |rs2p
2 | sub/ardrsls2 |ex|er|eo |00 |0 |1 |a| rdqg |rslpo |rs27.0
3 | mul/ardrsl,rs2 |ex|ei|eg |0 0| 1|0 |a]| rdgo |rslig (152
4 |aadd/ard,rsl,rs2 ey |ereg | 1 [ 0| 0|0 |a| rdyqq |rslpo) |752(7.0]
5 |asub/ard,rslrs2 [ex ey e |1 | 0| 0| 1| a| rdyg |rslizg |rs2(.0)
6 [amul/ardrslrs2ies (e |eo | 1|0 | 1|0 |a| rdyg |rsligg |72
7 [sadd/ard,rsl,rs2 [ex ey eg |1 | 1] 0] 0| a| rdyqg |rsligg |72
8 [ssub/ard,rsl,rs2 fex|ey|eog | 1| 1| 0| 1| a| rdyg |rsligg |72
9 [smul/ard,rsl,rs2jex|erfeg | 1| 1| 1|0 |al] rdyg |rsligg |72
10| bToRNStd |exfei|eo| 0| 1|0 |0 p| rdyzyg
11| mToRNSrd |exfeifeg (0| 1| 0|1 |p]| rdyyg
12| msToM rd,rs1 |exfer|eo |0 | 1| 1[0 | p| rdgg |rslpg
13| mToBINtsl |ex|ej|eg|O|1|1|1]0 rsliz.0)

The RNS architecture allows multiple RNS processors in the RNS computing
system using processor enabling flags, up to three are allowed with this codification.
This maximum value is considered given the typical RNS based cryptographic
implementations [16]. The arithmetic operations (opAU) are specified by four bits,
with an additional bit to enable accumulation, as depicted in Fig. 2.2 and detailed
in Table 2.1. This additional bit is also used to define if the internal shared bus
propagates the data, used in multi-cycle operations such as the base extension,
allowing for data transfers between two RNS processors.

Table 2.1 details the proposed ISA, divided into single and multi-cycle instruc-
tions. The first three operations (1-3) implement the modular addition, subtraction,
and multiplication between rs1 and rs2, storing the result in the defined rd, and in
the accumulator if the accumulator flag a is active. The following three operations
(4-6) preceded by ‘a’ execute the same operations as the previous ones, with the
particularity that the accumulator value is also added. Once more the final value is
stored in the destination register, and in the accumulator if the flag a is set. The last
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three single cycle instructions (7-9), preceded by ‘s’, have the same behaviour as the
previous ones, but instead of adding the result of the operation between rs1 and rs2,
subtracts that value from the accumulator. In these instructions, the flag a has the
same functionality, i.e., besides the destination register, the result of the operation is
also stored in the accumulator if a is set.

The first two multi-cycle instructions (10—11) convert from binary and from a
mixed-radix representation, respectively, to the moduli set in the RNS processor.
These instructions receive data from the shared bus and require only the definition of
the destination register. The third multi-cycle instruction (mToRNS rd,rs1) executes
the conversion from RNS-to-MRS, requiring a source register and a destination reg-
ister. This instruction is described in detail in Sect.2.4.3. Note that this conversion
changes the representation from RNS to a Mixed Radix System. The instruction
mToBin (MRS-to-binary) is used to perform the second step of the conversion from
RNS-to-binary, that was started by a RNS-to-MRS instruction. Note that, herein the
RNS-to-binary conversion is considered as a two step operation, as further described
in Sect.2.4.3. The MRS-to-binary instruction only requires the definition of rs1,
without any destination register, since the computed values are written in output
data buffer.

In order to support this ISA, each RNS channel is organized in four main blocks,
as depicted in Fig. 2.1, namely: (1) register bank and accumulator, for data storage;
(2) constant memory Read-Only-Memory (ROM); (3) RNS Arithmetic Unit (AU),
where the modular arithmetic operations are executed; and (4) control (CTR).

The data information flow from and to the CPU defines the behaviour of
the global control unit. Remember that the RNS architecture is to be used as a
coprocessor of generic CPUs, and one of its main tasks is to receive code and
data from the CPU and send it back after processing. In order to simplify the
communication and data flow control, buffers are herein used as synchronization
points. With this, the RNS processor stalls whenever data or code to be processed
are missing. Furthermore, when the output data buffers are full the RNS processor
also stalls, avoiding in this way losing processed data. In order to implement this
data control flow, one unidirectional and one bidirectional FIFO buffers are herein
considered for code and data, respectively, as depicted in Fig. 2.1.

2.4 RNS Arithmetic Operations

This section describes the formulation and resulting modular hardware structures
required to compute the binary-to-RNS conversion, the modular arithmetic oper-
ations in each moduli channel, the RNS-to-binary conversion, and base extension
operation.
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2.4.1 Binary-to-RNS Conversion

The first typical operation in an RNS processor is the conversion to the RNS
representation. This is achieved by computing the remainder of the division of each
operand by {2" £ k;}. The residue modulo {2" £ k;} of the input value X can be
achieved by computing the integer division of X by {2" + k;}. However, obtaining
the remainder in this way is a costly operation. Nevertheless, this operation can be
implemented considering only modular addition operations, such that the residue x;
of an integer X with (IV - n)-bit inputs can be calculated as:

N-n—1
xi = (X)ortk, = < Yo 'X[b])zﬂj:ki> ’ 21
2mtk;

b=0

where X} represents the bth-bit of the binary integer X, and (X),»+y, represents the
residue of X modulo {2" + k;}.

Given Eq. (2.1), the conversion of a binary number X with (N - n) bits to RNS for
modulo {2" — k} can be computed as:

N—1
(X)ony = <Z kiX[(i+1)~n—1:i~n]> . (2.2)
22—k

i=0

where X[ represents the bit vector from bth-bit to cth-bit. Similarly to modulo

{2" — k}, the binary-to-RNS conversion modulo {2" + k} can be computed as:
L5 12

(X)on iy = < Z K X(i41)n—1:20n] + Z K X ig 2y n1:it 1y +
i=0 i=0

1452
+ Y T k+ 1)> . (2.3)
24k

i=0

Note that X represents the not bitwise operation, and the last term is a constant value
that can be pre-calculated.

2.4.2 Arithmetic Channels

Arithmetic operations in Residue Number System are one of the most important
aspects to take into account when optimizing computations. An RNS is composed
of several smaller arithmetic channels. Typically, the modular arithmetic structures,
implementing these channels, are more complex than the binary equivalent with the
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same bit width. A suitable implementation of these arithmetic structures can lead to
overall improvements, compensating the conversion overheads. Even though most
of the state of the art still focus on modulo channels of the form {2" £ 1}, given their
simplicity, the use of moduli sets with modulo {2" £ k} channels, with unrestricted
k values, can be rather useful in the definition of RNS with larger moduli sets. With
this, arithmetic systems with better performances can be obtained, given that the
operands in each channel require a smaller number of bits.

The following presents the formulation and resulting structures used in the arith-
metic channels performing the required addition, subtraction, and multiplication,
with and without accumulation, for modulo {2" — k} and {2" + k}.

24.2.1 Modulo {2" —k}
The addition modulo {2" — k} of two residue values, can be easily formulated as:

a+b ,a+b<2"—k

bYon_y = . 2.4
@H D=\ b @ k) at b2 —k 24
For the subtraction of two residue values:
(=bi-10)yy = (2" = 1= bpro + 1 = k),
= (bp—1:0) + 1 — k), - (2.5)
Therefore:
(a—b)u— = {a—Db)y_y
= (ap—1:0] + bpu—r:0) + 1 = k), - (2.6)

The subtraction between the residue a and b with accumulation can be formu-
lated as:

accgy1 = (ace, +a—b),, ,

= (aCCq[n_I;O] + apu—1:0) + bpu—t1:0) + 1 — k) 2.7

»—k
Identically, the subtraction of (a 4+ b) from the accumulated value is given by:

acCy+1 = (accq - (Cl + b))zn_k

= (acCq,_ . + @p10] + bp—1:0] + 2 (1 = K)),,_, - (2.8)
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The multiplication of the residue a by b, with positive accumulation, can be
formulated as:

accy+1 = {acey +ax b )2”—k

= <accf1[n—1:0] +p[2n—110])2n_k
= (accq[nfl:o] +2" *Pl2n—1:n] +p["—1¢0])2n_k
= (aceq, .y + Q" =k +K) - Ppa—ta] + Pla—1:01)0_y

= <accqp,_1;(]] +k *Pl2n—1:n] + p[n—l:()])zn_k

1
= <aCCCI[n—1:O] + My —100) +p[n—1:0])2,,_k

1 1
aCCqp, 1. +k- m[n-l—wk—l:n] + m[n—l:O] +p[”_130]>2”_k

= <aCCCI[n—1:0] + m[22wk—1:0] + m[ln—lzo] +p[n—110]>2n_k : 2.9)
Note that the width of k is represented by w;, = [log,(k)] < n/2 bit, in order to
use the arithmetic units proposed in [17, 18], and the value pp,—i.g results from
the binary multiplication of a x b, that can be computed by an n X n-bit binary

multiplier. Consequently, the m[ln Fwi—1:0] Tepresents the result of the multiplication

of the k constant by pp,—1.,), and similarly the m[ZZWk_l:O] represents the constant
multiplication of the constant k by m[ln it

The same multiplication but with negative accumulation can be obtained by
computing:

accgy1 = (accy —a x b),,

2 1
= <accq[n_l:O] — (m[ZWk_I:O] + M1 +P[n—1:0])>2n_k

= (accqlnﬂ:m + m[22wk—1:0] + m[ln—I:O] + P10 +3- (1 - k)>2n_k - (2.10)

2.4.2.2 Modulo {2" + k}

Similarly to modulo {2" — k}, the addition modulo {2" + k} of two residue values
can be formulated as:

a+b ,a+b<2"+k

b n = .
(@t blk =\ b @ k) atb> 2 4k

@2.11)
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Once more to formulate the subtraction of two residue values, let us start by
deriving the symmetric of a residue as:
(_b[nlo])2n+k = (_2” : b[n] - b[n—lio])2n+k
=(~Q@"+ k=) b +2" = 1= bpro) + 1 + k)

= (k- by + bpu—r:0) + 1 + k>2n+k . (2.12)

Thus, the subtraction between the residue a and b can be described as:

(a—b)onyx = (a— D)oy
= {ap—r0) + bpu—ro) + 1 +k—k-ap) + k- by,
= (Cl[n—I:O] + bz + 1 + k- (1 —ap + b["]))2"+k : (2.13)

The subtraction operations, with accumulation, for channels modulo {2" + k} can
be formulated as:

acCy = (acc,, t+a— )2”+k

= (accqyq + o) = Do)y,

= (2" (aceq,) + ap) — bp) + aceq, g + ap-r:0] = bp-r:0i}

= (2" +k—k) - (accy, + apm — buy) +acey, . + @p-r:0) + bpu—r0]+
+ L+ k) gy

_ ((—k) . (aCCq[,,] + ap) — b[n]) +accy, .o + dp—1:0) + m—i-
+ 1+ k)yngs

= (accq,_ . + ap—1:0] + bpu—r:0 + k- (—aceq, — apy + b)) +
+ k+ 1oy

= (accq,_,.q + ap—t1:0] + bp—1:0+

+ (k- (1 + by — acey,, — ap) + 1))2,,+k . (2.14)

Note that the last term is one of the eight possible constants dependent on ay,,byy,
and acc,, . These eight values can be pre-calculated.

Using the same approach, the subtraction of (a 4+ b) with accumulation can be
derived as:

accyt1 = (accy — (@ + b)),

= (accq[m(}] — afn:0] — b[n101)2n+k
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= (2" - (accq, — ap — bpy) + acCq,_ . — Apn—1:0] — b[n—llo])2n+k

= (—k- (accq[n] — ap) — b[,l]) +accy, o +dp—10 +1+k+ m—f-
+ 14 k)pgs

= (k- (—accy,, + ap + bpy) + accy, o + dp—ro) + blu—1:0+
+ 24 2k} gy

= (accq,_ + @10 + bp—r:0+

+ (2 + k- (2 + by — acey, + a[n]))) (2.15)

24k

In a similar manner to the multiplication modulo {2" — k} depicted in (2.9),
the multiplication of a by b, with positive accumulation modulo {2" + k}, can be
formulated as:

acCyq1 = (accq +ax b)2n+k

= (accyy,q + Ao X Bpuo)yn y

= (accgy. + p[2n+120])2"+k

= (accy + 2% Pputizan) + 2" Plan—tin] + Pl=1:0]) 30

= (acCqy.q + K+ Pnt1:20) — K- Plon—ton) + P[n—1101)2n+1<

= (2” -accy, +accy, o + K - ppation + k- m T m[ln_1301+
+ Pp—1:0] + (kK + 1)>2"+k

_ <aCCq[n_1:o] + My 1:0) + P10 + Pla—1:0] + K - Pnt 120+

+ (k+1) —k-accg,) (2.16)

2tk "

Using the subtractive inverse to rewrite (2.16) with negative accumulation
results in:

acCyq1 = (ac:cq7 —ax b)2”+k

_ 2 1
= <aCCq[n—1;o1 + My 1) T Mgt

+ Ppto) + (k+ 1) — & - ppati:0m — k - accg,, ) (2.17)

24k "
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2.4.2.3 Proposed Arithmetic Structures

Given the above formulation, it is possible to derive a single structure capable of
computing all these operations. This structure uses a binary multiplier to compute
a;xb;, two constant multipliers [for computing (k-p[2,—1:,) and (k-m[ln +wk—1:n])]’ and
one 5:1 modular adder (for computing the addition of five input vectors to one output
vector) to add all the resulting terms. This 5:1 modular adder can be implemented
using one 3:2 modular compression and one 4:1 modular adder, proposed in [17].
The arithmetic structure for channels modulo {2" — k} and {2" + k} are similar.
However, for channels modulo {2" + k}, a ((n + 1) x (n + 1))-bit binary multiplier
is used, instead of a (n x n)-bit multiplier. For the {2" 4+ k} modulo, two constant
multipliers are also used, but the constant block depends on more selection bits
(acc,-[n], Qi b,-[n], and pp,+1:24)). The resulting structures are depicted in Fig. 2.3.

op -
opAce-—

ace; Pijan_1.0 ace; Pifan-1:0

Fig. 2.3 Channel structure. (a) Modulo {2" — k}. (b) Modulo {2" + k}
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2.4.3 RNS-to-Binary Conversion

Most reverse converters of the state of the art are based on the Chinese Remainder
Theorem (CRT) [19], on the Mixed Radix Converter (MRC) [19], and on the more
recent New CRT [20]. Herein, both the CRT and MRC algorithms are considered.
The first approach, based on the CRT, results in a more parallel computation while
the second one, based on the MRC, results in a more sequential approach but
requiring simpler modular arithmetic operations. Both algorithms allow to reuse
the modular arithmetic units of each channel to perform part of the conversion from
RNS-to-binary. This allows to reduce the system’s overall circuit area. Nevertheless,
the CRT approach requires additional hardware to implement a modular adder
modulo M, necessary for the computation of the final binary value. The New
Chinese Remainder Theorem I (new-CRT-I) [20] and the New Chinese Remainder
Theorem II (new-CRT-II) [20] are herein not considered. This is due to the fact
that new-CRT-I requires modulo channels satisfying the condition m; > 2m;_;, that
imposes unbalanced systems, and the new-CRT-II requires intermediate modular
operations, which are not suitable to be implemented in the modular channels.

2.4.3.1 Proposed CRT Approach

The computation of the binary result (X) using the CRT algorithm, for N residues,
can be described by [19]:

(X),, = <§:<xi : (M"_l)mi)m,- ~M,->

i=1

N
= <in . (lel)mi . Ml>
i=1 M
N
= <fo : WG> : (2.18)
i=1

M

where W; is the weight of the residue m;, given by:

W; = (M;‘)ml_ -M; . (2.19)
where M[’1 represents the multiplicative inverse of M;, such that M; = M/m; and
(lelMi)mi = 1.

Given x;, the n-bit remainder of the division of X by m;, and W;, a constant

multiplication factor, with a dynamic range of (N - n) bits:

N-n—1

n—1
v=) . W=y Wy (2.20)
Jj=0 Jj=0
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the product x; - W; can be computed by decomposing the operand W; into
blocks of n bits, from most to least significant bits, where W, represents the
[[-(n+ 1) —1:1[-n]bits of W;, given by:

N-n—1
W 2n)N 1 Z W 2] (N-n)+n + .o+ Z l[l]
Jj=(Nn)—n
— oWN=Dyn Wiy + 00+ 2" Wi + W, . (2.21)

Applying this decomposition to the modular multiplication in (2.18), the compu-
tation of X is given by:

M

< (N—=1)n le iy T —i—Zx, to> . (2.22)

M

In the proposed RNS architecture, this computation can be performed by the
multiplication units of each RNS channel, computing x;W;, followed by a final
dedicated adder-tree modulo M. Note that the complexity of the final modular adder
increases with the growth of the DR. To compute (2.22), N steps are required to
perform all the constant multiplications. On each iteration the resulting constant
multiplication values are added on a binary adder-tree, compressing the N input
values, with 2n-bit length, into one vector of 2n+ e bits, as depicted in Fig. 2.4. Note
that e = [log,(N)] represents the extra bits resulting from the binary addition tree.
This result is then shifted to compute the multiplication by the values 2" to 2V=17,
depending on the iteration. The selection of the values to be used is performed using
N 4:1 multiplexers. These multiplexers split the 2n + e bits vector into two groups
of n bits and one of e bits, and each group is then selected by the step decode circuit,
as depicted in Fig. 2.4. The shifted value is fed into the m-bit modulo M adder to
compute the binary value of X. After these N steps, an additional step is required to
perform the last modulo M reduction, totalling N+ 1 steps to compute the conversion
of X from RNS into its binary representation, using the CRT conversion algorithm.

2.4.3.2 Proposed MRC Approach

The other considered reverse conversion approach uses the MRC algorithm [19].
This approach starts by computing a mixed-radix representation from a residue
representation. Considering the moduli set {my, my, --- , my}, with N channels, and

z; the mixed-radix related to m; (0 < z; < m;), X can be computed as:

X=zy-my—y -my—p--m~+--+2z0-m +2. (2.23)
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The mixed-radix digits (z;) can be iteratively calculated by [19]:

Zi = <<(mi_1...m1)1) (-xi_ (Zi—l “M—p My +"‘+Z2‘m1 +Z1)m[)> .

(2.24)
Note that this algorithm is sequential, since the computation of z; is dependent
of Zi—1-

This iterative process requires 2N cycles to compute all the mixed-radix digits,
positioning X in MRS representation. This can be performed using only the
arithmetic channels of the proposed RNS structure. The needed iterations are
illustrated in Table 2.2. All the multiplicative inverse values required in (2.24) can
be pre-computed and stored in memory.

The final X value can be computed by multiplying the mixed-radix digits (z;) by
a constant factor (W), as shown in (2.23). Considering z; and W/ as:

n-(i—1)

n—1 i—1
a=) u2 . Wi=[]m=3 w2 (2:23)
j=0 j=1 j=0
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Table 2.2 Mixed Radix Converter algorithm execution on the proposed RNS

architecture
| step | channel N . channel 3 | channel 2 |channel 1 |
0 XN X3 X2 X1
1 XN —Z1 X3 —Z1 X2 —2Z1 Z1
—1
2 accy - (my " )my
3 acey —zp - my accy —zy - my Z
—1
4 accy - (mymy " ),
5 accy —zz -mpniy z3

2N-1 acecy —ZN—1-my—_p---mp

—1
2N acey - (my—1---my Yy
2N N z3 z) z1
AN+ zy-my e omamy ) Z3 - MM [ 1:0] zy - my z)

ZN TN - MM 2] 23 - MM [2p—1:)

3N-1 |zy -my - momy N, 1. (N—1)n)

The multiplication of a digit z; by its weight W] can be computed identically to
CRT (2.22), consequently X can be computed as:

N N
X = o=, ZZ" . Wi,(N—l) 4t ZZ" W (2.26)
i=1

i=1

The final value X can thus be computed by a binary adder-tree, compressing the
N + 1 input values, with 2n bits length, into one vector of 2n + ¢ bits, with r =
[loga(N + 1)] representing the resulting additional bits. The binary adder-tree is
fed with the results given by the binary multiplier output p;,, ., of each arithmetic
channel, as depicted in Figs. 2.3 and 2.5.

In each cycle, the n Least Significant Bits (LSB) of the binary adder-tree are
stored into a register, and the previous value is shifted into another register. The
computation of (2.26) requires N additional steps to conclude the computation of X.
With this approach, the complete conversion from RNS-to-binary requires a total of
3N cycles to compute X. The scheduling of operations used to perform the MRC
conversion, based on the proposed RNS architecture, is depicted in Table 2.2.

The hardware overhead of this solution (Fig. 2.5) is reduced when compared with
the CRT algorithm, which requires a final modulo M adder (Fig.2.4). However,
to compute X a total of 3N cycles are required. Nevertheless, this computational
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cost can be optimized, if the last modular multiplication in the mixed-radix-digit
computation is performed on each iteration, as given by:

Z = <xi<(mi—1 mml)_1>m; —Zi-1 '<(mi—1 ceemy)”! 'mi—2"'m1> — =

mj

— 22+ (i o)™ -ml)mi 21+ (i ---ml)‘1>m[> - 2.27)

With this optimization the iterative process requires only N cycles to compute the z;
mixed-radix digits, as depicted in Table 2.3.

The final computation of X is performed using the same approach as in the
non-optimized conversion computation, and thus performing the RNS-to-binary
conversion in 2N cycles.

The following section describes the control unit for the proposed scalable RNS
processor.
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Table 2.3 Optimized Mixed Radix Converter algorithm execution on the proposed
RNS architecture

| step | channel N . channel 2 |channel 1|

0 XN X X1

i 3 {1y g 2 (| il

2 acc—(mN,y-»ml’l}mN-zl accz—(mf}mz»zl z

3 achf(mN,l---ml’l>mN-m1-zz z

4 acey — (my—y---my Yy - mamy - z3

acey — (my—1 - my Yy my—2 - my - Zy—y

N ZN 22 Z1
N+1 IN My I (1] z2-m 1
N+2 ZN N - T (2 1)

2N-1 ZN N - M N1 (N—1)n]

2.5 Control Units

In the RNS processor herein described, two types of control units are used: one
for processor control denominated global control and another distributed control
block (CTR, in Fig.2.1) used in each arithmetic channel. The global control unit
manages the fetching of code and the decoding of the respective instructions,
alongside the management of the transfers to and from the data buffers. The single
cycle arithmetic instructions perform the computation using data from registers
and store the result into a destination register, without accessing the data bus,
nor the constant memory. The multi-cycle instructions are controlled by a step
counter, incremented at each iteration of the operation. When this counter achieves
the number of iterations required to complete a given instruction (which depends
on the number of channels in the RNS processor) the multi-cycle instruction is
concluded, and another instruction can be fetched from the code buffer. The multi-
cycle instructions are implemented by arithmetic operations partially supported by
the arithmetic channels. The definition of these multi-cycle instructions is set by the
micro-code to be executed. This micro-code is stored on the dedicated micro-code
memory.

Table 2.4 depicts the operations performed on the arithmetic channels for
the multi-cycle instructions, namely: (1) binary-to-RNS (mnemonic bToRNS); (2)
MRS-to-RNS (mToRNS), used to convert from a mixed-radix representation to the
RNS processor moduli set; (3) RNS-to-MRS (rnsToM); and (4) MRS-to-binary
(mToBIN). Since only three types of arithmetic operations are required, and they
only differ in the first steps of each instruction, the needed micro-code can be
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Table 2.4 Condensed

! ! Mnemonic Operation step | Instructions
micro-code for multi-cycle bToRNS rd## |0 lard 4 #
operations o rd,#, mula rd,#,

mToRNS rd#.# | # 0 amula rd,#.#
msToM rd,rs1,# |0 mula rd,rs1,#
mToBIN #,rs1,# | # 0 smula rd,rs1,#

reduced to a relative small memory, as described in Table 2.4. Instructions bToRNS
and mToRNS actually have the exact same micro-code, differing only in the used
constants. The same happens with the instructions rnsToM and mToBIN.

Alongside the arithmetic operations, used in each multi-cycle instruction, the
operands source is also defined, namely: (1) the data buffer (for external data); (2)
the internal shared bus; (3) the register file; and (4) the internal memory (for the
constants stored in memory).

The binary-to-RNS and the MRS-to-RNS conversions instructions receive data
from the data buffer and the internal memory, as source one and two, respectively.
The RNS-to-MRS conversion instruction uses the internal shared bus as the source
for the first operand and the internal memory as source for the second operand.
The data presented in the internal bus is obtained from the arithmetic channels
and defined by the operation step. This is used to propagate the mixed-radix-
digits, z;, through the other RNS channels, as depicted in Table 2.3. The last
multi-cycle instruction, the MRS-to-binary computation, uses the register file and
the internal memory as the operands source. Additionally, this last instruction
disables the register update flag, since no register is to be updated. This conversion
operation only uses the binary multipliers in the channels to compute X, as described
in (2.23). Recall that the RNS-to-binary conversion is computed by two multi-cycle
instructions: the first converts from RNS-to-MRS, computing the mixed-radix dig-
its, and the second instruction converts from MRS-to-binary. The herein proposed
architecture allows to implement Base Extension operations, supported by the RNS-
to-MRS instruction in the source moduli set and by the MRS-to-RNS instruction in
the destination moduli set.

Given the considered approach, the conversion instruction only depends on
the step counter and on the stored constants for the chosen moduli set. With this, the
proposed architecture becomes generic and scalable, supporting moduli sets of the
form {2"+k;}. However, the number of moduli in the moduli set is limited by the fact
that the moduli must be co-prime and of the restriction of w; = [log, (k)] < n/2,
given the used arithmetic units [17, 18]. As such, the larger the width of each
channel, n, the higher the number of existing co-prime numbers and moduli that
can co-exist.

Table 2.5 depicts the number of relative co-prime numbers that can be defined
according to the allowed channel width. This table illustrates the number of existing
co-prime values when considering moduli channels with only moduli of the form
{2" — k;} and with moduli of the form {2" + k;}.
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Tabl.e 2.5 _ Number of Channel width n [bit] |8 12 116 |20 cee |32
relative prime numbers i e 112 143 110 s
available for n-bit channel {2k}

length {2k} 11 |25 |83 |235 |--- | 8677

Moduli sets composed only of {2" — k;} moduli are particularly interesting, given
that they allow for simpler and more compact arithmetic units when compared with
modulo {2" + k;} arithmetic units, as described in Sect. 2.4.2.

2.6 State-of-the-Art Analysis

In order to compare the herein described scalable and programmable RNS proces-
sor, the relevant state of the art is herein analysed, namely other programmable
RNS architectures. Three other such systems are presented in the existing state of
the art that satisfy this, namely: Residue Digital Signal Processor (RDSP), a general
processing architecture proposed in [21]; the well-known Cox—Rower architecture
proposed in [22]; and a more recent work implementing a unified computing
system [23], where the code is defined as data transfers between registers and
functional units. The last two architectures target the computation of asymmetric
encryption algorithms, such as RSA [24] and ECC [25] algorithms.

2.6.1 State of the Art

The RDSP [21] is a 32-bit pipelined Reduced Instruction Set Computer (RISC)
based processor with 5 pipeline stages. The arithmetic operations are performed by
arithmetic units supporting the balanced moduli set {2" —1,2%", 2" + 1}, withn = 8.
A particularity of this processor is that it also supports binary arithmetic operations.
This processor supports the needed conversion operations, from binary-to-RNS and
RNS-to-binary. For this, dedicated arithmetic units are used. The processor supports
modular addition and multiplication operations, with and without accumulation.
Furthermore, this processor offers flow control instructions (such as brunch instruc-
tions), feature not present in the remaining state of the art and in the processor herein
described.

The main drawback of this architecture is that the supported moduli set only
allows for the parallelism of three channels, providing a relatively small DR. In
order to increase the DR and/or to reduce the width of the RNS channels, different
RNS moduli sets could be considered for this processor, such as {2" —3,2" —1,2" +
1,2" + 3} [26, 27]. However, this moduli set has the disadvantage of more complex
modulo arithmetic, since the modular reduction of {2" £ 3} requires more area and
imposes higher delay costs [28]. Considering only moduli of the form {2"} and
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Fig. 2.6 Cox—Rower architecture, from [16]

{2" 4 1}, given its less complex structures, moduli sets with DRs up to (8n)-bit can
be deployed, such as {2"—1,2" 2" 41,271 -1} [29], {2"—1,2",2" 41, 22" +1} [30],
{2n—1,2", 2" 4 1,2"F —1,2"=1 —1} [31],and {2" > —1,2"3 —1,2"3 1,22 +
1,271 — 1,271 41,27 2" + 1} [32]. Nevertheless, the predefined datapath of the
RDSP processor does not allow to easily scale to larger DR.

The initial Cox—Rower architecture [22] is composed of a single Cox unit and
by several Rower units. Each Rower unit is composed of a modular multiplier-and-
accumulator, computing the channels RNS arithmetic. Note that each Rower unit is
a dual-moduli channel, able to perform computations in two moduli sets (base one
and two for the Montgomery Multiplication (MM) [13, 14]). The Cox unit is used to
compute a correction factor, required in the MM. The Cox implementation is based
on a simpler adder unit, computing the correction factor with bits received each
cycle from the Rower units. An optimization to the initial architecture is proposed
in [16], and corresponds to embedding a Cox unit in each Rower, as depicted in
Fig.2.6.

This approach avoids the broadcast of the correction factor data. To further
improve data transfers, a ring connection is used, instead of a shared bus.

The authors also proposed an improved Rower unit, considering a three stage
pipeline unit, towards a higher throughput and allowing to reduce the number of
required Rower units in half. This unit implements a 32 bit long modular multiplier-
and-accumulator, as depict in Fig. 2.7a. In the first stage of the pipeline, the Rower
unit computes the binary multiplication and addition operations, with or without
accumulation. The modular reduction is computed in the second and third stages of
the pipeline. This reduction unit is implemented by three dual-constant multipliers
and three adders, as depicted in Fig. 2.7b. Note that the Rower units are dual-moduli
(2" — p; and 2" — v; modulo), each supporting only two moduli.

More recently, [33, 34] increased the number of pipeline stages of the Rower
units, reaching higher frequencies. The pipeline was increased in four stages,
implemented in the arithmetic block of the Rower unit. It also implements the
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Fig. 2.7 Rower architecture, from the Cox—Rower [16]. (a) Rower architecture. (b) Modular
reduction

modular computation using the leak resistant arithmetic proposed in [35]. This
modular arithmetic implements a countermeasure in the Cox—Rower architecture
to provide better protections against side channel attacks.

Another RNS processor has been proposed in [36], based on a Transport Trig-
gered Architecture (TTA), computing the base extensions using the same approach
as [37]. The TTA approach allows for a higher instruction level parallelism, where
the code is defined as data transports between registers and functional units.
Operations start as a side-effect of transporting an operand to a “triggered port”
of the functional unit. The presented structure deploys eight main functional units
for the RNS channel arithmetic computation, for any modulo m; of the used base.
The number of functional units is upper bounded to eight, given that more functional
units increase the number of buses. Moreover, in TTA [36] more buses require wider
instruction words, resulting in a larger instruction memory. The main functional
units of this RNS processor [36] are implemented by the Modular Multiplication-
and-Accumulation (MMAC) units, as depicted in Fig.2.8. However, these eight
MMAC usually are less than the number of modulus, reducing the exploited RNS
parallelism, since only eight modulo operations can be done simultaneously. In
order to overcome this limitation, the MMAC is implemented as a three stage
pipeline unit, allowing to take advantage of the inherent independence between RNS
channels. The critical path of the MMAC functional unit is in the second pipeline
stage, responsible for computing the modular reduction, as depicted in Fig. 2.8. The
critical path is given by the delay of two multipliers, with 32 x 14 and 15 x 14 bits,
and three binary adders, one with 46 bit length and two with 32 bit length.
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Fig. 2.8 MMAC architecture, from uRNS [23]

This work [36] has been further extended to a unified cryptographic proces-
sor [23], herein designated as uRNS, capable of computing RSA and ECC. In
the uRNS the base extension is computed by the method proposed in [16]. The
MMAC units are distributed in groups of four units each, up to 16 groups, allowing
for different optimizations and performance levels, according to the key lengths.
However, in the presented implementation the number of groups is restricted to 2,
in order to maintain the number of buses and the instruction memory bounded, to
allow it to be implemented.
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2.6.2 Analysis Based on the Arithmetic Units

Given the related state of the art, only the two last processors are herein considered
for a theoretical assessment, due to their support of large Dynamic Ranges. In
order to compare these two last processors with the proposed RNS processor, only
their modular arithmetic units are considered, since only these units are detailed
in the literature [16, 23]. Note that the bus architectures details and operations
scheduling are missing in the relevant related state of the art, not allowing for a full
processor analysis. To obtain a technology independent assessment of the resulting
arithmetic RNS architecture, an analysis is carried out using a neutral Full Adder
based model [27, 38—40]. The estimation model considers that the area of 1-bit
Full-Adder (FA) is represented by Aga, and the tpa represents its delay. For the n-bit
binary multipliers a delay of 2ntra and an area of n> FA are considered [41]. For the
multiplication of an n-bit operand by a wy-bit constant, a similar binary multiplier
estimation is considered, with nw; Aga of area resources usage and (n + wy)tga of
delay. The area resources and delay cost of registers are not taken into account in
this estimation model. Considering this, the assessment of the related state of the art
is based on the evaluation of the estimation costs for area and delay of the channel’s
arithmetic structures.

The evaluation of the described RNS architecture is based on the estimation cost
of the channel’s arithmetic structures, described in Sect. 2.4.2. Given that the area
cost estimation for the modulo {2" — k} channel arithmetic block is imposed by the
area of one binary multiplier (n>Aga), two constant multipliers, contributing with
2nwy Apa, and one 5:1 modular adder, implemented with one 4:1 modular adder and
one modular Carry-Save-Adder (CSA) [41], contributing with (87 + 2wy;) Apa. As
illustrated in Fig. 2.3, the critical path of the resulting channel arithmetic structure
is imposed by the binary multiplier, contributing with 2ntgs, the two constant
multipliers, contributing with 2(n + wy)tga, and the 5:1 modular adder, imposing
a delay of (n + 5)tga. Note that these units do not have internal registers, since no
pipeline is considered for them in the herein proposed architecture. An identical
analysis can be performed for the arithmetic channel modulo {2" + k}, resulting in
the values depicted in Table 2.6.

The estimated area cost for the Rower unit of the Cox—Rower architecture, using
the same FA model, is imposed by the area of the three pipeline stages. For the
total area estimation cost the first pipeline stage contributes with the area of one
binary multiplier (r2 Aga, where r is the bit width of the moduli) and one 3:1 binary
compression unit (2zAga, where z represents a bit length greater than 2r, considered
to allow accumulation operations). The second pipeline stage is implemented by two
binary multiplier and one 3:1 binary compression unit, contributing to the estimation

Table 2,"6 Area and delay Modulo | A (area) [Apa) T (delay) [tga]

estimation for the channel - 5

arithmetic structures 2" —k | n*48n+ 2n+ 2)wy 5n4 2w+ 5
2"+k |+ 12+ Qn+ 2w+ 8n | Sn+ 2w +7
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cost with (2h(z — 2r)Aga), ((h - r)Aga), and (2(r 4+ h)Aga), respectively (note
that & represents the bit length of the u; and v;), as depicted in Fig. 2.7b. Finally,
the third stage contributes with the area of one binary multiplier, one 3:1 binary
compression unit, and one binary adder, which are given by ((h%+h) Aga), (2rAga),
and (rAga), respectively. The estimation delay cost is given by the maximum critical
path, located in the first pipeline stage as depicted in Fig.2.7 and (2.29). The total
estimations for area and delay, for the Rower unit of the Cox—Rower architecture,
are given by:

ARower = Alst pipeline stage + Aond pipeline stage + A3ra pipeline stage
- [(r2+2z) FQh(z =27+ h-r+2(r+h) + (h2+h+2r+r)} - Ara
= (rz + h* 4+ 224 5r + 3h + 2hz — 3hr) - Apa (2.28)

TRower = Max (Tlst pipeline stages T2nd pipeline stage» T3rd pipeline stage)
=max 2r+z+4+ 1,2r+2h 4+ 1,2h 4+ 2r + 2) - tpa
=Qr+z+1) 1 . (2.29)

where z = 72, r = 32, and h = 10, for a 32 bit channels. Note that the area and
delay of the registers are not taken into account in the considered model.

Similar analysis, to the Cox—Rower, is applied to the unified cryptographic
processor (#RNS) [23], where the estimation area cost is given by: (1) one 32 bit
binary multiplier, in the first pipeline stage; (2) one 32 by 14 bit binary multiplier,
one 46 bit binary adder, one 15 by 14 bit binary multiplier, and two 32 bit binary
adders, in the second stage; and (3) two 32 bit binary adders, in the third pipeline
stage. Note that the MMAC unit proposed in #uRNS [23] has a fixed bit width. Given
this, fixed values are herein considered in the estimated cost analysis, instead of a
generic form. Recall that the estimation delay cost for the uRNS is given by the
critical path of the second pipeline stage, as depicted in Fig.2.8. The estimation
costs for the uRNS [23] are summarized as:

Aurns = Atstpipeline stage + A2nd pipeline stage + A3rd pipeline stage
=[(32%) + (32- 14 + 46 4+ 15- 14 + 32+ 32) + (32 + 32)] - Apa
= 1856 Apa (2.30)
TyrNS = Max (Tlst pipeline stage» T2nd pipeline stage» T3rd pipeline slage)
=max(2-32,324+ 14 4+46+ 15+ 14 + 32+ 32,32 + 32) - tpp
= max (64, 185, 64) - Tpa
= 1857ra (2.31)
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Table 2.7 Theoretical analysis for the RNS arithmetic channels

Architecture Pipeline stages | A (area) [Aga] | T (delay) [tra]
Cox—Rower [16] | 3 1938 137
uRNS [23] 3 1856 185
Proposed 0 1940 185

Table 2.7 summarizes and compares the estimated cost for these architectures,
considering channels with 32 bit of length, the channel’s fixed width in the
uRNS [23] architecture. Additionally, in order to make a fair comparison, k values
up to 10 bits in length (wy, < 10) are herein considered for the proposed arithmetic
unit, since this is the maximum bit length allowed in the Cox—Rower architecture,
namely as 4 in [16]. However, in uRNS [23] the bit length is less restricted, achieving
values up to 14 bits.

From this theoretical analysis it can be concluded that the proposed RNS
arithmetic units require similar area resources to those in the state of the art. Delay
wise, the obtained metrics suggest that the Cox—Rower units are about 25% faster
when using a three stage pipeline. However, these units are only able to compute
two distinct modulus, not allowing to fully take advantage of the existing pipeline.
On the other hand, the arithmetic units from the uRNS architecture are equally fast
and also support generic modulus. However, this delay is achieved by using a three
stage pipeline, while the arithmetic unit herein presented achieves identical metrics
without pipeline. Furthermore, besides also allowing the usage of pipeline the herein
considered RNS arithmetic units implement several operations (such as modular
addition, subtraction, multiplication, and accumulation), unlike the one in the related
state of the art that supports only one single operation. These features facilitate the
implementation of more complex operations and a higher level of programmability.

Architecture wise, the Cox—Rower and uRNS architectures are very oriented
to the computation of asymmetric cryptographic algorithms lacking adaptability
to the computation of other algorithms. Data transfer wise, the optimized Cox—
Rower architecture considers a ring bus, minimizing the impact of the bus in the
system but significantly restricting the possible data transfers. On the other hand,
the uRNS architecture presents a very powerful bus network, allowing the wide
data transfer between units, needed for the TTA approach. The consequence of
this highly interconnected bus is the lack of scalability, only supporting up to 8
arithmetic units, without causing significant data transfer delays.

The RNS architecture herein considered presents a trade-off in terms of data
transfer and performance, allowing for a versatile data transfer and scalability.
Moreover, the processor herein presented is fully programmable architecture,
allowing it to be used in the computation of a wide range of algorithms, thus offering
a programmable computing system supported by RNS.
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2.7 Summary

The work described in this chapter presents the first version of a flexible and
adaptable comprehensive framework to automatically design RNS processors. This
RNS architecture can also be used to promote the development of novel moduli sets
and optimized reverse converters.

Herein a compact and scalable RNS architecture is described, allowing for the
design of RNS-based processors for any co-prime moduli set using moduli of the
form {2" + k;}. This processor allows for modular additions, subtractions, and
multiplication operations, with or without accumulation, supported by the proposed
unified arithmetic units, while also providing the needed forward, reverse, and base
extension conversions. With the proposed architecture the delay and area cost of
dedicated processors are reduced while further exploring the parallelism and carry-
free characteristic of RNS.

In conclusion, the proposed RNS processor allows for generic, scalable, and
compact implementations with competitive performances when compared with the
commonly used binary based systems and the related RNS state of the art, showing
that efficient programmable RNS architectures can be designed.
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