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Abstract. Side-channel analysis is a well-known and efficient hardware
technique to recover embedded secrets in microprocessors. Counter-
measures relying on random masking have been proven to be sound
protections against such threats and are usually added to protect sensi-
tive intermediate data during the algorithm process. However, Second-
Order Side-Channel Analysis have proven to allow secret key recovery in
the presence of random masking. In [4] an attack was introduced which
exploits the information exchange at the cryptographic protocol level
in order to disclose the secret key of the ISO/IEC 9797-1 MAC algo-
rithm 3 using DES operations. A countermeasure suggestion was for a
mask to be applied at the protocol level in order to protect all secret
data. This paper extends the attack idea previously published to second
order attacks on masked implementations of the ISO/IEC 9797-1 MAC
algorithm 3 and shows that securing against such attacks must be done
with care.

Keywords: Side-channel analysis · DES · MAC ISO/IEC 9797-1 ·
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1 Introduction

Since its first introduction in 1996 by Kocher [10] side-channel analysis has
proved to be a powerful threat for embedded cryptosystems. The fast paced
growth of published attacks using side-channel techniques challenge crypto-
graphic algorithms designers to constantly counteract these attacks.

While many countermeasures already exists to protect cryptographic algo-
rithms against those attacks, [4] showed that these protections shall not be con-
fined to the cryptographic layer only but shall be extended to the cryptographic
protocol level. Indeed the authors presented an attack targeting the ISO9797-1
MAC Algorithm 3 [8] protocol mostly used on secure elements. The attack uses
the fact that for this protocol, a data usually considered as a public value (the
resulting ciphertext of a DES operation) could lead to the recovery of the 112-
bits secret key of the algorithm combining statistical side-channel and brute-force
attacks.

In [4], the authors suggested to prevent the intermediate information between
the DES operation to appear in plain in order to withstand the presented attack.
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This paper presents how, in some attack scenarios, an implementation of the
ISO9797-1 MAC Algorithm 3 [8] protocol secured with boolean masking could
still be vulnerable to higher order side-channel analysis.

The paper is organized as follows. Section 2 reminds the structure of the
ISO9797-1 MAC algorithm 3. The necessary knowledge and background on side-
channel analysis to understand our second order attacks are also presented. In
Sect. 3 describes our work to recover the secret keys of masked MAC computa-
tions. The practical results obtained are then presented in Sect. 4. In Sect. 5 we
provide recent status on DES crackers capabilities and Sect. 6 is a discussion of
the classical countermeasures and their efficiency to prevent our attack. Finally
we conclude in Sect. 7.

2 Preliminaries

2.1 Side-Channel Analysis Background

Side-channel analysis has been studied for years since it has been introduced
by Kocher [10]. Many attack paths have been published on the different cryp-
tosystems like DES [5] and RSA [15] which are widely used in the majority of
the hardware embedded devices like Banking or Identity products. In the same
time many statistical attack techniques have improved the original Differential
Side-Channel Analysis (DSCA) (i.e. Difference of Mean - DoM) from Kocher
et al. [11]. We can for instance mention the Correlation Side-Channel Analy-
sis (CSCA) introduced by Brier et al. [2], the Mutual Information Side-Channel
Analysis (MISCA) from Gierlichs et al. [7] or the Linear Regression Side-Channel
Analysis [3,16].

Second Order Side-Channel Attacks. Second order Side-channel analysis is
an attack category allowing to recover a secret data in the presence of a first order
countermeasure (i.e. where classical first-order side-channel attacks are failing).
It has been originally introduced by Messerges [13]. For years now second-order
attacks are mainly focused on attacks relying on the Hamming Weight.

When a boolean masking is implemented as a countermeasure, the interme-
diate data is replaced by v∗

K = vK ⊕M with M ∈ F
n
2 and n being the bit length

of vK . By doing so, the sensitive data is no longer linked to the side-channel
leakage. But it is still possible to succeed the attack on such an implementa-
tion with the knowledge of the mask side-channel emanations as explained in
[9,14,17].

The core idea of SODPA is that if the attacker knows (or guesses) the time
frames TM and Tv where the mask and the masked sensitive data are respectively
manipulated, he can combined them in order to decrease the mask efficiency.
Both the guess on the intermediate values and the traces during TM and Tv

have to be combined.
The intermediate values v∗

K and M can be combined using S = HW (v∗
K⊕M).



Defeating Embedded Cryptographic Protocols 25

A study of combination methods for the traces has been conducted in [14]
by comparing mainly the Absolute Difference processing traces such as T =
|TM −Tv| and the Multiplicative Combining processing traces such as T = (TM −
μM ) ∗ (Tv − μv) with μM and μv the mean values of the sets of traces TM and
Tv. It concluded the latest is the most efficient.

A correlation between S and the combined signal would then allow to
recover K.

2.2 Background on ISO 9797-1 MAC Algo 3

The ISO/IEC-9797-1 MAC Algorithm 3 with DES (also known as retail MAC)
computes the MAC of data using a 112-bit secret key. For a k 8-byte blocks data,
the k − 1 first blocks are processed through Single DES operations in CBC mode
using 56 bits of the key and a triple DES is performed on the final block using a
112 bits secret key and the result of the processing of the k − 1 first blocks as IV.
The security of this protocol relies on the Triple DES but the use of a CBC-DES
chain allow a reasonable computation time. Figure 1 describes the MAC algorithm
3 when the encryption algorithm selected is the standard DES.

Fig. 1. ISO 9797-1 MAC Algo 3 Description with DES cipher

In the following we define K as the 112 bits key used for the calculation,
divided into two subkeys K1 and K2 of equal length such as K = (K1,K2).
The ith occurrence of the algorithm MAC(i) is the result value CBC-MAC-
Algo3(P (i)

1 P
(i)
2 . . . P

(i)
k ) with IV = 0 and the nth ciphertext is defined as C

(i)
n =

DESK1(P
(i)
n−1 ⊕ C

(i)
n−2)

1.

Side-Channel Attack on MAC Algo 3. The attack introduced in [4] targets
the 112 bit-length master key used by the ISO 9797-1 MAC algorithm. The
result of such an attack could be the disclosure of the whole master key. In the
following, the different steps for implementing this attack are reminded.

1 ⊕ represents the bitwise exclusive OR operation.
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The first step of the attack is to recover one couple of value (plaintext P,
ciphertext C) from a single DES computation from a set of � executions of
the ISO9797-1 MAC algorithm 3 using side channel traces collected from the
targeted device during the MAC Algorithm 3 computation.

In order to recover the nth block intermediate result, Cn has to be a fixed
value. Hence, the n first 8-byte long blocks value P

(i)
1 , . . . , P

(i)
n must be set to

a constant value P = P1, . . . , Pn, identical for all of the � MAC computation
MAC(1), . . . ,MAC(�). The n + 1th block P

(i)
n+1 must then be chosen randomly

or at least with a high entropy across the transaction set.
As the input P

(i)
n+1 is a known random value, it is possible to guess the value

D(i) = Cn ⊕ P
(i)
n+1 from side channel traces using statistical attacks and to

recover Cn.
Once recovered, a brute force attack can then be conducted to deduce the

value of the 56-bit key K1 from the couple (Pn, Cn), which in turn allows the
recovery of K2 with some more effort.

In [4] masking the operations between each DES operations of the MAC
Algorithm 3 is proposed as a countermeasure against such an attack. This paper
will however show that high order attacks could still be possible in some cases
and that therefore care should be taken when implementing such a masking
scheme.

In the following section we use the second order attack as well as the results
from [4] to target a masked implementation of the ISO9797-1 MAC Algorithm 3.

3 Second Order Side-Channel Attack on the MAC
Algorithm 3

As previously mentioned, masking the operations between each DES operation
of a MAC Algorithm 3 should be done with care. A second order attack on two
different masked implementations of a MAC Algorithm 3 will be presented in
this section.

3.1 All DES Inputs Masked with the Same Mask

The first masking scheme is presented on Fig. 2. While this implementation is
secure against the first order attack presented in [4], should the same mask M be
used for all the DES of the same transaction it would then be possible to mount
a second order attack against this implementation by combining two DES inputs
as explained in Sect. 2.1.

Indeed, considering Pn ⊕ M the nth DES input and Cn ⊕ Pn+1 ⊕ M the
(n + 1)th DES input, it is possible to perform a second order CPA in order to
retrieve Cn.

As for the first order attack, a set of side channel traces focusing on the
execution of both the first and second DES operations is collected with P0 . . . Pn

fixed and Pn+1 randomized.
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Fig. 2. ISO 9797-1 MAC Algo 3 Description with DES cipher

To cancel the unknown mask value, the first and second DES inputs can be
combined as follows: (Pn ⊕ M) ⊕ (Cn ⊕ Pn+1 ⊕ M) = Cn ⊕ Pn ⊕ Pn+1.

Therefore the two areas of the side channel traces corresponding to the two
DES inputs processing, from the same transaction i, have to be combined. For
T

(i)
1 and T

(i)
2 corresponding to these two parts of the signal D1 = (Pn ⊕ M)

and D2 = Cn ⊕ Pn+1 ⊕ M , any combination function F (T1, T2) can be used as
explained in [14].

A correlation between D1 ⊕ D2 and the combined signal F (T1, T2) would
then enable the recovery of Cn which would then lead to the retrieval of keys
K1 and K2 using brute force technique. It can be highlighted that if the value of
Pn is fixed to 0, then the targeted intermediate state is the same as for the first
order attack: Cn ⊕ Pn+1. In this case, the mask is directly manipulated by the
device during the data loading. A legitimate question is to know if fixing Pn+1

to 0 improves the attack. This question will be studied in Sect. 4.

3.2 All DES Inputs Masked with Different Masks,
Mask Is only 1 Byte

In the case of each block being masked with a different value, as presented in
Fig. 3, the previous attack cannot be applied. In the specific case of these masks
being only 8-bit masks (i.e. for the nth block, Mn = (Rn|Rn| . . . |Rn) with Rn

an 8-bit random) then a more complex attack can still reveal the secret key.
Indeed in this case the input of one DES operation can be combined with

itself to cancel the mask as such: (Cn,j ⊕ Pn,j ⊕ Rn) ⊕ (Cn,j+1 ⊕ Pn,j+1 ⊕ Rn) =
Cn,j⊕Pn,j⊕Cn,j+1⊕Pn,j+1 (for each byte j of the ciphertext). As for the previous
attack, the two parts of the signal T1 and T2 corresponding to the processing
of respectively D1 = (Cn,j ⊕ Pn,j ⊕ Rn) and D2 = (Cn,j+1 ⊕ Pn,j+1 ⊕ Rn) are
combined using the function F (T1, T2).

In order to compute the value D1 ⊕D2 the attacker has to guess the value of
Cn,1 and Cn,2, therefore the complexity of the correlation attack will be higher
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Fig. 3. ISO 9797-1 MAC Algo 3 Description with DES cipher

than the attack presented earlier. If successful, this attack would then enable
the recovery of Cn,j ⊕Cn,j+1. In order to recover the ciphertext Cn, the attacker
would still have a 1-byte uncertainty due to the XOR operation between the
bytes. Although the complexity of the brute force key recovery on the MAC
Algorithm 3 would be higher, the effort would remain affordable as explained in
Sect. 5.

4 Practical Results

Several practical experimentations were conducted to assert the feasibility of
the attacks we proposed in Sect. 3. Tests were first conducted on simulated
power traces relying on a standard Hamming weight leakage model with a white
Gaussian noise. An ISO9797-1 MAC algorithm 3 implemented on a 32-bit AT-
Mega microprocessor was then targeted, the tests focusing on the electromag-
netic emanations of the device collected during several MAC computations. All
of the results are presented in this section.

4.1 Simulated Traces

Tests on Fixed Mask. Simulations were performed in order to validate the
proposed attack path. Another goal of the simulations was to determine whether
or not, the choice of the fixed value Pn (fixed to 0 or not) can influence the
result of the attack. We chose to attack the 1st DES output C1. To do so, we
use the classic power model L(x) = HW (x) + N(α, σ), where HW (x) refers to
the Hamming weight of the value x, and N is a Gaussian noise of mean α and
standard deviation2 σ. We simulated the attack on an 8-bit architecture.

2 Regarding the standard deviation of the noise, a unit corresponds to the side-channel
difference related to a one bit difference in the Hamming weight.



Defeating Embedded Cryptographic Protocols 29

Simulation Protocol. Draw an 8-byte random P1 to simulate the first fixed
data block and an 8-byte random K1 the DES key used in Fig. 1. For each
simulated trace proceed as follows:

• Draw an 8-byte random M as mask value,
• Compute D

(i)
1 = P

(i)
1 ⊕ M (i) and C1 =DESK1(P1),

• Draw an 8-byte random P
(i)
2 to as random second data block,

• Compute the next masked value P
(i)
2 ⊕ M (i),

• Compute the next DES operation input D
(i)
2 = C1 ⊕ P

(i)
2 ⊕ M (i),

• Compute the combination for the second order attack D
(i)
1 ⊕ D

(i)
2 .

The power consumption of the described sequence was simulated using the
power model previously defined. The DES operation was not included in the
simulation to avoid any risk of leakage from this process. The second order attack
as previously proposed was implemented and tested. Figures 4 and 5 show the
attack success on the bytes 3 and 6 of C1 to illustrate the results (all bytes
showed similar results).

Fig. 4. 28 correlation traces attack
result on byte 3 of C1 for � = 100 traces
and σ = 1

Fig. 5. 28 correlation traces attack
result on byte 6 of C1 for � = 100 traces
and σ = 1

The success rate of our attack technique was assessed by performing 100
experiments as described earlier. The tests have been performed for different
noise standard deviation values, from σ = 0.1 to σ = 7. The results are presented
in Fig. 6. These tests confirmed in practice the relevance of the theoretical attack
presented in Sects. 4.2 and 4.3.

Next, experiments were performed in order to conclude about the influence
of P1 on the results. First, the attack was performed with P1 fixed to 0 and
then with P1 fixed to a random non-null value. The result of these attacks are
presented in Fig. 7.

As it can be observed, the correlation levels are similar in both cases, which
means that the chosen value of the fixed data P1 does not influence the result
of the attack.

Tests on 1-Byte Random Masks. The same power model was kept for the
simulation L(x) = HW (x)+N(α, σ). Here, the attack was simulated on an 8-bit
architecture.
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Fig. 6. Attack success rate for different noise value - Recover the full ciphertext

Fig. 7. Comparison of the attack efficiency depending on the value of P1.

Simulation Protocol. Draw an 8-byte random P1 to simulate the first fixed
data block and an 8-byte random K1 the DES key used for the CBC DES chain
of the protocol. For each trace simulation proceed as follows:

• Draw a 1-byte random M
(i)
1 as mask value,

• Compute D
(i)
1 = P

(i)
1 ⊕ M

(i)
1 and C1 =DESK1(P1),

• Draw an 8-byte random P
(i)
2 as random second data block,

• Draw a new 1-byte random M
(i)
2 to simulate the new mask value,

• Compute the next masked value P
(i)
2 ⊕ M

(i)
2 ,

• Compute the next DES operation input D
(i)
2 = C1 ⊕ P

(i)
2 ⊕ M

(i)
2 ,

• Compute the combination for the second order attack D
(i)
2,j ⊕ D

(i)
2,j+1 (for each

byte j of the ciphertext).

The power consumption of the described sequence was simulated using the
power model previously defined. The DES operation was not included in the
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simulation to avoid any risk of leakage from this process. The second order attack
as previously proposed was implemented and tested. Figures 8 and 9 show the
attack success on some of the bytes of C1 to illustrate the results (all the bytes
showed similar results).

Fig. 8. 28 correlation traces attack
result on C1,3 ⊕ C1,4 for � = 100 traces
and σ = 1

Fig. 9. 28 correlation traces attack
result on C1,6 ⊕ C1,7 for � = 100 traces
and σ = 1

The success rate of our attack technique was assessed by performing 100
experiments as described earlier. The tests have been performed for different
noise standard deviation values, from σ = 0.1 to σ = 7. The results are presented
in Fig. 10.
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Fig. 10. Attack success rate for different noise value

4.2 Tests on an 32-Bit AT-Mega Microprocessor

The single DES operations of an ISO9797-1 MAC algorithm 3 were implemented
on a 32-bit Arduino board. Different tests were conducted to validate the pre-
vious attacks presented on a real device as well as to corroborate the results
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computed from the simulation traces. First, an unmasked implementation of the
MAC Algorithm 3 was targeted to reproduce the results of [4]. Tests on a masked
implementation of the MAC Algorithm 3 were then conducted. The results of
the different test are presented in the following.

First Order on Unmasked Implementation. An unmasked implementation
of the MAC Algorithm 3 was first targeted. Around 10,000 Electromagnetic
traces related to the first two DES operations were collected, with P1 fixed and
P2 randomised to follow the attack presented in [4]. The area of interest is shown
in Fig. 11.

Fig. 11. Area or interest - P2 ⊕ C1 (area 1)

Less than 130 traces were needed to recover all 8 bytes of the targeted cipher-
text. As an example of results, Fig. 12 shows the results for the fourth byte. The
results for the other bytes were similar.

Fig. 12. Correlation peak on byte 4 of C1 for the First Order attack
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The detailed summary of the number of traces needed to recover each of the
bytes of the targeted ciphertext is presented in Table 1.

Table 1. Number of traces needed to recover the targeted bytes, first order attack on
an unmasked implementation

Targeted byte Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Traces needed 30 70 50 90 70 90 130 90

Tests on a Masked Implementation. Tests were then conducted on a masked
implementation of the MAC Algorithm 3. For these tests, a 8-byte mask M (i)

was randomly generated for each MAC(i) computation and applied to each DES
operation in order to conceal the XOR operations D

(i)
k+1 = Ck⊕P

(i)
k+1 and prevent

the recovery of Ck with first order statistical attacks. It is to be noted that the
DES operations themselves were modified following the scheme proposed in [1]
to ensure that the input of each DES would remain masked during the entire
computation and prevent any leakage from the DES internal computations.

100,000 traces were collected, with the input block P1 fixed to zero. A first
order attack was conducted focusing on the area of leakage previously identified
in order to ensure that the masking scheme is efficient enough to prevent any first
order leakage. The correlation traces corresponding to the bytes of the targeted
ciphertext showed that no peak could be obtained of the previously leaking area
thus proving that the implemented masking scheme is sufficient to prevent such
an attack.

The leakage areas T1 and T2 corresponding respectively to D1 = (P1 ⊕ M)
and D2 = (P2 ⊕ M ⊕ C1) were identified on the traces as shown on Fig. 13.

Fig. 13. Areas of interest - D1 = P1 ⊕ M (area 1) and D2 = P2 ⊕ M ⊕ C1 (area 2)

The previously explained second order attack was firstly performed by com-
bining T1 and T2 such as Tsec = ‖T2 − T1‖ with Tsec the traces targeted by
the attack. Correlation peaks allowed the recovery of each bytes of the targeted
value, Fig. 14 shows the example of the fourth byte.
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Fig. 14. Correlation peak on byte 4 of C1 on traces using Absolute Difference

Table 2. Number of traces needed to recover the targeted bytes, second order attack
with P1 = 0 using Absolute Difference

Targeted byte Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Traces needed 3,500 34,000 7,100 4,000 6,800 8,000 4,200 5,300

This attack enabled the recovery of the ciphertext with less than 34000 traces.
Table 2 shows the number of traces needed to recover each bytes of the ciphertext.

The exact same attack was performed but combining T1 and T2 such as
Tsec = (T2 −μT2)∗ (T1 −μT1) with Tsec the traces targeted by the attack. Again,
correlation peaks allowed the recovery of each bytes of the targeted value, Fig. 15
shows the example of the fourth byte.

Fig. 15. Correlation peak on byte 4 of C1 on traces using Multiplicative Combining

This attack enabled the recovery of the ciphertext with less than 8500 traces.
Table 3 shows the number of traces needed to recover each bytes of the ciphertext.

These results prove that the attacks we presented in Sect. 3 can be a threat to
some masked MAC Algorithm 3 computations. The following section will present
possible countermeasures against those second order attacks.
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Table 3. Number of traces needed to recover the targeted bytes, second order attack
with P1 = 0 using Multiplicative Combining

Targeted byte Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Traces needed 1,400 1,000 8,500 4,200 3,000 4,900 4,000 4,800

4.3 Tests on a Secure Integrated Circuit from the Industry

This attack was also performed this attack on a more secure integrated circuit
than a commercial Arduino. Indeed it embeds several hardware security mech-
anisms. The objective was to measure the effectiveness of this attack path on a
state-of-the-art security product. The same second order attack has been con-
ducted with success on this device, with P1 fixed to zero. In this case it was
also possible to recover all bytes of C1 with less than 65, 535 traces which is
the maximum number of traces available for such a protocol for some banking
products.

5 Follow-Up: How to Complete the Attack - The
Efficiency of DES Crackers

Once we have recovered with side-channel analysis the couple of values (Pn, Cn),
it is required to perform a brute force attack to recover the first single DES 56-
bit key K1 of the MAC algorithm 3. Today performing such a single DES brute
force can be achieved for a low cost in a short time period: from few hours to
1 week depending on the solution chosen.

It can be performed using a dedicated hardware such as the Rivyera engine
sold by the SciEngines company based on the COPACABANA DES cracker [12]
presented initially at the CHES 2009 conference. Using such an engine enable
the recovery of a single DES key in 1–2 days. Once this secret key K1 is recovered
a second brute force is performed to recover K2.

The attack presented here requires the value P to be fixed to a unique con-
stant value (e.g. plaintext P = 0) that can be chosen or at least is known by the
attacker. Therefore it is also possible to use DES rainbow table - constructed on
this given plaintext value - to perform the DES brute force operation.

In 2015 two students and their professor from Limoges University succeeded
to build a DES rainbow table in less than 1 month using GPU from the university
[6]. Once the DES rainbow table is available (128 Gigabyte in this case) only
few days on a computer are necessary to recover with high probability the secret
key. This example shows that no expensive or complicated hardware is necessary.
Indeed a student can use a classroom and rainbow tables found on the internet
and brute force a single DES key in only a few days.

More recently it has been published on twitter it is possible to brute force a
DES in less than 60 hours for ∼5000$ using hashcat.
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6 Countermeasures

Session keys: a first protection to consider relies on the protocol level design.
Using session keys instead of a master key when computing ISO9797-1 MAC
Algorithm 3 cryptograms, the session keys being regenerated for each transac-
tion, is still considered as the strongest countermeasure against the first and
second (and higher) order attacks presented here.

Enhanced random masking: the classical technique consisting in using several
random mask is still efficient if properly designed. Indeed if a masking scheme
similar to the one presented in Sect. 3 is used to protect the MAC Algorithm 3
against first order attacks, the developer should make sure that each DES block
are masked using a different mask, even if this requires more resources. If the
RNG used to generate the different masks is not biased, it would then insure
protection against first and second order attacks.

Execution counter: as a second order attack on the MAC Algorithm 3 might
require more traces than a first order attack to be successful, limiting the num-
ber of MAC computations can still be considered as a temporary solution against
this attack. However, our experiments showed that this cannot be always con-
sidered enough to protect an implementation against this attack. Tests should
therefore still be done to ensure that the limit counter chosen would be sufficient.
However improving the attack efficiency in the future could still defeat this light
protection.

Signal desynchronization: adding noise to the signal in order to lower the signal
to noise ratio should also reduce the efficiency of any attack, as for the first
order but that should not be considered enough and needs to be combined with
another security measure.

7 Conclusion

In this paper we have explained how much it can be difficult to prevent some
cryptographic protocols (i.e. MAC algorithm 3) implementation from state-of-
the-art side-channel attacks. Indeed we have presented successful practical sec-
ond order attacks that can defeat masked implementations of the MAC algorithm
3 designed to be resistant to the original side-channel attack presented in 2014
by Feix et al. These new results highlight the serious need for strong high-order
side-channel resistant countermeasures at the protocol level and not only during
the DES cryptographic operations. Hence random masks applied on DES inputs
and outputs - as well as during the XOR operations - must be updated very
regularly. It requires developers to apply random mask values from the begin-
ning of the CBC chain to the end of the MAC computation by refreshing the
random masks for each plaintext and ciphertext block manipulated. Nowadays
the efficiency of high-order side-channel attacks combined with the fact it has
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become quite simple to access DES cracker computations make such attacks very
realistic and practical on secure products. It is then very important to embed
strong countermeasures when performing MAC algorithm 3 computations with
master keys.
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